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Preface

1. Intr oduction
TheLPRng PrintSpoolerprovidestheessentialprinting servicesfor UNIX andUNIX-lik eoperating
systems.It canbeconfiguredto work optimally in small,large,andenterpriselevel environments.The
LPRng PrintSpoolerhasa companionifhp PrintFilter which providesprinterlevel supportand
communication.This documentis designedto bethesinglebasicreferencefor theLPRng software;the
ifhp PrintFilter is distributedseparatelyandhasadditionaldocumentation.

2. Ackno wledg ements
I would like to thankall of theLPRng userswho sorelentlesslytried theincrediblenumberof
permutationsandcombinationsof printersandsoftware,andwhoserequestsfor justonemore feature
led to thedevelopmentof thesoftware.

3. Shell Prompts
Thefollowing tableshows thedefault systempromptandsuperuserprompt.Theexampleswill usethis
promptto indicatewhichuseryoushouldberunningtheexampleas.

User Prompt

Normaluser %

root #

4. Typographic Conventions
Thefollowing tabledescribesthetypographicconventionsusedin thisbook.

Meaning Examples

Thenameof commands,files,anddirectories.On
screencomputeroutput.

Edit your .login file.
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Preface

Usels -a to list all files.

You have mail.

Whatyou type,whencontrastedwith on-screen
computeroutput.

% su Password:

Manualpagereferences. Usesu(1)to changeusernames.

Userandgroupnames Only root cando this.

Emphasis Youmustdo this.

Commandline variables;replacewith therealname
or variable.

To deletea file, typerm filename

Environmentvariables $HOMEis yourhomedirectory.

5. Notes, warnings, and examples
Within thetext appearnotes,warnings,andexamples.

Note: Notes are represented like this, and contain information that you should take note of, as it may
affect what you do.

Warning Warnings are represented like this, and contain information warning you about possible
damage if you do not follow the instructions. This damage may be physical, to your hardware or to
you, or it may be non-physical, such as the inadvertent deletion of important files.

Examplesarerepresentedlike this,andtypically containexamplesyoushouldwalk through,or show
you whattheresultsof a particularactionshouldbe.
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Chapter 1. Intr oduction
Printingis oneof theessentialservicesprovidedby computersystems.Userswantreliableandeasyto
usemethodsof printing thatrequireaminimumamountof effort to usedandunderstand.On singleuser
systemswith a directlyattachedprinterthey perceive thattheprinting processis simply amatterof
storingor spoolinga file, andthentransferringit to theprinterin a timely manner. In theclassical
multi-usersystems,eachuserexpectsto sharea commonprinterwith oneor moreusers;theprint
spoolingsystemprovidesarbitrationandsharingof theprinteramongthevarioususers.In anetwork
basedmulti-usersystem,theremaybeoneor moreprinterssharedby multiple userson many different
systems.Theprint spoolerswill needto cooperateto provideprint servicesto theusersin a simplean
predictablemanner.

1.1. What is LPRng?
TheLPRng print spoolersoftwarewasdevelopedto a flexible andscalableapproachto eachof these
printing problems.It hasbeenusedsince1988in extremelydemandingacademicprintingenvironments
suchasUniversityof Minnesota,MIT, andRutgers,commercialcompaniessuchasDow Jonesand
Abbot Pharmaceuticals,aswell asbeingdistributedwith Linux, FreeBSD,andothersystems.Eachof
theseenvironmentshasa uniquesetof problems,demandingvariousconfigurationandadministrative
capabilities.For example,thesimplesingleusersystemwith asingleor limited numberof printers
requireseasyconfigurationandsimplediagnosticprocedures,while thenetwork basedprinting system
requireshighly robusterrorlogging,authentication,andfailoversupport.LPRng providesa highly
flexible configurationsystemthatallows it to performoptimally in all of theseenvironments.

LPRng mimicsmany of thefeaturesof thevintageor legacyBerkeley (Universityof California-
Berkeley) Line Printer(LPR)packagefoundon Berkeley derivativesof theUnix operatingsystem.
LPRng will print a documentwith little or no knowledgeof thecontentor specialprocessingrequiredto
print thedocumentona stand-alonemachineor in a distributedprintingenvironment.New (ascompared
to Berkeley LPR) featuresinclude:lightweight lpr , lpc andlprm programs,dynamicredirectionof print
queues,automaticjob holding,highly verbosediagnostics,loadbalancingqueues;enhancedsecurity
(SUID not requiredin mostenvironments),andeasyconfiguration.

LPRng startedlife at theUniversityof Waterlooin 1986asPLP(PublicLine Printer),a replacementfor
theoriginal BSD lpd code.Thiswasaone-shoteffort by theauthor, Patrick Powell, to developfreely
redistributedcodewithout therestrictionsof theBSD/AT&T licenseandwould allow non-licensedsites
to fix andpatchproblems.From1988to 1992individualsandgroupsaddedfeatures,hacked,slashed,
andmodifiedthePLPcode,coordinatedlargelyby JustinMason(<jmason@iona.ie >) who startedthe
LPRng mailing list.

In 1992while at SanDiego StateUniversityProf. Powell redesignedandreimplementedthePLPcode
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Chapter1. Introduction

andnamedtheresultLPRng. Thegoalsof theLPRng projectwereto build aserversystemthatwasas
closeto userabuseproof aspossible,thatwouldprovideserviceslimited only by theinherentcapacities
of thesupportsystem,RFC1179compliant,andwith extensivedebuggingcapabilitiesto allow quickand
easydiagnosticsof problems.

In early1999thecodebasefor LPRng wasagainreorganizedin orderto providea commonmethodfor
runningon non-UNIX platformssuchasMicrosoftWindowsNT, Apple Rhapsody, andembedded
systems.

As a sideeffectof this work, many securityproblemsthatcoulddevelopwereidentifiedandstepstaken
to ensurethatthey werenot presentin LPRng. For example,LPRng clientssuchaslpr, lprm, lpc, and
lpq run asordinaryusersprograms,andeventhelpd servercanrun asa useronceanetwork port has
beenopened.Boundscheckingis performedonall input andformatting(for example,snprintf()rather
thansprintf() is used),aswell asotherpreventivemeasureswereapplied.

1.2. Additional Resour ces
ThemainLPRng documentationis theLPRng-HOWTO, which is availablein severalformats.
InformationaboutLPRng andthelatestreleasecanbefoundon theLPRng webpage
http://www.astart.com/LPRng.html

Thereis alsoa mailing list at lprng@lprng.com(mailto:lprng-request@lprng.com?subject=subscribe).
To postto thelist youmustsubscribeby sendingsendanemail to lprng-request@lprng.com
(mailto:lprng-request@lprng.com?subject=subscribe), with themessagesubjector bodycontainingthe
word ‘subscribe’or ‘help’.

Severalpresentationsof LPRng andprint spoolingsoftwarehavebeenmadeat theLargeInstallation
SystemAdministrator(LISA) conferences.Thepresentationat theLISA 98 conferenceis in the
PowerPointfile LISA98.ppt in theLPRng distributiondocumentation.

1.3. Frequentl y Asked Questions
Therearea list of FrequentlyAskedQuestionsthatappearregularlyon theLPRng mailing list. SeeThe
Most FrequentlyAskedQuestions.

1.4. License , Copyright, and Disc laimer
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Chapter1. Introduction

TheLPRng PrintSpoolerandtheifhp PrintFilter softwarearedistributedundertheGNU Public
License(GPL) andtheArtistic License(license.txt).Userscanchooseto redistributeor usethesoftware
undera licensethatis appropriatefor their purpose.Otherlicensesanddistributionagreementsare
availableby contactingAStArt Technologies(http://www.astart.com)for information.

THE MATERIAL IN THESESOFTWARE PACKAGESAND DOCUMENTSIS PROVIDED
WITHOUT FEEAND AS-IS WITH NO WARRANTY REGARDINGFITNESSOF USEFORANY
PURPOSE.THE AUTHOR AND ALL CONTRIBUTORSARE NOT LIABLE FORANY DAMAGES,
DIRECT ORINDIRECT, RESULTING FROM THE USEOF THE SOFTWARE ORANY
INFORMATION PROVIDED IN THIS DOCUMENT.

1.5. Commer cial Suppor t
AStArt Technologies(http://www.astart.com)providescommercialsupportandenhancementsfor the
LPRng andothernetwork software.AStArt providesnetwork andsystemconsultingservicesfor UNIX
andNT systems,aswell asrealtimeandnetwork software.

1.6. Web Site
WebPage:http://www.astart.com/LPRng.html

1.7. FTP Sites
Main FTPSite:

ftp://ftp.astart.com/pub/LPRng(US)

Mirrors:

ftp://ftp.sage-au.org.au/pub/printing/spooler/lprng(AU)

ftp://sunsite.ualberta.ca/pub/Mirror/LPRng/ (CA)

ftp://ftp.informatik.uni-hamburg.de/pub/os/unix/utils/LPRng(DE)

ftp://ftp.uni-paderborn.de/pub/unix/printer/plp/LPRng(DE)

ftp://ftp.chembio.ntnu.no/pub/mirrors/LPRng(NO)
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ftp://ftp.mono.org/pub/LPRng(UK)

ftp://ftp.cs.columbia.edu/pub/archives/pkg/LPRng(US)

ftp://ftp.cs.umn.edu/pub/LPRng(US)

ftp://uiarchive.uiuc.edu/pub/packages/LPRng(US)

ftp://uabgate.uab.ericsson.se/pub/unix/LPRng(SE)

1.8. Mailing List
To join theLPRng mailing list, pleasesendmail to lprng-request@lprng.com(mailto:
lprng-request@lprng.com)with theword ’subscribe’in theBODY.

TheLPRng mailing list is archivedon http://www.findmail.com/list/lprng

1.9. PGP Public Key
TheLPRng distributionshaveanMD5 checksumcalculated,which is thensignedwith aPGPpublic
key. Hereis thekey for validatingthechecksums:

Type Bits/KeyID Date User ID
pub 1024/00D95C9D 1997/01/31 Patrick A. Powell \

�
papowell@astart.com �

---BEGIN PGP PUBLIC KEY BLOCK---
Version: 2.6.3i

mQCNAzLygTQAAAEEANBW5fPYjN3wSAnP9xWOUc3CvsMUxjip0 cN2sY5qrdoJy Ihn
qbAspBopR+tGQfyp5T7C21yfWRRnfXmoJ3FVt gToAsJ UYmzoSFY08eDx+rmSqCLe
rdJjX8aG8jVXpGipEo9U4QsUK+OKzx3/y/OaK 4cizoW qKvy1l 4lEzDs A2VydAAUT
tCdQYXRyaWNrIEEuIFBvd2VsbCA8cGFwb3dlb GxAYXN0YXJ0LmNvbT6JAJUDBRA0
XonoiUTMOwDZXJ0BAQ2cBAC7zU9Fn3sC3x0USJ+3vjh g/qA+G jb5Fi1 dJd4so lc4
vJvtf0UL/1/rGipbR+A0XHpHzJUMP9ZfJzKZj aK/d0Z BNlS3i +Jnypy peQiAq o9t
FV0OyUCwDfWybgAORuAa2V6UJnAhvj/7TpxMmCApola Ib4yFy KunHa8aBxN+17Ro
rrQlUGF0cmljayBBLiBQb3dlbGwgPHBhcG93Z WxsQHNkc3UuZ WR1PokAlQMFEDLy
gTSJRMw7ANlcnQEBYBYD/0zTeoiDNnI+NjaIe i6+6z6 oakqO70qFVx0 FG3aP3kRH
WlDhdtFaAuaMRh+RItHfFfcHhw5K7jiJdgKiT gGfj5V t3OdHYkeeh/s ddqgf9 YnS
tpj0u5NfrotPTUw39n6YTgS5/aW0PQfO9dx7j VUcGeod1TGXTe9mIhDMwDJI4J14
=3Zbp
---END PGP PUBLIC KEY BLOCK---
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1.10. References and Standar ds
Thefollowing referencesandstandardshavebeenusedin thedevelopmentof theLPRng software.

1.10.1. RFCs
During theearlydevelopmentof theInternetdevelopersdid not wantto go throughthelaboriousprocess
of developingformal standardsandapplyingto a standardsbodysuchastheEIA, IEEE,or ISO.Instead,
they calledthestandardsdocumentsthey developed[Requestsfor Comments].Thesesoonbecamede
factostandards,andwith theformalacceptanceof theTCP/IPprotocolasanetwork standard,dejure as
well.

You cangetcopiesof theRFCsfrom literally hundredsof network sites,includinghttp://www.isi.edu,
http://www.faqs.org/rfcs,NIS.NSF.NET (ftp://NIS.NSF.NET),RFC.JVNC.NET(ftp://RFC.JVNC.NET),
or FTP.ISI.EDU(ftp://FTP.ISI.EDU).

The[RFC1179- Line PrinterDaemonProtocol]describestheprotocolusedto transferjobsfrom client
programto print server. SeeRFC1179for morea discussionof this protocolandmoredetailsaboutthe
RFC.Therfc1179.txtfile is includedin theLPRng distributiondocumentation.

1.10.2. PostScript
PostScriptis oneof thedefactostandardsfor print jobs.TheAdobeCorporation
(http://www.adobe.com)providesanexcellentsetof referencesfor thePostScriptlanguage.They have
mademany of theseavailablefor downloadingfrom theirwebsitesor havepublishedthemin bookform.

The[PostScriptLanguageReferenceManual]containsagreatdealof technicalinformationaboutthe
PostScriptLanguage,andis thelanguagereferencemanual.

The[PostScriptLanguageTutorial andCookbook]is averyniceandeasyto readintroductionto
PostScriptprogramming,andhassomeveryusefulutilities. Combinedwith GhostScriptandthe gv
displayprogramyoucanveryeasilylearnto write yourown smallPostScriptprograms,andmore
importantly, canlearnto understandthecontentsof PostScriptfiles.

The[PostScriptLanguageProgramDesign]is thecompanionto the[PostScriptLanguageTutorialand
Cookbook],andhasmorecomplex examplesof PostScriptprograms.More importantly, it also
introduces,althoughwithoutexplanation,thePostScriptDocumentStructuringConventionsdescribedin
AppendixG of theThe[PostScriptLanguageReferenceManual].Thisalonemakesit useful.

1.10.3. HP PCL 5
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TheHewlett-Packard(HP) PCLPrinterLanguageis thesecondde-factostandardfor print jobs.
Currently, Hewlett-Packardmakesdocumentationfor PCLavailablethroughtheir [DeveloperProgram].
You will needto registerandthensearchtheir sitefor the[PCL 5 PrinterLanguageReferenceManual].

1.10.4. HP PJL
TheHewlett-Packard(HP) PrinterJobLanguageis usedto controlvariousfeaturesof HP printers.The
[PrinterJobLanguageReferenceManual]is alsoavailablefrom Hewlett-Packard(http://www.hp.com)
throughtheir [DeveloperProgram].

1.10.5. PDF
ThePortableDocumentFormat(pdf ) wasdevelopedby Adobeto bea moreusefulmethodof
distributingdocumentationfor view by onlinesystemsandsoftware.The[PortableDocumentFormat
ReferenceManual]is availablefrom Adobe(http://www.adobe.com).While pdf is not useddirectly asa
print job language,it is oneof themorecommonformatsfor files thatneedto beprinted.It canbe
convertedto PostScriptby mostpdf viewerssuchasGhostScriptandAdobeAcrobat.
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Chapter 2. Installation
Thebasiccomponentsof theLPRng systemaretheexecutablesandthedatabasefiles. Thissection
dealswith generatingandinstallingtheexecutablefiles.

2.1. Getting Sour ce Code and Suppor t Programs

1. Obtainthelatestor stableversionof theLPRng sourcecodefrom aLPRng FTPSite.

2. Obtainthelatestor stableversionof the ifhp filter sourcecodefrom aLPRng FTPSite.Thisfilter
is usedto supportPostScript,PCL,andtext printers.

3. Obtainthefollowing GNU programsfrom oneof themany GNU SoftwareMirror Sites
(http://www.gnu.org)andinstall them.Seethedirectionsin theGNU Zip distribution for details.

GNU gzip CompressionUtility

Usedto generatethecompressedLPRng distribution.

GNU tar ArchiveUtility

GNU (http://www.gnu.org) tar supportsgzip compressionanddecompressionandis usedto
generatetheLPRng distribution.

GNU make

LPRng requiresGNU (http://www.gnu.org)make for configurationandinstallation.

GNU gccCompileror ANSI C Compiler

LPRng requiresandANSI C compiler. If youdo not haveanANSI C compilerthenpleaseuse
theGNU (http://www.gnu.org)gcccompiler.

4. SolarisSparcandX86 Binariesfor GCCandMakecanbeobtainedfrom http://sunfreeware.com/.

5. While thefollowing arenot essentialto LPRng they areusedby the ifhp filter.

file - File IdentificationUtility
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TheOpenSourceutility by Ian F. Darwin canbeobtainedfrom ftp://ftp.astron.com/pub/file.
This is a greatlyimprovedversionof theoriginalUNIX file utility andmaybeusedby the ifhp
filter to dofile recognition.

gs- GhostScript

GhostScriptcanbeobtainedfrom http://www.cs.wisc.edu/~ghost/or
http://www.ghostscript.com.GhostScriptis a PostScriptinterpreterthatallowsyou to translate
PostScriptto variousprintercompatibleformatssuchasPCL,aswell asdisplayingthecodeon
a terminal.Youmight alsowantto getthePDFextensionsthatallowsGhostScriptto readand
print PDFfiles.

gv - GhostView

Of courseyouwill wantto getthegv programthatusesGhostScriptto displayPostScripton an
X terminal.It canbeobtainedfrom http://wwwthep.physik.uni-mainz.de/~plass/gv/

2.2. PATH Envir onment Variab le and Utilities
Makesurethatdirectorywhereyouyouhave installedtheGNU toolsis oneof thefirst entriesin the
shellsearchPATH environmentvariable.For example,if youhave installedtheutilities in the(default)
directory/usr/local/bin , this shouldbeoneof thefirst entriesin thePATH. For example:

PATH=/usr/local/bin:/bin:/sbin:/usr/b in

If you arecompilingthedistributionon a Solarissystemyouwill needto usetheutilities in the
/usr/ccs/bin directory. Thisdirectorymustbein thePATH after thedirectorywheretheGNU
utilities havebeeninstalled.For example:

PATH=/usr/local/bin:/bin:/sbin:/usr/b in:/us r/ccs/ bin

Checkto seethattheGNU make utility andnot thedefaultOSmake is beingusedby default. Usemake

-v to determinewhatversionyouareusing:

h4: {1} % make -v
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GNU Makeversion3.78,by RichardStallmanandRolandMcGrath.
Copyright (C) 1988-1999

2.3. Network Mounted File System and Spool Directories

Warning It is strongly recommended that the print spool directories and essential printer configuration
file files should NOT be in an NFS mounted file system or on a file system which is NFS exported.

TheLPRng lpd print servermakesheavy useof file locking to coordinateandsynchronizeprocess
activities. Giventhehistoricalandongoingproblemsof file locking onandNFSmountedfile system,
not to mentionthehighoverheadfor doingfile locking in a distributedenvironment,it is strongly
recommendedthatspooldirectoriesNOT beon anNFSmountedpartitionor on a partitionthatis NFS
exported.

This warningextendsto othernetwork file systemsaswell.

In addition,theconfigurationfile suchas/etc/printcap mustbeavailableor printingwill not
function.Careshouldbetakento ensurethatthesefiles arestableandavailableatall times.

2.4. Daemon User and Daemon Group
The lpd server is startedat systeminitialization time andinitially runsasROOT (EffectiveUID 0). It
performsall file andotheroperationswith non-privilegeduserdaemon EffectiveUID andgroupdaemon

EffectiveGID, anddoesasetuid() to theseUID andGID valueswhenrunningprograms.Theclient
programssuchaslpr operatewith theeffectiveuserIDs of theuserwhichstartedthem.

Most UNIX systemsalreadyhaveuserdaemon andgroupdaemon, or a similarones.If suitableuserand
groupIDs arenot presentthentheappropriatesystemadministrationtoolsshouldbeusedto createthem.
Theconfiguration-with-userid=UID and-with-groupid=GID canbeusedto specifytheuserand
groupIDs. TheuserID mustnot have login capability.

2.5. Configuration
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TheLPRng packageconsistsof thefollowing executablesandconfigurationfiles:

• lpd - the lpd print serverprogram

• lpr , lpq, lprm , lpc, andlpstat clientprogramsfor printing,statusqueries,job removal, server
configuration,andSystemV lpstat emulationrespectively.

• printcap print queuedatabasefile which is usedby all theserverandclientprograms

• lpd.conf LPRng configurationoptionswhich is usedby all theserverandclient programs

• lpd.perms permissioninformationwhich is usedby the lpd server to controluseractions.

LPRng usestheconfigurescriptgeneratedby theGNU (http://www.gnu.org)autoconfutility to
generatea setof Makefiles . Theseareusedby GNU (http://www.gnu.org)make to compileandinstall
theLPRng software.Thefollowing Makefile variablesandvaluesaresetby configure to specifythe
locationof theLPRng software:

ConfigureVariable DefaultValue ExpandedDefaultValue Override

${prefix} /usr/local -prefix=PATH

${exec_prefix} ${prefix} /usr/local -execprefix= PATH

${bindir} ${exec_prefix}/bin /usr/local/bin -bindir= PATH

${sbindir} ${exec_prefix}/sbin /usr/local/sbin -sbindir= PATH

${libexecdir} ${exec_prefix}

/libexec

/usr/local/libexec -libexecdir= PATH

${sysconfdir} ${prefix}/etc /usr/local/etc -sysconfdir= PATH

${mandir} ${prefix}/man /usr/local/man -mandir= PATH

Theseareusedto install thefollowing files:

ConfigureVariable Files

${bindir} lpr, lprm, lpq, lpstat

${sbindir} lpc, checkpc, lpd

${libexecdir}/filters lpf, pclbanner, psbanner, lpbanner

${sysconfdir} lpd.conf, lpd.perms, printcap

${mandir}/man[1-9] man pages

You cansetexplicit valuesfor thepathsby usingtheoverride-name=PATH. For example:
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./configure -prefix=/usr -sysconfdir=/etc \
-mandir=/usr/share/man

Variable Value Files

${bindir} /usr/bin /usr/bin/{lpr,lprm,lpq,lpstat}

${sbindir} /usr/sbin /usr/sbin/{lpc,checkpc,lpd}

${libexecdir}/filters /usr/libexec/filters /usr/libexec/filters{lpf,pclbanner,
psbanner, lpbanner}

${sysconfdir} /etc /etc/{lpd.conf,lpd.perms,printcap}

${mandir}/man[1-9] /usr/share/man /usr/share/man/man[1-9]/{man
pages}

In additionto thesestandardconfigureoptionsthefollowing optionsprovided.

-disable-setuid

Install theexecutableswithout setuidROOT permissions.Non-setuidclientsandprogramsare
inherentlymoresecurethanSETUIDprograms,andsystemadministratorswould bewell advised
to install themwithout SETUID rootpermissions.PleaseseeSecurityConsiderationsfor more
detailsaboutthis option.

-enable-priv_ports.

Requireconnectionsto the lpd server to comefrom a privilegedport (range1-1023).By default
LPRng will allow connectionsfrom any port. PleaseseeSecurityConsiderationsfor moredetails
aboutthisoption.

-disable-force_localhost

ThedefaultLPRng configurationassumesthatall printing will bedonevia a lpd print spooler
runningon thelocalhostsystem.However, many largersitespreferthatall usersdo their printing
via a few centralservers,anddo not run lpd serverson usersystems.The
-disable-force_localhost configurationsetsthedefault valueof the force_localhost

valueto false , by defaultallowing theLPRng clientsto connectdirectly to lpd serverson remote
hosts.

-disable-require_configfiles

By default, the lpr , lpq, lprm , andlpc clientsrequirethe lpd.conf andprintcap files to be
presentonthelocalhost.The-disable-require_configfiles literal removesthis requirement.
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-enable-kerberos

Includesupportfor Kerberos5 authenticatedtransfers.

-enable-mit_kerberos4

Includesupportfor MIT Kerberos4 authenticatedtransfers.

-disable-kerberos_checks

Disablechecksfor kerberossupportlibraries,etc.

-with-lpddir=DIR

lpd executabledirectory(default${sbindir}). For historicalconfigurationcompatibility.

-with-filterdir=DIR

Filter directory(default ${libexecdir}/filters).For historicalconfigurationcompatibility.

-with-lpd_conf_path=PATH

Pathof lpd.conf file. For historicalconfigurationcompatibility.

-with-lpd_perms_path=PATH

Pathof lpd.perms file. For historicalconfigurationcompatibility.

-with-printcap_path=PATH

Pathof printcap file. For historicalconfigurationcompatibility.

-with-ld_library_path=PATHLIST

SettheLD_LIBRARY_PATH environmentvariableof filters to this value.

-with-filter_path=PATHLIST

SetthePATH environmentvariableof filters to this value.

-with-userid=NAME

RunLPRng asthis user, default daemon

-with-groupid=NAME

RunLPRng asthis group,defaultdaemon
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-with-lockfile=PATH

Thelockfile path.This will beexpandedto PATH.serveror PATH.portallowing multiple LPRng
serversto run ona singlehost.

-with-filterdir=PATH

Locationof thefilters installedby LPRng.

-with-chooser_routine=NAME

nameof chooserroutineprovidedby user

-with-order_routine=NAME

nameof orderroutineprovidedby user

-with-user_objs=NAME

objectfile with routinesprovidedby user

-with-user_include=NAME

includefile with templatesfor routinesprovidedby user

-disable-strip

Do notstrip theexecutablesbeforeinstalling.For debugginganddiagnosticpurposes.

It is recommendedthatyou useoneof thefollowing configurations:

1. If youalreadyhaveaprint spoolingsysteminstalledandwantto install LPRng for testingpurposes
or asanalternative to theexisting systemandkeepyourexisting print spoolingsystem,use:

./configure

use defaults for file locations and permissions:
/usr/local/{bin,sbin,libexec/filters, man}

requires lpd to run on the local host
executables installed setuid ROOT

2. If youhavemanualpagesin /usr/share/man , yourexistingprint spoolingsystemhasexecutables
in /usr/bin and/usr/sbin , andyouwantto replaceyourexistingprint spoolingsystem,use:

./configure -prefix=/usr -sysconfdir=/etc \
-mandir=/usr/share/man
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executables and files in
/usr/{bin,sbin,libexec/filters}
/usr/share/man/man[0-9]

requires lpd to run on the local host
everything installed setuid ROOT

3. If youhavemanualpagesin /usr/share/man andallow jobs(by default) to besentdirectly to the
serverhost(lightweightoperation),use:

./configure -prefix=/usr -sysconfdir=/etc \
-mandir=/usr/share/man -disable-force_localhost

executables and files in
/usr/{bin,sbin,libexec/filters}
/usr/share/man/man[0-9]

does not require lpd to run on the local host
everything installed setuid ROOT

2.6. Printcap, lpd.conf , and lpd.perms files
Theprintcap file containsthedefinitionsof theprint queuesusedby LPRng, andis locatedin the
directoryspecifiedby theconfiguration${sysconfdir} value.For acompletedescriptionof the
printcap file seePrintcapDatabase.If yoursystemdoesnot haveanexisting printcap file thena
dummy/gfile similar to thefollowing is installedby default:

# dummy printcap file
lp:cm=Dummy Printcap Entry:

:lp=/dev/null
:sd=/var/spool/lpd/%P

The lpd.conf is locatedin the${sysconfdir} directoryandprovidesconfigurationsettingsfor both
theLPRng clientandserverprograms.For a completedescriptionof the lpd.conf file see
ConfigurationFile, DefaultsandOverrides.During installationthe
${sysconfdir}/lpd.conf.template is createdwith thedefaultLPRng informationandif thereis
not anexisting ${sysconfdir}/lpd.conf file is copiedto it.

The lpd.perms is locatedin the${sysconfdir} directoryandis only by lpd to determineuser
permissionsfor printing activities. For a completedescriptionof the lpd.perms file seePermissions
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andAuthenticationfor details.During installationthe lpd.perms.template file is installedin the
${sysconfdir}/lpd.perms.template andif thereis notanexisting lpd.perms file is copiedto it.

By default, theLPRng clientprogramslpr , lpq, lprm , andlpr c will requirea lpd.conf andprintcap

file to beinstalledon thelocalhost.Youcanrelaxthis requirementby settingusingthe
-disable-require_configfile configurationoption.Youcanalsocreateemptyfiles to satisfythe
programrequirements.

2.7. Checking System Installation with checkpc
Thecheckpcprogramis usedto makesurethatthespooldirectoriesandfilesusedby LPRng have the
correctpermissionsandarein place.By default,checkpcwill checkpermissionsandreportif thereare
any problems.You shouldrun this asroot . For example:

h4: {2} # checkpc
Warning - No configuration file ’/etc/lpd.conf’
Warning - No lpd only printcap file found in ’/etc/lpd_printcap’
Warning - ** cannot open ’/var/run/lpd.printer’ - ’Permission denied’
Warning - bad directory - /var/spool/lpd/lp
Warning - Printer ’lp’ spool dir ’/var/spool/lpd/lp’ needs fixing

In theaboveexample,checkpchasdiscoveredthatthe lpd.conf file is missing.This is aserious
problemandindicatesthatthesoftwaremaybeincorrectlyinstalled.

The lpd only printcap messageis usuallyof concernto administratorswho wish to usesomeof
LPRng’smoreexotic configurationoptions.It is possibleto haveseparateprintcap files for clientand
serverprograms.This is usefulwhenprintcap filesgetextremelylargeandcutsdown substantiallyon
systemmanagementproblems.

Thepermission denied messagefor /var/run/lpd.printer is serious,asthe lpd serverusesthis
asa lock file.

Thebad directory messageaboutthespooldirectoryis usuallycausedby wrongpermissionsor a
missingdirectory.

Thecheckpc -f (fix) optioncausescheckpcto take actionto rectify errors.Thecheckpc -f -V

(verbose)optioncausesthefixup activity to bedisplayedawell:

h4: {3} # checkpc -f -V
Checking for configuration files ’/etc/lpd.conf’

found ’/usr/local/etc/lpd.conf’, mod 0100644
Checking for printcap files ’/etc/printcap’
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found ’/usr/local/etc/printcap’, mod 0100644
Checking for lpd only printcap files ’/etc/lpd_printcap’

DaemonUID 1, DaemonGID 1
Using Config file ’/etc/lpd.conf’
LPD lockfile ’/var/run/lpd.printer’

Checking directory: ’/var/run’
directory ’/var’
directory ’/var/run’

checking ’/var/run/lpd.printer’ file

Checking printer ’lp’
Checking directory: ’/var/spool/lp’

directory ’/var’
directory ’/var/spool’
directory ’/var/spool/lp’

file ’control.lp’, zero length file unchanged in 1 hours
file ’status.lp’, zero length file unchanged in 1 hours
file ’status’, zero length file unchanged in 1 hours
file ’log’, zero length file unchanged in 1 hours
file ’acct’, zero length file unchanged in 1 hours
checking ’control.lp’ file
checking ’status.lp’ file
checking ’status’ file
cleaning ’status’ file, 0K bytes: no truncation
checking ’log’ file
cleaning ’log’ file, 0K bytes: no truncation
checking ’acct’ file
cleaning ’acct’ file, 0K bytes: no truncation

checkpcwill createthespooldirectoriesandany missingfiles,andfix thepermissionsof existingfiles.

2.8. Compilation and Install
Onceyouhavedecidedon theconfigurationyouwantandunderstandwhatfilesneedto beinstalled,
thenyouarereadyto do theinstall. It is extremelysimpleto extractthefiles,configure,compileand
install thesoftware:

h4: {4} % gunzip -c LPRng-
�
version � .tgz | tar xvf -

h4: {5} % cd LPRng-
�
version �

h4: {6} % ./configure [ ... configuration options ]
h4: {7} % make clean all
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h4: {8} % su # you must do the following commands as root
h4: {9} # make install
h4: {10} # # if checkpc did not run, do the next command
h4: {11} # checkpc -f
h4: {12} # # check to see if the server is running
h4: {13} # lpq

During installationyoumaygetanerrormessageindicatingthatthe lpd file couldnot beinstalledor the
lpd servercouldnot bestarted.If this is thecase,thencarryout theappropriatestepsin UpdatingPrint
SpoolerSoftwareandStartupScriptsto removetheexisting print spoolingsoftwareandthentry to
reinstallLPRng. Youshouldalsoto checktheSystemSpecificNotessectionfor any systemspecific
installationrequirements.

While theLPRng installationscriptstry hardto setup the lpd server in place,youwill still needto
rebootyourhostandmakesurethatthevariousprinting facilitiesareworking correctlyafterreboot.

2.9. Installation Problems
Readthenotesfor yourOSin sectionSystem-dependentnotesfor specificinstallationhelp(if any).

Thefollowing is a list of commonlyencounteredproblemsandtheir solution.If thesedo notsolveyour
problem,thensendmail to thelprng@lprng.commailing list. You will haveto subscribeto thelist in
orderto postto thelist.

1. Make complainsaboutamalformedmake or Makefile file, illegalsyntaxin thefile, or illegal
entriesin thefile. You aremostlikely not runningGNU Make. You mustuseGNU makeor you
shouldbea Unix Wizardableto masterthemysteriesof convertingGNU Makefilesto your local
systemmake. It is easierto simply installGNU make.

2. TheC Compilercomplainsaboutmissingfiles or hasa largenumberof errors.Usegcc insteadof
yourvendor’sC compiler.

configure -with-cc=gcc

If therearemessagesaboutmissingsystemfiles, thenyou mostlikely haveanincompletesetof
systeminclude files,or the include do not properlyreferenceotherrequiredincludefiles,or the
includefilesarelocatedin anunusuallocation.If youareusinggccthenmakesurethatthegccwas
carriedout correctlyonyoursystem.Theeasiestway to assurethis is to recompileandreinstallthe
gcccompiler.
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3. If youhavecheckedyourcompilerinstallationandarestill missinglibrariesor files thenthe
include filesmaybein /usr/local/include andlibrariesmaybein /usr/local/include

andthesedirectoriesmaynotsearchedor usedby thecompilerby default. This canbefixedby
usingthe -with-cppopts= and-with-ldopts= configureoptions.

configure \
-with-cppopts="-I/usr/local/include -I/usr/include/kerberosIV" \
-with-ldopts="-L/usr/local/lib -L/usr/lib/kerberosIV"

4. Thesoftwarecompilesbut will not runon thesystem.Makesurethatyouhave followedyour
systemspecificrulesfor compilingandinstallingsetuid ROOTprogramson yoursystem.You
mayneedto staticallylink yourexecutables.

5. Thesoftwarewascompiledon onesystemandcopiedto anothersystem,but will not runon the
othersystem.Try compilingthesoftwareon thetargetsystem.If it compilesandruns,thenyou
mostlikely haveanissuewith librariesor OperatingSystemVersions.

After youhave installedtheLPRngsoftwareandrebootedyoursystem,do thefollowing commands:

h4: {14} # lpq
Printer: lp@astart

Queue: no printable jobs in queue

If you donot getstatusdisplayed,or yougetsomeothererrormessage,thenthefollowing area seriesof
testscanuseto checkthatLPRng is installedcorrectly.

First wewill run lpd in theforegroundandareusedto makesurethatoursystemconfigurationis correct.
You will needroot permissionsto do thefollowing steps.Stoptherunningcurrentlyrunninglpd
process.Next, run lpd in foregroundmode:

h4: {15} # ps -aux | grep lpd
daemon 240 0.0 0.0 1292 0 ?? IWs -

0:00.00 lpd: lpd Waiting
h4: {16} # kill 240
h4: {17} # checkpc -f
h4: {18} # /usr/local/bin/lpd -F -D1
Fatal error - Another print spooler is using TCP printer port

If you gettheaboveerrormessage,thenyouhaveeithernot terminatedtherunninglpd server, thereis
anotherprocessusingTCP/IPport 515,or youarenot startingthe lpd serverasROOT. SeetheSystem
SpecificNotesfor detailson how to resolve theseissues.

Correcttheproblemandthenrestarttheserver. You shouldseetheoutputindicatedbelow:
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h4: {19} # /usr/local/bin/lpd -F -D1
1999-04-05-14:35:14.023 astart27 [2667] Waiting lpd: LOOP START
1999-04-05-14:35:14.024 astart27 [2667] Waiting Get_max_servers: \

getrlimit returns 256
1999-04-05-14:35:14.024 astart27 [2667] Waiting Get_max_servers: \

returning 128
1999-04-05-14:35:14.025 astart27 [2667] Waiting lpd: \

max_servers 128, active 0
1999-04-05-14:35:14.025 astart27 [2667] Waiting lpd: \

starting select timeout ’yes’, 600 sec

Now from anotherwindow do thefollowing commands:

h4: {20} # lpq
Printer: lp@astart

Queue: no printable jobs in queue

At this point yourLPRng softwarehasbeeninstalledandtested.SeetheUpdatingPrintSpooler
SoftwareandStartupScriptsfor detailsonhow to automaticallystartlpd at boottime.

2.10. Updating Print Spooler Software and Star tup
Scripts

If you arereplacingyourexisting print spoolingspoolingsystem,youmustshutdown andremovethe
existing print spoolersoftwarebeforeinstallingtheLPRng software.Thisprocessis fairly system
dependent,andrequiresasmallamountof systemexpertise.

To assistin thisprocesstheLPRng installationhasa setof preinstall , postinstall , preremove ,
andpostremove scriptsin thedistribution thatmaybesuitablefor your local systemuse.If thesefail to
work duringthesysteminstallation,you will needto carryout thestepsdescribedhereby hand.

2.10.1. SunOS, Lin ux, and BSD Derived Systems
TheSunOS, Linux , andBSDderivedsystemssuchasBSDi , FreeBSD , OpenBSD, andothersusea
versionof the legacyor vintage lpd print serverandthe lpr , lprm , lpq, andlpc clientprograms.By
convention,mostof theprinting relatedprogramsarein the /usr/bin , /usr/sbin , /usr/libexec ,
and/usr/ucb directories.
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The lpd print spooleris startedby eithertherc startupscriptor by a startupscript /gfile in the
/etc/rc.d/init.d or /etc/init.d directory. You canfirst locatethestartupcommandsasfollows.

1. Usethefind(1) utility to searchthe /etc directoryfor thefile thatcontainsthestartupcommand.

h4: {21} # cd /etc
h4: {22} # find . -type f -exec grep -l lpd {} \; -print
./rc.local

2. Examineeachof thefiles foundfind theonethatstartsthe lpd print spooler. Youcansimply
commentout thecommandor changeit to starttheLPRng lpd print server.

h4: {23} # more /etc/rc.local
if [ -f /etc/printcap -a -f /usr/libexec/lpd ] ; then

/usr/libexec/lpd ;
fi

-- change this to
if [ -f /etc/printcap -a -f /usr/sbin/lpd ] ; then

/usr/sbin/lpd ;
fi

3. If youhaveanexistingprintcap file, thenyoushouldeithercopy this to thelocationusedby
LPRng or makeasymboliclink to it.

Next we kill thecurrentlyrunninglpd process.

h4: {24} # ps -auxw |grep lpd
papowell 23932 0.0 0.3 224 184 p3 S+ 10:40AM 0:00.01 grep lpd
daemon 17763 0.0 0.2 448 120 ?? IWs 29Mar99 0:01.35 (lpd)
h4: {25} % kill 135
h4: {26} % kill 135
135: No such process

Next, youshouldremoveor renametheexistingprint systemexecutables.Thefollowing exampleshows
how to usethefind utility to trackdown candidates.

h4: {27} # find /usr -type f -name lp\* -print � /tmp/candidates
h4: {28} # find /sbin -type f -name lp\* -print ��� /tmp/candidates
h4: {29} # cat /tmp/candidates
/usr/bin/lpunlock
/usr/bin/lpqall.faces
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/usr/bin/lpq
�

--- old
/usr/bin/lpr

�
--- old

/usr/bin/lprm
�

--- old
/usr/bin/lptest
/usr/doc/samba-1.9.18p10/examples/pri nter-a ccount ing/lp -acct
/usr/man/man1/lpq.1
/usr/man/man1/lpr.1
/usr/man/man1/lprm.1
/usr/man/man1/lptest.1
/usr/man/man4/lp.4
/usr/man/man8/lpc.8
/usr/man/man8/lpd.8
/usr/sbin/lpc

�
-- old

/usr/sbin/lpd
�

-- old
/usr/sbin/lpf

�
-- old

h4: {30} # mv /usr/bin/lpq /usr/bin/lpq.old
h4: {31} # mv /usr/bin/lpr /usr/bin/lpr.old
h4: {32} # mv /usr/bin/lprm /usr/bin/lprm.old
h4: {33} # mv /usr/sbin/lpc /usr/sbin/lpc.old
h4: {34} # mv /usr/sbin/lpd /usr/sbin/lpd.old
h4: {35} # mv /usr/sbin/lpf /usr/sbin/lpf.old

After all this,you shouldnow run checkpc -f (asroot) to makesurethattheLPRng configurationis
presentandcorrectlysetup,andthenstartlpd by hand.Youshouldtry to uselpq to seeif thespool
queuesarepresentandsetup correctlyandthesystemis functional.

h4: {36} # checkpc -f
h4: {37} # lpd
h4: {38} # lpq
Printer: lw4@h2 ’Hp : LaserWriter’

Queue: no printable jobs in queue
Status: job ’root@h2+884’ removed at 11:27:25.864
Filter_status: done at 11:27:25.766

h4: {39} # lpr /etc/motd
h4: {40} # lpq
Printer: lw4@h2 ’Hp : LaserWriter’

Queue: no printable jobs in queue
Status: job ’root@h2+888’ removed at 11:27:25.864
Filter_status: done at 11:33:17.020

Finally, youshouldrebootyourmachineandmakesurethatthe lpd print serverstartscorrectly.
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2.10.2. Solaris, HP-UX, and other SysVR4 Derived Systems
TheoriginalSysVR4(SystemV, Release4) softwaredid not haveany supportfor RFC1179network
printing (Berkeley lpd). Supportfor thiswasaddedin awide varietyof differentways.Therearea wide
rangeof differentwaysthatthiswasdone,but mostarebasedon thefollowing systemor process
structure.

The lpsched process(/usr/lib/lp/lpsched/ ) processperformsmany of thefunctionsof the
LPRng andBSD lpd server. This processis responsiblefor overseeingjob printingandstarting
processesfor handlingtheprint queueson thelocalhost.This processmustbeshutdown andthe
runningprint spoolingserversterminatedbeforeLPRng canbecorrectlyinstalled.While thereis no
simpleandreliablemethodof shuttingdown a runninglpsched processandtheassociatednetwork
services,it is simpleto preventtheprocessfrom beingstarted.

Thepreinstall.solaris scriptis a file in theLPRng distribution thatcontainsmostof the
commandsneededto removetheSolarisSystemV printingsoftware.Theseareexplainedin detail in the
sectionsbelow. Theproceduresoutlinedbelow canbeusedon otherSystemVR4systems.

#!/bin/sh
# This is an effort to automate the setup
# needed to install the LPRng software on the
# Solaris OS. This is effectively a one way path.
# You are warned.
PATH=/etc:/usr/etc:/usr/bin:/bin:/sbi n:/usr /sbin: $PATH
# remove the init.d entry and links
for i in /etc/rc*.d/*lp ; do

b=‘basename $i‘;
d=‘dirname $i‘;
mv $i $d/UNUSED.$b.UNUSED

done
# rename files
renameit () {

for i in $* ; do
if [ -f $i -a ’!’ -f $i.old ] ; then

echo "renaming $i $i.old";
mv $i $i.old

fi
done

}
renameit /usr/bin/lp /usr/bin/lpstat /usr/sbin/lpadmin \

/usr/sbin/lpfilter /usr/sbin/lpforms /usr/sbin/lpmove \
/usr/sbin/lpshut /usr/sbin/lpsystem /usr/sbin/lpusers \
/usr/ucb/lpc /usr/ucb/lpq /usr/ucb/lpr /usr/ucb/lprm \
/usr/ucb/lptest /usr/lib/lp/lpsched /usr/lib/lp/lpNet

# remove the cron entry

35



Chapter2. Installation

if [ -f /var/spool/cron/crontabs/lp ] ; then
mv /var/spool/cron/crontabs/lp \

/var/spool/cron/UNUSED.crontabs.lp
fi
# comment out inetd.conf entry
if egrep ’^printer’ /etc/inetd.conf � /dev/null 2 � \& ; then

mv /etc/inetd.conf /etc/inetd.conf.bak
sed -e ’s/^printer/# printer/’

�
/etc/inetd.conf.bak \

� /etc/inetd.conf
fi
# remove the nlsadmin entry
nlsadmin -r lpd tcp
nlsadmin -r lp tcp
echo REBOOTSYSTEMand then install LPRng

First,youwill needto removethe /etc/rc startupfiles in the /etc/rc*.d directoriesthatstartthe
lpsched process;seethe init programmanpagefor details.Youcanfind thesefilesby using:

h4: {41} # cd /
h4: {42} # find . -type f -exec grep -l lpsched {} \; -print � /tmp/files
h4: {43} # cat /tmp/files
/etc/rc0.d/K20lp
/etc/rc2.d/K20lp
/etc/rc2.d/S80lp
/etc/init.d/lp
h4: {44} # ls -l ‘ cat /tmp/files ‘
lrwxrwxr-x 1 root bin 1 Dec 29 23:39 /etc/rc0.d/K20lp - � ../../init.d/lp
lrwxrwxr-x 1 root bin 1 Dec 29 23:39 /etc/rc2.d/K20lp - � ../../init.d/lp
lrwxrwxr-x 1 root bin 1 Dec 29 23:39 /etc/rc2.d/S80lp - � ../../init.d/lp
-rwxr-r- 5 root sys 460 Sep 1 1998 /etc/rcS.d/K39lp

You canremovethesefiles,or simply commentout all of theexecutablecommandsin the
/etc/init.d/lp file. Next, find all of theprinting relatedcommandsandrenamethem.For example:

h4: {45} # find /usr -type f -name lp\* -print � /etc/printingfiles
h4: {46} # cat /tmp/printingfiles
/usr/bin/lp
/usr/bin/lpstat
/usr/lib/lp/bin/lp.cat
/usr/lib/lp/bin/lp.set
/usr/lib/lp/bin/lp.tell
/usr/lib/lp/lpNet
/usr/lib/lp/lpsched
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/usr/lib/lp/lpdata
/usr/sbin/lpadmin
/usr/sbin/lpfilter
/usr/sbin/lpforms
/usr/sbin/lpmove
/usr/sbin/lpshut
/usr/sbin/lpsystem
/usr/sbin/lpusers
/usr/ucb/lpc
/usr/ucb/lpq
/usr/ucb/lpr
/usr/ucb/lprm
/usr/ucb/lptest
h4: {47} # vi /tmp/printingfiles # remove ones you want to save
h4: {48} # for i in ‘ cat /tmp/printingfiles ‘ ; do
� if [ -f $i -a ’!’ -f $i.old ] ; then mv $i $i.old ; fi;
� done

Onsomesystemstheremaybeacron file /var/spool/cron/crontabs/lp which is usedto to
periodicallyupdateandroll overerrorlogs.You maywantto removethis file or commentout its
contents.

Checkthe /etc/inetd.conf file for a line like theonebelow andcommentit out. This line is not
presenton all systems.

printer stream tcp nowait root /usr/lib/print/in.lpd in.lpd

Usenlsadmin to forcetheTCP/IP listener to releasetheport,asillustratedbelow. This maynot be
presenton all system.

h4: {49} # nlsadmin -v tcp
lpd \x00020203000000000000000000000000 ENABLED \

NORPC root NOMODULES /var/spool/lp/fifos/listenBSD #
0 \x00020ACE000000000000000000000000 ENABLED \

NORPC root NOMODULES /usr/lib/saf/nlps_server #
lp NOADDR ENABLED NORPC root NOMODULES\

/var/spool/lp/fifos/listenS5 #
h4: {50} # nlsadmin -r lpd tcp
h4: {51} # nlsadmin -r lp tcp

Runpmadm -l asshown below.

h2.private: {2} # pmadm -l
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PMTAG PMTYPE SVCTAG FLGS ID
�

PMSPECIFIC�
zsmon ttymon ttya u root /dev/term/a I - /usr/bin/login ...
zsmon ttymon ttyb u root /dev/term/b I - /usr/bin/login ...

If you seezsmon entriesfor SystemVlpsched support,thenusepmadm -r to removethem.These
maynot bepresenton all system.Seethepmadmmanpagefor detailson the-r literal.

You mustnow reboot thehost.

h4: {52} # shutdown -y "Whooga! Whooga! Dive! Dive! System going down."

Whenthesystemreboots,makesurethatthereis noprocesslisteningonport515(printerport)by using:

h4: {53} # telnet localhost 515

If you canconnect,thenthereis aproblembeyondthescopeof theseinstructions.

Compileand/orinstall theLPRng software.MakesurethattheLPRng startupfileshavebeeninstalled
correctlyin /etc/init.d/lprng andthatthesymboliclinks to thefile havebeenmadecorrectly. The
LPRng startupfile will usuallyhavethefollowing contentsandyou shouldusethesamefilename
formatsthatthe lp startupfileshadfor thelinks to the /etc/init.d/lprng startupfile:

LPD_PATH=/usr/sbin/lpd
SHOWALL=-e
case "$1" in

start)
# Start daemons.
/bin/echo "Starting lpd: \c"
${LPD_PATH}
/bin/echo ""
;;

stop)
# Stop daemons.
/bin/echo "Shutting down lpd: \c"
kill -INT ‘ps ${SHOWALL} \

| awk ’/lpd/{ print $1;}’‘ � /dev/null 2 � &1
/bin/echo " server stopped";
;;

*)
echo "Usage: $0 {start|stop}"
exit 1
;;

esac
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Startthe lpd serverandthentestit:

h4: {54} # checkpc -f
h4: {55} # /usr/sbin/lpd (or /usr/local/sbin/lpd)
h4: {56} # lpq
Printer: lp

Queue: no printable jobs in queue

2.11. Emulation for UNIX SystemV lp and lpstat
Many utilities in theUNIX SystemV environmentrequirethe lp, lpstat, andcancel, programs.It is
almostimpossibleto modify theseutilities, asmany arevintagesoftwarewhich is unsupportedor which
would betoo costlyto update.In orderto supporttheseapplicationsLPRng emulatesthe lp, lpstat, and
cleanprograms.SeetheLPRng manpagesfor lp, lpstat, andcancelin theLPRng distribution for
detailsandcompatibility.

TheLPRng lpstat emulatoracceptsthe lpstat commandline optionsreturnsstatusin a formatthatis
closeto theonethatcommonlpstat implementationsreturn.Unfortunately, dueto thewidevarietyof
differentmodificationsandvendorversionsof lpstat thereareslight differencesbetweenthethisstatus
andthestatusreturnedby theoriginal lpstat. If this is thecase,thenthereis little to dobut to modify the
sourcecodefor lpstat andcompileaversionthatimplementstherequiredformat.

If the lpr programis invokedwith thenamelp, it will simulatethe lp options.Thiscanbedoneby
makinga symboliclink to the lpr programor by makingacopy of the lpr programwith thenamelp.

h4: {57} # cd /usr/bin
h4: {58} # ln -s lpr lp
h4: {59} # lp /tmp/hi
request id is root@h4+489

Finally, if the lprm programis invokedwith thenamecancelit will simulatethecancelcommand.This
canbedoneby makinga symboliclink to the lprm programor by makinga copy of the lprm program
with thenamecancel.

h4: {60} # cd /usr/bin
h4: {61} # ln -s lprm clean
h4: {62} # clean 489
clean 513
Printer lp@h9:
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checking perms ’root@h9+513’
dequeued ’root@h9+513’

Many vintageor legacyapplicationshave fully qualifiedpathsto the lp andlpstat executables,andit
maybenecessaryto makeadditionalsymboliclinks or copiesof theLPRng executablesto satisfytheir
pathnamerequirements.

h4: {63} # ln -s /usr/bin/lpr /usr/ucb/lpr

2.12. SAMBA and LPRng
TheSMB network protocolis usedby many Microsoft OperatingSystemsto implementfile andprinter
sharing.SAMBA is a UNIX packagethatimplementstheSMB protocolandprovidesa simpleandeasy
way to importandexportfile systemsandprinterfacilities.Thewebsitefor SAMBA is
http://www.samba.org. TheSAMBA codeis extremelyeasyto install andtheSWAT (SambaWeb
AdministrationTool) makesconfigurationalmosttrivial.

TheSeetheSAMBA doc/text/Printing.txt andrelateddocumentationfor detailson printing. In
thesamba.conf file [global] sectionor in theSWAT pagefor printing configurationyou needto
specifythethatyouwantto haveSambahandleprinting,theprint , lpq, andlprm commandsto beused
whenauserprintsa job, asksfor status,or removesa job, anda temporarydirectoryto hold print jobs
whenthey aresubmitted.Thefollowing is asimpleexampleof to setupprinting for authenticatedusers.

[printers]
path = /var/spool/lpd/samba
# -- do not use the Samba default path = /tmp
print ok = yes
printing = lprng
load printers = yes
guest ok = no
printcap file = /etc/printcap
print command = /usr/bin/lpr -P%p -r %s
lpq command = /usr/bin/lpq -P%p
lprm command = /usr/bin/lprm -P%p %j
lppause command = /usr/sbin/lpc hold %p %j
lpresume command = /usr/sbin/lpc release %p %j
queuepause command = /usr/sbin/lpc -P%p stop
queueresume command = /usr/sbin/lpc -P%p start
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1. Sambawill makea copy of thefiles to beprintedin thedirectoryspecifiedby path . If theprint
operationfails thensometimestheprint file is left in thedirectory. Thedirectoryshouldbeexamined
periodicallyandfilesolderthena dayshouldberemoved.Thefollowing commandcanbeusedto
do this,andshouldbeput in a file thatis periodically(oneaday)executedby thecron facility:

find /var/spool/lpd/samba -type f -mtime 2d -exec rm -f {} \;

2. Youmustspecifytheprint methodasprinting = lprng . This will allow Sambato parsethe
LPRng lpq statusformatcorrectly.

3. Youmustputall of theprinterswhichSambahasaccessto in theprintcap file. YourSambaserver
maysupportreadingtheprintcapfile by usinga program.In thiscasetheprintcapfile entrycanbe
oneof thefollowing:

[printers]
#

printcap file = |/usr/local/libexec/filters/getpc
# or

printcap file = |/usr/bin/lpc client all

#!/bin/sh
# getpc program
/usr/bin/lpq -as | /bin/sed -e ’s/[@:].*//p’

The lpc client all commandwill generatetheprintcapentriesfor all of theprinters.Thiswas
doneto supportSambaandotherprintergatewaysystems.You canalsouseasimplescriptto
modify theoutputof theprinterstatuscommandasshown in theexample.

4. If youwantto allow all usersto print withoutusingauthentication,thenlpr -U%U@%Mcauseslpr to
actasthoughuser%Uon host%Mwastheoriginatorof the lpr requestinsteadof theSambaserver
process.This makesjobsappearto bespooledby theuserandcommandsappearto originatewith
theuser. Theuseof this optionis restricted;seetheallow_user_settingconfigurationoptionfor
details.Theoptioncanalsobeusedwith theotherLPRngcommandsaswell.

[printers]
guest ok = yes
print command = /usr/bin/lpr -U%U@%H-P%p -r %s
lpq command = /usr/bin/lpq -U%U@%H-P%p
lprm command = /usr/bin/lprm -U%U@%H-P%p %j
lppause command = /usr/sbin/lpc -U%U@%Hhold %p %j
lpresume command = /usr/sbin/lpc -U%U@%Hrelease %p %j
queuepause command = /usr/sbin/lpc -U%U@%H-P%p stop
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queueresume command = /usr/sbin/lpc -U%U@%H-P%p start

2.13. Security Concerns
While theLPRng softwarehasbeenwrittenwith securityastheprimarygoalthereis alwaysthe
problemwith undetectederrorsin theLPRng softwarethatwhenexploitedcouldcompromisesystem
security. Themostseriousconcernis thatof gainingROOT (UID 0) permissions.

Thesimplestway to handlethis problemis to not install LPRngwith setuid ROOTpermissions.Client
programswill beableto connectto the lpd server. Sincethe lpd server is startedby thesystemstartup
scriptwith effectiveUID root, it is theonly programin this suitethatwill haveanprivilegeduserid.

A moreradicalstepis to run the lpd serverasa non-privilegeduserentirely. However, theRFC1179
protocolspecifiesthatthe lpd TCP/IPport is 515andlpd requiresrootpermissionsto openandbind to
port 515.The lpd servercanusethesetuid() systemcall afterbindingto this portdo dropROOT
capabilities.However, in orderto fully compatiblewith RFC1179,lpd mustoriginateconnectionsfrom
a reservedport in therange721-731,althoughin practiceport 1-1023seemsto beacceptable.

If inter-operabilitywith non-LPRng print spoolersis not desired,thenit is trivial to configureLPRng to
useanon-privilegedportby usingthe lpd.conf file. For example,in the /etc/lpd.conf file, you
only needto changetheindicatedlines:

# Purpose: lpd port
# default lpd_port=printer
lpd_port=2000

Now all theLPRng applicationswill connectto port 2000to transferjobsandaskfor status.You can
alsousethis facility to establishaprivatesetof print spoolerswhich canbeusedfor testingSeeTesting
andDiagnosticFacilitiesfor moredetails.

Somelegacyprint filters arenot meta-char-escapeproof. For example,supposethatauserdecidedto
spoola job asfollows:

h4: {64} # lpr "-J‘;rm -rf /;‘" /tmp/a

This wouldcreatea job file with theline:

J‘rm -rf /;‘

andgetspassedto aprint filter as

42



Chapter2. Installation

/usr/local/printfilter -J‘rm -rf /;‘

Theobservantreaderwill observethattheaboveline mayhave themosthideousconsequencesif it is
processedby a shell.For this reasontheLPRng softwaretakesextremeprecautionsandsanitizescontrol
file contentsandfile namessothatthey do not containany controlor metacharacters.
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Thefollowing areasetof suggestionsandrecommendationsfor specificsystems.

3.1. Solaris
TheSunMicrosystemsSolarisprinting systemis derivedfrom theSystemV UNIX system.Pleasesee
theSolaris,HP, andSysVR4DerivedSystemsinstallationinformationfor adetaileddescriptionof how
to installLPRng andremovetheSolarisPrint Services.

If youwantto simply forwardjobsfrom aSolarissystemto a BSDprint spoolingsystemyoucanusethe
following commandsto createaprinter. Checkyourspecificsystemreferencesandmanpagesfor
options:

h4: {65} # lpsystem -t bsd servername # add server
h4: {66} # lpadmin -p pr -s servername -T unknown -I any # set up printer
h4: {67} # accept pr # enable queueing
h4: {68} # enable pr # enable printing
h4: {69} # lpstat -t # show status
scheduler is running
system for pr: servername
lp accepting requests since Mon Aug 6 12:00:00 PST 2000
Printer: pr@servername ’Hp : Laserwriter’ (printing disabled)

Queue: 1 printable job
Rank Owner/ID Class Job Files Size Time

1 papow-
ell@h4+207 A 207 h4.023205 3 18:24:54

Theabovecommandswill createthenecessarydirectoriesandfiles for theprinter. If youwantto usethe
lp -o option syntaxto passoptionsto theLPRngprint spooleryouwill have to enablethis by hand.
The /etc/printers.conf (thismaybein someotherdirectorybesides/etc ) needsto bemodifiedso
thatit allowsoptionsto bepassedusingtheSolarisconvention,which is to put themontheS or O line of
thecontrolfile. For example:

#
# The preferred method of modifying this file is through the use of
# lpset(1M) or fncreate_printer(1M)
#
pr:bsdaddr=servername,pr,Solaris:
_default:use=pr:
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Thebsdaddr=host,printer[,Solaris] indicatesthattheentryis for a remoteRFC1179printeron
server host with nameprinter . TheSolaris optionindicatesthattheSolarsextensionsto the
RFC1179protocolareto beused.

3.2. Lin ux
Thereis no universalway to install LPRng cleanlyonall of thedifferentLinux systems.Themajor
difficulty is thefragmentationin thevariouslibraries,locationof files,andsystemdependencies.If the
LPRng installationproceduredoesnot install thesoftwarecorrectly, pleaseusethefollowing remedial
steps.

1. ChecktheLPRng websitehttp://www.astart.com/LPRng.htmlandseeif thereis a Linux Release
RPMor otherbinarydistribution for yourversionof Linux. If not, thenyou will haveto doa source
install.

2. Obtainthesourcedistributionandfollow theinstructionsoutlinedin othersectionsto compileand
install thesoftware.Usethefollowing configurationoptionswhichcorrespondto Linux:

h4: {70} # ./configure -prefix=/usr -sysconfdir=/etc -
mandir=/usr/share/man

h4: {71} # make clean all install
h4: {72} # checkpc -f

3. Youmayneedto modify yourexisting printcapfile by addingthe :bkf flag asshown below, or
replacetheentrieswith otherfilters.

lp:\
:if=/usr/local/libexec/lpr/hplaserjet 3:\
:bkf:\ # added to the printcap by hand
:...

4. Testthesystemby printing afile. If this doesnotwork, thenyou will haveto determineif the
problemis in theprint spoolingsoftwareor in thefilter. Seethesectionon ifhp for directionson
how to replacethevendorsuppliedfilterswith ifhp .

3.3. AIX
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This informationwassuppliedby Dirk Nitschke (mailto:nitschke@math.unihamburg.de), asof August
1997,anddescribeshow to install theLPRng packageon a workstationrunningAIX 4.1.xandpossibly
3.x.x aswell. Dirk would beinterestedin any commentsor corrections.

PrintingonAIX systemsis different.AIX providesa generalqueueingfacility andprinting is only one
way to useit. You submita print job to aprint queueusingoneof thecommandsqprt or enq . Youcan
usetheBSDor SystemV printing commandslpr or lp, too. Theqdaemon watchesall (general)queues
andknowshow to handleyour job. A (general)queueis definedin thefile /etc/qconfig . Theformat
of this file is differentfrom theprintcap format.

OK, how to replacetheAIX printingsystem?Thereis no groupdaemon on AIX. Thereforeyouhave to
changethedefault groupfor file ownershipandprocesspermissionsor createadaemon userandgroup.
We decidedto usetheprintq group;on reflectionit wouldhavebeeneasierto havecreateda daemon

group.Theuserdaemon existson AIX but we havechosenlpd astheuserwho runslpd andall filters
andownsthespoolingdirectories.Youcanchangethevaluesfor group anduser in your lpd.conf

file or in thesourcessrc/common/vars.c . This is anexamplefor lpd.conf :

# Purpose: group to run SUID ROOTprograms
# default group=daemon
group=printq
# Purpose: server user for SUID purposes
# default user=daemon
user=lpd

Compileandinstall theLPRng package.Createyour printcap , spoolingdirectories,accountingand
logfilesandsoon. Don’t forgetto usecheckpcto makesurethatall thepermissionsaresetcorrectlyand
thenecessaryfilesarecreated.

Thenstopall print queuesdefinedonyourworkstation.Use

# chque -q queuename -a "up = FALSE"

for this (yes,blanksaround= areneeded).

If you have localprintersattachedto yoursystemyouwill havean lpd running.Stopthisdaemonusing
SMIT (Print Spooling,ManagePrintServer, StopthePrintServerSubsystem).Choosingbothalso
removeslpd from /etc/inittab . Maybeit’s fasterto do thisby hand:

h4: {73} # topsrc -p’pid of /usr/sbin/lpd’
h4: {74} # rmitab "lpd"

Now deleteall print queuesmanagedby qdaemon definedon yoursystem.YoucanuseSMIT for this or
thecommands{mk,ch,rm}que , {mk,ch,rm}quedev , {mk,ch,rm}virprt . TheSMIT fastpathis
smit rmpq .
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To startthenew lpd atsystemstartupyouhaveto addanentryto /etc/inittab :

h4: {75} # mkitab "lpd:2:once:/full/path/lpd"

Somework hasto bedoneif havehavea localprinterattachedto yourworkstation.Youhave to createa
devicefile like /dev/lp0 . TheSMIT fastpathfor this is smit mkdev. ChoosePrinter/Plotter ,
thenPrinter/Plotter Devices , thenAdd a Printer/Plotter . To createaparallelprinter
deviceselectthefollowing:

Plotter type: opp Other parallel printer
Printer/Plotter Interface: parallel
Parent Adapter: ppa0 Available

Now definethecharacteristicsof thedevice:

Port Number: p

Optionp is for parallel.Go to thefield:

Send all characters to printer UNMODIFIED no

andselectyes ! We havehada lot of troublewith no. This is very important!Expecterroneousoutputif
you chooseno. If youhavealreadycreateda devicefile, changethecharacteristics!SMIT’s fastpathis
smit chdev .

Finally removeall AIX printingcommandslikeqprt , lp, cancel, lpq, andlprm . You will find a lot of
themin /usr/bin . Do not removeenqandfriendsif you wantto usethegeneralqueueingfacility.

Now you canstartyournew lpd.

3.4. AppleT alk Suppor t
Netatalkis usedto communicatefrom TCP/IPto AppleTalk printersandviceversa.TheNetatalk
distributionFAQ is at: http://www.umich.edu/~rsug/netatalk.Also, TheUniversityof Melbourneweb
sitehttp://www.cs.mu.oz.au/appletalk/hasadditionaltutorialandinstallationinformation.In addition,
AndersBrownworth’sWebpagehttp://thehamptons.com/anders/netatalk/ hasa usefulcollectionof
informationfor Linux users.

TheUniversityof Michigandoesn’t seemto bedoinganythingmorefor netatalk, andAdrianSunhas
continueddevelopment.You’ll find his updatesat ftp://ftp.cobaltnet.com/pub/users/asun/testing/ He has
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improvednetatalk considerablyover thelastUMich version.Documentationon netatalk is,
unfortunately, almostnon-existent.

Thereareacoupleof veryactivemail lists for Netatalk:netatalk-admins@umich.edu
(mailto:netatalk-admins@umich.edu)andlinux-atalk@netspace.org (mailto:linux-atalk@netspace.org).

After youhave installedandgottennetatalk working youcanusethefollowing AppleTalk configuration
file to print from a Macintoshto anLPRng printer.

Your 32 Character Printer Name:\
:pr=|/your/path/to/lpr -Pprintername:\
:op=username.for.printing:\
:pd=/your/path/to/ppd/files/yourprinter.p pd:

Examples:

Student Printers:\
:pr=|/usr/bin/lpr -Pstudent:\
:op=root:\
:pd=/var/spool/lpd/student/HP4000.PPD:

HP 2500c:\
:pr=|/usr/bin/lpr -Php2500c:\
:op=root:\
:pd=/var/spool/lpd/hp2500c/HP2500.PPD:
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A print spooleris aprogramthatacceptsprint jobs(which areusuallyoneor morefiles) from a program
or network interface,storesthemin aspoolqueue, andthensendsthemto aprinteror anotherprint
spooler. Usuallytherearefacilitiesto submitjobs,checkon thecurrentjob status,removejobsfrom
spoolqueues,andperformadministrativefunctionssuchasstartingor stoppingprinting.

A print spooleris aclient/serverapplication.Theclientprogramsareusedto submitjobsto theprint
spoolerprogramwhichperformstheactualprintingoperations.In orderto carryout theseoperations,the
servermayneedto useotherprogramsto convertprint job files into a formatacceptableto a printer, or
performvariousaccountingor administrative functions.

4.1. Overview

+------+ +---+ +---+ +-----+ +------+
| program | - � | lpr | - � | lpd | - � | filter | - � | printer |
+------+ +---+ * +---+ +-----+ +------+

* * |
printcap V

+---+ +-----+ +------+
| lpd | - � | filter | - � | printer |
+---+ +-----+ +------+

Figure 1

Figure1 shows theflow of databetweentheindividual componentsof theLPRng print spoolingsystem.
A program(or user)will usethe lpr programto senda file to the lpd serverovera TCP/IPconnection.
The lpd serverwill storethefile temporarilyin a spoolqueuedirectory. Theinformationneededby the
lpr andlpd programsto carryout thisactivity is storedin theprintcap (usuallycalledthe
/etc/printcap ) databasefile.

The lpd serversortsthequeueentriesanddeterminestheprint order. It will selecta job to beprinted,
opena connectionto theprinter, andthenusea filter programto convert thefile contentsinto a format
suitablefor theprinter. If thefile doesnot needconversion,thenthe lpd serverwill sendthefile directly
to theprinter.

The lpd servercanalsoforward jobsto anotherprint serveroveranetwork connection,optionally
sendingthemthrougha filter aswell. Thedestinationservercanin turn forwardthejob or sendit to a
printer.
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Theprotocolor commandsusedto do this job forwardandtransferarespecifiedby RFC1179.This
protocolspecifieshow the lpr clientprogramsendsa job to the lpd server, aswell ashow the lpd server
forwardsjobsto anotherserver. In additionto job submission,RFC1179specifiescommandsto obtain
queuestatus,to removejobsfrom thequeue,andto startandstopprint queues.

4.2. Sample Printcap Entr y
As describedin thePrintSpoolingOverview, theinformationin theprintcap databaseis usedcontrol
printing operations.While thereis no RFCspecifyingits formator content,thereis astrongdefacto
standardfor its format.For acompletedescriptionof theprintcap databaseseePrintcapDatabase.For
a list of all of theprintcap andconfigurationoptionsseeIndex To All TheConfigurationandPrintcap
Options.

Hereis a sampleprintcapsuitablefor useby theLPRng clients:

LPRng :lp
lp:lp=lp@h4.private

Vintage BSD :rp:rm
lp:rp=lp:rm=h4.private

The :lp=lp@h4.private printcapentrytells theclient programsthatjobsfor the lp printeror print
queuearesentto the lp print queuequeueon hosth4.private . ThiscanalsobespecifiedusingtheThe
legacyBSD :rp and:rm . The :rp= queueoptionspecifiestheprint queue:rm= hostoptionspecifiesthe
host.Whenboth lp and:rp:rm arepresentthe :lp optionhasprecedence.

On theprintserver thefollowing is asampleprintcapentrysuitablefor the lpd server:

lp:
:lp=/dev/lp0
:sd=/var/spool/lpd/%P
:filter=/usr/local/libexec/filters/ifhp

The :sd= directoryoption(spoolqueuedirectory)specifiesthedirectorywhereprint jobswill beplaced.
The%Pwill bereplacedwith thenameof thespoolqueue.The :lp literal is now thepathto theoutput
device the lpd serverwill useto print thejob. The :filter literal specifiesthefilter programto useto
processthejob beforesendingto theoutputdevice.

Hereis anotherexampleof a printcapentryusingthe%Pnotation:

lp:lp=%P@h4.private
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Thisentrywill causeall jobssentto the lp spoolqueueto besentto the lp queueonserver . %Xstrings
in theprintcapentriesareexpandedasshown:

Key ReplacedBy

%P printcapentryprimaryname(printer)

%Q queuerequested

%h shorthostname(host)

%H fully qualifiedhostname(host.dns.whatever)

%R remoteprinter(rp value)

%M remotehost(rm value)

%D datein YYYY-MM-DD format

4.3. Setting Up the Tutorial Configuration
Theprevioussectionhasgivenaveryhigh level view of printingoperationsandshown asampleof some
printcapfiles. In orderto do experimentwith theseLPRngfacilities,we will needto beableto modify
theprintcap informationandtry varioussystemconfigurations.

We will usea seriesof simpleprintcapentriesduringthis tutorial. We will assumethattheLPRng
systemis usingthe /etc/printcap file. If yoursystemis configuredto useanotherone,thenyoucan
makea symboliclink from /etc/printcap or you cansimplyuseyourdefaultprintcap file.

Save theexistingprintcap file andthencreateanew printcapfile with thecontentsasshown below.
You will needto haveROOT (superuser)permissionsto changethefile andperformsomeof the
maintenanceoperations.

h4: {76} # cd /etc
h4: {77} # mv printcap printcap.orig
h4: {78} # vi printcap
# printcap file contents:
lp:sd=/var/spool/lpd/%P
:force_localhost
:lp=/tmp/lp

lp2:sd=/var/spool/lpd/%P
:force_localhost
:lp=/tmp/lp2

h4: {79} # # set permissions so everybody can read file
h4: {80} # chmod 666 printcap
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We save theoriginal printcap file andcreatea new one.We give thefile world writablepermissionsso
thatlaterwecanmodify this file withoutneedingto haverootpermissions.Theprintcap file hastwo
entries:lp andlp2 . Eachprint queueon theserverneedsaspoolfile to hold print jobs,jobs,andthe
:sd valuespecifiesits location.The%Pvalueis replacedwith thenameof theprinterwhenit is used.In
classicalBSD operationeachhosthasan lpd print spoolerrunningon thelocalhost(weuselocalhostin
this manualfor simplicity). Fileswerecopiedto spooldirectorieson thelocalhostandthenthenprint
spoolerwould sendthemto thedestination,which couldbeanotherprint spooler. Thismeantthateach
localhostmachinehadto havea print spoolerandspoolqueuedirectorystructure.Managementof this
becomesverydifficult in largeorganizations.Theforce_localhost forcesthis modeof operationand
meansthatthe lpd serverandclientsmustrunon thesamehost.

We usefiles for theoutputdevices(:lp= ) sothatwecanseeeasilyview theoutput(andalsoto save
trees).We will alsoneedto havesomesimpletestfiles. Createthefilesusingthefollowing commands.

h4: {81} # cp /dev/null /tmp/lp
h4: {82} # cp /dev/null /tmp/lp2
h4: {83} # chmod 666 /tmp/lp /tmp/lp2
h4: {84} # echo hi � /tmp/hi
h4: {85} # echo there � /tmp/there

We will useadummy/glpd.perms file thatallowsall usersto do anything. This is usefulfor testing,but
dangerousin aworking environment.

h4: {86} # # we modify the lpd.perms to allow an ordinary user to control
h4: {87} # mv lpd.perms lpd.perms.orig
h4: {88} # echo "DEFAULT ACCEPT" � lpd.perms
h4: {89} # chmod 666 lpd.perms

Finally we run checkpc to makesurethatour printcapis correctandto createthenecessaryspool
directories:

h4: {90} # checkpc -f -V
Checking printer ’lp’

Checking directory: ’/var/spool/lp’
directory ’/var’
directory ’/var/spool’
directory ’/var/spool/lp’

Warning - changing ownership ’/var/spool/lp’ to 1/1
checking ’control.lp’ file
checking ’status.lp’ file
checking ’status’ file
cleaning ’status’ file, 0K bytes: no truncation
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checking ’log’ file
cleaning ’log’ file, 0K bytes: no truncation
checking ’acct’ file
cleaning ’acct’ file, 0K bytes: no truncation

Checking printer ’lp2’
Checking directory: ’/var/spool/lp2’

directory ’/var’
....

h4: {91} # lpc reread
h4: {92} # lpd
h4: {93} # lpq
Printer: lp@h4

Queue: no printable jobs in queue

Checkpcperformsconsistency checkson theprintcapfile andspoolqueueentries.Thecheckpc -f

(fix) optionwill changepermissionsandcreatedirectoriesandcanonly beexecutedby ROOT. Checkpc
hasotherfunctionsaswell - youcanview printcapinformation,seedefault configurationvalues,and
remove junk files from spoolqueueswith it.

The lpc reread commandsendsarequestto the lpd server to rereadtheconfigurationandprintcap
information.The lpd commandis addedasinsurancein caseyour lpd server is not running.Theexit

commandrestoresordinaryuserprivileges,andthe lpq commandis usedto checkthattheserver is
running.Finally, we checkto seethatthe lpc reread commandis acceptedfrom anordinaryuser.

4.4. Restoring Original Configuration
To restoretheoriginal configuration,yousimply needto restoretheoriginal printcap andlpd.perms

file andthenrestartthe lpd server. TheseoperationsrequireROOT permissions.

h4: {94} # su
h4: {95} # cd /etc OR cd /usr/local/etc
h4: {96} # mv printcap.orig printcap
h4: {97} # mv lpd.perms.orig lpd.perms
h4: {98} # checkpc -f
h4: {99} # lpc reread
h4: {100} # rm -rf /var/spool/lpd/lp /var/spool/lpd/lp2
h4: {101} # rm -f /tmp/lp /tmp/lp2
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4.5. Printing a File and Checking Status
Try thefollowing commands.Thecommandsappearaftertheprompt,andsampleoutputthatyoumight
seeis shown.

h4: {102} % lpr -V /tmp/hi
Version LPRng-3.6.14
sending job ’papowell@h4+238’ to lp@localhost
connecting to ’localhost’, attempt 1
connected to ’localhost’
requesting printer lp@localhost
sending control file ’cfA238h4.private’ to lp@localhost
completed sending ’cfA238h4.private’ to lp@localhost
sending data file ’dfA238h4.private’ to lp@localhost
completed sending ’dfA238h4.private’ to lp@localhost
done job ’papowell@h4+238’ transfer to lp@localhost

The lpr -V (Verbose)optioncauseslpr to print statusoutput.As youcanseefrom theabove lines,it
first triesto connectto the lpd serveron hostlocalhost , thensendsa print request(which is accepted),
thensendsa control file containinginformationaboutthejob andadatafile or files whicharecopiesof
thefiles to beprinted.

If you checkthe /tmp/lp file andyou will find thatacopy of /tmp/hi hasbeenwritten to it. By
default, the lpd print spooleractsasa storeandforwardsystem,acceptingfiles to beprinted,holding
themin theprint queue,andthenforwardingthemto thedestinationsystemor outputdevice.

You canusethe lpq commandto view thestatusof theprint job.

h4: {103} % lpq
Printer: lp@h4

Queue: no printable jobs in queue
Status: job ’papowell@h4+238’ removed at 09:39:03.256

If youwantto seemorestatusinformation,uselpq -l , lpq -ll , or evenlpq -L . The-L providesalL
thestatus.

h4: {104} % lpq -l
Printer: lp@h4

Queue: no printable jobs in queue
Status: lp@h4.private: job ’papowell@h4+238’ printed at 09:39:03.112
Status: job ’papowell@h4+238’ removed at 09:39:03.256

h4: {105} % lpq -ll
Printer: lp@h4
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Queue: no printable jobs in queue
Status: finished ’papowell@h4+238’, status ’JSUCC’ at 09:39:03.108
Status: subserver pid 8240 exit status ’JSUCC’ at 09:39:03.110
Status: lp@h4.private: job ’papowell@h4+238’ printed at 09:39:03.112
Status: job ’papowell@h4+238’ removed at 09:39:03.256

h4: {106} % lpq -L
Printer: lp@h4

Queue: no printable jobs in queue
Status: subserver pid 8240 starting at 09:39:03.105
Status: accounting at start at 09:39:03.105
Status: opening device ’/tmp/lp’ at 09:39:03.105
Status: printing job ’papowell@h4+238’ at 09:39:03.106
Status: no banner at 09:39:03.107
Status: printing data file ’dfA238h4.private’, size 3 at 09:39:03.107
Status: printing done ’papowell@h4+238’ at 09:39:03.107
Status: accounting at end at 09:39:03.108
Status: finished ’papowell@h4+238’, status ’JSUCC’ at 09:39:03.108
Status: subserver pid 8240 exit status ’JSUCC’ at 09:39:03.110
Status: lp@h4.private: job ’papowell@h4+238’ printed at 09:39:03.112
Status: job ’papowell@h4+238’ removed at 09:39:03.256

Therearedifferentstatusformatsavailableaswell. The lpq -s (summary)producesasingleline of
statusperspoolqueue,while the lpq -v (verbose)producesoutputthatis verysuitablefor processing
with programssuchasPerl or awk:

h4: {107} % lpq -s
lp@h4 0 jobs
h4: {108} % lpq -v
Printer: lp@h4

Printing: no
Aborted: no
Spooling: no
Queue: no printable jobs in queue
SPOOLCONTROL=
Status: subserver pid 8240 starting at 09:39:03.105
Status: accounting at start at 09:39:03.105
Status: opening device ’/tmp/lp’ at 09:39:03.105
Status: printing job ’papowell@h4+238’ at 09:39:03.106
Status: no banner at 09:39:03.107
Status: printing data file ’dfA238h4.private’, size 3 at 09:39:03.107
Status: printing done ’papowell@h4+238’ at 09:39:03.107
Status: accounting at end at 09:39:03.108
Status: finished ’papowell@h4+238’, status ’JSUCC’ at 09:39:03.108
Status: subserver pid 8240 exit status ’JSUCC’ at 09:39:03.110
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Status: lp@h4.private: job ’papowell@h4+238’ printed at 09:39:03.112
Status: job ’papowell@h4+238’ removed at 09:39:03.256

If you checkthe /tmp/lp file andyou will find thatacopy of /tmp/hi hasbeenwritten to it. By
default, the lpd print spooleractsasa storeandforwardsystem,acceptingfiles to beprinted,holding
themin theprint queue,andthenforwardingthemto thedestinationsystemor outputdevice.

4.6. Selecting the Print Queue
In theprevioussectionwe usedthedefaultprint queue.How doesLPRng determinewhatprint queueto
use?First,you canexplicitly specifytheprinterusingthe lpq -Pprintqueue optionandthe lpq -a

or lpq -Pall to selectall print queues:

h4: {109} % lpq -Plp
Printer: lp@h4

Queue: no printable jobs in queue
h4: {110} % lpq -Plp2
Printer: lp2@h4

Queue: no printable jobs in queue
h4: {111} % lpq -a
Printer: lp@h4

Queue: no printable jobs in queue
Printer: lp2@h4

Queue: no printable jobs in queue

You cancombinethe lpq -a with the lpq -s optionfor a summarylisting:

h4: {112} % lpq -a
Printer: lp@h4

Queue: no printable jobs in queue
Printer: lp2@h4

Queue: no printable jobs in queue
h4: {113} % lpq -s -a
lp@h4 0 jobs
lp2@h4 0 jobs

Thereis anotherway to explicitly specifytheprintqueueslistedby lpq -a ; seetheall PrintcapEntry
for details.
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Userscansettheirdefaultprinterby usingthePRINTER(highestpriority), LPDEST(next), NPRINTER
(next), andNGPRINTER(lowestpriority), environmentvariables.For example:

h4: {114} % setenv PRINTER lp2
h4: {115} % lpq
Printer: lp2@h4

Queue: no printable jobs in queue
h4: {116} % unsetenv PRINTER
h4: {117} % lpq
Printer: lp@h4

Queue: no printable jobs in queue

If theprinteris not specifiedon thecommandline or by theenvironmentvariables,thenthefirst printer
in theprintcapdatabasewill beusedandthenthedefaultprinterin theconfigurationdatabase,andfinally
thecompiletimedefault. PrinterandServer Informationfor details.

4.7. Contr olling the Print Queue
The lpc commandis usedto examineandcontroltheprint serveroperation.The lpc status command
displaystheadministrativestatusof aprint queue,lpc enable andlpc disable enableor disable
spoolingto theprint queue,andthe lpc stop andlpc start commandsstopandstartprinting (or
transfers)of jobsin theprint queue.

Let’s look at thestatusdisplayedwhenweusethesecommands:

h4: {118} % lpc status
Printer Printing Spooling Jobs Server Subserver Redi-

rect Status/(Debug)
lp@h4 enabled enabled 0 none none
h4: {119} % lpc status all

Printer Printing Spooling Jobs Server Subserver Redi-
rect Status/(Debug)

lp@h4 enabled enabled 0 none none
lp2@h4 enabled enabled 0 none none
h4: {120} % lpc
lpc � status

Printer Printing Spooling Jobs Server Subserver Redi-
rect Status/(Debug)

lp@h4 enabled enabled 0 none none
lpc � status all
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Printer Printing Spooling Jobs Server Subserver Redi-
rect Status/(Debug)

lp@h4 enabled enabled 0 none none
lp2@h4 enabled enabled 0 none none
lpc � quit

The lpc commandcanbeusedin commandline or interactivemodeasshown above. Whenusedwith no
parametersit will run in interactivemode,readingoneor morecommandsfrom its standardinput
(STDIN). The lpc status commandshows theadministrativestatusof theselectprint queue.Theall

queuenameselectsall print queuesfor display. As shown in theaboveexample,bothprint queueshave
printing andspoolingenabledandthereareno jobsin theprint queue.TheServerandSubserver
informationshows if thereis aprocesswhich is printing jobs,andits helperprocessthatdoestheactual
communicationwith theprinter.

It mightbepuzzlingat first why LPRng usestwo processesfor this operation,but thereasonis very
simple.Many operatingsystemimplementationshavememoryleaksthatcausetheactualprocesssizeto
grow asit runs.This is especiallytrueif a largenumberof databasessuchasthepassword,Domain
NameServer, or othersystemdatabaseis consultedfrequentlywith differentqueries.Sincethis is
usuallydonequitea lot by theprocesswhichdealswith theactualprinting, theprinting processwould
soongrow very largeandthendiewhenit couldno longerobtainmorememory. TheServerprocesswill
fork or createa child processSubserverprocessthatis responsiblefor theprinting of a singlejob. When
thejob printing hasbeencompleted,theSubserverprocesswill exit andtheServerprocesswill then
createanotherchild until therearenomorejobsto beprinted.TheRedirectandDebugfieldswill be
discussedin latersections.

Now let’susethebasicspoolqueuecontrolcommands:

h4: {121} % lpc disable
Printer: lp@h4
lp@h4.private: disabled
h4: {122} % lpq
Printer: lp@h4 (spooling disabled)

Queue: no printable jobs in queue
h4: {123} % lpc enable
Printer: lp@h4
lp@h4.private: enabled
h4: {124} % lpq
Printer: lp@h4

Queue: no printable jobs in queue
h4: {125} % lpc stop
Printer: lp@h4
lp@h4.private: stopped
h4: {126} % lpq
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Printer: lp@h4 (printing disabled)
Queue: no printable jobs in queue

h4: {127} % lpc start
Printer: lp@h4
lp@h4.private: started
h4: {128} % lpq
Printer: lp@h4

Queue: no printable jobs in queue

As we cansee,the lpc commandalsoreportson thestatusof theprint queue.Let’sseewhathappens
whenweprint to a stoppedqueue:

h4: {129} % lpc stop
Printer: lp@h4
lp@h4.private: stopped
h4: {130} % lpr /tmp/hi
h4: {131} % lpr /tmp/hi /tmp/there
h4: {132} % lpq
Printer: lp@h4 (printing disabled)

Queue: 2 printable jobs
Server: no server active
Rank Owner/ID Class Job Files Size Time

1 papow-
ell@h4+17920 A 17920 /tmp/hi 3 18:14:22

2 papow-
ell@h4+17922 A 17922 /tmp/hi,/tmp/there 9 18:14:30

h4: {133} % lpc status
Printer Printing Spooling Jobs Server Subserver Redi-

rect Status/(Debug)
lp@h4 disable enabled 2 none none

The lpc statusshows thatwe have two jobsspooled.TheRankfield shows theorder, theOwner/ID

shows theuniquejob ID thatis assignedto thejob andtheClassfield is thejob class(thismaybe
changedwith the lpr -C class option).TheJob field shows the job numberassignedto this job in
this particularspoolqueue.While theID valueneverchangesasa job movesthroughtheLPRng
system,the job numberis specificto aparticularspoolqueueandmaychangeif a job is forwardedto
anotherspoolqueuethathasa job with thesamejob number. TheSizefield is thetotal numberof
printablebytesin thejob, andtheTimefield shows thetimestampassociatedwith thejob.

Now let’s starttheprint queueandwatchwhathappens.

h4: {134} % lpc start
Printer: lp@h4
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lp@h4.private: started
h4: {135} % lpq
Printer: lp@h4

Queue: 2 printable jobs
Server: pid 17928 active
Unspooler: pid 17929 active
Status: opening device ’/tmp/lp’ at 18:14:43.921
Rank Owner/ID Class Job Files Size Time

active papow-
ell@h4+17920 A 17920 /tmp/hi 3 18:14:22

2 papow-
ell@h4+17922 A 17922 /tmp/hi,/tmp/there 9 18:14:30

h4: {136} % lpq -ll
Printer: lp@h4

Queue: 2 printable jobs
Server: pid 17928 active
Unspooler: pid 17929 active
Status: printing job ’papowell@h4+17920’ at 18:14:43.921
Status: no banner at 18:14:43.921
Status: print-

ing data file ’dfA017920h4.private’, size 57 at 18:14:43.922
Rank Owner/ID Class Job Files Size Time

active papow-
ell@h4+17920 A 17920 /tmp/hi 3 18:14:22

2 papow-
ell@h4+17922 A 17922 /tmp/hi,/tmp/there 9 18:14:30

TheRankvalueof thefirst job hasbeenchangedto active andthereis new Statusinformation.If we
uselpq -ll we canseethetimesthatthevariousprint operationsarecarriedout,anddetailsof their
successor failure.

We canalsousethe lpc commandto seethestatusof a particularjob. We canselectjobsby theuser
name,theID, or thejob number. For example:

h4: {137} % lpc stop
Printer: lp@h4
lp@h4.private: stopped
h4: {138} % echo hi |lpr
h4: {139} % echo there | lpr
h4: {140} % echo test |lpr
h4: {141} % lpq
Printer: lp@h4 (printing disabled)

Queue: 3 printable jobs
Server: no server active
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Status: job ’papowell@h4+17922’ removed at 18:15:13.981
Rank Owner/ID Class Job Files Size Time

1 papow-
ell@h4+17959 A 17959 (stdin) 3 18:23:24

2 papow-
ell@h4+17962 A 17962 (stdin) 6 18:23:30

3 papow-
ell@h4+17970 A 17970 (stdin) 5 18:23:35

h4: {142} % lpq 17970
Printer: lp@h4 (printing disabled)

Queue: 3 printable jobs
Server: no server active
Status: job ’papowell@h4+17922’ removed at 18:15:13.981
Rank Owner/ID Class Job Files Size Time

3 papow-
ell@h4+17970 A 17970 (stdin) 5 18:23:35

h4: {143} % lpq papowell
Printer: lp@h4 (printing disabled)

Queue: 3 printable jobs
Server: no server active
Status: job ’papowell@h4+17922’ removed at 18:15:13.981
Rank Owner/ID Class Job Files Size Time

1 papow-
ell@h4+17959 A 17959 (stdin) 3 18:23:24

2 papow-
ell@h4+17962 A 17962 (stdin) 6 18:23:30

3 papow-
ell@h4+17970 A 17970 (stdin) 5 18:23:35

h4: {144} % lpq -s 17970
lp@h4 1 jobs
h4: {145} % lpq -s papowell
lp@h4 3 jobs
h4: {146} % lpq -s nobody
lp@h4 0 jobs

We uselpq -Pqueuename to selecta specificprint queueandlpq -a or lpq -Pall to selectall
queues:

h4: {147} % lpc -a stop
Printer: lp@h4
lp@h4.private: stopped
Printer: lp2@h4
lp2@h4.private: stopped
h4: {148} % lpc -Pall start
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Printer: lp@h4
lp@h4.private: started
Printer: lp2@h4
lp2@h4.private: started

You canusethe lpc commandin interactivemode:

h4: {149} % lpc
lpc � status

Printer Printing Spooling Jobs Server Subserver Redi-
rect Status/(Debug)

lp@h4 enabled enabled 3 17990 17993
lpc � status all

Printer Printing Spooling Jobs Server Subserver Redi-
rect Status/(Debug)

lp@h4 enabled enabled 3 17990 17993
lp2@h4 enabled enabled 3 none none
lpc � stop lp
Printer: lp@h4
lp@h4.private: stopped
lpc � start lp
Printer: lp@h4
lp@h4.private: started
lpc � quit

The lpc topq commandcanbeusedto put a job (or jobs)at theheadof thespoolqueue.This
commandis veryusefulwhensomejob requirespriority service.You canselectthejob by usingthejob
numberor thejob ID.

h4: {150} % lpc topq lp 17970
Printer: lp@h4
lp: selected ’papowell@h4+17970’
lp@h4.private: started
h4: {151} % lpq
Printer: lp@h4

Queue: 3 printable jobs
Server: pid 17999 active
Rank Owner/ID Class Job Files Size Time

active papow-
ell@h4+17970 A 17970 (stdin) 5 18:23:35

1 papow-
ell@h4+17959 A 17959 (stdin) 3 18:23:24
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2 papow-
ell@h4+17962 A 17962 (stdin) 6 18:23:30

4.8. Job Removal
Occasionallywe print afile andthenchangeour mindandwantto cancelthejob. The lprm command
allowsusto do this.

h4: {152} % lpq
Printer: lp@h4 (printing disabled)

Queue: 3 printable jobs
Server: no server active
Status: job ’papowell@h4+17922’ removed at 18:15:13.981
Rank Owner/ID Class Job Files Size Time

1 papow-
ell@h4+17959 A 17959 (stdin) 3 18:23:24

2 papow-
ell@h4+17962 A 17962 (stdin) 6 18:23:30

3 papow-
ell@h4+17970 A 17970 (stdin) 5 18:23:35

h4: {153} % lprm
Printer lp@h4:

checking perms ’papowell@h4+17959’
dequeued ’papowell@h4+17959’

h4: {154} % lpq
Printer: lp@h4 (printing disabled)

Queue: 2 printable jobs
Server: no server active
Status: job ’papowell@h4+17922’ removed at 18:15:13.981
Rank Owner/ID Class Job Files Size Time

1 papow-
ell@h4+17962 A 17962 (stdin) 6 18:23:30

2 papow-
ell@h4+17970 A 17970 (stdin) 5 18:23:35

h4: {155} % lprm 17970
Printer lp@h4:

checking perms ’papowell@h4+17970’
dequeued ’papowell@h4+17970’

h4: {156} % lpq
Printer: lp@h4 (printing disabled)

Queue: 1 printable job
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Server: no server active
Status: job ’papowell@h4+17922’ removed at 18:15:13.981
Rank Owner/ID Class Job Files Size Time

1 papow-
ell@h4+17962 A 17962 (stdin) 6 18:23:30

By default, the lprm commandremovesthefirst job in thequeuethattheuserhaspermissionto remove.
Also, asshown in theexample,youcanremovea job by specifyingthejob ID or thejob number. If you
specifyausername,you removeall of theuser’s jobs.Thiscanbedangerous:

h4: {157} % lpq
Printer: lp@h4 (printing disabled)

Queue: 3 printable jobs
Server: no server active
Status: job ’papowell@h4+17922’ removed at 18:15:13.981
Rank Owner/ID Class Job Files Size Time

1 papow-
ell@h4+17962 A 17962 (stdin) 6 18:23:30

2 papow-
ell@h4+18499 A 18499 /tmp/hi 3 18:56:00

3 papow-
ell@h4+18501 A 18501 /tmp/there 6 18:56:02

h4: {158} % lprm papowell
Printer lp@h4:

checking perms ’papowell@h4+17962’
dequeued ’papowell@h4+17962’
checking perms ’papowell@h4+18499’
dequeued ’papowell@h4+18499’
checking perms ’papowell@h4+18501’
dequeued ’papowell@h4+18501’

h4: {159} % lpq
Printer: lp@h4 (printing disabled)

Queue: no printable jobs in queue
Status: job ’papowell@h4+17922’ removed at 18:15:13.981

Thespecialuserall matchesall jobsin aprint queue.Clearlyyoushouldbecarefulnot to specifylprm

all by accident.Evenmoredangerousis thefollowing command:

h4: {160} % lprm -a all

As you mightsurmise,this removesall print jobsin all queues,which is anexcellentway to purge
print queuesof all jobs.
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4.9. Print Job Filter s
A printerusuallyunderstandsoneor morePrint Job Languages. Filessentto this printermustbein one
of theselanguagesandhave theappropriatejob format, control characters, or otherinformation.The
mostcommonPrint JobLanguagesarePostScriptandPCL.

In orderfor aprinterto reliablyprint a job, it needsto beresetto a known configuration.This is usually
doneby sendingit a specialstart of job andendof job command.Thesecommandsdiffer from printerto
printer, andevendependon thetypeof print job languagethattheprint job is in. Somevintage line
printersalsohaveasetof proprietaryescapesequencesthatareusedto setupmargins,form size,and
otherprintingcharacteristics.Usuallyasetupstring of theseescapesequencesneedsto besentto the
printerbeforethefile canbeprinted.

In orderto handletheseproblems,theLPRng systemusesa filter programto providethesetof escape
sequencesor carryout theinitialization requiredfor a printer. Thefiles in aprint job areassigneda lower
caseletterformatusingthe lpr formatoptions;thedef ault formatis f . The l (literal or binary)formatis
usedto indicatethatthefile shouldbepasseddirectly to theprinter, or haveat themostaminimalamount
of processing.SeePrint JobFormatsfor moreinformationaboutformatsandtheir usewith filters.

We will setupa verysimplefilter anduseit to demonstratehow the lpd spoolerusesit. First,setup the
/tmp/testf file asshown below.

#!/bin/sh
# /tmp/testf - test filter for LPRng
PATH=/bin:/usr/bin; export PATH
echo TESTF $0 "$@" � &2
echo TESTF $0 "$@"
echo ENV
set
echo LEADER
/bin/cat
echo TRAILER
exit 0

Let uscarefullyexaminethescriptline by line. Thefirst coupleof linesarestandardboilerplate. You
shouldalwayssetthePATH valuein afilter scriptor usefull pathnames.This is a goodpracticeasit
ensuresthatonly thespecifieddirectorieswill besearchedfor commands.

Thenext linesechothecommandline argumentsto file descriptor2 (STDERR)andto STDOUT.We
will soonseehow this informationis displayedby theLPRng software.We thenusetheset command
to list theshellvariablesto STDOUT,print LEADER to STDOUT,copy STDIN to STDOUT,andprint
TRAILER to STDOUT.We exit with azeroresultcode.

We cantestourscript,with theresultsshown below:

65



Chapter4. Print SpoolingTutorial

h4: {161} % chmod 755 /tmp/testf
h4: {162} % echo hi |/tmp/testf -a1
TESTF /tmp/testf -a1
TESTF /tmp/testf -a1
ENV
USER=papowell
HOSTNAME=h4
...
PATH=/bin:/usr/bin
LEADER
hi
TRAILER

Let’snow usethis filter. Edit the lp printcapentrysoit hascontentsindicatedbelow, usecheckpc -f

to checktheprintcap,andthenuselpc reread to restartthe lpd server.

lp:sd=/var/spool/lpd/%P
:force_localhost
:lp=/tmp/lp
:filter=/tmp/testf

Executethefollowing commandsto print the /tmp/hi file andobservetheresults:

h4: {163} % cp /dev/null /tmp/lp
h4: {164} % lpr /tmp/hi
h4: {165} % lpq -llll
Printer: lp@h4

Queue: no printable jobs in queue
Status: lp@h4.private: job ’papowell@h4+26593’ printed at 21:37:21.312
Status: job ’papowell@h4+26593’ removed at 21:37:21.323
Status: subserver pid 26683 starting at 21:39:21.908
Status: accounting at start at 21:39:21.908
Status: opening device ’/tmp/lp’ at 21:39:21.909
Status: printing job ’papowell@h4+26681’ at 21:39:21.909
Status: no banner at 21:39:21.909
Status: printing data file ’dfA026681h4.private’, size 3, IF fil-

ter ’testf’ at
21:39:21.909

Status: IF filter msg - ’TESTF /tmp/testf -Apapowell@h4+26681 -CA -
D2000-04

-11-21:39:21.877 -Ff -Hh4.private -J/tmp/hi -Lpapowell -Plp -Qlp -aacct -
b3 -d/v
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ar/tmp/LPD/lp -edfA026681h4.private -f/tmp/hi -hh4.private -j026681 -
kcfA026681h

4.private -l66 -npapowell -sstatus -t2000-04-11-21:39:21.000 -w80 -x0 -
y0 acct’

at 21:39:21.914
Status: IF filter finished at 21:39:22.070
Status: printing done ’papowell@h4+26681’ at 21:39:22.070
Status: accounting at end at 21:39:22.070
Status: finished ’papowell@h4+26681’, status ’JSUCC’ at 21:39:22.070
Status: subserver pid 26683 exit status ’JSUCC’ at 21:39:22.072
Status: lp@h4.private: job ’papowell@h4+26681’ printed at 21:39:22.072
Status: job ’papowell@h4+26681’ removed at 21:39:22.085

h4: {166} % more /tmp/lp
TESTF /tmp/testf -Apapowell@h4+26681 -CA -D2000-04 -11-21:39:21.877 -Ff
-Hh4.private -J/tmp/hi -Lpapowell -Plp -Qlp -aacct -b3 -d/var/tmp/LPD/lp
-edfA026681h4.private -f/tmp/hi -hh4.private -j026681 -

kcfA026681h4.private
-l66 -npapowell -sstatus -t2000-04-11-21:39:21.000 -w80 -x0 -y0 acct
ENV
USER=papowell
LD_LIBRARY_PATH=/lib:/usr/lib:/usr/5l ib:/us r/ucbl ib
HOME=/home/papowell
PRINTCAP_ENTRY=lp

:force_localhost
:filter=/tmp/testf
:lp=/var/tmp/lp
:sd=/var/tmp/LPD/lp

PS1=$
OPTIND=1
PS2= �
SPOOL_DIR=/var/tmp/LPD/lp
LOGNAME=papowell

CONTROL=Hh4.private
Ppapowell
J/tmp/hi
CA
Lpapowell
Apapowell@h4+15850
D2000-04-26-18:13:55.505
Qlp
N/tmp/hi
fdfA015850h4.private
UdfA015850h4.private
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PATH=/bin:/usr/bin
SHELL=/bin/sh
LOGDIR=/home/papowell
IFS=
PRINTER=lp
LEADER
test Test
TRAILER

Thecp commandclearsout the /tmp/lp file weareusingasadummyoutputdevice. The lpr

commandprintsthe /tmp/hi file andthe lpq -llll commandshowsthestatusinformation.The
statusinformationnow containstheline thatthe testf scriptwroteto STDERR.The lpd server
capturesfilter STDERRmessagesandputsit themin thespoolqueuestatusfile.

As we seefrom thelpq status,lpd passesa largenumberof commandline optionsto ourfilter. These
optionsandtheirmeaningsarediscussedin detail in Filter CommandLine OptionsandEnvironment
Variables.We will discussthesein moredetail in thenext section.

If we look at the /tmp/lp file, we seethecommandline optionsandvaluesof theshellvariables.For a
full discussionof theenvironmentvariablespassedto a filter seeFilter CommandLine Optionsand
EnvironmentVariables.ThemoreinterestingenvironmentvariablesincludethePRINTCAP_ENTRY
variable,which is a copy of theprintcapentryfor thisprinter, andtheCONTROL variable,which is a
copy of thecontrolfile for thetheprint job.

4.10. Contr ol Files and Filter Options
In theprevioussectionwe setup a simplefilter andlookedat whatcommandline optionsand
environmentvariableswerepassedto thefilter. Thecommandline optionsarediscussedin detail in
Filter CommandLine OptionsandEnvironmentVariables.A print job consistsof a control file that
containsinformationaboutthejob anda setof datafiles thataretheinformationto beprinted.Hereis
thecontrolfile for thejob thatwe printed:

Hh4.private
Ppapowell
J/tmp/hi
CA
Lpapowell
Apapowell@h4+15850
D2000-04-26-18:13:55.505
Qlp
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N/tmp/hi
fdfA015850h4.private
UdfA015850h4.private

Eachinformationline in thecontrolfile startswith anuppercaseletter, andexceptfor thefew options
listedin thetablebelow, thesearepassedasthecorrespondingcommandline options.For full details
abouttheexactformatof thecontrolfile seeJobFiles.

Table 4-1. Filter Options

Control File Filter Option Purposeor Value

-PPrinter Print queuename- printcap
information

H -HHost Host Name

P -nUser UserLogin Nameof job
originator

J -JJob name lpr -J option or file name

C -CClass Print class(lpr -C option)

L -LBanner Banner pagerequest

A -AJobid Job Id

D -DDate Dateor time information

Q -QQueue Original Print queuejob was
sentto

N -NFilename Filename

f -Ff Format information for datafile

With theexceptionsof the -F , -n and-P commandline literals,thecommandlinesoptionshavethe
samevalueasin thecontrolfile, andif they arepresentthe lpd spoolerwill put themonthecommand
line. Thecontrolfile U line is usedto indicatethatthedatafile for thejob shouldberemovedafter
printing. This line is not usedby mostprint spoolersbut mustbeincludedin a job file to meetRCF1179
andvintageprint spoolerrequirements.

Sometimeswe wantto passonly a smallsubsetof thesecommandline optionsto a filter or provide them
in aspecificorderin orderto becompatiblewith legacyprint filters. LPRng providesseveraldifferent
waysto do this,andwe will explorehow to controlcommandline options.

If thefilter entrystartswith -$ , this suppressestheautomaticadditionof commandline options;wecan
thenaddourown optionsto thecommandline. Modify theprintcapentryto have thefollowing form:
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lp:sd=/var/spool/lpd/%P
:force_localhost
:lp=/tmp/lp
:filter= -$ /tmp/testf ’$P’ $0P -X$-P ${lp} G\072

Letsprint our /tmp/hi testfile andthenlook at the lpq status:

h4: {167} % cp /dev/null /tmp/lp
h4: {168} % lpr /tmp/hi
h4: {169} % lpq -llll
Printer: lp@h4

....
Status: IF filter msg - ’TESTF /tmp/testf -Plp -P lp -Xlp \

-Ylp /tmp/lp G:’ at 01:20:21.560

The-$ suppressestheaddingthedefault literalsto thefilter commandline. You canpassspecific
optionsusing$X; if theoptionhasanon-nullvaluethenit will beexpandedin thefollowing format:

Option Value Expansion
$X -X

�
value �

$0X -X
�

value �
$-X

�
value �

${name} printcap option value if value nonzero length
\nnn single printable character
$* all options expanded using $X

Commandline optionscanbegroupedandpassedasa singleargumentby enclosingthemin singleor
doublequotes.You shouldbeawarethatLPRng hasanextremelyprimitivewayof handlingquotes.
Whenthe /bin/sh -c parameteris not used,thethecommandline is brokenon spacesandeachunit is
passedasanindividualargument.If thefirst characterafteraspaceis a quote(singleor double),thenext
quoteis found,andthenentireelementis thenusedasa singleparameter. Substitutionof $X parameters
is thendone.As aspecialcase,whenyouhavea$0X, thiscausesasplit andall of thestringpreviousand
includingthe-X flag is passedasasingleoptionandall of theoptionvalueandfollowing arepassedas
anotheroption. If theresultof theexpansionis azerolengthparameterthenit is removedfrom the
parameterlist. Whenthe /bin/sh -c is usedthecommandline is not broken,andall non-emptyoption
valuesareenclosedin singlequotes.

The${name} optionis usedto passaprintcapoptionvalue.For example,youcanpassthevalueof the
printcapoption form asshown below. You canexperimentwith this by usingthe /tmp/testf filter and
printcapshown below.

printcap:
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lp:sd=/var/spool/lpd/%P
:force_localhost
:lp=/tmp/lp
:filter=/tmp/testf -F ${form}
:form=payroll

h4: {170} % cp /dev/null /tmp/lp
h4: {171} % lpr /tmp/hi
h4: {172} % lpq -llll
Printer: lp@h4

...
Status: IF filter msg - ’TESTF /tmp/testf -F payroll’ at 09:55:31.276
...

If we havea legacyprint filter thatwasoriginally written for theBSDprint spooler, thenwe mayfind
thatit requiresasmallnumberof commandline optionsin a veryspecificorder. We canusethe :bkf

(BSD KompatibleFilter or BacKwardscompatibleFilter) flag to passsuitableoptions.Modify the
printcapentryto havethefollowing form:

lp:sd=/var/spool/lpd/%P
:force_localhost
:lp=/tmp/lp
:filter=/tmp/testf
:bk

Letsprint our /tmp/hi testfile andthenlook at the lpq status:

h4: {173} % cp /dev/null /tmp/lp
h4: {174} % lpr /tmp/hi
h4: {175} % lpq -llll
Printer: lp@h4

....
Status: IF filter msg - ’TESTF /tmp/testf -Plp -w80 -l66 \

-x0 -y0 -Ff -Lpapowell -J/tmp/hi -CA -n papowell \
-h h4.private acct’ at 08:07:46.583

Finally, therearetimeswhenwewould like theprint filter to bea simpleshellcommandor to chain
severalprogramstogetherin a simplepipeline.While this is possibleusinga print filter, you canalsodo
this in thefilter specification.If yourfilter specificationstartswith aparenthesis(( ) or containstheIO
redirectionfor pipeto(| ), input redirection( � ), or outputredirection( � ) thenthe lpd serverwill usethe
:shell configurationoptionvalue(default /bin/sh ) andexecuteit using:
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${shell} -c "( ${if} )"

If this is done,thenno commandline optionsareaddedto thecommand.However, expansionof $X

parametersarestill done.Modify theprintcapentryto have thefollowing form:

lp:sd=/var/spool/lpd/%P
:force_localhost
:lp=/tmp/lp
:filter=(echo "PREAMBLE"; /tmp/testf; echo "APPENDIX")

Letsprint our /tmp/hi testfile andthenlook at the lpq status:

h4: {176} % cp /dev/null /tmp/lp
h4: {177} % lpr /tmp/hi
h4: {178} % lpq -llll
Printer: lp@h4

....
Status: printing data file ’dfA018881h4.private’, size 3, IF fil-

ter ’echo’ at 09:22:11.476
Status: IF filter msg - ’TESTF /tmp/testf’ at 09:22:11.510
Status: IF filter finished at 09:22:11.514

If we examinethe /tmp/lp file we find:

PREAMBLE
TESTF /tmp/testf
ENV
USER=papowell
LD_LIBRARY_PATH=/lib:/usr/lib:/usr/5l ib:/us r/ucbl ib
...
PRINTER=lp
LEADER
hi
TRAILER
APPENDIX

As we expected,no optionswerepassedon thecommandline. If theprintcapis modifiedto have the
following contents,thenyouwill see:

lp:sd=/var/spool/lpd/%P
:force_localhost
:lp=/tmp/lp
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:filter=(echo "PREAMBLE"; /tmp/testf $*; echo "APPENDIX")

h4: {179} % lpr /tmp/hi
h4: {180} % lpq -llll
Printer: lp@h4

....
Status: IF filter msg - ’TESTF /tmp/testf -Apapowell@h4+18941 \

-CA -D2000-04-29-09:27:30.700 -Ff -Hh4.private -J/tmp/hi \
-Lpapowell -Plp -Qlp -aacct -b3 -d/var/tmp/LPD/lp \
-edfA018941h4.private -f/tmp/hi -hh4.private -j018941 -

kcfA018941h4.private \
-l66 -npapowell -sstatus -t2000-04-29-09:27:30.864 -w80 -x0 -

y0 acct’ at 09:27:30.879

Usingtheshellinvocationis especiallyusefulwhenyoumayhavea parameterthathasanemptystring
value,andneedto passthisasa commandline parameter. Modify the /tmp/testf filter, theprintcap,
andexecutethefollowing commands:

printcap:
lp:sd=/var/spool/lpd/%P

:force_localhost
:lp=/tmp/lp
:filter=( /tmp/testf -F ’${form}’ )
:form=

#!/bin/sh
# /tmp/testf - test filter for LPRng
PATH=/bin:/usr/bin; export PATH
echo TESTF $0 "$@" � &2
echo TESTF $0 "$@"
while test $# -gt 0 ; do

echo "PARM ’$1’";
shift;

done
echo LEADER
/bin/cat
echo TRAILER
exit 0

h4: {181} % cp /dev/null /tmp/lp
h4: {182} % lpr /tmp/hi
h4: {183} % lpq -llll
Printer: lp@h4

...
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Status: IF filter msg - ’TESTF /tmp/testf -F’ at 09:59:27.365

h4: {184} % more /tmp/lp
TESTF /tmp/testf -F
PARM’-F’
PARM”
LEADER
hi
TRAILER

As you cansee,thereis a parametersarenotvisible whenprintedbut still havea commandline option
value.This is dueto thecombinationof the$’{form} andusingthe :filter=(...) form.

4.11. Filter Envir onment Variab les
In this sectionwewill look furtherat theenvironmentvariablespassedto thefilter. We printedtheshell
variablevaluesfor thefilter at thestartof thefile:

h4: {185} % cat /tmp/lp
/tmp/testf -Plp -P lp -Xlp -Ylp /tmp/lp G:’ at 01:20:21.560
ENV
CONTROL=Hh4.private

Ppapowell
J/tmp/hi
CA
Lpapowell
Apapowell@h4+105
D2000-04-12-15:27:26.662
Qlp
N/tmp/hi
fdfA105h4.private
UdfA105h4.private

HOME=/home/daemon
LD_LIBRARY_PATH=/lib:/usr/lib:/usr/5l ib:/us r/ucbl ib
LOGDIR=/home/daemon
LOGNAME=daemon
OPTIND=1
PATH=/bin:/usr/bin:/usr/local/bin
PRINTCAP_ENTRY=lp

:force_localhost
:filter=/tmp/testf
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:lp=/tmp/lp
:sd=/tmp/LPD/lp

PRINTER=lp
PS1=$
PS2= �
SHELL=/bin/sh
SPOOL_DIR=/tmp/LPD/lp
USER=daemon

LEADER
hi
TRAILER

TheHOME, USER,SHELL, PS1,andPS2variablesareusuallysetby theshell,andarereflectthe
informationfor theUID of theuserrunningtheshell.

ThePATH andLP_LIBRARY_PATHaresetby the lpd server to valuesspecifiedin theprintcapor
configurationinformation.It is recommendedthatuserssettheseto sitespecificvaluesif thedefaultsare
not suitablefor their sites.

The lpd serversetsthePRINTER,PRINTCAP_ENTRY, andCONTROL environmentvariablesaresetto
theprintername,printcapentry, andthecontrolfile for theprint job. This informationis veryusefulto
filters thatmustmakedecisionsbasedon valuespassedto theprint server in thecontrolfile, andwhich
canalsouseparametersin theprintcapentryto controltheir actions.

4.12. Using Command Line and Printcap Options In
Filter s

Oneof theproblemscommonlyencounteredproblemin writing a filter is gettingthecommandline
values.TheUNIX POSIXStandardprovidesaC Languagegetopt functionthatcanbeusedfor
commandline options,andsome,but not all shell implementationshavea correspondingshellgetopt

function.Also, many timesit would beusefulto getthevaluesof theprintcapoptions.Thesecouldbe
usedto specifyoptionsor operationsthatarenot easilydoneby passingcommandlines.

• Observethatall thecommandline optionsaresingleletters.If we settheshellvariablesto the
correspondingoptionvalue,thenwecouldaccessthemby using$x , wherex is theoptionletter. There
is anexceptionto this rule,which is the -c commandline literal, which for varioushistoricaland
compatibilityreasonsdoesnot take avalue.But if it is present,we mightaswell assignit thevalue1.
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• Observethatby conventionall printcapoptionshave lowercasenamesof two or moreletters,andthat
all environmentvariableshaveall uppercaseletters.If wesetshellvariableswith thecorresponding
printcapentryvalues,thenwecanaccessthemusing$literal . If weneedto createa local shell
variablefor use,we canusemIxEd caseandnot haveaconflict.

Thedecode_args_with_sh scriptwhich is in theUTILS directoryof theLPRng distribution follows
theseconventionsandsetstheappropriateshellvariables.We havealsoincludea bit of codethatwill
extractthecontrolfile controlline valuesandput theminto variablesaswell.

Save thecurrent/tmp/testf filter file in /tmp/testf.old andreplaceit with thefollowing:

#!/bin/sh
# this is an example of how to use /bin/sh and LPRng
# to get the command line and printcap option values
# and set shell variables from them
# Note that we use a couple of variables
#PATH=/bin:/usr/bin
Args=""
vAr=""
vAlue=""
vAls=""
iI=""
Tf=""
Debug=1
if -n $Debug ; then

set � /tmp/before
fi
Args="$@"
if -n $Debug ; then

echo "$@" ��� /tmp/before
fi
while expr "$1" : ’-.*’ � /dev/null ; do

vAr=‘expr "$1" : ’-\(.\).*’‘;
vAlue=‘expr "$1" : ’-.\(.*\)‘;
case "$vAr" in

- ) break;;
c ) c=1;;
[a-zA-Z] )

if test "X$vAlue" = "X" ; then shift; vAlue=$1; fi;
eval $vAr=’$vAlue’;
#setvar $vAr "$vAlue"
;;

esac;
shift;
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done

# set shell variables to the printcap options
# flag - � flag=1
# flag@ - � flag=0
# option=value - � option=’value’
#
setpcvals () {

while test "$#" -gt 0 ; do
iI=$1
if expr "$iI" : " *\:" � /dev/null ; then

vAr=‘expr "$iI" : " *\:\([^=][^=]*\)=.*"‘;
vAlue=‘expr "$iI" : " *\:[^=][^=]*=\(.*\)"‘;
if test "X$vAr" = "X" ; then

vAr=‘expr "$iI" : " *:\(.*\)@"‘;
vAlue=0;

fi
if test "X$vAr" = "X" ; then

vAr=‘expr "$iI" : " *:\(.*\)"‘;
vAlue=1;

fi
if test "X$vAr" != "X" ; then

eval $vAr=’$vAlue’;
#setvar $vAr "$vAlue"

fi
else

vAr=‘expr "$iI" : " *\([^|][^|]*\).*"‘;
if test "X$vAr" != "X" ; then

eval Printer="$vAr"
fi

fi;
shift

done
}

# set shell variables to the printcap options
# flag - � flag=1
# flag@ - � flag=0
# option=value - � option=’value’
#
setcontrolvals () {

while test "$#" -gt 0 ; do
iI=$1
vAr=‘expr "$iI" : " *\([A-Z]\).*"‘;
vAlue=‘expr "$iI" : " *[A-Z]\(.*\)"‘;
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if test "X$vAr" != "X" ; then
eval $vAr=’$vAlue’;
#setvar $vAr "$vAlue";

fi;
shift

done
}

Tf=$IFS
IFS="
"
setpcvals $PRINTCAP_ENTRY
setcontrolvals $CONTROL
IFS=$Tf

#
# restore argument list
set - $Args
Args=""
vAr=""
vAlue=""
vAls=""
iI=""
Tf=""

if test -n "$Debug" ; then
set � /tmp/after
echo "$@" ��� /tmp/after
diff /tmp/before /tmp/after

fi
/bin/cat
exit 0

Letsprint our /tmp/hi testfile andthenlook at theresultsin /tmp/lp :

h4: {186} % cp /dev/null /tmp/lp
h4: {187} % lpr /tmp/hi
h4: {188} % more /tmp/lp
0a1
� e=dfA021771h4.private
2a4,6
� l=66
� s=status
� L=papowell
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10a15,17
� j=021771
� C=A
� J=/tmp/hi
12a20
� a=acct
...
33a58
� Printer=lp
...
hi

As we seefrom theoutput,shellvariableshavethevaluesof our commandline andprintcapoptions.It
is left asanexercisefor thereaderto addthenecessaryexport statementsto causethesevaluesto be
exportedto subshells.It is not recommendedthatawholesaleexport of theshellvariablesbedone,but
only selectedones.

Theparanoidandsecuritymindedreaderwill seesomepossiblesecurityproblemwith thisscript.The
eval $vAr=’$vAlue’ commandsetsthevalueof theshellvariable$vAr to thevalue$vAlue . The
$vAr variableis alwaystakenfrom eithera singleletteror is thenameof anoptionin theprintcapfile.
Clearlytheprintcapfile mustnotbemodifiableby users,andshouldhave thesamesecurity
considerationsasany othersystemconfigurationfile. Thevaluesof the$vAlue aretakendirectly from
thecontrolfile, whosecontentsareunderthecontrolof theoriginatorof theprint job request.

For this reasonLPRng takestheratherbrutalstepof sanitizingthecontrolfile. Only alphanumericsor a
characterin thelist @/:()=,+-%_ areusedin thecontrolfile; all othersreplacedby theunderscore(_)
character. In addition,all filters arerunasthe lpd userspecifiedin the lpd.conf configurationfile.

Thefollowing is anexampleof how to extractthesameinformationin Perl:

#!/usr/bin/perl
eval ’exec /usr/bin/perl -S $0 ${1+"$@"}’

if $running_under_some_shell;
# this emulates #! processing on NIH machines.
# (remove #! line above if indigestible)

use Getopt::Std;
my(%args,%options);
# get the arguments
getopt(

"a:b:cd:e:f:g:h:i:j:l:m:n:o:p:q:r:s:t:u :v:w:x :y:z:" .
"A:B:C:D:E:F:G:H:I:J:L:M:N:O:P:Q:R:S:T: U:V:W: X:Y:Z: ",
\%args );
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# set :key=value - � $option{$key}=$value
# set :key@ - � $option{$key}="0"
# set :key - � $option{$key}="1"

map {
if( m/^\s*:([^=]+)=(.*)/ ){

$options{$1}=$2;
} elsif( m/^\s*:([^=]+)\@$/ ){

$options{$1}="0";
} elsif( m/^\s*:([^=]+)/ ){

$options{$1}="1";
} elsif( m/^\s*([^|]+)/ ){

$options{"Printer"}=$1;
}

} split( "\n", $ENV{’PRINTCAP_ENTRY’});

# get the control file entries
map {

if( m/^\s*([A-Z])(.*)/ ){
$options{$1}=$2;

} elsif( m/^\s*([a-z])/ ){
$options{’Format’}=$1;

}
} split( "\n", $ENV{’CONTROL’});

ThePerlGetopt::Std routineparsesthecommandline optionsandputstheir valuesin the%args hash
variablewherethey canbeaccessedusing$args{’x’} . Similarly, themapandsplit functions
processthePRINTCAP_ENTRY andCONTROL environmentvariableandset%options with the
printcapentryoptionsandthevaluesfrom thecontrolfile. Themap functioncouldbereplacedby a
foreach loop,but this is Perl: There is more thanonewayto do it andno tutorialwould becomplete
without at leastonemindstretchingexamplethathasthereaderreachingfor thereferencemanual.

4.13. Filter Exit Codes
The lpd serverusestheexit codeof thefilter to determineif thefilter wassuccessfulor unsuccessful.
TheFilter Exit Codessectiondiscussesthesevaluesin detail,but herearethemostimportant:

0 - JSUCC

A JSUCCexit codeindicatesthatthefilter wassuccessfulin doingits work.
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1 - JFAIL

A JFAIL exit codeindicatesthatthefilter wasunsuccessfulin doingits work, possiblydueto a
transientconditionsuchasout of paper, printerjam,etc.,but anadditionalattemptmightbe
successful.Usuallythe lpd serverwill try atmostsend_tryattemptsbeforegiving up.

2 - JABORT

A JABORT exit codeindicatesthatthefilter wasunsuccessfulin doingits work andhasdetecteda
conditionthatwouldmake it impossibleto print thejob. In addition,theprintermayrequire
administrativeattention,andtheprint queueoperationmayneedto besuspendeduntil theproblem
is rectified.

3 - JREMOVE

TheJREMOVE exit codewill causethejob to beremovedfrom theprint queue.

6 - JHOLD

TheJHOLD exit codewill causethejob to betemporarilypreventedfrom printing until releaseby
the lpc release command.

OtherValues

Usuallyany othervalue,includingexit dueto asignal,is treatedasa JABORT exit, andthesame
actionis taken.

It shouldbeobviousthatthefilter exit codeis very important,andthatcareneedsto betakento return
thecorrectvalue.

4.14. Job Formats and Filter Selection
In theprevioussectionswe discussedhow a print filter wasexecutedandhow it couldbeused.Now we
will look athow the lpd spoolerchoosesa print filter program.Let usre-examineourexampleprint job
controlfile:

Hh4.private
Ppapowell
J/tmp/hi
CA
Lpapowell
Apapowell@h4+105
D2000-04-12-15:27:26.662
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Qlp
N/tmp/hi
fdfA105h4.private
UdfA105h4.private

Eachdatafile for aprint job hasanamewith theformatdf Xnnnh4.private . Thedf is usedto indicate
thatthefile is adatafile, andtheremainderis a uniquenamefor thefile in thejob. TheX partof the
namemustbeanupperor lowercaseletter, settinga limit of 52differentfiles in a singleprint job.

The fdfA105h4.private line in thecontrolfile specifiesthatweareto print thejob usingthefilter for
the f format;thefile printing informationconsistsof theformatassignedto thefile andthenameof the
file. In thelegacy BSDprint spoolers,this formatwasusedto selecttheprint filter to beused.LPRng
hasexpandedthis by providing a defaultfilter specification.

Table 4-2. Job Formats and Filter Selection

lpr commandline option Control File Line Printcap Option For Filter Filter Command Line

(default) fdfAnnn :if=/path /path -Ff ...

-b or -l ldfAnnn :if=/path /path ... -Ff -c

-p pdfAnnn :if=/path pr | format f filter

-c, -d, -n, -r, -t, -v, -FX XdfAnnn :Xf=/path ... /path -FX

any format XdfAnnn :filter=/path ... /path -FX

Table4-2 shows theratherbaroquerelationshipbetweentheformatoptionsspecifiedby the lpr
commandandtheway that lpd usesthem.Thereasonfor this complexity lies in thevarious
implementationsandvariationsthatoccurredduringthedevelopmentanddeploymentof theoriginal
BSDprint spoolingsoftware.

Hereis thecomplete,arcane,andbaroquesetof rulesthatareusedto selectandprint filters. Thedef ault
formatusedby lpr is f ; unlesssomeotherformatis specifiedthis is used.The lpr -b andlpr -l

(binaryandl iteral literals)area requestto lpd to do aslittle processingaspossibleof thisfile before
printing it. Lpd usethe :if filter for formatsf andl ; the l literal causesthethe-c filter commandline
flag to beusedaswell. The lpr -c , -d , -n , -r , -t , and-v optionscausethecorrespondingformatto be
used,andfor lpd to usethefilter specifiedby theprintcapoption :Xf , whereX is thespecifiedformat.

The lpr -p (pretty-printliteral) selectsp format,andlpd is supposedto usetheprogramspecifiedby
the :pr printcapoptionto formatthefile andthenprocesstheoutputof thisprogramaccordingto format
f . Unpredictableresultsmayoccurusingthis facility.

the lpr -FX allowsyou to explicitly specifyformatX whereX is a lowercaseletter, andlpd will usethe
filter specifiedby printcapoption :Xf , whereX is thespecifiedformat. If thereis no :Xf printcapliteral
valuethentheprintcap:filter literal valuewill beusedasthefilter, andif this is undefinedthenthe
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file will bepassedwithout processingthroughto theprinting device.

If a filter is notspecifiedfor theformatthenthedefault filter specifiedby :filter=/path filter is used,
andif thereis no default, thentheoutputis sentdirectly to theoutputdevice.

If the :fx= formatsis presentin a printcapentry, it specifiestheformatsthatareallowed.For example,
:fx=lfv wouldallow only formatsl , f , andv to beusedona particularspoolqueue.

SomeXf optionshavepre-assignedmeaningsandcannotbeusedfor filter selection.

PrintcapOption Purpose

PrintcapOption Purpose

:af=/path AccountingFile

:ff=formfeed Form FeedString

:if=/path filter (l,b,p,f formats)

:filter=/path Default filter

:lf=/path Log file

:of=/path OF filter

:sf suppressform feedbetweenjob files

The :of filter is a specialcaseandis usedfor bannerprintingandaccountingpurposes.See OF Filter
for details.

4.15. The Jaggies - LF to CR-LF Conversion With lpf
Whenprinting to vintagehardcopy devicesor to printersthatsupporta text mode,many UNIX users
discover thattheir outputsuffersfrom acaseof thejaggies.

Input file:

This is
a nice day

Output:

This is
a nice day
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UNIX systemsterminatelineswith a singleNL (new line) character. This causestheprinterto move
down oneline on theprinting pagebut doesnotchangeits horizontalpositionandprint thenext
characterat theleft margin. This is doneby usingtheCR(carriagereturn)character. Youneedto convert
thesingleNL to a CR-LF combinationandthe lpf filter suppliedwith LPRng doesthis.

First, locatethe lpf filter. Youcanfind it by usingthecommand:

h9: {160} % find /usr/ -type f -name lpf -print
/usr/libexec/lpr/lpf

We will first seewhattheoutputis likewithout lpf , andthenseewhatit does.Modify the lp printcap
entryasshown below andthenuselpc restart to restartthe lpd server.

lp:sd=/var/spool/lpd/%P
:force_localhost
:lp=/tmp/lp

Printa file andview theoutputusingthefollowing commands.If youdo nothave theod (octaldump)
program,try usinghexdumpor someotherappropriateprogramthatdisplaysthenumericalcontentsof
thefile.

h4: {189} % cp /dev/null /tmp/lp
h4: {190} % lpr /tmp/hi
h4: {191} % od -bc /tmp/lp
0000000 150 151 012

h i \n
0000003

Now we will usethe lpf filter. Modify theprintcapasshown below anduselpc reread to causelpd to
rereadtheconfigurationinformation.

lp:sd=/var/spool/lpd/%P
:force_localhost
:lp=/tmp/lp
# modify the path to lpf appropriately
:filter=/usr/local/libexec/filters/lpf

Now reprintthefile:

h4: {192} % cp /dev/null /tmp/lp
h4: {193} % lpr /tmp/hi
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h4: {194} % od -bc /tmp/lp
od -bc /tmp/lp
0000000 150 151 015 012

h i \r \n
0000004

As you see,lpf changestheLF to aCR-LF sequence.

4.16. Job File Format Conversion with Filter s
Oneof themajorproblemsthatfacenew usersto UNIX printing is whenthey havea printerthathasa
proprietaryprint job format,suchastheHP DeskJetseriesof printers.Thesolutionto this problemis
quitesimple:generateyouroutputin PostScript,andthenusethe GhostScriptprogramto convert the
GhostScriptoutputto a formatcompatiblewith yourprinter.

#!/bin/sh
/usr/local/bin/gs -dSAFER -dNOPAUSE -q -sDEVICE=djet500 \

-sOutputFile=- - && exit 0
exit 2

This simpletutorial examplesuffersfrom someseriousproblems.If youaccidentallysenda
non-PostScriptfile to theprinterGhostScriptwill detectthisandexit with anerrormessagebut only after
trying to interprettheinputfile asPostScript.If theinput file wasa text file, this canresultin literally
thousandsof errormessagesandhundredsof pagesof uselessoutput.

In orderto makea morerobustfilter we needto meetthefollowing minimumrequirements:

1. Thefile typeshouldbedetermined,andonly files thatarePostScriptshouldbepassedto
GhostScript.

2. We mayhavesomeconversionroutinesthatcanconvertfiles into PostScriptfilesandthenwe can
sendthemto GhostScriptfor rasterconversion.

3. If wecannotconvertafile, thenweshouldsimply terminatetheprintingandcausethespoolerto
removethejob.

The ifhp PrintFilter programis a companionto theLPRng softwareanddoesthis typeof operation.In
addition,Thereareseveralotherutilities thatcanbeused.Themagicfilter developedby H. PeterAnvin
http://www.debian.org is distributedwith DebianLinux. Theapsfilter by AndreasKlemm
http://www.freebsd.org/~andreas/index.html is alsowidely used,althoughnow mostof its functionality
is directly availablein LPRng. Finally, thea2ps(Ascii to PostScript)converterby Akim Demaille
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(demaille@inf.enst.fr)andMiguel Santana(santana@st.com)is availablefrom
www-inf.enst.fr/~demaille/a2ps.This packageprovidesaverynicesetof facilitiesfor massaging,
mangling,bending,twisting,andbeingdownrightnastywith text or otherfiles.

Sincethis is a tutorial,we will demonstratea simpleway to makeyourown multi-formatprint filter, and
provide insiteinto how thesemorecomplex packageswork.

Thefile utility developedby IanF. Darwin usesadatabaseof file signaturesto determinewhatthe
contentsof afile are.For example:

h4: {195} % cd /tmp
h4: {196} % echo hi � hi
h4: {197} % gzip -c hi � hi.gz
h4: {198} % echo "%!PS-Adobe-3.0" � test.ps
h4: {199} % gzip -c test.ps � test.ps.gz
h4: {200} % file hi hi.gz test.ps test.ps.gz
hi: ASCII text
hi.gz: gzip compressed data, deflated
test.ps: PostScript document text conforming at level 3.0
test.ps.gz: gzip compressed data, deflated
h4: {201} % file -

�
test.ps

standard input: PostScript document text conforming at level 3.0

If we aregivena file, we cannow usefile to recognizethefile typeandif thefile typeis suitablefor our
printerwe cansendit to theprinter, otherwisewe canrejectit. Thefollowing is a simpleyet very
powerful shellscriptthatdoesthis.

#!/bin/sh
# set up converters
gs="/usr/local/bin/gs -dSAFER -dNOPAUSE -q -sDEVICE=djet500 \

-sOutputFile=/dev/fd/3 - 3 � &1 1 � &2"
a2ps="/usr/local/bin/a2ps -q -B -1 -M Letter -borders=no -o-"
decompress=""
# get the file type
type=‘file - | tr A-Z a-z | sed -e ’s/ */_/g’‘;
echo TYPE $type � &2
case "$type" in

*gzip_compressed* ) decompress="gunzip -c |" compressed="compressed" ;;
esac

# we need to rewind the file
perl -e "seek STDIN, 0, 0;"

if test "X$decompress" != "X" ; then
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type=‘$decompress head | file - | tr A-Z a-z | sed -e ’s/ */_/g’‘;
echo COMPRESSEDTYPE $type � &2
# we need to rewind the file
perl -e "seek STDIN, 0, 0;"

fi
case "$type" in

*postscript* ) process="$gs" ;;
*text* ) process="$a2ps | $gs" ;;
* )

echo "Cannot print type $compressed ’$type’" � &2
# exit with JREMOVEstatus
exit 3
;;

esac
# in real life, replace ’echo’ with ’exec’
echo "$decompress $process"
# exit with JABORT if this fails
exit 2

Copy this to the /tmp/majik file, andgive it 0755 (executable)permissions.Hereis anexampleof the
outputof thescript:

h4: {202} % /tmp/majik
�
test.ps.gz

TYPE standard_input:_gzip_compressed_data,_ deflat ed...
COM-

PRESSEDTYPE standard_input:_postscript_document_text _confo rming_ at_le vel_3. 0
gunzip -c | /usr/local/bin/gs -dSAFER -dNOPAUSE -q -sDEVICE=djet500 \

-sOutputFile=/dev/fd/3 - 3 � &1 1 � &2
h4: {203} % /tmp/majik

�
/tmp/hi

TYPE standard_input:_ascii_text
/usr/local/bin/a2ps -q -B -1 -M Letter -borders=no -o- \

| /usr/local/bin/gs -dSAFER -dNOPAUSE -q -sDEVICE=djet500 \
-sOutputFile=/dev/fd/3 - 3 � &1 1 � &2

Thefirst partof thescriptsetsupa standardsetof commandsthatwewill usein thevariousconversions.
A full blown packagefor conversionwould usea databaseor setupfile to getthesevalues.We thenuse
thefile utility to determinetheinputfile type.Theoutputof thefile utility is translatedto lowercaseand
multiple blanksandtabsareremoved.

We useasimpleshellcase statementto determineif wehaveacompressedfile andgetadecompression
programto use.We reapplythefile utility to thedecompressedfile (if it wascompressed)andgetthefile
type.
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Finally we useanothercase statementto gettheoutputconverterandthenwerun thecommand.For
tutorial purposes,we useanecho ratherthananexec sowe canseetheactualcommand,ratherthanthe
output.

Justfor completeness,hereis majikperl :

#!/usr/bin/perl
eval ’exec /usr/bin/perl -S $0 ${1+"$@"}’

if $running_under_some_shell;
# this emulates #! processing on NIH machines.
# (remove #! line above if indigestible)

my($gs) = "/usr/local/bin/gs -dSAFER -dNOPAUSE -q -sDEVICE=djet500 \
-sOutputFile=/dev/fd/3 - 3 � &1 1 � &2";

my($a2ps)="/usr/local/bin/a2ps -q -B -1 -M Letter -borders=no -o-";

my($decompress,$compressed,$process,$ type);
$decompress=$compressed=$process=$typ e="";

# get the file type
$type = ‘ file - ‘;
$type =~ tr /A-Z/a-z/;
$type =~ s/\s+/_/g;
print STDERR"TYPE $type\n";
($decompress,$compressed) = ("gunzip -c |", "gzipped")

if( $type =~ /gzip_compressed/ );
print STDERR"decompress $decompress\n";
unless( seek STDIN, 0, 0 ){

print "seek STDIN failed - $!\n"; exit 2; }
if( $decompress ne "" ){

$type = ‘ $decompress file - ‘;
$type =~ tr /A-Z/a-z/;
$type =~ s/\s+/_/g;
print STDERR"COMPRESSEDTYPE $type\n";
unless( seek STDIN, 0, 0 ){

print "seek STDIN failed - $!\n"; exit 2; }
}
$_ = $type;
if( /postscript/ ){

$process="$gs";
} elsif( /_text_/ ){

$process="$a2ps | $gs" ;;
} else {

print STDERR"Cannot print $compressed ’$type’" � &2;
# JREMOVE
exit 3;
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}
exec "$decompress $process";
print "exec failed - $!\n";
exit 2;

4.17. The ifhp Filter
Theifhp PrintFilter is thecompanionprint filter suppliedwith LPRng andis normallyinstalledtogether
with theLPRng software.IFHP supportsawidevarietyof PostScript,PCL,text, andrasterprinters,and
canbeconfiguredto supportalmostany typeof printerwith a streambasedinterface.It provides
diagnosticanderrorinformationaswell asaccountinginformation.It recognizesa wide rangeof file
typesby usingthefile utility andthepatternmatchingtechniquedemonstratedin theprevioussection,
andcando selectiveconversionsfrom oneformatto others.

ThePostScriptandPCLprinterjob languagesaresupportedby mostprintermanufacturers.However, in
orderto havea job printedcorrectlythefollowing stepsmustbetaken.

1. Theprintermustbeput into aknown initial stateby sendingit theappropriateresetstringsor
performinga correctsetof IO operations.

2. If accountingis beingdone,thentheprinteraccountinginformationmustbeobtainedandrecorded.
SeeAccountingfor moreinformationaboutLPRng supportfor accounting.

3. Thefile to beprintedmustbecheckedto seeif it is compatiblewith theprinter, andif not,a format
conversionprograminvokedto convert it to therequiredformat.

4. If theuserselectsa setof printerspecificoptionssuchaslandscapemode,duplex printing,multiple
copies,or specialpaper, theappropriatecommandsmustbesentto theprinterto selecttheseoptions.

5. Thefile mustbetransferredto theprinterandtheprinteris monitoredfor any errorconditions.

6. Any requiredendof job commandsaresentto theprinter, andtheprintermonitoredfor error
conditionswhile thejob finishesprinting.

7. If accountingis beingdone,theprinteraccountinginformationsuchaspagecountandtime used
mustbeobtainedandrecorded.SeeAccountingfor moreinformationaboutLPRng supportfor
accounting.

The ifhp filter usesthe ifhp.conf databasefile to determinetheactionsandcommandsappropriatefor
variousmodelsof printers.Seethe ifhp documentationfor detailsabouttheformatandcontentsof this
file. Thedefaultprinterusedby the ifhp filter is theHP LaserJet4M Plus,whichsupportsPostScript,
PCL,andPJL.Thesedefaultswill alsosupporta verywidevarietyof printersthatsupportboth
PostScriptandPCL.
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Now we will usethe ifhp filter. Find thepathto the ifhp filter usingthefind commandaswe did in the
previousexercise.Modify theprintcapasshown below anduselpc lpd to restartlpd.

lp:sd=/var/spool/lpd/%P
:force_localhost
:lp=/tmp/lp
# modify the path to ifhp appropriately
:filter=/usr/local/libexec/filters/ifhp

Now reprintthefile, andthendisplay/tmp/lp usinga text editorsuchasvi or emacsthatshowscontrol
characters:

h4: {204} % cp /dev/null /tmp/lp
h4: {205} % lpr /tmp/hi
h4: {206} % vi /tmp/lp
^[%-12345X@PJL
@PJL JOB NAME= "PID 405" DISPLAY = "papowell"
@PJL RDYMSGDISPLAY = "papowell"
@PJL USTATUSOFF
@PJL USTATUSJOB = ON
@PJL USTATUSDEVICE = ON
@PJL USTATUSPAGE = ON
@PJL USTATUSTIMED = 10
@PJL ENTER LANGUAGE= PCL
^]E^]&^]&k2G^]&s0C^]&l0O^]9^](s0P^](s 10.00H ^](s40 99Thi
^]E^]%-12345X@PJL
@PJL RDYMSGDISPLAY = "papowell"
@PJL EOJ NAME= "PID 405"
@PJL USTATUSOFF
@PJL USTATUSJOB = ON
@PJL USTATUSDEVICE = ON
@PJL USTATUSPAGE = ON
@PJL USTATUSTIMED = 10
@PJL RDYMSGDISPLAY = ""
^[%-12345X

Theoutputnow containsall of thecontrolsequencesandsetupcodesneededto print a text file on the
printer. For detailson theexactmeaningof eachof theseentries,seethePCLandPJLdocumentation.

4.18. PostScript and the ifhp Filter
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Therearesomeprintersthatonly supportPostScript.We will show how to configurethe ifhp filter to
supporttheseprinters.Createthe /tmp/one.ps PostScriptfile:

%!PS-Adobe-3.0
%%one page (i.e. - a page with a 1 on it)
/Courier findfont 200 scalefont setfont
72 300 moveto (1) show
showpage

This PostScriptfile startswith thestandardPostScriptheader- %! or theacceptablealternative \004%! .
If a PostScriptfile doesnot startwith eitherof thesetwo charactersequencestheprintermaybehave in
unexpectedways.The ifhp filter will checkto makesurethatthefile startswith thesesequences.

Modify theprintcapasshown below anduselpc lpd to restartlpd.

lp:sd=/var/spool/lpd/%P
:force_localhost
:lp=/tmp/lp
# modify the path to ifhp appropriately
:ifhp=model=ps
:filter=/usr/local/libexec/filters/ifhp

Now print thefile /tmp/one.ps , andthendisplaytheoutputin /tmp/lp usinga text editorsuchasvi
or emacsthatdisplayscontrolcharactersin a visible format:

h4: {207} % cp /dev/null /tmp/lp
h4: {208} % lpr /tmp/one.ps
h4: {209} % vi /tmp/lp
^D%!
%!PS-Adobe-3.0
%%one page (i.e. - a page with a 1 on it)
%%/Times-Roman
/Courier
findfont 200 scalefont setfont
72 300 moveto
(1) show
showpage
^D

As you cansee,thePostScript� D (Control-Dor \004 ) Endof Jobcharactershavebeenprefixedand
appendedto thefile. This will ensurethatthejob will behandledproperlyby theprinter.
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4.19. PCL and the ifhp Filter
While PostScriptis themostwidely supportPrint JobLanguage,therearelargenumberof printersthat
supportonly PCL.The ifhp filter hassupportfor a PCLonly printer.

Modify theprintcapasshown below anduselpc lpd to restartlpd.

lp:sd=/var/spool/lpd/%P
:force_localhost
:lp=/tmp/lp
# modify the path to ifhp appropriately
:ifhp=model=pclonly
:filter=/usr/local/libexec/filters/ifhp

Now print thefile /tmp/hi , andthendisplaytheoutputin /tmp/lp usinga text editorsuchasvi or
emacsthatshowscontrolcharacters:

h4: {210} % cp /dev/null /tmp/lp
h4: {211} % lpr /tmp/hi
h4: {212} % vi /tmp/lp
^]E^]&^]&k2G^]&s0C^]&l0O^]9^](s0P^](s 10.00H ^](s40 99Thi
^]E

Theoutputnow containsthenecessaryPCLstartof job, formatsetup,andendof job sequencesneeded
to print on a PCLprinter.

4.20. GhostScript and the ifhp Filter
We saw in previoussectionshow to useGhostScriptfor formatconversion.We will now exploremoreof
thefunctionalityof GhostScriptandhow it is integratedinto the ifhp filter. We will choosea simple
example:providing supportfor printing PostScriptonanHPDeskJet660color printer.

We startby determiningtheoptionsthatGhostScriptwould needto do theformatconversion.Thegs

-help optionlists theoutputdevicesyourversionof GhostScriptsupports:

h4: {213} % gs -help
GNU GhostScript 5.10 (1998-12-17)
Copyright (C) 1997 Aladdin Enter-

prises, Menlo Park, CA. All rights reserved.
Usage: gs [switches] [file1.ps file2.ps ...]
Most frequently used switches: (you can use # in place of =)
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-dNOPAUSE no pause after page | -
q ‘quiet’, fewer messages

-g
�

width � x
�

height � page size in pixels | -
r
�

res � pixels/inch resolution
-sDEVICE=

�
devname � select device | -

dBATCH exit after last file
-sOutputFile=

�
file � select output file: - for stdout, |command for pipe,

embed %d or %ld for page #
Input formats: PostScript PostScriptLevel1 PostScriptLevel2 PDF
Available devices:

x11 x11alpha x11cmyk x11mono sxlcrt ap3250 appledmp bj10e bj200 bjc600
bjc800 cdeskjet cdjcolor cdjmono cdj500 cdj550 cp50 declj250 deskjet
djet500c dnj650c epson eps9mid eps9high epsonc ibmpro imagen iwhi iwlo
iwlq jetp3852 laserjet la50 la70 la75 la75plus lbp8 lips3 ln03 lj250
ljet2p ljet3 ljet3d ljet4 lj4dith ljetplus lp2563 m8510 necp6 oce9050
oki182 paintjet pj pjetxl pjxl pjxl300 r4081 sj48 st800 st-

color t4693d2
t4693d4 t4693d8 tek4696 xes dfax-

high dfaxlow faxg3 faxg32d faxg4 tiffcrle
tiffg3 tiffg32d tiffg4 bmpmono bmp16 bmp256 bmp16m cgm-

mono cgm8 cgm24 cif
mgrmono mgrgray2 mgrgray4 mgrgray8 mgr4 mgr8 pcx-

mono pcxgray pcx16 pcx256
pcx24b psmono pbm pbmraw pgm pgmraw pgnm pgnmraw pnm pnmraw ppm ppmraw
sgirgb tifflzw tiffpack tiff12nc tiff24nc bit bitrgb bitcmyk pngmono
pnggray png16 png256 png16m pdfwrite nullpage

Search path:
. : /usr/share/ghostscript/5.10 :
/usr/share/ghostscript/fonts

For more information, see /usr/share/ghostscript/5.10/doc/use.txt.
Report bugs to ghost@aladdin.com; use the form in bug-form.txt.

As you cansee,thesenamesarenot very intuitive,but theGhostScriptprintersupportdocumentationat
http://www.cs.wisc.edu/~ghost/printer.htmlor thedocumentationshippedwith theGhostScript
distributionhasmuchmoredetail.We discover from thisdocumentationthatthecd550 driversupportsa
wide rangeof printers:

cdj550
HP DeskJet 550C (3.53)
HP DeskJet 560C (3.53)
HP DeskJet 600 (5.10) black (1bit/pixel) and color (32bit/pixel)
HP DeskJet 660C (3.53)
HP DeskJet 660C (5.10)
HP DeskJet 682C (4.01) Use gamma=0.3
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HP DeskJet 683C (3.33, 4.03)
HP DeskJet 693C (4.03) 24bit/pixel Is this a CMY or a CMYKprinter?

Probably CMYKin which case 32bit/pixel can be used.
HP DeskJet 694C (5.03) Works in color. 690C, 692C, 693C and 694C

are all software variations.
HP DeskJet 695C (5.50) Works in color.
HP DeskJet 850 (3.53) 300dpi CMYK(32bit/pixel) See also cdj850.
HP DeskJet 870Cse (4.03) (16 or 32 bits/pixel) Use ljet4 de-

vice for B/W.
See also cdj850.

HP DeskJet 895Cxi (5.03, 5.50) Does not work with cdj850.
HP DeskJet 970 (5.50) Some pages contain small black boxes,

lines or missing characters.
HP OfficeJet 590 (5.50)
Olivetti jp450 (5.50)
Xerox XJ6C (5.50)
May work with other HP Color DeskJet print-

ers that use a CMYKink cartridge.
Any printer that works with this device will proba-

bly work in black and white
with djet500 and cdjmono.

Createthe /tmp/testgs file with thefollowing contents:

#!/bin/sh
gs_device=cdj550
exec /usr/bin/gs -q -dSAFER -dBATCH -sDEVICE=${gs_device} \

-sOutputFile=-

Runthefollowing commandsto processthe /tmp/one.ps file andview theoutputwith a text editor:

h4: {214} % /tmp/testgs
�
/tmp/one.ps � /tmp/out.img

h4: {215} % vi /tmp/out.img
^[*rbC^[*t300R^[&l2aolE^[*o1d2Q....

As you see,we havedonetheconversioncorrectly. We couldevenpasstheGhostScriptdeviceasa
commandline argument,in anenvironmentvariable,or extractit from thenameof theexecutable.In
practiceit turnsout thatmayneedto specifynot only theGhostScriptdevicebut alsoasetof resolution
optionsto do conversions.

The ifhp filter’s ghostscript printersupportimplementsa robustversionof this simpleconversion
filter. It usesthegs_device optionto specifytheGhostScriptdeviceandgs_options to specifythe
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andadditionaloptions.It alsousesthea2psprogramto do text to PostScriptconversionaswell. Modify
the lp printcapasshown below, anduselpc reread to restarttheserver.

lp:sd=/var/spool/lpd/%P
:force_localhost
:lp=/tmp/lp
:ifhp=model=ghostscript,gs_device=cdj550
:filter=/usr/local/libexec/filters/ifhp

Print thefile /tmp/one.ps , displaythe lpq statusasshown below, andthendisplaytheoutputin
/tmp/lp usinga text editorsuchasvi or emacsthatshowscontrolcharacters:

h4: {216} % cp /dev/null /tmp/lp
h4: {217} % lpr /tmp/one.ps
h4: {218} % lpq

....
Filter_status: initial job type ’POSTSCRIPT’ at 03:50:38.141
Filter_status: job type ’raw’, converter ’/usr/bin/gs

-dSAFER -dBATCH -q -sDEVICE=cdj550 -sOutputFile=- - ’ at 03:50:38.141
Filter_status: started converter ’/usr/bin/gs

-dSAFER -dBATCH -q -sDEVICE=cdj550 -sOutputFile=- - ’ at 03:50:38.146
Filter_status: converter done, output 1251 bytes at 03:50:38.790

h4: {219} % vi /tmp/lp
^[*rbC^[*t300R^[&l2aolE^[*o1d2Q....

Next, print thefile /tmp/hi , displaythe lpq statusasshown below, andthendisplaytheoutputin
/tmp/lp usinga text editorsuchasvi or emacsthatshowscontrolcharacters:

h4: {220} % cp /dev/null /tmp/lp
h4: {221} % lpr /tmp/hi
h4: {222} % lpq

....
Filter_status: job type ’raw’, converter

’/usr/bin/a2ps -q -B -1 -M Letter -borders=no -o-
| /usr/bin/gs -dSAFER -dBATCH -q

-sDEVICE=cdj550 -sOutputFile=- - ’ at 03:52:12.423
Filter_status: started converter

’/usr/bin/a2ps -q -B -1 -M Letter -borders=no -o-
| /usr/bin/gs -dSAFER -dBATCH -q

-sDEVICE=cdj550 -sOutputFile=- - ’ at 03:52:12.426
Filter_status: converter done, output 183 bytes at 03:52:13.206
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h4: {223} % vi /tmp/lp
^[*rbC^[*t300R^[&l2aolE^[*o1d2Q....

As shown by the lpq statusabove,thea2psprogramwasinvokedto converta text file into PostScript,
which wasthenrasterizedby GhostScript.

4.21. Printcap Basics
In theprevioussectionswe haveusedsimpleprintcapentriesto definehow to setup filters andpass
parametersto them.We will now examinetheprintcapdatabasein moredetail.

TherearethreewaysthattheLPRng serverandclient softwaregetstheir configurationinformation.

• Compiletimesettingswhich setthedefaultvaluesfor theconfigurationinformation.

• A lpd.conf file thatcontainsvaluesthatoverridethecompiletime defaults.This informationcan
effect thebehavior of the lpd serverandclients.

• Printcapentrieswhichhaveconfigurationinformationfor individualprint queues.Theinformationin
theprintcapentriesfor thequeueoverridethe lpd.conf andcompiletimedefaults.

• Commandline andenvironmentvariablevalues.Thesecanbeusedto overrideor selectparticular
configurationinformationor to selectoneof a setof optionsfor use.

Eachprint queueor printerhasa namewhich is usedto look up theprintcapinformationfor theprinter.
The /etc/printcap file is thedefault locationfor theprintcapinformation,althoughit canalsobe
obtainedfrom databaseservers,or generatedby programs.SeetheUsingProgramsTo GetPrintcap
Informationsectionfor details.

We will usea morecomplex printcapfile to explorehow LPRng getstheprintcapinformation.Putthe
following linesin the /etc/printcap file:

# client entry
lp:tc=.client
lp2:tc=.client
.client:

:lp=%P@localhost
:force_localhost

lp:server
:cm=The Main Print Queue
:lp=/tmp/lp
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:tc=.common

lp2:server
:cm=The Second Print Queue
:lp=/tmp/lp2
:tc=.common

.common:
:sd=/var/spool/lpd/%P
:mx=0

The lpc client commandis veryusefulto seehow LPRng usesthis printcapinformation:

h4: {224} % lpc client
Config
h4: {225} % lpc client all
Config

:lpd_port=2000
:printcap_path=/var/tmp/LPD/printcap

Names
:.client=.client
:.common=.common
:lp=lp
:lp2=lp2
:main=lp

All
:lp
:lp2

Printcap Information
lp|main

:force_localhost
:lp=%P@localhost

lp2
:force_localhost
:lp=%P@localhost

The lpc client commandshows thevaluesin the lpc.conf file; sincewehavenot enteredany
valuesin this file, wehaveno entriesprinted.

The lpc client all commandshowsall of theconfigurationandprintcapinformation,andis the
handiestonefor systemdebugginganddiagnostics.TheNameinformationis thenamesof theprintcap
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entriesthathavebeenfoundin thedatabaseandis listedin sortedorder. TheAll areentriesthat
correspondto actualqueuesor printersandarelistedin theorderthatthey appearin theprintcapor
accordingto anorderspecifiedby thesystemadministrator. (Seetheall PrintcapEntry for details.)

Queueor printernamesmuststartwith analphanumericcharacter, andcontainonly alphanumerics,
hyphens(- ) andunderscores(_). To avoid known andnastyproblemswith sendingandreceiving print
jobsfrom casesensitiveandcaseinsensitivesystems,LPRng brutally lowercasesall printcapentry
namesandprinternames.

Theprintcapfile is processedby readingit line by line andcomposingtheindividualprintcapentries.
Eachentryhasannameandoneor morealiases.Theentriesin theprintcapassignvaluesto options.
Thesecanhave theformat:

option=string value \n with escapes
flag # equivalent to flag=1
flag@ # equivalent to flag=0
option#value # equivalent to option=value

An optionwill have thelastvaluethatoccursin theprintcapentry.

Ourexampleshows theuseof thetc (termcapinclude)facility. The:tc valueis a list of printcapentries
thatshouldbeprefixedto thestart of theprintcapentryin which it appears.Thisallowsoptionsto beset
in theprintcapentrywhich will overridethevaluesin the :tc includedentry. For convenience,the
optionsaredisplayedin sortedorder.

TheLPRng clientsandlpd servermayrequireadifferentsetof optionsfor thesamespoolqueue.The
clientsrequireoptionswhosevaluestell theclientshow thecontactthe lpd serverandtransfera print job
or queryto it. The lpd serverneedsoptionsthattell it how to eitherprint a job or forwardit to another
lpd server. The :client or :server optionmarksa printcapentryasfor clientor lpd serveruseonly;
unmarkedentriesareusedby bothserverandclient. The lpc client commandshowstheprintcap
informationthattheLPRng clientswoulduse.For example,hereis whatthe lpd serverwould use:

h4: {226} % lpc server all
Config

:lpd_port=2000
:printcap_path=/var/tmp/LPD/printcap

Names
:.client=.client
:.common=.common
:lp=lp
:lp2=lp2
:main=lp
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All
:lp
:lp2

Printcap Information
lp|main

:cm=The Main Print Queue
:force_localhost
:lp=/tmp/lp
:mx=0
:sd=/var/spool/lpd/%P
:server

lp2
:cm=The Second Print Queue
:force_localhost
:lp=/tmp/lp2
:mx=0
:sd=/var/spool/lpd/%P
:server

Whenwe selecttheserver printcapinformation,weseethatthe :sd optionhasbeenadded,andthe
:lp replacedwith new values.

We canusethe :oh (on this host)optionto markprintcapentriesfor useby a selectedsetof hosts.For
example:

lp:oh=10.0.0.0/255.255.255.0,*.privat e,!10. 0.0.10
:lp=%P@10.0.0.10

The :oh optiontakesa list of IP addressesandmasksor globpatterns,andappliestheseto theIP
addressesor list of Fully QualifiedDomainNamesfor thecurrenthost.If thereis a for at leastoneIP
addressor patternin thelist matchthentheentryis used.An exclamationmark(! ) invertsthesenseof
thematch,andtheentryis usedif thematchfails.

Finally, wecanusethewildcard facility to causeadefault printcapentryto beused:

lp|*:cm=Wildcard Alias - %P=lp, %Q=wanted
:lp=%P@10.0.0.10

*:cm=Wildcard Name- %P=wanted, %Q=wanted
:lp=%P@10.0.0.10

TheLPRng softwarefirst searchestheprintcapinformationfor anexactmatch.If noneis foundthenit
searchesfor thefirst wildcardentrythatmatchestheprintername.If thewildcardis usedasanalias,
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thentheprintcapentryis simply selectedfor use,with theprinternameandqueuenameselectedas
shown above. We canalsousepartialmatchingaswell:

lp|lp_*
:lp=%P@10.0.0.10

qt|qt_*
:lp=%P@10.0.0.12

In theexampleabovethefirst entrymatcheslp andall printernamesstartingwith lp_ , while thesecond
entrymatchesqt andall printernamesstartingwith qt_ . This canbeusefulwhensettingup a family of
spoolqueuesasdiscussedin latersections.

4.22. Printcap Information From Programs and
Databases

Theremany administratorsstoresysteminformationon adatabaseserverandhaving programsor
utilities gettheir configurationinformationfrom this server. Theuseof thedatabaseallowseasiersystem
administrationandalsocentralizestheadministration.Ratherthanbuild in thevarioustypesof database
access,theLPRngsoftwareallows theuseof programsto obtainprintcapinformation.Thisnot only
allowsany typeof databaseto beused,but alsoremovesany legalor licenserestrictionson the
redistributionof theactualsoftware.

We will useverysimpleexampleto show how youcanuseaprogramto getprintcapinformation.First,
you mustconfiguretheLPRng softwareto usea programto getthefilter information.This is doneby
settinga valuein the lpc.conf file (usually/etc/lpd.conf or /usr/local/etc/lpd.conf ). Copy
your lpd.conf file to lpd.conf.bak andthenaddthefollowing line to theendof thefile:

printcap_path=|/tmp/getpc

h4: {227} % cd /etc
h4: {228} % cp lpd.conf lpd.conf.bak
h4: {229} % echo ’printcap_path=|/tmp/getpc’ ��� lpd.conf

Next, edit the /tmp/getpc file andsetits valuesasshown below.

set /tmp/getpc:

#!/bin/sh
# /tmp/getpc
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echo PROG$0 "$@" ��� /tmp/trace
cat ��� /tmp/trace
cat

���
EOF

lp:lp=test@host
EOF
exit 0

h4: {230} % chmod 755 /tmp/getpc
h4: {231} % echo testing | /tmp/getpc -aoption
lp:lp=test@host
h4: {232} % cat /tmp/trace
PROG/tmp/getpc -aoption
testing

After youhave testedthegetpcscript,usethe lpc client all command:

h4: {233} % lpc client all
Config

:lockfile=/var/tmp/LPD/lpd
:lpd_port=2000
:printcap_path=|/tmp/getpc

Names
:lp=lp

All
:lp

Printcap Information
lp

:lp=test@host
h4: {234} % cat /tmp/trace
h4: {235} % cat /tmp/trace
PROG/tmp/getpc -Pall -aacct -l66 -sstatus \

-t2000-05-05-08:40:51.000 -w80 -x0 -y0 acct
all
PROG/tmp/getpc -Pall -aacct -l66 -sstatus \

-t2000-05-05-08:40:51.000 -w80 -x0 -y0 acct
*

As seenfrom the /tmp/trace file, thegetpc programis invokedwith thestandardfilter parameters.
The-P commandline literal is setto thenameof theprintcapentryandthenameof theentryis written
to thefilter’sSTDIN. If theentryis not found,thenthewildcardprintcapentrywill berequested.The-P
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literal is not setto * , asthishasthepossibilityof openinga securityloopholewhena shellscriptparses
thefilter’s commandline options.

You restoretheoriginal lpd.conf file to restorethesystemto normaloperation.

h4: {236} % cd /etc
h4: {237} % cp lpd.conf.bak lpd.conf

Whenusingtheprogrammethodto returninformation,specialconsiderationshouldbegivento theall

request.If thereis not anexplicit all entry, thentheprogramshouldtakeappropriatestepsto enumerate
thevaluesin thedatabase,or reportthatthereis a missingall entryto theappropriateadministrative
authority.

4.23. Store and Forwar d Spool Queues
Up to now wehaveassumedthatassociatedwith eachspoolqueueis ahardwareprintingdevice. Whena
job is sentto thespoolqueuethe lpd serverwill takeactionsto filter it andthensendit to theprinting
device.

However, we canalsohavestore andforward spoolqueues.Thesequeueactto simply buffer jobsand
thenforwardthemto anotherspooler. Thefollowing printcapentryshowshow you canspecifya store
andforwardqueue.

# store and forward using classical BSD :rm:rp
lp:rp=pr:rm=host

:sd=/var/spool/lpd/%P
:server

# store and forward using LPRng lp=pr@host
lp:lp=pr@host

:sd=/var/spool/lpd/%P
:server

Thelegacy :rp (remoteprinter)and:rm (remotehost)formatcanbeusedto specifytheprint queueand
destinationhostfor jobssentto this queue.TheLPRng :lp=pr@host formatservesthesamefunction,
andhasprecedenceover the :rm:rp form.

Edit theprintcapfile soit hascontentsindicatedbelow, usecheckpc -f to checktheprintcap,andthen
uselpc reread to restartthe lpd server.

lp:force_localhost
lp:server
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:sd=/var/spool/lpd/%P
:lp=lp2@localhost

lp2:force_localhost
lp2:server

:sd=/var/spool/lpd/%P
:lp=/tmp/lp2

Executethefollowing commandsto print the /tmp/hi file andobservetheresults:

h4: {238} % lpr /tmp/hi
h4: {239} % lpq -lll
Printer: lp@h4 (dest lp2@localhost)

Queue: no printable jobs in queue
Status: sending con-

trol file ’cfA029h4.private’ to lp2@localhost at 09:39:57.719
Status: completed send-

ing ’cfA029h4.private’ to lp2@localhost at 09:39:57.724
Status: send-

ing data file ’dfA029h4.private’ to lp2@localhost at 09:39:57.727
Status: completed send-

ing ’dfA029h4.private’ to lp2@localhost at 09:39:57.925
Status: done job ’papowell@h4+29’ trans-

fer to lp2@localhost at 09:39:57.926
Status: subserver pid 29031 exit status ’JSUCC’ at 09:39:57.953
Status: lp@h4.private: job ’papowell@h4+29’ printed at 09:39:57.961
Status: job ’papowell@h4+29’ removed at 09:39:57.993

Printer: lp2@h4
Queue: no printable jobs in queue
Status: no banner at 09:39:58.054
Status: printing data file ’dfA029h4.private’, size 3 at 09:39:58.054
Status: printing done ’papowell@h4+29’ at 09:39:58.054
Status: accounting at end at 09:39:58.054
Status: finished ’papowell@h4+29’, status ’JSUCC’ at 09:39:58.054
Status: subserver pid 29033 exit status ’JSUCC’ at 09:39:58.056
Status: lp2@h4.private: job ’papowell@h4+29’ printed at 09:39:58.056
Status: job ’papowell@h4+29’ removed at 09:39:58.069

As weseefrom thestatus,our job wassentto the lp spoolqueuefirst. It wasstorethereandthenthe lpd
server transferredit to the lp2 spoolqueue,whereit wasprintedto thefile /tmp/lp2 .
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4.24. Modifying Jobs In Transit - Bounce Queues
Oneof themajorproblemswith storeandforwardoperationis thatthedestinationspoolqueuemaynot
actuallybea spoolqueue- it canbeaprinter. Many network printersprovideanRFC1179compatible
network interfaceandact,for job forwardingpurposes,likeahostrunninga limited capabilityBSDprint
spooler.

Unfortunately, thesenetwork printersdo notsupportfilters,andjobsmustbecarefullytailoredto meet
their limited requirements.Do do this weneedto applyafilter to modify thejob in transit,andthen
forwardthemodifiedjob. Traditionally, this is doneby usingthe lpd_bounce flag,which causeslpd to
processthejob usingthefilters in theprintcapentry, andconcatenatingall filter outputto a singlefile.
This singlefile is thenforwardedto thedestination.Thereasonfor thesinglefile is thatin filtering the
job multiplecopiesof filesmaybemade,andthenumberof print filesmayexceedvarioussystemlimits.

Edit theprintcapand/tmp/testf filessothey have thecontentsindicatedbelow, give /tmp/testf

executablepermissions,usecheckpc -f to checktheprintcap,andthenuselpc reread to restartthe
lpd server.

# set /tmp/testf to contain the following
# and chmod 755 /tmp/testf
#!/bin/sh
echo TESTF $0 $@
/bin/cat
exit 0

# printcap
lp:force_localhost
lp:server

:sd=/var/spool/lpd/%P
:lp=lp2@localhost
:lpd_bounce
:filter=/tmp/testf

lp2:force_localhost
lp2:server

:sd=/var/spool/lpd/%P
:lp=/tmp/lp2

Executethefollowing commandsto print the /tmp/hi file andobservetheresults:

h4: {240} % lpr /tmp/hi
h4: {241} % lpq -llll
h4: {242} % lpq -llll
Printer: lp@h4 (dest lp2@localhost)

Queue: no printable jobs in queue
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Status: no banner at 09:55:53.681
Status: printing data file ’dfA086h4.private’, size 3, IF fil-

ter ’testf’ at 09:55:53.683
Status: IF filter finished at 09:55:53.713
Status: printing done ’papowell@h4+86’ at 09:55:53.714
Status: sending job ’papowell@h4+86’ to lp2@localhost at 09:55:53.734
Status: connecting to ’localhost’, attempt 1 at 09:55:53.735
Status: connected to ’localhost’ at 09:55:53.739
Status: requesting printer lp2@localhost at 09:55:53.740
Status: sending con-

trol file ’cfA086h4.private’ to lp2@localhost at 09:55:53.752
Status: completed send-

ing ’cfA086h4.private’ to lp2@localhost at 09:55:53.757
Status: send-

ing data file ’dfA086h4.private’ to lp2@localhost at 09:55:53.758
Status: completed send-

ing ’dfA086h4.private’ to lp2@localhost at 09:55:53.939
Status: done job ’papowell@h4+86’ trans-

fer to lp2@localhost at 09:55:53.940
Status: subserver pid 29088 exit status ’JSUCC’ at 09:55:53.980
Status: lp@h4.private: job ’papowell@h4+86’ printed at 09:55:53.983
Status: job ’papowell@h4+86’ removed at 09:55:53.998

Printer: lp2@h4
Queue: no printable jobs in queue
Status: subserver pid 29092 starting at 09:55:54.005
Status: accounting at start at 09:55:54.005
Status: opening device ’/tmp/lp2’ at 09:55:54.005
Status: printing job ’papowell@h4+86’ at 09:55:54.005
Status: no banner at 09:55:54.006
Status: printing data file ’dfA086h4.private’, size 298 at 09:55:54.006
Status: printing done ’papowell@h4+86’ at 09:55:54.006
Status: accounting at end at 09:55:54.006
Status: finished ’papowell@h4+86’, status ’JSUCC’ at 09:55:54.006
Status: subserver pid 29092 exit status ’JSUCC’ at 09:55:54.008
Status: lp2@h4.private: job ’papowell@h4+86’ printed at 09:55:54.008
Status: job ’papowell@h4+86’ removed at 09:55:54.020

We havedisplayeda bit morestatusinformationsothatwe canseewhattheactionsthe lp queueis
doing. It first prints thejob to a temporaryfile, usingthetestf filter. Thenit sendsthecontentsof the
temporaryfile to the lp2 queue.The lp2 queuereceivestheconvertedjob andthenprintsit to the
/tmp/lp2 file in turn.

Whenabouncequeueprocessesa job, a singlefile is producedandthecontrolfile for thejob is modified
to havea singledatafile with thebq_format (default f ) literal format.This is veryusefulif youare
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trying to usethe lpr -K (print copies)optionandaretrying to sendjobsto a systemthatdoesnot
handleit properly.

4.25. Banner Printing and the OF filter
Banneror headerpagescanbeprintedat thebeginning,end,or bothat thebeginningor end.The
following flagscontrolhow andwherebannersareprinted.Theseflagsarelistedin orderof precedence.

:sh

Suppressall bannerprinting or headerpages.This preventsany bannersfrom beinggeneratedby
the lpd print spoolerandif presentin a clientprintcapentry, will causelpr not to put any banner
printing informationin thecontrolfile. Evenif this flag is notpresent,thenLPRng will not print a
bannerunlessa bannerprintingprogramis specifiedwith the :bp, :bs , :be , or :sb option.

:ab

Print abanneror headerpage,evenif theuserhasnot requestedone.The :sh optionhas
precedenceover the :ab option.

:hl

Thebanner(header)is at theend(lastpage)of thejob.

:bs=/... and:be=/... and

The :bs and:be optionsspecifythata bannerpageis to begeneratedat thestartandendof thejob
respectively, usingindicatedfilter program.If the :hl flaghasbeenset,only the :be will beused.

:bp= ...

If thereis no :bs or :be valuewhenprinting a bannerat thestartor endof thejob respectively,
thenusetheindicatedfilter programto generateabanner.

:sb and:bl=....

If thereis no programspecifiedto generatethebannerandthe :sb flag is set,sendthe :bl (banner
line) stringto theprinter.

:of=filter

A filter usedto processbannersandothernon-jobfile information.
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:suspend_of_filter

Controlswhetherthe :of filter is suspendedor hasits input terminated.

Thepclbanner, psbanner, andlpbanner programsarepartof theLPRng distributionandareusually
installedin thesamelocationastheLPRng supportedfilters. They producea PCL,PostScript,or text
bannerrespectively.

TheOFfilter (:of=/path ) is usedto processbannerpagesandto doany necessarysetupto initialize the
printerto handlebannerpages.Thisfilter hasthefollowing unusualbehavior:

• It mustbeexplicitly specifiedin theprintcapfile. It is not runby default.

If specified,it is startedat thebeginningof job printing andstayspresentthroughouttheentirejob
printing session.

• Whenprinting individualfiles, the :of filter is senta specialsuspendyourself two characterstring,
\031\001 . This will causethe :of filter to senditself a SIGSUSP(suspend)signal.

• The :of filter is restartedwhenany informationnot partof a print job file, suchastheinitialization
string(:ld option),terminationstring(:ld option),or form feedsat start(:fo ), end(:fq ), and
betweenjob files (:ff_separator ), andwhenbannersaregeneratedby the :bp , :bs , :be , or :sb

optionandneedto besentto theprinter.

This ratherbaroquebehavior is mostlyhistoricalin origin, andis verymuchembeddedin theexisting
documentationandmethodologiesof theBSDprint spoolingsystem.Originally, whenaprinterport was
opened,aspecialdevice initializationstringwassentby theprinterportdevicedriver; this usually
resultedin anextra pageof paperbeingejectedby theprinter. By openingthedeviceonceandthen
keepingit open,theprint spoolerwouldavoid thewastedpaper. Thereasonfor suspendingthe :of filter
wassimply to save theoverheadof creatinganextraprocesses.

Unfortunately, the :of filter suspensionbehavior is now aproblemratherthanabenefit.For example,
for many devicesto finishprintingapagecorrectlythefilter mustbeclosedin orderfor it to flushbuffers
andfor thelow level driversto properlyfinish. In orderto providethis functionality, the
suspend_of_filter@ flagcanbeused.Thiswill causethe lpd server to closethe :of filters input,
ratherthansendingit thesuspendstring,andto restartanew :of filter processwhennecessary.

4.26. Filter s and lpr or Client Side Processing
We haveshown how the lpd print spoolercanuseafilter programto do formatconversion.Most of the
time userswanttheprint spoolerto controltheconversionprocessasit will do thejob conversionin the
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backgroundandallow theuserto proceedwith othertasks.However, it is possibleto requestthatthe lpr
applicationprocessinput jobswith aprint filter andsendtheprocessedoutputto the lpd print spooler.

The lpr -X optionis usedto specifyafilter to beusedto processfiles. Thisfilter is invokedoncefor each
input file, with thesameoptionsandenvironmentvariablesaswouldbeusedby the lpd print spooler.
We will usea simpleexampleto show how this capabilitycouldbeusedin practice.Createthe
/tmp/pass file with thefollowing contents,andgive it executablepermissionsasshown below:

#!/bin/sh
# /tmp/pass file
echo LEADER
cat
echo TRAILER
exit 0

h4: {243} % chmod a+x /tmp/pass

Edit theprintcapfile soit hascontentsindicatedbelow, usecheckpc -f to checktheprintcap,andthen
uselpc reread to restartthe lpd server.

lp:force_localhost
lp:server

:sd=/var/spool/lpd/%P
:lp=/tmp/lp

Executethefollowing commandsto print the /tmp/hi file andobservetheresults:

h4: {244} % lpc stop lp
Printer: lp@h4
lp@h4.private: stopped
Printer: lp2@h4
lp2@h4.private: stopped
h4: {245} % lpr -X /tmp/pass /tmp/hi
h4: {246} % lpq -a
Printer: lp@h4 (printing disabled)

Queue: 1 printable job
Server: no server active
Rank Owner/ID Class Job Files Size Time

1 papowell@h4+659 A 659 /tmp/hi 27 08:04:03
h4: {247} % cat /var/spool/lpd/lp/*
LEADER
hi
TRAILER
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As we seefrom theexample,our filter hasprocessedtheinput file andaddedtheLEADERandTRAILER

strings.In practice,theactualprocessingof theinput job wouldbefar moreelaborate,andmaydo such
thingsasincorporatefilesor othermaterialavailableonly on thelocal system.

4.27. Moving Jobs From Queue to Queue and
Redirecting Queues

The lpc move commandis usedto move jobsin onequeueto anotherqueueon anindividualbasis,
while the lpc redirect commandredirectsall incomingjobsto a new queue.Edit theprintcapfile so
it hascontentsindicatedbelow, usecheckpc -f to checktheprintcap,andthenuselpc reread to
restartthe lpd server.

lp:force_localhost
lp:server

:sd=/var/spool/lpd/%P
:lp=lp2@localhost

lp2:force_localhost
lp2:server

:sd=/var/spool/lpd/%P
:lp=/tmp/lp2

Executethefollowing commandsto print the /tmp/hi file andobservetheresults:

h4: {248} % lpc stop lp lp2
Printer: lp@h4
lp@h4.private: stopped
Printer: lp2@h4
lp2@h4.private: stopped
h4: {249} % lpr /tmp/hi
h4: {250} % lpq -a
Printer: lp@h4 (printing disabled)

Queue: 1 printable job
Server: no server active
Rank Owner/ID Class Job Files Size Time

1 papow-
ell@h4+659 A 659 /tmp/hi 3 08:04:03

Printer: lp2@h4 (printing disabled)
Queue: no printable jobs in queue

h4: {251} % lpc move lp papowell lp2
Printer: lp@h4
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lp: selected ’papowell@h4+659’
lp@h4.private: move done
h4: {252} % lpq -a
Printer: lp@h4 (printing disabled)

Queue: no printable jobs in queue
Status: job ’papowell@h4+659’ removed at 08:19:24.962

Printer: lp2@h4 (printing disabled)
Queue: 1 printable job
Server: no server active
Rank Owner/ID Class Job Files Size Time

1 papow-
ell@h4+659 A 659 /tmp/hi 3 08:19:24

We first stopthequeuessothatthejobswill remainin them.We thenusethe lpc move fromqueue

id toqueue commandto selecta job in the fromqueueandmove it to the toqueue. A list of job
numbers,job IDs, or globpatternsto matchjob IDs canbeusedto selectthejob.

The lpc redirect fromqueue toqueue will causeall incomingjobsto beredirectedto the
specifiedqueue.Youcanexecutethefollowing commandsandobservetheresults.

h4: {253} % lpc redirect lp lp2
Printer: lp@h4
forwarding to ’lp2’
lp@h4.private: redirected
h4: {254} % lpq -a
Printer: lp@h4 (printing disabled) (redirect lp2)

Queue: no printable jobs in queue
Printer: lp2@h4 (printing disabled)

Queue: no printable jobs in queue
h4: {255} % lpr /tmp/hi
h4: {256} % lpq -a
Printer: lp@h4 (printing disabled) (redirect lp2)

Queue: no printable jobs in queue
Status: job ’papowell@h4+935’ removed at 09:08:21.410

Printer: lp2@h4 (printing disabled)
Queue: 1 printable job
Server: no server active
Rank Owner/ID Class Job Files Size Time

1 papow-
ell@h4+935 A 935 /tmp/hi 3 09:08:21

To turn redirectionoff, uselpc redirect queue off asshown in theexamplebelow:

h4: {257} % lpc redirect lp off
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Printer: lp@h4
forwarding off
h4: {258} % lpq
Printer: lp@h4 (printing disabled)

Queue: no printable jobs in queue
Status: job ’papowell@h4+935’ removed at 09:08:21.410

4.28. Print Job Classes, User Requested Job Priority ,
and Form Suppor t

TheLPRng softwareallowsusersto assignaclassnameto print jobsusingthe lpr -Cname option.
This causesthe lpr commandto put theline Cnamein thecontrolfile. By default, the(uppercased)first
letterof theclassnameis usedto assigna userrequestedpriority to thejob, with A beingthedefault
lowestpriority andZ beingthehighest.

The ignore_requested_user_priority printcapoptioncanbeusedto ignoretheuserrequested
priority andjobswill beprintedin thenormalfirst-in first-outorder.

LPRng alsomakesuseof theclassinformationto do form supportandrestrictprinting to aspecificset
of classes.By default thejob classinformationis ignored,but the lpc class commandcanbeusedto
specifyoneor moreclasses(actuallyglob patterns)to beprinted.This facility canbeusedto do support
printing of jobsthatrequirea specificform setup.Hereis a simpleexampleof how to usethis facility.

Edit theprintcapfile soit hascontentsindicatedbelow, usecheckpc -f to checktheprintcap,andthen
uselpc reread to restartthe lpd server.

lp:force_localhost
lp:server

:sd=/var/spool/lpd/%P
:lp=lp2@localhost

lp2:force_localhost
lp2:server

:sd=/var/spool/lpd/%P
:lp=/tmp/lp2

Executethefollowing commandsto print the /tmp/hi file andobservetheresults:

h4: {259} % lpc class lp red
Printer: lp@h4
classes printed ’red’
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lp@h4.private: class updated
h4: {260} % lpq
Printer: lp@h4 (classes red)

Queue: no printable jobs in queue
h4: {261} % lpr /tmp/hi
h4: {262} % lpq
Printer: lp@h4 (classes red)

Queue: no printable jobs in queue
Holding: 1 held jobs in queue
Server: no server active
Rank Owner/ID Class Job Files Size Time

holdclass papow-
ell@h4+82 A 82 /tmp/hi 3 09:29:52

h4: {263} % lpr -Cred /tmp/hi
h4: {264} % lpq
Printer: lp@h4 (classes red)

Queue: no printable jobs in queue
Holding: 1 held jobs in queue
Server: no server active
Status: job ’papowell@h4+89’ removed at 09:30:13.569
Rank Owner/ID Class Job Files Size Time

holdclass papow-
ell@h4+82 A 82 /tmp/hi 3 09:29:52

As seenin theexample,wesetthequeueclassto red , andthensenta (default) classA job to theprinter.
It wasnot printed,andis listedwith holdclass status.We sentanotherjob which wasimmediately
printed.

We canchangetheprint queueclassat any time,andthennew classwill thencontrolwhatjobsare
printed.To disabletheclassselection,usethe lpc class queue off command.

h4: {265} % lpc class lp off
Printer: lp@h4
all classes printed
lp@h4.private: class updated

4.29. Holding and Releasing Jobs
TheLPRng softwarehasawide rangeof facilitiesto holdor temporarilypreventjobsfrom printing.
Jobscanbeindividually heldor all jobssubmittedto a queuecanbehelduntil releasedby anoperator.
Someadministratorsusetheholdall facility anda cron scriptto causejobsto beprintedat specific
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times.The lpc holdall commandcausesall jobssubmittedto aqueueto behelduntil releasedwith
the lpc release command.The lpc noholdall commanddisablestheholdall operation.

Edit theprintcapfile soit hascontentsindicatedbelow, usecheckpc -f to checktheprintcap,andthen
uselpc reread to restartthe lpd server.

lp:force_localhost
lp:server

:sd=/var/spool/lpd/%P
:lp=lp2@localhost

lp2:force_localhost
lp2:server

:sd=/var/spool/lpd/%P
:lp=/tmp/lp2

Executethefollowing commandsto print the /tmp/hi file andobservetheresults:

h4: {266} % lpc holdall lp
Printer: lp@h4
lp@h4.private: holdall on
h4: {267} % lpq
Printer: lp@h4 (holdall)

Queue: no printable jobs in queue
h4: {268} % lpr /tmp/hi
h4: {269} % lpq
Printer: lp@h4 (holdall)

Queue: no printable jobs in queue
Holding: 1 held jobs in queue
Server: no server active
Rank Owner/ID Class Job Files Size Time

hold papow-
ell@h4+213 A 213 /tmp/hi 3 09:45:05

h4: {270} % lpc release lp 213
Printer: lp@h4
lp: selected ’papowell@h4+213’
lp@h4.private: started
h4: {271} % lpq
Printer: lp@h4 (holdall)

Queue: no printable jobs in queue
Status: job ’papowell@h4+213’ removed at 09:45:22.570
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The lpc holdall commandcausesall jobsto beheld.We spoola job, andthenusethe lpc release

commandto releasetheselectedjob. We disabletheholdall operationusingthe lpc noholdall

command.

h4: {272} % lpc noholdall lp
Printer: lp@h4
lp@h4.private: holdall off

You canalsousethe lpc hold commandto selectindividual jobsin aspoolqueueto beheld.This
commandis usefulif thereis asetof jobswhich requirespecialhandlingor printing at a laterdate.The
following exampleshowshow this commandis used.We usethe lpc stop andlpc start commands
to simulatethenormaldelaysin print spoolingoperations.

h4: {273} % lpc stop lp
Printer: lp@h4
lp@h4.private: stopped
h4: {274} % lpq
Printer: lp@h4 (printing disabled)

Queue: no printable jobs in queue
Status: job ’papowell@h4+495’ removed at 10:10:50.629

h4: {275} % lpr /tmp/hi
h4: {276} % lpr /tmp/hi
h4: {277} % lpq
Printer: lp@h4 (printing disabled)

Queue: 2 printable jobs
Server: no server active
Rank Owner/ID Class Job Files Size Time

1 papow-
ell@h4+459 A 459 /tmp/hi 3 10:40:32

2 papow-
ell@h4+461 A 461 /tmp/hi 3 10:40:34

h4: {278} % lpc hold lp 459
Printer: lp@h4
lp: selected ’papowell@h4+459’
lp@h4.private: updated
h4: {279} % lpq
Printer: lp@h4 (printing disabled)

Queue: 1 printable job
Holding: 1 held jobs in queue
Server: no server active
Rank Owner/ID Class Job Files Size Time

1 papow-
ell@h4+461 A 461 /tmp/hi 3 10:40:34
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hold papow-
ell@h4+459 A 459 /tmp/hi 3 10:40:32

In thenext exampleweshow how to usethe lpc hold commandto selectandhold anindividual job.
Thenwestartthequeueandseewhathappens:

h4: {280} % lpc start
Printer: lp@h4
lp@h4.private: started
h4: {281} % lpq
Printer: lp@h4

Queue: no printable jobs in queue
Holding: 1 held jobs in queue
Server: no server active
Status: job ’papowell@h4+461’ removed at 10:41:24.873
Rank Owner/ID Class Job Files Size Time

hold papow-
ell@h4+459 A 459 /tmp/hi 3 10:40:32

h4: {282} % lpc release lp 459
Printer: lp@h4
lp: selected ’papowell@h4+459’
lp@h4.private: started
h4: {283} % lpq
Printer: lp@h4

Queue: no printable jobs in queue
Status: job ’papowell@h4+459’ removed at 10:41:39.457

As we see,theheldjob is not printeduntil we releaseit, andthenis processednormally.

Theprintcap:ah (autohold)optionhasthesameeffectasthe lpc holdall commandbut its actions
cannotbedisabledby the lpc noholdall command.

4.30. Load Balance Queues and Printer Pools
A LoadBalanceQueueprovidesa way to usemultiple printersfor a singleprint queue.All jobsare
normallysentto themainor loadbalancequeuewhich thendispatchesthejobsto serverqueuesor
printersthatdo theactualprinting asthey becomeavailable.You canalsosendjobsto theindividual
serverprintersif they havespecialprocessingor setupsrequiredfor aparticularjob. Becauseall of the
serverprintersaresharedby theloadbalancequeue,they aresaidto bein a printer pool.

115



Chapter4. Print SpoolingTutorial

Edit theprintcapfile soit havethecontentsindicatedbelow, createthe /tmp/lp2 and/tmp/lp3 files
with 0777 permissions,usecheckpc -f to checktheprintcap,andthenuselpc reread to restartthe
lpd server.

# printcap
lp:force_localhost
lp:server

:sd=/var/spool/lpd/%P
:sv=lp2,lp3

lp2:force_localhost
lp2:server

:ss=lp
:sd=/var/spool/lpd/%P
:lp=/tmp/lp2

lp3:force_localhost
lp3:server

:ss=lp
:sd=/var/spool/lpd/%P
:lp=/tmp/lp2

The :sv=... optionflagsthequeueasa loadbalancequeueandlists thequeuesthatareusedfor load
balancing.The:ss=... optionflagsthequeueasaserver for a loadbalancequeueandspecifiesthe
nameof theloadbalancequeue.Whena job is sentto theloadbalancequeuethe lpd serverchecksto
seewhich serverqueuesareavailableandthenthefirst oneto becomeavailable.

Executethefollowing commandsto print the /tmp/hi file andobservetheresults:

h4: {284} % lpq
Printer: lp@h4 (subservers lp2, lp3)

Queue: no printable jobs in queue
Status: job ’papowell@h4+42’ removed at 07:29:57.924

Server Printer: lp2@h4 (serving lp)
Queue: no printable jobs in queue

Server Printer: lp3@h4 (serving lp)
Queue: no printable jobs in queue

h4: {285} % lpr /tmp/hi
h4: {286} % lpq
Printer: lp@h4 (subservers lp2, lp3)

Queue: 1 printable job
Server: pid 4063 active
Status: waiting for subserver to finish at 07:31:08.074
Rank Owner/ID Class Job Files Size Time

1 papow-
ell@h4+62 A 62 /tmp/hi 3 07:31:07
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Server Printer: lp2@h4 (serving lp)
Queue: no printable jobs in queue

Server Printer: lp3@h4 (serving lp)
Queue: no printable jobs in queue

h4: {287} % lpq
Printer: lp@h4 (subservers lp2, lp3)

Queue: no printable jobs in queue
Status: no more jobs to process in load balance queue at 07:31:12.317

Server Printer: lp2@h4 (serving lp)
Queue: no printable jobs in queue

Server Printer: lp3@h4 (serving lp)
Queue: no printable jobs in queue
Status: job ’papowell@h4+62’ removed at 07:31:10.311

Thefirst lpq commandshowshow thestatusis displayedfor a loadbalancequeue- thequeueandits
serverqueuesareshown aswell. Next, we uselpr to print a job (job id papowell@h4+62 ). We thenuse
a coupleof lpq commandsto seehow thejob is first sentto the lp queue,which thenforwardsit to the
lp3 queue,which thenprocessesit andremovesit. (For purposesof demonstrationwe haveartificially
sloweddown theoperationof theloadbalancequeuesothatthejobswill remainin thequeuefor
sufficient time for usto displaytheir status.)We cansendanotherjob to theloadbalancequeue:

h4: {288} % lpr /tmp/hi
h4: {289} % lpq
Printer: lp@h4 (subservers lp2, lp3)

Queue: no printable jobs in queue
Status: no more jobs to process in load balance queue at 07:37:17.953

Server Printer: lp2@h4 (serving lp)
Queue: no printable jobs in queue
Status: job ’papowell@h4+89’ removed at 07:37:15.936

Server Printer: lp3@h4 (serving lp)
Queue: no printable jobs in queue
Status: job ’papowell@h4+81’ removed at 07:36:40.116

This timewe seethatthejob wasput in lp2 . Thenormalloadbalancequeueoperationis to usethe
serverqueuesin roundrobinorder.

While this simpleconfigurationis suitablefor a largenumberof configurations,therearesituations
whereserverqueuemustbechosendynamically. For example,if theserverqueuesareactually
transferringjobsto remoteclientsthenassoonasthejob is sentto theremoteclient thequeueappears
emptyandavailablefor use.To correctlycheckto seeif thequeueis available,thestatusof theremote
queueor destinationof theserverqueuemustbechecked.
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To handlethissituation,a :chooser programor filter canbeused.Whentheloadbalancequeueis
trying to decidewhereto senda job, it first checkstheserverqueuesto seeif they areenabledfor
printing. If a :chooser programis specifiedin theloadbalancequeueprintcapentry, thenit is started
with thenormalfilter optionsandenvironmentvariables,supplementedasdiscussedbelow. The
:chooser programwill reada list of candidatequeuesfrom its STDIN, write thechosenoneto its
STDOUT,andthenexit. The lpd serverchecksthe :chooser exit code- if it is zero(successful)then
thechosenqueueis usedotherwisetheexit codeis usedfor theresultvalueof processingthejob. This
allows thechooserprocessto notonly controlthedestinationof thejob but alsoto hold, remove,or abort
thejob handlingprocess.If the :chooser doesnot specifya queue,thenthejob is skippedandanother
job is chosen.

Onesideeffectof theusinga chooserprogramis thatwhile therearejobsthatcanbeprocessedin the
queuethe lpd serverneedsto periodicallycheckto seeif a serverqueuehasbecomeavailable.If it did
this continuallythena veryhigh loadwouldbeput on thesystem.Instead,thechooser_interval

optionspecifiesa maximumtime in seconds(default10 seconds)betweenthetimesthatthe lpd server
checksto seeif thereis anavailableserver.

Edit theprintcapfile soit havethecontentsindicatedbelow, createthe /tmp/lp2 and/tmp/lp3 files
with 0777 permissions.Thencreatethe /tmp/chooser.script with thecontentsindicatedbelow, and
give it 0755 (executable)permissions.Makesurethatthepathto theheadprogramusedin
chooser.script is correct.Usecheckpc -f to checktheprintcap,andthenuselpc reread to
restartthe lpd server.

# printcap
lp:force_localhost
lp:server

:sd=/var/spool/lpd/%P
:sv=lp2,lp3
:chooser=/tmp/chooser.script

lp2:force_localhost
lp2:server

:ss=lp
:sd=/var/spool/lpd/%P
:lp=/tmp/lp2

lp3:force_localhost
lp3:server

:ss=lp
:sd=/var/spool/lpd/%P
:lp=/tmp/lp2

# /tmp/chooser.script

#!/bin/sh
echo CHOOSER$0 $@ ��� /tmp/chooser

118



Chapter4. Print SpoolingTutorial

set ��� /tmp/chooser
/usr/bin/head -1
exit 0

Now run thefollowing commands:

h4: {290} % lpr /tmp/hi
h4: {291} % lpq -lll
Printer: lp@h4 (subservers lp2, lp3)

Queue: no printable jobs in queue
Status: CHOOSERselected ’lp3’ at 14:02:50.605
Status: transferring ’papowell@h4+178’ to sub-

server ’lp3’ at 14:02:50.614
Status: transfer ’papowell@h4+178’ to subserver ’lp3’ fin-

ished at 14:02:50.624
Status: job ’papowell@h4+178’ removed at 14:02:50.632
Status: starting subserver ’lp3’ at 14:02:50.632
Status: waiting for server queue process to exit at 14:02:50.651
Status: subserver pid 10182 exit status ’JSUCC’ at 14:02:52.872
Status: no more jobs to process in load balance queue at 14:02:52.879

Server Printer: lp2@h4 (serving lp)
Queue: no printable jobs in queue

Server Printer: lp3@h4 (serving lp)
Queue: no printable jobs in queue
Status: waiting for subserver to exit at 14:02:50.748
Status: subserver pid 10183 starting at 14:02:50.820
Status: accounting at start at 14:02:50.821
Status: opening device ’/tmp/lp3’ at 14:02:50.833
Status: printing job ’papowell@h4+178’ at 14:02:50.834
Status: processing ’dfA178h4.private’, size 3, format ’f’, \

IF filter ’none - passthrough’ at 14:02:50.838
Status: printing finished at 14:02:50.839
Status: accounting at end at 14:02:50.839
Status: finished ’papowell@h4+178’, status ’JSUCC’ at 14:02:50.841
Status: subserver pid 10183 exit status ’JSUCC’ at 14:02:50.843
Status: lp3@h4.private: job ’papowell@h4+178’ printed at 14:02:50.856
Status: job ’papowell@h4+178’ removed at 14:02:50.871

As you seefrom theexampleabove,theCHOOSERselectedlp3 for use.Let uslook at the
/tmp/chooser file andseehow thechooser.script programwasrun:

CHOOSER-Apapowell@h4+113 -CA -D2000-06-01-14:02:13.313 -Hh4.private \
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-J/tmp/hi -Lpapowell -Plp -Qlp -aacct -b3 -d/var/tmp/LPD/lp -
hh4.private \

-j113 -kcfA113h4.private -l66 -npapowell -sstatus -t2000-06-01-
14:02:13.379

-w80 -x0 -y0 acct
USER=papowell
LD_LIBRARY_PATH=/lib:/usr/lib:/usr/5l ib:/us r/ucbl ib
HOME=/home/papowell
PRINTCAP_ENTRY=lp

:chooser=/var/tmp/LPD/chooser
:lp=/tmp/lp
:sd=/var/tmp/LPD/lp
:server
:sv=lp2,lp3

lp2=change=0x0
done_time=0x1
held=0x0
move=0x0
printable=0x0
printer=lp2
printing_aborted=0x0
printing_disabled=0x0
queue_control_file=control.lp2
server=0
spooldir=/var/tmp/LPD/lp2

lp3=change=0x0
done_time=0x2
held=0x0
move=0x0
printable=0x0
printer=lp3
printing_aborted=0x0
printing_disabled=0x0
queue_control_file=control.lp3
server=0
spooldir=/var/tmp/LPD/lp3

PS1=$
OPTIND=1
PS2= �
SPOOL_DIR=/var/tmp/LPD/lp
LOGNAME=papowell
CONTROL=Hh4.private
Ppapowell
J/tmp/hi
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CA
Lpapowell
Apapowell@h4+113
D2000-06-01-14:02:13.313
Qlp
N/tmp/hi
fdfA113h4.private
UdfA113h4.private

As you cansee,theprogramis invokedwith thesameoptionsasa normalfilter. In addition,theprintcap
informationfor eachserverqueueis passedin anenvironmentvariablewith thenameof theserver
queue.Thismeansthatif thereis informationneededby thechooserprogramto testfor theavailability
of hardware,etc.,thiscanbeplacedin theprintcapinformation.

Oneof thelimitationsof usingthe :chooser programis thatyoumayhaveahigh overheadassociated
with runningtheprogram.TheLPRng softwareprovidessupportfor linking in a userprovidedroutine
thatdoesthesamething asthe :chooser program.This routinehasthefollowing API or interface:

Printcap Option: chooser_routine
chooser_routine@ - default - do not use chooser routine
chooser_routine - use chooser routine

Configuration:
configure -with-chooser_routine=name -with-user_objs=objectfile.o

defines the CHOOSER_ROUTINEcompilation option to name
includes the objectfile.o in the library.

extern int CHOOSER_ROUTINE(struct line_list *servers,
struct line_list *available, int *use_subserver );

servers: all subserver queues for this load balance queue
available: subserver queues to choose from
use_subserver: chosen subserver queue
RETURNS:

0 - use the ’use_subserver’ value as index into servers
list for server to use

!= 0 - set job status to value returned.

SeetheLPRng/src/common/lpd_jobs.c andLPRng/src/common/user_objs.c files for details
of theservers,available,anduser_subserverparameters.Theuser_objs.c file providesa simple
templatethatcanbeusedasa startingpoint for amorecomplex routine.Youshouldmodify thecodein
theuser_objs.c file andthenusetheconfigureoptionsshown aboveto causetheuser_objs.c file to
becompiledandlinkedinto theLPRng executables.
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4.31. Routing Jobs To Print Queues
A routingqueueis similar in conceptto a loadbalancequeuein thatit transfersa job to a (different)print
queue,but thejob destinationis chosenat thetime thejob is submittedto thequeueratherthanat the
time thejob is removedfrom thequeue.A routingqueuecanmodify thejob controlfile, multiple copies
of thesamejob canbesentto thesameor differentprinters,andthejob canbeheld,rejected,or
processedimmediately.

Edit theprintcapfile soit havethecontentsindicatedbelow, createthe /tmp/lp2 and/tmp/lp3 files
with 0777 permissions.Createthe/tmp/router.script with thecontentsindicatedbelow, andgive it
0755 (executable)permissions.Usecheckpc -f to checktheprintcap,andthenuselpc reread to
restartthe lpd server.

# printcap
lp:force_localhost
lp:server

:lp=/dev/null
:sd=/var/spool/lpd/%P
:router=/tmp/router.script

lp2:force_localhost
lp2:server

:sd=/var/spool/lpd/%P
:lp=/tmp/lp2

lp3:force_localhost
lp3:server

:sd=/var/spool/lpd/%P
:lp=/tmp/lp2

# /tmp/router.script

#!/bin/sh
/bin/cat

���
EOF

dest lp2
copies 2
Cred
end
dest lp3
end
EOF
exit 0
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Therouter.script will write theroutinginformationto its STDOUT.For ourexample,wewantthe
destinationlp2 to gettwo copiesof thejob andwe wantto changetheclassto red . Now run the
following commands:

h4: {292} % lpc stop all
Printer: lp@h4
lp@h4.private: stopped
Printer: lp2@h4
lp2@h4.private: stopped
Printer: lp3@h4
lp3@h4.private: stopped
h4: {293} % lpq
Printer: lp@h4 (dest lp@localhost) (printing disabled) (destina-

tions lp2, lp3)
Queue: no printable jobs in queue

Printer: lp2@h4 (printing disabled)
Queue: no printable jobs in queue

Printer: lp3@h4 (printing disabled)
Queue: no printable jobs in queue

h4: {294} % lpr /tmp/hi
h4: {295} % lpq
Printer: lp@h4 (dest lp@localhost) (printing disabled) (destina-

tions lp2, lp3)
Queue: 1 printable job
Server: no server active
Rank Owner/ID Class Job Files Size Time

1 papow-
ell@h4+235 A 235 /tmp/hi 3 16:14:22

- papowell@h4+235.1 - � lp2
�

cpy 0/2 �
- papowell@h4+235.2 - � lp3

Printer: lp2@h4 (printing disabled)
Queue: no printable jobs in queue

Printer: lp3@h4 (printing disabled)
Queue: no printable jobs in queue

Thestatusreportedfor thespooledjob indicatesthatthejob is routedto lp2 , andthattwo copieswill be
sent.The:destinations optionin theprintcapentrycauseslpq to displaythecontentsof the
specifiedqueues.Now executethefollowing commands:

h4: {296} % lpc start
Printer: lp@h4
lp@h4.private: started
h4: {297} % lpq
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Printer: lp@h4 (dest lp@localhost) (destinations lp2, lp3)
Queue: no printable jobs in queue
Status: job ’papowell@h4+235’ removed at 16:14:37.491

Printer: lp2@h4 (printing disabled)
Queue: 2 printable jobs
Server: no server active
Rank Owner/ID Class Job Files Size Time

1 papow-
ell@h4+235.1C1 A 235 /tmp/hi 3 16:14:36

2 papow-
ell@h4+235.1C2 A 236 /tmp/hi 3 16:14:37

Printer: lp3@h4 (printing disabled)
Queue: 1 printable job
Server: no server active
Rank Owner/ID Class Job Files Size Time

1 papow-
ell@h4+235.2 A 237 /tmp/hi 3 16:14:37

h4: {298} % more /var/spool/lpd/lp2/cfA235*
Hh4.private
Ppapowell
J/tmp/hi
Cred
Lpapowell
Apapowell@h4+235.1C1
D2000-06-01-16:03:25.237
Qlp
N/tmp/hi
fdfA235h4.private
UdfA235h4.private

As you cansee,two copiesof thejob hasbeentransferredto lp2 andoneto lp3 , eachwith a different
job number, If we examinethecontrolfile for thejobsin the lp2 spoolqueue,wewill find thattheC or
classinformationhasbeenchangedto red .

For detailsaboutall of thecapabilitiesof theroutingfilter, seeDynamicRouting.Hereis asummaryof
theinformationthattheroutingfilter canput into theroutingfile.

destqueue

Routethis job to queue . Thequeue@host form will transferthejob to thequeueon thenamed
host.

copiesN

SendN copiesof this job to thedestination.
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priority C

Setthejob priority letterto C, whereC is a singleuppercaseletter.

Cvalue

Setthecontrolfile line startingwith C to Cvalue .

Theexit statusof theroutingfilter controlshow thejob will beprocessed.If theexit codeis JSUCC(0),
thenthejob will beprocessednormally, JHOLD will hold thejob until released,JREMOVE will remove
thejob, andsoforth.

4.32. Job Options and the Z Contr ol File Entr y
Many printershavespecialcapabilitiessuchasprinting in landscapemode,duplex printing,binding,or
stapling.Thesecapabilitiesareusuallyinvokedor enabledby theprint spoolersendingspecialprinter
controlcommandsto theprinterbasedon valuesit findsin thecontrolfile. TheLPRng print spooler
usestheZ line in thecontrolfile to specifytheseoptions,while otherprint spoolerssuchastheSun
MicrosystemsSolarislp systempassthemon theS line.

Jobformattingoptionsarespecifiedusingthe lpr -Z option.The lpr programconcatenatesthe-Z

optionsandputsthemin thecontrolfile asa singleZ line. For example:

h4: {299} % lpc stop
Printer: lp@h4
lp@h4.private: stopped
h4: {300} % lpr -Zthis -Zthat /tmp/hi
h4: {301} % cat /var/spool/lp/cf*
Hh4.private
Ppapowell
J/tmp/hi
CA
Lpapowell
Zthis,that
Apapowell@h4+115
D2000-05-05-10:05:41.351
Qlp
N/tmp/hi
fdfA115h4.private
UdfA115h4.private

As we see,theZ optionshavebeenput into thecontrolfile on theZ line. TheZ optionvaluesarepassed
to filterson thecommandline asthe-Z commandline option.Thesevaluesareusedby the ifhp filter to
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determinewhatcontrolcommandsto sendto theprinterandhow to formattheprint job output.Because
eachprinteris differentandsupportsadifferentsetof capabilitiesit is impossibleto havea setof job
optionssupportedacrossall printers.Thefollowing aresupportedby the ifhp configurationwhere
possible.Many of theseoptionsrely on theprintersupportingPostScriptor having theappropriatePCL
commandsto do theindicatedoperation.

• -Zlandscape-Zportrait- selectlandscapeor portraitorientation.

• -Zduplex -Zsimplex - selectduplex (bothsidesof a page)or simplex (singlesideof apage)printing.

• -Zletter-Zlegal -Zledger-Za4-Za5-Zenvelope-Ztransparency - selecta papersize

• -Zinupper-Zinmiddle-Zinlower - selectinput mediafrom theappropriateinput tray

• -Zmanual- selectinput from themanualfeed

4.32.1. Setting Job Options Using the Printcap
An alternative to thismethodof usinglpr andthe-Z optionis to definea setof spoolqueueswhich will
put thenecessaryoptionsinto thejob controlfile. Thiscanbedoneby the lpr programwhenthejob is
generated,or by the lpd spoolerwhenthejob is processed.TheTheoptionsspecifiedby the
:prefix_z , :append_z , and:delete_z areprefixed,appended,or deletedfrom thecurrentsetof Z

controlfile optionsby the lpr programwhenthejob is submittedandthey arespecifiedin theprintcap
for thequeue,or by the lpd spoolerwhenthejob is submittedto thequeue.We canusethis capapbility
to configureprint queuesto a desiredsetof Z optionsinto thecontrolfile. For example:

landscape:lp=%P@server
landscape:server:tc=.common

:lp=raw@server:append_z=landscape:delete_z =portr ait
raw:server:tc=.common:lp=....

:filter=/usr/local/libexec/filters/ifhp
:lpd_bounce

.common:sd=/var/spool/lpd/%P

Whena job is sentto the landscape queue,thecontrolfile Z line will havetheportrait option
removedandthe landscape optionappended.The :delete_z valuesareglobpatternsandoptions
thatmatchareremovedfrom theoptionlist. Optionsareassumedto beseparatedby commasor
semicolonsin theoptionlist.

4.32.2. Conver ting SystemV Options to LPRng Options

126



Chapter4. Print SpoolingTutorial

OnsomeSystemVlp print spoolers,the lp -o option , putstheoptioninformationinto thecontrolfile
S line, andonothersystemson theputstheoptioninformationinto thecontrolfile O line. To convert
theseoptionsto LPRng Z optionsusethe :prefix_option_to_option=from,from... to facility
to prefix thefromcontrolfile linesto theto controlfile line. For example:

# System V to LPRng - S and O to Z options
convert:server:tc=.common

:lp=raw@server:prefix_option_to_option=S,O Z
# LPRng to System V O options
convert:server:tc=.common

:lp=raw@server:prefix_option_to_option=Z O

4.32.3. Selecting a Single Option - Muliple Queues
Hereis anexampleof how youcansetup queuesthatwill appendtheappropriateZ optionto select
landscapemode,do duplex printing,or selectlegalor ledgersizepaper:

landscape:lp=%P@server
landscape:server:tc=.common

:lp=raw@server:append_z=landscape
duplex:lp=%P@server
duplex:server:tc=.common

:lp=raw@server:append_z=duplex
ledger:lp=%P@server
ledger:server:tc=.common

:lp=raw@server:append_z=ledger
legal:lp=%P@server
legal:server:tc=.common

:lp=raw@server:append_z=legal
raw:server:tc=.common:lp=....

:filter=/usr/local/libexec/filters/ifhp
:lpd_bounce

.common:sd=/var/spool/lpd/%P

Theproblemwith this methodis thatfor eachoptionwe needto definea queuewhoseonly purposeis to
appendtheappropriateoptionandthenforwardthis to themainprint queue.

4.32.4. Selecting Multiple Options - Single Queue
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In theprevioussection,weshowedhow to setupa queuethatwould appenda singleoptionto the
controlfile Z line. If wewantto havecombinationsof optionoptionsspecifiedby theprinternamethen
we will haveto createa largenumberof queueseachwith a differentsetof optionsandeachappendinga
differentsetof values.Theproblembecomescompoundedwhenwe havemany printers,eachof which
requirestheseoptions.

Thesolutionto this problemoriginatedwith theapsfilter programwrittenby AndreasKlemm and
ThomasBueschgens.They madetheobserverationthatif weknow thenameof theprint queuethenwe
canusethisnameto selectoptionsfor theprinter. TheLPRng providesthis functionalityby using
wildcardqueuesandeditingor filtering thecontrolfile whenthejob is submittedto thespoolqueue.

The incoming_control_filter=/path optionspecifiesafilter thatprocessestheincomingjob
controlfile. It shouldbeusedto updateand/ormodify informationon theoptionlinesof thecontrolfiles
of incomingjobs. It readsthecontrolfile on its STDIN, writesthenew controlfile on its STDOUT,and
thenexits. A 0 exit codevaluecausesnormalprocessingof thejob, JHOLDwill hold thejob, andany
othervaluewill causethejob to bediscarded.

Thefollowing showshow wecansetupa singlequeuethatwill allow variouscombinationsof optionsto
beselectedby theformatof thequeuename:

# for clients
pr|pr_*:lp=%Q@server
# for server
pr|pr_*:server

:tc=.common:lp=....
:incoming_control_filter=/usr/local/libex ec/fil ters/u pdate_ z
:filter=/usr/local/libexec/filters/ifhp
:lpd_bounce

.common:sd=/var/spool/lpd/%P

Thepr andpr_* aliaseswill matchprinterpr all print queuenamesstartingwith pr_ . We canthenuse
varioussuffixesto selectjob options.Thefollowing filter programusesthe_landscape , _legal , and
_ledger suffixesto setthecorrespondingoptionin theZ file. Thisprogramandotherareavailablein
theLPRng distribution in theUTILS directory. You shouldnotethatadditionaloptionscanbespecified
asdesired.

#
#!/usr/bin/perl
# update_z script:
# Determine the options according to the format of the queue name
# Inspired by the psfilter code of Andreas Klemm
# and Thomas Bueschgens
# First, get command line arguments
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#
use Getopt::Std;
my(%args,$Q,$Zopts,@file);
getopts(
"A:B:C:D:E:F:G:H:I:J:K:L:M:N:O:P:Q:R: S:T:U: V:W:X: Y:Z:" .
"a:b:cd:e:f:g:h:i:j:k:l:m:n:o:p:q:r:s :t:u:v :w:x:y :z:",
\%args );
# read stdin
@file =

�
STDIN � ;

$Zopts = "";
# first use command line Queue name
$Q = $args{"Q"};
if( not $Q and (($Q) = grep(/^Q/,@file)) ){

# next use control file Queue name
chomp $Q if $Q;

}
# now we split up the name and use as parameters for Z options
while( $Q =~ /_([^_]+)/g ){

# you can add them or test and then add them
if( $1 eq "landscape"
or $1 eq "legal"
or $1 eq "ledger" ){
$Zopts .= ",$1"
}

}
if( $Zopts ){

# remove leading comma
$Zopts = substr( $Zopts, 1 );
#replace or prefix Z options
if( not (grep { s/$/,$Zopts/ if /^Z/; } @file) ){
print "Z" . $Zopts . "\n";
}

}
print @file if( @file );
exit 0

Example Input Control file:

...
Zover
Qlp_landscape_ledger
...

Modified output:
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...
Zover,landscape,ledger
Qlp_landscape_ledger
...

ThePerlscriptfirst usesthegetopts functionto parsethecommandline options.If thereis nota
commandline -Q optionthenthecontrolfile Q line is usedafterstrippingthetrailing newline. Thequeue
nameis thensplit up into partsseparatedby underscores(_) andthoseusedasoptionnames.As shown
in theexample,theliteral valuesareplacedin thecontrolfile. You canalsousethefollowing code
segmentto translateshortformsof optionsinto longerones:

while( $Q =~ /_([^_]+)/g ){
# you can add them or test and then add them
Zopts .= ",landscape" if( $1 eq "ld" );
Zopts .= ",ledger" if( $1 eq "11" );
Zopts .= ",legal" if( $1 eq "15" );
Zopts .= ",a4" if( $1 eq "a4" );

}

4.33. Interfacing to Non-LPRng Spooler s
Giventhelargenumberof defectiveRFC1179implementationsthatarecurrentlyin use,therewill come
a timewhentheadministratorwill discover thattheir printerwith its built-in network interface,the
non-UNIX basedprint spooleronamainframe,or evenanew print spooleronanew OSdistributionwill
not acceptjobsfrom theLPRng system.Usuallythis is causedby thepresence,absence,or orderof
linesin thecontrolfile beingsentto theremotesystem.To dealwith thisparticularproblem,the :bk ,
:control_file_line_order , :nline_after_file , and:control_filter optionsareused.

The:bk (BSDKompatibility)optioncausesthelpd server to removeall but anextremelysmallsubsetof
linesfrom thecontrolfile, andto put thelinesin themostcommonlyusedorder. In additionit will make
thecontrolanddatafilesnamesextremelyshortandsimple.Thisalmostalwayssolvescompatibility
problemswhensendingjobsto oldervintageprint spoolersor UNIX systems.

If this doesnot solve theproblem,thenyoucanspecifytheallowedcontrolfile linesandtheir order
usingthecontrol_file_line_order=... option.For example,
control_file_line_order=CJPMD would allow only controlfile linesstartingwith C, J , P, M, andD,
andthis orderin thecontrolfile. Notethatthis doesnot providemissingline values,it only controlsline
valuesthatarepresentin thecontrolfile. You shouldalsousethe :bk optionaswell.
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You might run into somereallyunusualimplementationswherethecontrolfile N (file name)information
mustcomeafter thecontrolfile name.This is forcedby the :nline_after_file option.

If thesehorriblekludgesdonot solveyourcompatibilityproblemsthenwe turn to thevery largehammer
andedit thecontrolfile. Thevery laststepbeforetransferingthecontrolfile to theremoteserver is to
filter it usingthe :control_filter=/path programspecifiedin theprintcap.The
:control_filter readsthecontrolfile from STDIN andwritesthemodifiedcontrolfile to STDOUT.
No consistency checkingor validity checksaredoneon thenew controlfile andtheresultis transferred
directly to theremotesystem.If the :control_filter exits with a 0 status,thenthenormalprocessing
continues.Any otherstatuswill causethetransferoperationto beabortedandanerrorreported.

4.34. Debugging, Tracing, and Log Files
TheLPRng softwarewasdesignedandwritten to provideashigh a level of diagnosticinformationas
possible.Thiswaslargely in partdueto theproblemswith portability, codingerrors,andotherhuman
frailties. Approximately80%of theLPRng sourcecodeconcernsitself with checkingreturnvalues
from systemfunctionsandproducingerrormessages,debuggingandtracinginformation,andvarious
facilitiesusedfor regressiontestinganddiagnosis.

Theapproachusedby LPRng is to producetraceoutputfor theLPRng clientsor log files for the lpd
server thatshow thevariouseventsor flow of informationthroughtheLPRng system.Thereareseveral
classesor typesof actionsthatcanbetraced,andvariouslevelsof traceinformationgenerated.The
interfaceusedto controltheseactionsarethecommandline -D literals flagsandthe lpc debug

command.

First,we will look at how you canusethedebuggingfacilitiesfor theclients.Enterthefollowing
commands:

h4: {302} % lpr -D=
debug usage: -D [ num | key=num | key=str | flag | flag@ | flag+N ]*

keys recognized: network[+N,@], database[+N,@], lpr[+N,@],
lpc[+N,@], lprm[+N,@], lpq[+N,@], test=num, job=num, log[+N,@]

h4: {303} % lpr -V /tmp/hi
LPRng-3.6.14beta32, Copyright 1988-

2000 Patrick Powell,
�

papowell@astart.com �
sending job ’papowell@h4+981’ to lp@localhost
connecting to ’localhost’, attempt 1
connected to ’localhost’
requesting printer lp@localhost
sending control file ’cfA981h4.private’ to lp@localhost
completed sending ’cfA981h4.private’ to lp@localhost
sending data file ’dfA981h4.private’ to lp@localhost
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completed sending ’dfA981h4.private’ to lp@localhost
done job ’papowell@h4+981’ transfer to lp@localhost
h4: {304} % lpr -D1 /tmp/hi
2000-06-02-

09:38:08.707 h4 [13991] lpr Get_printer: original printer ’
�

NULL� ’
2000-06-02-

09:38:08.708 h4 [13991] lpr Get_all_printcap_entries: starting
2000-06-02-

09:38:08.708 h4 [13991] lpr Select_pc_info: looking for ’all’, depth 0
2000-06-02-

09:38:08.708 h4 [13991] lpr Select_pc_info: returning ’
�

NULL� ’
2000-06-02-

09:38:08.708 h4 [13991] lpr Select_pc_info: looking for ’*’, depth 0
2000-06-02-

09:38:08.708 h4 [13991] lpr Select_pc_info: returning ’
�

NULL� ’
2000-06-02-

09:38:08.708 h4 [13991] lpr Dump_line_list: Get_all_printcap_entries- \
All_line_list - 0x8094384, coun

...

The lpr -D= causesthe lpr (andotherLPRng programs)to show whatdebuggingflagsareavailable.
The lpr -V flagcauseslpr to run in verbosemodeandshow its activities. Finally, weuselpr -D1 to
enablethesimplestlevel of debugging.Thiswill producea traceof thevariousactivities that lpr carries
out. Try lpr -D2 , lpr -D3 , andsoforth to seetheincreasingamountof detailthatyouget.

Thenetworkanddatabasedebugflagsturnon debuggingfor thenetwork facilitiesandthedatabase
(lpd.conf , printcap , andlpd.perms ) lookups.Letsseewhat lpr -Dnetwork showsus:

Ch4: {305} % lpr -Dnetwork /tmp/hi
lp: getconnection: START host localhost, timeout 10, connection_type 1
lp: getconnection: fqdn found localhost.private, h_addr_list count 1
lp: Link_dest_port_num: port 2000 = 2000
lp: getconnection: sock 3, src ip 127.0.0.1, port 65209
lp: getconnection: dest ip 127.0.0.1, port 2000
lp: getconnection: connection to ’localhost’ socket 3, er-

rormsg ’No Error’
lp: Link_send: host ’localhost’ socket 3, timeout 6000
lp: Link_send: str ’^Blp
’, count 4, ack 0x80447a0
lp: Link_send: final status NO ERROR
lp: Link_send: host ’localhost’ socket 3, timeout 6000
lp: Link_send: str ’^B135 cfA276h4.private
’, count 22, ack 0x8044370
lp: Link_send: final status NO ERROR
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lp: Link_send: host ’localhost’ socket 3, timeout 6000
lp: Link_send: str ’Hh4.private
Ppapowell
J/tmp/hi
CA
Lpapowell
Apapowell@h4+276
D2000-06-02-09:44:52.369
Qlp
N/tmp/hi
fdfA276h4.private
UdfA276h4.private
’, count 136, ack 0x8044370
lp: Link_send: final status NO ERROR
lp: Link_send: host ’localhost’ socket 3, timeout 6000
lp: Link_send: str ’^C3 dfA276h4.private
’, count 20, ack 0x8044310
lp: Link_send: final status NO ERROR
lp: Link_send: host ’localhost’ socket 3, timeout 6000
lp: Link_send: str ”, count 1, ack 0x8044310
lp: Link_send: final status NO ERROR

As wesee,wegeta detailedexpositionof thenetwork connectionandtransfersteps.If youneedor want
moredetail,try usinglpr -Dnetwork+2 or lpr -Dnetwork+3 . You maywantto try lpr

-Ddatabase andobservetheactionsof the lpr programasit extractsinformationfrom the lpd.conf

andprintcap files. If you needor wantmoredetail,try usinglpr -Ddatabase+2 or lpr

-Ddatabase+3 .

If youneedto tracetheactivitiesof the lpd server, it becomesa little morecomplex. Thelpd serverhasa
singlelisteningprocessthatforks andcreatesindividualprocessesto handleincomingrequests.Debug
or diagnosethemainprocessactionsby usinglpd -D... . You mayalsowantto uselpd -F to keep
theserver in theforegroundsoyou cankill it off easily. Needlessto say, youshouldalsoredirectthe
STDERRandSTDOUTsothatit goesto a file sothatyoucanexaminethevoluminousrecordsat your
leisure.Thefollowing showsa typical main lpd processdebuggingsessionusingtheC Shell.

h4: {306} % lpd -F -D1 � &/tmp/logfile &
[2] 14299
h4: {307} % tail -f /tmp/logfile
2000-06-02-

09:53:39.716 h4 [14300] Waiting Read_server_status: select status 1
2000-06-02-

09:53:39.716 h4 [14300] Waiting Read_server_status: read status 1
2000-06-02-

09:53:39.716 h4 [14300] Waiting Dump_line_list: Read_server_status \
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- input - 0x8047980, count 0, max 0, list 0x0
2000-06-02-

09:53:39.716 h4 [14300] Waiting Read_server_status: select status 0
2000-06-02-09:53:39.716 h4 [14300] Waiting lpd: LOOP START
2000-06-02-

09:53:39.716 h4 [14300] Waiting Get_max_servers: getrlimit returns 64
2000-06-02-09:53:39.716 h4 [14300] Waiting Get_max_servers: returning 32
2000-06-02-09:53:39.716 h4 [14300] Waiting lpd: max_servers 32, active 0
2000-06-02-

09:53:39.716 h4 [14300] Waiting lpd: starting select timeout ’yes’

^C
h4: {308} % jobs
[1] - Running lpd -F -D1 � & /tmp/logfile
h4: {309} % kill %1

We startthedebuggingsessionby runningthe lpd server in foregroundmode.Thiscausesit to sendits
outputto STDOUTandSTDERR.We redirectbothof theseto afile andput the lpd server in the
background.Thenwe usetail -f to readfrom thelog file. Finally, wekill off the lpd server.

This methodis extremelydifficult to use,asall of theoutputproducedby theserverandits subprocesses
is sentto a singleoutputfile. If wewantto debug theactionsconcerningasinglequeue,thenwecanuse
thequeuelog file andlpc debug commandinstead.Thefollowing optionscontroldebuggingof an
individualprint queue.

lf=log

Thelog file for thequeue.Thequeueserverprocesswill openthis file andplacedebugging
informationinto this file.

max_log_file_size=nnn

Themaximumsizeof thelog file in K bytes.Whenthequeueserverprocessfirst opensthis file it
will checkto seeif thefile is largerthanthemaximumsize.If it is, thenit will truncateit. A zero
(0) valuesuppresstruncation.

min_log_file_size=nnn

Whenthelog file is truncatedonly thethelastnnnK bytesareretained.

db=options

Thesearedebuggingoptionsfor thespoolqueue.Theseoptionsarepermanentandcannotbe
changedby usingthe lpc debug facility.
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The lpc debug commandis usedto setthedebuggingoptionsin forcefor thespoolqueue.This is done
by writing thedebugoptionsinto thespoolqueuecontrolfile. Let usseehow wecanusethis facility to
tracetheactionsof printing a file.

Edit theprintcapfile soit havethecontentsindicatedbelow, createthe /tmp/lp and/tmp/lp2 files
with 0777 permissions.Usecheckpc -f to checktheprintcap,andthenuselpc reread to restartthe
lpd server.

# printcap
lp:force_localhost
lp:server

:lp=/dev/null
:sd=/var/spool/lpd/%P
:lf=log

lp2:force_localhost
lp2:server

:sd=/var/spool/lpd/%P
:lp=/tmp/lp2
:lf=log

Now executethefollowing commands:

h4: {310} % lpq
Printer: lp@h4

Queue: no printable jobs in queue
h4: {311} % lpc debug lp 1
Printer: lp@h4
debugging override set to ’1’
lp@h4.private: updated
h4: {312} % lpc status

Printer Printing Spooling Jobs Server Subserver Redi-
rect Status/(Debug)

lp@h4 enabled enabled 0 none none (1)
h4: {313} % lpr /tmp/hi
h4: {314} % more /var/spool/lpd/lp2/log
2000-06-02-

10:10:50.589 h4 [14496] (Server) lp: Update_spool_info: printer ’lp’
2000-06-02-10:10:50.590 h4 [14496] (Server) lp: Do_queue_jobs: print-

able 1, held 0, move 0
2000-06-02-10:10:50.590 h4 [14496] (Server) lp: Do_queue_jobs: af-

ter Scan_queue next fd 5
2000-06-02-10:10:50.590 h4 [14496] (Server) lp: Do_queue_jobs: MAIN LOOP
2000-06-02-

10:10:50.590 h4 [14496] (Server) lp: Do_queue_jobs: Susr1 before scan 0
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2000-06-02-
10:10:50.591 h4 [14496] (Server) lp: Do_queue_jobs: chooser ’

�
NULL� ’, chooser_routine 0

The lpc debug commandsetsthedebug level to 1. We canusethe lpc status commandto seewhat
debugflagsor actionsarecurrentlyspecifiedfor thespoolqueue.We thensenda job to thespoolqueue
andexaminethelog file contents.

Eachline in thelog file hasa timestamp,thenameof thehost,theprocessid thatproducedit, anda
headingthattells theactionor activity thattheprocessis performing,andthenameof theprint queue
thatis beingprocessedanda tracemessage.By convention,thetracemessagelists thenameof the
routinethatprocessedit andthentheactualinformation.Somemessagesmayextendoverseverallines,
but eachline hasthestandardheaderat thestartof theline.

Thedefault debugor traceactionsweredesignedto traceproblemswith printing,asthesearethemost
common.However, you canalsousethe lpr , lpc, lprm , or lpq optionto causethe lpd server to tracethe
actionsduringtheexecutionof an lpr , lpc, lprm , or lpq request.

The log optionis usedto testvariousloggingfacilitiesandis usuallynot usedfor generalpurpose
debugging.
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TheLPRng softwareis a truesetof client/serverapplications.TheLPRng clients,lpr , lpq, lprm , and
lpc connectto a lpd serverusinga TCP/IPconnection.This meansthatyoumusthaveTCP/IP
networkingenabledon yourworkstationto useLPRng.

However, youdonot needto haveanexternalnetwork connectionto theInternet.For mostsinglesystem
users,the lpd server is runningon thesameworkstationastheclientprogram,andtheclientswill simply
talk to the localhost .

5.1. Printer and Server Information
Optionsused:

• PRINTER,LPDEST,NPRINTERNGPRINTEREnvironmentvariables

• force_localhost FLAG forceclientsto sendrequeststo localhost

WhenanLPRng client suchaslpr , lpq, lprm , or lpc needsto communicatewith aprint server, theonly
informationthey normallyneedis:

1. Theremoteprinter(:rp ) valueto beusedin requeststo the lpd print server. This is sometimes
referredto astheprinter or print queuename.

2. Theremoteserver (:rm ) which is theTheIP addressor hostnameof theprint server.

3. Theoriginalqueuenamespecifiedby theuserwhich maybeusedaspartof thejob informationsent
to theprint server.

LPRng hasseveralwaysto specifytheprinter queueandserverinformation.

5.2. Command Line -Pprinter@host
The-P printer@host literal explicitly providesa printerandservervalue.This is equivalentto the
printcapentryshown below:
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lpr -Plaser@10.0.0.1
equivalent to printcap entry:

laser:lp=laser@10.0.0.1
lpq -Plp@myserver

equivalent to printcap entry:
lp:lp=lp@myserver

5.3. Command Line -Pprinter
Usetheprintcapentrywith thenameor aliasprinter andusetheinformationin thatprintcapentry.
Example:

lpr -Plp
look up printcap entry for ’lp’

5.4. PRINTER, LPDEST, NPRINTER, and NGPRINTER
Envir onment Variab les

If no commandline optionis specified,theLPRng clientswill usethefirst definedPRINTER,LPDEST,
NPRINTER,or NGPRINTERenvironmentvariablevalueandwill usethevalueasthoughspecifiedasa
-P$PRINTER commandline literal. If thevaluehastheform -Pprinter@host theprint queuewill be
printer on serverhost andnot consulttheprintcapdatabase.If thevaluehastheform printer then
theprintcapwill besearchedfor a printer printcapentry. For example:

export PRINTER=laser@10.0.0.1; lpr
equivalent to printcap entry:

laser:lp=laser@10.0.0.1
export PRINTER=pr; lpr

look up printcap entry for ’lp’

5.5. Wildcar d Printcap Entr y
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If you specifya printcapnameor aliasas* (wildcard),thenif theLPRng systemcannotfind a printcap
with theexactnamethenthefirst matchingwildcardwill beused.For example:

pr|*:rm=server
lpr -Ppr2 will match, and result in a printcap entry

pr|pr2:rm=server

*|pr:rm=server
lpr -Ppr2 will match, and result in a printcap entry

pr2|pr:rm=server

5.6. First Printcap Entr y
If you donot specifyaprinteron thecommandline or in theenvironmentvariables,thenLPRng will
searchtheprintcapandusethefirst valid printcapentryastheprinter. It will usethefirst onefoundas
thedefault.

5.7. Default Printer and Server Host
Optionsused:

• default_remotehost= defaultrm (remotehost)

• default_printer= defaultrp (remoteprinter)

If theprecedingstepsdo not yeild aprinter, thenthedefault_printer anddefault_remote_host

valuesfrom the lpd.conf configurationfile will beused.If thereis no configurationfile, thenthe
compiletimedefaultswill beused.

Usingthefallbackvaluesis usuallynot a desirableeventandmayindicatethatyouhaveamisconfigured
host,sothecompiletime defaultsareusuallysetto missingprinter@localhost to providean
annoying messagefor users.

5.8. Force Connection to Localhost
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Optionsused:

• force_localhost FLAG forcelocalhostto beremotehost

Thelegacy BSDprint spoolerrequiredan lpd print server to berunningon eachhost.During theinitial
stagesof developmentanddeployment,thedefaultLPRng configurationanddeploymentwasto always
allow lightweightoperation,thatis, clientswould alwaysconnectto theremotehostspecifiedin the
printcap.

While this defaultwasappropriatefor experiencedsystemadministrators,noviceadministratorsor those
who hadalreadyconfiguredprint spoolingsystemsandsimply wantedto upgradefoundthemselves
confusedby thischange.Thisproblemresultedin over700postingsto theLPRng mailing list in a five
yearperiod.

This problemwassolvedby providing a force_localhost optionin theconfiguration,andsettingthe
default valueto 1 or TRUE. Whenthis optionis TRUE, thenall LPRng clientswill connectto theserver
on thelocalhost,unlessthey usethe lpr -Pserver@host commandline form. If lightweightoperation
is wanted,theadministratorcaneithercompiletheLPRng softwarewith theappropriatevalueor can
explicitly setthe force_localhost@ flag.

# default:
lp:lp=lp@10.0.0.1:...

lpr -Plp - �
lp:lp=lp@localhost:...

lpr -Plp@10.0.0.1 - �
lp:lp=lp@10.0.0.1 (no other options)

lp:lp=lp@10.0.0.1:force_localhost@:.. .
lpr -Plp - �

lp:lp=lp@10.0.0.1:...

To disable at compile time:
configure -disable-force_localhost

5.9. User Identification
Optionsused:

• allow_user_setting= privilegedusers
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Whenanclient programsendsa commandto the lpd server it mayneedto providethenameof theuser
who is originatingtherequestfor service.This nameis obtainedby lookingup theUID of theuser
runningtheclient in theappropriateuserinformationdatabase;if theinformationis not foundtheUID is
usedinstead.Also, theclient machinehostnamemayalsobeneeded.This is usuallydeterminedby
usinga DNSlookupandtrying to determineif thereis a canonicalor Fully QualifiedDomainNamefor
thehostandusingthis.

The lpr -U name@host (andfor lpq, lprm , andlpc) optionallowsprivilegedusersto causetheclient
softwareto usethename valueastheoriginatorandhost asthemachinename.Thisallowsprivileged
usersto impersonateotherusers.This is mostusefulfor programssuchasSambaandPCNFS,which
needto actasproxiesfor users.

By default,ROOT (UID 0) is theonly userthatcanmasqueradeasanotheruser. The
allow_user_setting=name,name... configurationoptioncanbeusedto specifya list of namesor
UIDs thatcanalsoperformmasquerading.For example,if theSambaserverwasrunningasusersamba,
thenallow_user_setting=samba wouldallow it to specifythenameof print job originatorasa
remoteuser, andtheremoteuserwould not needa login accounton thesystem.
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The lpr clientprogramis usedto submita job to a print spooler. It doesthis by collectinginformation
aboutthejob, puttingit in acontrolfile, andthensendingthecontrolfile andfiles to beprintedto the
print server. The lpr commandline optionsareusedto controlor specifythevaluesplacedin thecontrol
file andhow thejob is to betransferredto theremotehost.In addition,thereareprintcapor configuration
level optionsthatprovidea furtherdegreeof administrativecontroloveradditionalfacilities.You canget
thecurrentlysupportedcommandline optionsby usingthefollowing command:

h4: {315} % lpr -=
lpr: Illegal option ’=’

usage summary: lpr [-Pprinter[@host]] [-A] [-B] [-Cclass] [-Fformat] [-
Jinfo]

[-(K|#)copies] [-Q] [-Raccountname] [-Ttitle] [-Uuser[@host]] [-V]
[-Zoptions] [-b] [-m mailaddr] [-h] [-i indent] [-l] [-w num ] [-r]
[-Ddebugopt ] [ filenames ... ]

-A - use authentication specified by AUTH environment variable
-B - filter job before sending
-C class - job class
-D debugopt - debugging flags
-F format - job format

-b,-l - binary or literal format
c,d,f,g,l,m,p,t,v are also format options

-J info - banner and job information
-K copies, -# copies - number of copies
-P printer[@host] - printer on host
-Q - put ’queuename’ in control file
-Raccntname - accounting information
-T title - title for ’pr’ (-p) formatting
-U username - override user name (restricted)
-V - Verbose information during spooling
-Z options - options to pass to filter
-h - no header or banner page
-i indent - indentation
-m mailaddr - mail final status to mailaddr
-r - remove files after spooling
-w width - width to use
PRINTER, NPRINTER environment variables set default printer.

If you areinterestedin theexactdetailsof thejob transfer, controlfile, anddatafile formats,pleasesee
RFC1179- Line PrinterDaemonProtocolfor theexactdetails.
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6.1. Job Format Options
Optionsused:

• default_format= defaultprint job format(f)

• fx= supportedformatsfor printing

Thelegacy or vintageBSDprint spoolingsystemassignedeachjob a format.This formatwasusedby
the lpd server to selectanappropriatefilter programthatwouldprocessthejob andformatit correctly
for theprinter. By convention,lowercaseletterswereusedto specifyjob formats.

TheLPRng lpr client supportsthelegacy or vintageBSDformats,andalsoprovidesthe-Fx literal to
allow additionformatsto bespecified.If a formatis specifiedthedefault_format value(usuallyf ) is
used.The fx=... optionvalueis a list of the(lowercase)characterscorrespondingto theformats
allowedfor a spoolqueue.For example,fx=flv would allow only jobswith format f , l , or v to be
spooledto aqueue.By default,all job formatsareallowed.

A coupleof job formatsthatrequirespecialtreatment:theb (binary)andits aliasthe l (literal) format,
andthep (prettyprint) format.The-b or -l commandline literal will selectjob format l (literal) for the
job. By default, jobsmarkedwith l formataresupposedto havea minimumamountof handlingand
passeddirectly to a printer. Thep (prettyprint) formatis just theopposite- thesejobsaresupposedto be
prettyprintedaccordingto thevariousfacilitiesavailableto the lpd print spooler.

6.2. Job Pretty Printing, Banner s, Priority , and
Accounting

Optionsused:

• ab FLAG alwaysprint banner

• sh FLAG suppressheader(banner)

Thelegacy or vintageBSDprettyprinting facility supportallowedusersto specifythetitle (-T title ),
indentation(-i indent ), width (-i indent ) of outputfor prettyprinting. Theseprobablywill not
haveany effect,but their valuesareplacedin thecontrolfile andsentto the lpd server.

Thejob name(-J name) andno bannerpage(-h ) literalsalsocauseinformationto beplacedin the
controlfile. The-J valueis usedto specifya job nameonabannerpage,andis placedin thecontrolfile.
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The-h (noheader)hasthestrangeeffectof not puttingbannernameinformationin thecontrolfile.
Apparently, if you donot havea namefor yourbannerthenno namewill besent.

If the :sh optionis explicitly specifiedin a printcapentryfor the lpr client, thenit hastheeffectof the
-h literal. However, the :ab (AlwaysPrintBanner)optioncanbeusedon theprint server to always
forceabannerto beprintedevenif theuserdoesnot specifya banner.

Finally, the-R literal allowsadditionalaccountinginformationto beplacedin thecontrolfile.

6.3. Job Class and Priority
Optionsused:

• break_classname_priority_link FLAG classnamedoesnot setpriority

• default_priority= defaultpriority

• ignore_requested_user_priority FLAG ignore requesteduserpriority

The-Cclass informationis usedplacedin thecontrolfile; thedefaultclassandpriority is setby the
default_priority option(defaultA). Thefirst letterof theclassinformationis uppercasedandthen
usedasthejob priority.

Thebreak_classname_priority_link optioncauseslpr to placeclassinformationin thecontrol
file but not to useit to setthejob priority. This is usuallyusedin institutionswhereusersshouldnot
specifytheir priority. Finally, the ignore_requested_user_priority is actuallyusedby lpd to
ignorethepriority requestedby users.

6.4. Job Copies and Job Size
Optionsused:

• mc=maximumnumberof copies

• mx=maximumjob size(Kbytes)

The:mc (maximumnumberof copies)and:mx (maximumjob size)optionsareusedby boththe lpr and
lpd programs.The lpr -Kn or lpr -#n optionsetsthenumbersof copieswantedto n; if this is larger
thanthe :mc valuethenthe lpr clientwill not print thejob andthe lpd serverwill discardthejob with an
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error. Thejob sizeis theproductof thenumberof copiesandthesumof theindividual file sizes.This is,
in effect, thetotal numberof bytesto betransferredto theprinter. If thejob sizeis largerthanthe :mx

limit, thenthe lpr client will notprint thejob andthe lpd serverwill discardthejob with anerror.

6.5. Job Completion Notification Requested
Optionsused:

• allow_user_logging FLAG userscansendstatus

• lpr_bsd FLAG lpr -m actsaslegacyBSDflag

The lpr -m mailaddr optionwill put thespecifiedmailaddrvalueinto thecontrolfile. How this is
processedis left to theparticularserver implementation.SeetheAbnormalTerminationsectionfor
details.

LPRng extendsthe lpr -m mailaddr to allow mail addressesof theform
host[%port][/(TCP|UPD)] , andwhenthejob is beingtransferredor printedthe lpd server to opena
connectionto thespecifiedTCP/IPaddressandsendjob progressinformation.This is asecurity
loopholeandtheallow_user_logging flagmustbepresentto allow this operation.

The lpr_bsd will causethe lpr -m optionnot to takeanargument,asin theBSD lpr, andwill place
theusersnameandhostinformationin thecontrolfile asthedestinationfor notification.

6.6. Remove Files After Spooling
The lpr -r optionis extremelydangerousandhasprovento befatalto a largenumberof system
administrators,soit shouldbeusedwith caution.Unfortunately, it is usedin a largenumberof shell
scriptsandby default in a vastnumberof programssoit is presentin theLPRng software.

Its actionis quitesimple.After sendingtheprint job to thespooler, it will try to unlink theoriginal files.
It will do theunlinkingoperationastheoriginaluser, but if theoriginaluserhadpermissionsto remove,
say, /etc/password , thenthefile will beremoved.

6.7. The -Z Passthr ough to Filter Options
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Optionsused:

• append_z= Appendvaluesto Z optionslist

• prefix_z= Prefixvaluesto Z optionslist

• remove_z= RemovevaluesfromZ optionslist

• prefix_s_to_z FLAG Prefixcontrol file Sto Z information

• prefix_s_to_z FLAG Prefixcontrol file Z to Sinformation

By conventionall of thevaluesspecifiedwith the lpr -Z optionareplacedin thejob controlfile and
passedto the lpd server, which turn passesthemto theprint filters. This allowsusersto passoptionsthat
arenot partof theRFC1179repetoireto filters.

In additionto this simplemethodof providing options,we canhave the lpr andlpd systemsaddoptions
to thecontrolfile information.Theprefix_z andappend_z optionsallow usto put Z optionsat the
startor endof theuserprovidedlist; theremove_z removesspecifiedoptionsfrom thelist.

Theprefix_s_to_z andprefix_z_to_s optionsareusuallyusedby the lpd server, andprovidesa
simpleway to have theSystemVlp -o option valuesput into theZ optionsvalue.This is veryuseful
whenexistingSysV lp print spoolingsystemsneedto beinterfacedto LPRng andtheoptionsneedto be
handledin a meaningfulmanner. Theprefix_z_to_s is similarly usedwhenyouwantto forwardjobs
to aSysVspoolingsystemandhavetheoptionspassedcorrectly.

If presentin theprinterconfiguration,thevariousrequestedactionsarearedoneby the lpr client, the lpd
serveron job reception,andthe lpd serveragainon job processing.This redundancy ensuresthatjobs
which aresentto this queue,arriveat this queue,or areprocessedby thisqueuehave theoptionsset
appropriately.

6.8. Recor d Queue Name in Contr ol File
Optionsused:

• qq FLAG Insertqueuenameinto control file

• force_queuename= Queuenameto beused

The :qq usequeuenameoptiontellsLPRng to recordthequeuenamethata job wasoriginally queued
to in thecontrolfile astheQ information.The force_queuename=... entryforcesthequeuenameto
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bethespecifiedvalue.For example,thefollowing printcapentryandlpr commandswill resultin afilter
beingpassedtheargumentsshown below.

#printcap
pr1_landscape|pr1_portrait|pr_raw

:filter=/.../filter
:lp=/dev/pr
:qq

lpr -Ppr1_landscape lpr -Ppr1_portrait
control file -

Qpr1_landscape Qpr1_portrait

filter command line:
... -Qpr1_landscape ... -Qpr1_portrait

The force_queuename canbeusedfor forcea specificvalueinto thecontrolfile Q information.

john|tom|frank
:filter=/.../filter
:lp=/dev/pr
:force_queuename=office

lpr -Pjohn
control file -

Qoffice

filter command line:
... -Qoffice

6.9. Check For Nonprintab le File
Optionsused:

• check_for_nonprintable FLAG lpr checksfor non-printablefile

• ml= minimumnumberof printablecharacters
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By default lpr doesnot checkfiles for for non-printablecharacters(i.e.,escapecharacters)at thestartof
theprint file. Youcansetthecheck_for_nonprintable flag to causeit to doso.The:ml value
specifiesthenumberof charactersthatareto bechecked.Clearly, if it is 0, nonewill bechecked.

6.10. Job Filtering By LPR
Optionsused:

• lpr_bounce FLAG lpr doesfiltering

Someuserswould like theadvantagesof thefiltering andprocessingcapabilitiesof a lpd daemonwithout
runninga lpd daemonon their system.By having the lpr programprocessthejob by passingit through
thevariousfiltersandthensendtheoutputof thefilters astheprint job you cangetthedesiredeffect.

# Simple example of an lpr_bounce entry
bounce

:lpr_bounce
:lp=lp@remote
:filter=/usr/local/bin/lpf

The lpr_bounce flag, if presentin theprintcapentry, will force lpr to processthejob usingthe
specifiedfilters andsendtheoutputsof thefilters to theremoteprinterfor furtherprocessing.

6.11. Restrict Queue Use to Group Member s
Optionsused:

• rg= Restrictedgrouplist

The :rg valuespecifiesa list of groups.If this valueis presentuseof a printeror operationis restricted
to only usersin aparticulargroup.This checkis doneby boththe lpr clientandthe lpd server if the
optionis present.

148



Chapter6. lpr - JobSpoolerProgram

6.12. Fixing Bad Contr ol Files and Metacharacter s
Optionsused:

• safe_chars= additionalsafecharacters for control file

RFC1179definesasimpleprotocolandstandardfor print jobsto beinterchangedbetweenprint spooling
systems.Unfortunately, thereweresomemajormistakesin notspecifyingtheexactform thattext would
take whenplacedin thecontrolfile.

By default,LPRng will brutally convertanon-conformingRFC1179controlfile into onethatis
acceptableto most,if not all, existingRFC1179implementations.In orderto preventproblemswith
LPRng ruthlesslypurgesall charactersbut upperandlowercaseletters,spaces,tabs,and
-_.@/:()=,+-% from thecontrolfile, replacingsuspiciouscharacterswith underscore(_). In addition,
LPRng will ruthlesslyregeneratecontrolfile entriesanddatafile namessothatthey arecompliantwith
all known RFC1179implementations.

For someinstallations,thedefault setof safecharactersmaybeoverly restrictive. For example,vintage
softwaremaygeneratefileswith # charactersin theJ line of thecontrolfile. Thereplacementof this
characterby underscore(_) maycauseotherapplicationswhich usethecontrolfile informationto stop
working. The:safe_chars optionallows theuserto specifyanadditionalsetof safecharactersin the
lpd.conf configurationfile(s).

For example,:safe_chars=#" would allow the# and" charactersto appearin thecontrolfile.

6.13. Minim um Spool Queue Free Space
Optionsused:

• minfree= Sizein Kbytes

If this valueis non-zero,thenthe lpd receiving serverchecksto seethatthereis thespecifiednumberof
Kbytesof file spaceavailablebeforeacceptinga job. If thereis not enoughspacethenthejob is rejected.

6.14. FQDN Host Information
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Optionsused:

• force_fqdn_hostname FLAG Updatecontrol file with FQDN name

• use_shorthost FLAG shortcontrol anddatafile names

Somelpr clientsdonot put a FQDNhostnamein their controlfile. The force_fqdn_hostname flag
will causelpd to put aFQDN hostnamein thecontrolfile. Thisoptionwill assumethatthedomainis
wheretheconnectionoriginatedfrom.

SomesystemscannothandleFQDN hostnamesin controlanddatafile formats.Theuse_shorthost

optionwill sendcontrolanddatafileswith veryshortnamesto theremoteprint server.
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The lpq programis themainmethodusedto monitorqueues.You canobtaintheavailableoptionsby
using:

h4: {316} % lpq -=
lpq: Illegal option ’=’
usage: lpq [-aAclV] [-Ddebuglevel] [-Pprinter] [-tsleeptime]

-a - all printers
-c - clear screen before update
-l - increase (lengthen) detailed status information

additional l flags add more detail.
-L - maximum detailed status information
-n linecount - linecount lines of detailed status information
-Ddebuglevel - debug level
-Pprinter - specify printer
-s - short (summary) format
-tsleeptime - sleeptime between updates
-V - print version information

7.1. lpq Queue Selection (lpq -Pprinter , lpq -a)
If no queueis specified,thenthedefaultqueueis used,with -Pprinter@host causinga direct
connectionto thenamedhost.The-a literal selectsall queues.

7.2. lpq Job Selection
Jobsareselectedby providing a job number, or glob patternthatis matchedto theusernameandand
job identifier. If multiplepatternsareprovidedeachis appliedin turn againstthejobsin a queueuntil all
havebeentried. If any oneof thepatternsmatchthenthejob statusis displayed.

If no selectioninformationis providedor theall patternis providedthenall jobsin thequeueare
displayed.

7.3. lpq Shor t Format (lpq -s)
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This is oneline perspoolqueue:

% lpq -sa
t1@astart110 (printing disabled) 1 job
t2@astart110 (routed/bounce to t1@h10.private) 0 jobs
t3@astart110 (forwarding to t3a@h10.private)
t3a@astart110 (forwarding to t2@h10.private)
t4@astart110 (subservers t5, t6) 0 jobs
t5@astart110 (serving t4) 0 jobs
t6@astart110 (serving t4) 0 jobs

Notethatthenameof theprinter/hostis first, followedby optionalstatusinformation,followedby the
numberof jobs.Only printcapentrieswith spoolqueueshavea jobsword in thelastposition.The-a

literal forcesstatusfor all queuesor thequeuesin theall printcapentryto bereturned.

Thestalled_time (default120seconds)printcapoptioncanbeusedto seta time afterwhichactive
jobswill bereportedasstalled.

7.4. lpq Long Format (lpq, lpq -l, lpq -L)
This is thedefaultstatusdisplay. It is anicely formatted,extremelyverboseformatthatis suitablefor
humblehumaninterpretation.For example:

% lpq -a
Printer: t1@astart110 ’Test Printer 1’ (printing disabled)

Queue: 1 printable job
Server: no server active
Status: finished operations at 09:44:00
Rank Owner/ID Class Job Files Size Time

1 papow-
ell@astart110+202228663 A 10663 /tmp/hi 3 20:22:29

Printer: t2@astart110 ’Test Printer 2’ (routed/bounce to t1@h10.private)
Queue: no printable jobs in queue
Status: finished operations at 16:30:08

Printer: t3@astart110 (forwarding to t3a@h10.private)
Printer: t3a@astart110 (forwarding to t2@h10.private)
Printer: t4@astart110 (subservers t5, t6)

Queue: no printable jobs in queue
Status: finished operations at 09:44:06

Server Printer: t5@astart110 (serving t4)
Queue: no printable jobs in queue

152



Chapter7. lpq - StatusMonitoringProgram

Status: finished operations at 09:44:06
Server Printer: t6@astart110 (serving t4)

Queue: no printable jobs in queue
Status: finished operations at 09:10:00

The lpq -l (longerinformation)optioncausesmoreof thestatusinformationto beprinted.Youcan
useincreasingnumbersof lpq -l options( lpq -ll alsoworks)to getmorestatus.Use lpq -L for
themaximumamountof statusinformation.

7.5. lpq Verbose Format (lpq -v)
This usesanextensionto theRFC1179protocol,andis supportedonly by LPRng. Theamountof
informationdisplayedis thebrutal,andin effectdoesa totaldatabasedumpof theLPD. Thishasbeen
developedin orderto providediagnosticandstatusinformationfor databasesthatneedto keeptrackof
job progressthrougha spoolqueue.

% lpq -v
Printer: t1@astart110

Comment: Test Printer 1
Printing: no
Spooling: yes
Queue: 1 printable job
Server: no server active
Status: accounting at end ’papowell@astart110+094352860’ at 09:44:00
Status: printing ’papowell@astart110+094352860’, closing de-

vice at 09:44:00
Status: printing ’papowell@astart110+094352860’, finished at 09:44:00
Status: subserver status ’JSUCC’ for ’papowell@astart110+094352860’ \

on attempt 1 at 09:44:00
Status: finished operations at 09:44:00
Job: papowell@astart110+202228663 status= 1
Job: papowell@astart110+202228663 CONTROL=
- Hh10.private
- Ppapowell
- J/tmp/hi
- CA
- Lpapowell
- Apapowell@astart110+202228663
- Qt1
- fdfA010663h10.private
- N/tmp/hi
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- UdfA010663h10.private
Job: papowell@astart110+202228663 HOLDFILE=
- active 0
- done 0
- hold 0
- move 0

....

7.6. Job Taking Too Long - Stalled
Optionsused:

• stalled_time= secondsafterwhich to reporta stalledactivejob

Thestalled_time optionis actuallyusedby the lpd server to reportthata job hasbeenactivemore
thantheindicatedtime with no changein state.This is usefulfor spottingthingssucha printersthatare
out of paper, andsoforth.

7.7. Configuring Format and Displa yed Information
Thefollowing sectionsdescribeoptionsthatareusedby the lpd server to controlhow it will returnstatus
informationto a lpq request.

7.7.1. Displa y Class Information
Optionsused:

• class_in_status FLAG showclassnamein status

Settingtheclass_in_status optioncausestheclassnameratherthanpriority to bedisplayedin the
statusinformation.

7.7.2. Reverse Shor t and Long lpq Formats
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Optionsused:

• reverse_lpq_format= FLAG reverselpq statusformatfor specifiedremotesystems

VariousSolarisandotherSystemV implementationssupportanRFC1179interfaceto remoteprinters.
Unfortunately, thereis a problemin thatwhenthey sendastatusrequest,thestatusformatis reversed.
Thatis, whenLONG statusformatis wanted,they sendSHORT, andviceversa.

Thereverse_lpq_format= specifiesa list of printersor IP addressesfor which the lpd serverwill
returnLONG statuswhenSHORT is requested,andviceversa.For example:

reverse_lpq_format=*.eng.com,130.192. 0.0/16

will causehostswhoseFully QualifiedDomainName(FQDN)endsin eng.com or from subnet
130.192.0.0 to havereversedstatusreturned.

7.7.3. Status Line Length and Line Count
Optionsused:

• return_short_status= returnshortlpq statusfor specifiedremotesystems

• short_status_length= shortlpq statuslengthin lines

In orderto becompatiblewith non-LPRng clientprograms,someadministratorswould like lpd to return
a shortor brief statusto normalstatusqueries.

Thereturn_short_status= specifiesa list of printersor IP addressesfor which the lpd serverwill
returnanabbreviatedstatuswhenLONG statusis requested.For example:

return_short_status=*.eng.com,130.192 .0.0/1 6
short_status_length#3

will causehostswhoseFully QualifiedDomainName(FQDN)endsin eng.com or from subnet
130.192.0.0 to getonly 3 linesof detailedstatusreturned.

7.7.4. lpq Status Format Determined by Requesting Host Address
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Optionsused:

• force_lpq_status= forcelpq statusformatfor specifiedremotesystems

In orderto becompatiblewith non-LPRng client programswhich aretotally unpredictable,this allows
theadministratorto specifytheformatfor lpq statuswhenrequestsarrive.

The force_lpq_status= specifiesa list of formatsandprintersor IP addressesfor which the lpd
serverwill returnstatusin thespecifiedformat.TheentryhastheformatKEY=list;KEY=list...

whereKEY is s for shortandl for long format,andlist is a list of hostsor IP addresses.For example:

force_lpq_status=s=pc*.eng.com,130.19 2.12.0 /24,l= sun*.e ng.com

will causehostswhoseFully QualifiedDomainName(FQDN)matchespc*eng.com or from subnet
130.192.12.0 to getshortstatusreturnedandhostswhichmatchsun*.eng.com getlongstatus.
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The lprm programis usedto removejobsfrom a print queue.You canobtaintheavailableoptionsby
using:

h4: {317} % lprm -=
lprm: Illegal option ’=’

usage: lprm [-A] [-a | -Pprinter] [-Ddebuglevel] (jobid|user|’all’)*
-a - all printers
-A - use authentication
-Pprinter - printer (default PRINTER environment variable)
-Uuser - impersonate this user (root or privileged user only)
-Ddebuglevel - debug level
-V - show version information
user removes user jobs
all removes all jobs
jobid removes job number jobid

Example:
’lprm -Plp 30’ removes job 30 on printer lp
’lprm -a’ removes all your jobs on all printers
’lprm -a all’ removes all jobs on all printers

Note: lprm removes only jobs for which you have removal permission

8.1. lprm Queue Selection (lprm -Pprinter , lprm -a)
If no queueis specified,thenthedefaultqueueis used,with -Pprinter@host causinga direct
connectionto thenamedhost.The-a literal selectsall queues.

8.2. lprm Job Selection
Jobsareselectedby providing a job number, or glob patternthatis matchedto theusernameandand
job identifier. If multiplepatternsareprovidedeachis appliedin turn againstthejobsin a queueuntil all
havebeentried. If any oneof thepatternsmatchthenthejob statusis displayed.

If no selectioninformationis providedthentheusernameperformingtherequestis usedastheselection
pattern,andonly thefirst job thatmatchesis removed.

Theall patternwill matchall jobsin thequeue.
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Theusermusthavepermissionto controlthequeueor to removea selectedjob in orderfor job removal
to succeed.
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The lpc commandis themainway thatthe lpd server is controlled.Hereis thehelpinformation
displayedby thecommand:

h4: {318} % lpc -=
lpc: Illegal option ’=’
usage: lpc [-Ddebuglevel][-Pprinter][-Shost][-Uus ername ][-V] [command]

with no command, reads from stdin
-Ddebuglevel - debug level
-Pprinter - printer or printer@host
-Shost - connect to lpd server on host
-Uuser - identify command as coming from user
-V - increase information verbosity

commands:
active (printer[@host]) - check for active server
abort (printer[@host] | all) - stop server
class printer[@host] (class | off) - show/set class printing
disable (printer[@host] | all) - disable queueing
debug (printer[@host] | all) debugparms -

set debug level for printer
down (printer[@host] | all) - disable printing and queueing
enable (printer[@host] | all) - enable queueing
hold (printer[@host] | all) (name[@host] | job | all)* - hold job
holdall (printer[@host] | all) - hold all jobs on
kill (printer[@host] | all) - stop and restart server
lpd (printer[@host]) - get LPD PID
lpq (printer[@host] | all) (name[@host] | job | all)* -

invoke lpq
lprm (printer[@host] | all) (name[@host]|host|job| all)* -

invoke lprm
msg printer message text - set status message
move printer (user|jobid)* target - move jobs to new queue
noholdall (printer[@host] | all) - hold all jobs off
printcap (printer[@host] | all) - report printcap values
quit - exit LPC
redirect (printer[@host] | all) (printer@host | off )* -

redirect jobs
redo (printer[@host] | all) (name[@host] | job | all)* -

release job
release (printer[@host] | all) (name[@host] | job | all)* -

release job
reread (printer[@host]) - LPD reread database information
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start (printer[@host] | all) - start printing
status (printer[@host] | all) - status of printers
stop (printer[@host] | all) - stop printing
topq (printer[@host] | all) (name[@host] | job | all)* -

reorder job
up (printer[@host] | all) - enable printing and queueing

diagnostic:
defaultq - show default queue for LPD server
defaults - show default configuration values
client (printer | all) - client config and printcap information
server (printer | all) - server config and printcap

Most of the lpc commandline optionsarecommonto all LPRng Clients,with theexceptionof the-S

server literal. This optionallows the lpd hostto beexplicitly specified.

The lpc commandscanbeclassifiedasinformational, queuemanagement, problemmanagement, job
scheduling, anddiagnostic.

9.1. Informational Commands - status, active , reread
Eachspoolqueuehasa SpoolControlFile, andthe lpc status commanddisplaysselectedvalues
from this file.

The lpc active commandconnectsto theprint serverandgetstheProcessID of the lpd process.This
is usefulto determineif the lpd server is runningon theprint server.

Thereread commandconnectsto the lpd print serverandrequeststhattheserver rereadtheprintcap ,
lpd.conf , andlpd.perms databasefiles.

9.2. Queue Management - enable, disab le, up, down
Theenable anddisable commandsenableanddisablequeuingor sendingjobsto theprint queue.
Theup commandcombinestheenable andstart commandswhile thedown commandcombinesthe
disable andstop commands.

9.3. Printing Management - star t, stop, up, down
Thesecommandsareusedto startandstopprinting. Theup combinesstart andenable , while down

combinesstop anddisable .
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9.4. Problem Management - abor t, redo, kill
Thesecommandsareusuallyusedwhenthereis aproblemprinting a job. Theabort commandis used
to kill off all printing activity associatedwith a job. It alsohasthesideeffectof stoppingprinting on the
print queue.Theredo commandwill redoor attemptto reprinta job. Thekill commandcombinesthe
abortandredocommand,andis usefulwhenthereareproblemswith thejob currentlybeingprintedand
it shouldbereprinted.

9.5. Job Scheduling - topq, holdall, noholdall, hold,
release

The topq commandeffectively putstheselectjob or jobsat thetop of thequeuefor printing.

Theholdall , noholdall , andrelease commandsimplementa simpleholdingqueuefor jobs.By
default,holdall is disabled.Whentheholdall commandenablesit, thenjobswill remainin thespool
queueuntil explicitly releasedwith therelease command.

Thehold commandcanalsobeusedto hold individual jobsuntil released.

9.6. Queue Management - class, redirect, move
Theclass commandis usedto restrictprinting to jobswhoseclassvalue,setusingthe lpr -C class

option,is in theclasslist or matchesoneof theclasses.Thisallows theadministratorto restrictprinting.
For moredetailsandanexampleof its use,seeFormSupport.

Theredirect commandallows theadministratorto acceptsjobsat this queueandthento havethem
forwardedor redirectedto anotherprint queue.This is usefulwhena printertemporarilyis unavailable.

Themove commandallowsanindividual job (or jobs)to beforwardedor redirectedto anotherprint
queue.
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Utility

Thecheckpc(checkprintcapfile) is oneof themostusefulutilities in theLPRng package.

It will readall theconfigurationfiles,printcapfilesandtestswhetherdevicesaresetupcorrectly.
Optionally, it will alsosetthepermissionsfor spooldirectoriesanddevicefiles. Additionally, it will
truncatetheaccountingandlog files to amaximumsize.Anotherusefor checkpcis to removeold
entriesfrom queuedirectories.

For a new installation,you will wantto run

checkpc -f -V

to setthepermissionsright. The-f flag instructstheprogramto correctfile permissions.If youdon’t
run thisasROOT, you’ll receiveawarningaboutthatfactandany chown(2) callswill (mostlikely) fail.

Theprogramreportseverythingit changes.Sinceit isn’t too cleveraboutsomethings(visit theman
page),youshouldkeepaneyeon theoutput,andrun it againif needed.If it keepsfailing, changethe
permissionsyourself.

10.1. Maintenance
Later, youwill wantto usecheckpcfor thedaily maintenanceof yoursystem.I havethis line in user
lp ’s crontab:

32 5 * * * checkpc -t 10K -A3 -r � /dev/null 2 � &1

This job will:

1. truncateall log andaccountingfiles to 10KB (-t 10K). Actually, it will keepthelast10K from the
file, startingon a completeline.

2. removeall stalefilesolderthanthreedays(-A3 -r ).

I’m redirectingoutputto /dev/null , becausecheckpcis a little noisyto my taste.(But too noisyis
betterthantoo silent:)
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10.2. Printcap Information
You canusecheckpc -V -P to examineprintcapsandtell youwhatthey contain.This is identicalto
the lpc server all operation,but with ahigherlevel of verbosity.
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Chapter 11. Printer Comm unication and
Protocols

Commoncommunicationmethodsbetweena printeranda hostsystemarenetwork connections,parallel
ports,or serialports;while FibreChannel,SCSI,USB,FireWire, InfraRed,andotherinteresting
technologieshavebeenused,they areeitherveryspecializedor not directly supportby theLPRng
software.In thissectionwe will discussNetwork, ParallelPort,andSerialPrinters,aswell asthe
differentprotocolsandstandardsthatapplyto them.

11.1. Network Printer s
Themostflexible andhighestthroughputprinterinterfaceis via a network (TCP/IP)connection.Most
high performanceprintershaveabuilt in network interface,or youcanattachthemto aprinter server
box whichprovidesanetwork interface.Thenetwork interfaceusuallysupportsmultiple network
printing protocols.ThemostcommonaretheLPD (RFC1179),SocketAPI, AppSocket,SMB, and
Novell Netwareinterfaces.LPRng directly supportstheLPD (RFC1179)andSocketAPI interfaces,and
you canusethesmbclientprogramfrom theSambaSoftwarePackagefor theSMB interface.

11.2. RFC1179 (LPD) Connection
In this modeof operationtheprint serveractuallyoperatesasa very limited BSDprint spooler. These
limitationsinclude:

1. No errormessagesor statuscapability

2. Limited or veryprimitivebannerprinting. Onsomesystemsit maybe impossibleto turn banner
printingoff.

3. Onmostknown print servershighconnectionactivity causedby multiplesystemsattemptingto get
statusor spooljobsmaycausecatastrophicfailureof theprinter.

For theabovereasons,usingRFC1179to transferjobsto aprintershouldberegardedastheleast
desirableoption.PleaseseeTheRFC1189Protocolfor a detaileddiscussionof theRFC1179protocol.

In orderto usetheRFC1179transferoperationyou musthaveaprintcapentryfor theprinterthat
provides:
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• TheIP addressor nameof theprinterthatcanberesolvedto anIP address

• Thenameof thespoolqueue.In practice,this is usuallyusedonly to determinewhich of several
printerportson theprint server thejob will besentto, or whattypeof processingtheprint serverwill
do. Mostcardsusuallydo notdo any processingandsimply passthejob throughto theprinter.

Thefollowing is anexampleof asimpleprintcapentrythatcanbeusedto senda job to a remoteprinter
usingtheRFC1179protocol:

# LPRng syntax
# :lp value is ’where to print the job’
lp:

:lp=raw@10.0.0.1

# OR Vintage BSD Print Spooler Syntax
# ( LPRng supports this as well)
# :rp = remote printer, :rm = remote machine or host
lp:

:rp=raw:rm=10.0.0.1

If you wish to transferjobsto a print spoolerwithoutusingthefull LPRng lpr program,thePerl
lpr_in_perl programin theLPRng Distribution UTILS directorycanbeusedfor testingandtutorial
purposes.

11.3. Socket API
TheSocketAPI is averyflexible job transferprotocol.It is widely supportby mostPrint Server
manufacturers,with theHewlett PackardJetDirectsettingthedefactostandard.TheSocketAPI is
extremelysimple.

1. Theuserestablishesa connectionto TCP/IPport on thePrinteror Network Print spooler. TheHP
JetDirectusesport9100by default,but otherportsareusedaswell. Thisconnectionmayberefused
if theprinteris busyprintinga job.

2. Whenthenetwork connectionis establishedto a systemwhich hasan internal printer or for which
theNetwork Print Spooleris anintegralpartof thesystem,theprinterusuallyflushesall internal
buffersandreadiesitself to receiveanew job. However, whenyouareusinganexternalPrintServer
box,youmayneedto sendspecificinitializationsequencesto theprinterto ensurethatit is reset
correctlyandis readyto receivenew jobs.
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3. Whentheconnectionis made,all bytessentto theconnectionareeithertransferredto andexternal
interfaceto directly to a print buffer usedby theprinter’sPrintEngine.

4. Theconnectionis bidirectional,andinformationsentto theexternalport by anexternalprinteror
errormessagesandstatusgeneratedby theprinter’sPrintEnginewill betransferredover thedata
link to theuser.

5. TheNetwork Print spoolerwill keeptheconnectionopenuntil it is closedby theuser. During this
periodit maycontinueto reportstatusor otherinformationsuchasprinterOnLine, paperoutages,
andsoforth.

6. If theconnectionto theprinteris half-closed, thatis, theshutdown() network systemcall is used
to indicateto theremoteprinterthatno furtherdatawill besent,thentheprintermayimmediately
terminatethenetwork connection.Thismeansthatno furthernetwork or statusmessageswill be
sentto theuser.

7. If theconnectionis to a ExternalPrintServer, thenusuallytheconnectioncanbeimmediately
re-established.It is theresponsibilityof theuserto ensurethata theprinterhasfinishedits work
beforesendinganew job.

8. If theconnectionis to aninternalPrintServer, thenusuallytheprinterwill not allow theconnection
to bemade,or will refuseall datatransferson theconnectionuntil theprinterfinisheswith the
previousjob andall internalbuffershavebeencleared.

Thefollowing is asampleprintcapshowing how to usetheSocketAPI:

lp:
# make a socket connection to port 9100
:lp=10.0.0.2%9100

You canusethenetcat(http://www.l0pht.com/~weld/netcat/)utility by Hobbit <Hobbit@avian.org >
to testthattheSocket interfaceis availableandworking. If ellipse.ps is a testfile, then:Thesimplest
andeasiestway to print a file to a network printerappears

nc printer.ip.addr 9100
�

file
Example:

nc 10.0.0.25 9100
�

ellipse.ps

11.4. AppSoc ket TCP/IP Protocol
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TheAppSocket interfaceis supportedby Tektronixandsomeotherprintervendors.It is similar to the
SocketAPI, with acoupleof significantdifferences.

1. Theprinterhastwo portsfor network connections:a TCPport9100for TCP/IPstreamconnections
anda UDP port for UDP packetconnections.

2. Whena0 lengthUDP packetor a UDP packetcontainingonly CR/LF is sentto UDP port9101,the
printerwill returnapacket to thesendercontainingprint statusinformation.This information
indicatestheprinterscurrentstatus(busy, idle, printing)andany errorconditions.

3. Theformat,reliability, andrepeatabilityof theUDP formatandinformationis totally
undocumented,andtheUPD port facility shouldberegardedas,atbest,anadvisoryfunctionof the
printer.

4. To senda job to theprinter, a connectionto TCPport is made.Thisconnectionwill berefusedwhile
theprinteris busyor hasa connectionto anotherhost.

5. WhentheTCPconnectionis established,theinformationto beprintedcanbesentover theTCP
connection.Bytessenton thisstreamwill beplacedin theinputbuffer of thePrintEngineand
processed.

6. An endof job (EOJ)sequenceindicationin thedatastreamwill causetheprinterto terminatethe
connection.This is differentthantheSocketAPI, wheretheprinterwill keeptheconnectionopen.
Thismeansthatif thePostScriptCTRL-D (endof job) characteris sentin a job, thentheconnection
will beterminated.

7. Somemodelsof printersmodify thisbehavior slightly andwill not terminatetheconnection,but will
simply ignoreany datafollowing theEOJindication.

8. SomeprinterssupportbidirectionalAppSocketcommunication,andwhile theconnectionis open
will returnerrorindicationsor statusinformation.

9. Onceall thedatahasbeenreceivedandthejob hasfinishedprinting, theconnectionwill be
terminatedby theprinter.

The ifhp filter, oneof thehelperprogramsfor LPRng, is usedwith LPRng to provideAppSocket
support.For details,pleaseseethe[IFHP-HOWTO] in the ifhp Distribution (http://www.private/)and
TektronixP450andFamily for details.Thefollowing is a typical printcapentryfor theAppSocket
protocol.Theactualnetwork connectionto theprinteris madeby the ifhp filter:

lp:
# LPRng opens a dummy connection for consistency
:lp=/dev/null
# we pass the ifhp filter options indicating that the
# Tektronics printer will need the appsocket protocol
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# and to use port 35 at 10.0.0.1 to make the connection
# The ifhp filter may open and close the connection several
# times during the file transfer in order to ensure that
# the printer handles the job correctly.
:ifhp=model=tek,appsocket,dev=10.0.0.1%35
:filter=/usr/local/libexec/filters/ifhp

11.5. Network Print Server Boxes
A networkprint serveris usuallya box (externalmodel)or cardin aprinter(internalmodel)which hasa
network connectionto aTCPnetwork andsoftwareto implementa LPD print server. If it is anexternal
model,Theparallelor serialport of theprinteris connectedto thebox,andtheprint servermaysupport
multiple printers.If it is aninternalmodel,theserver is usuallynothingmorethana Network Interface
Controlleranda ROM containingsoftwarethatthemicroprocessorin theprinteruses.

Theprint servermaysupportmultipleprinting protocols,suchasRFC1179(TCP/IPprinting usingthe
LPD print protocol),Novell PrinterProtocols,SMB print protocols,andAppleTalk protocols.Oneof the
observedproblemswith Network Print serversis thatwhile they canusuallysupportoneprotocoland
oneuserat a time quitewell, whenyou try to usemultipleprotocolsand/ormultipleuserstry to transfer
print jobsto theprinter, theprintermaybehave in a veryoddmanner. Usuallythis resultsin aprinter
failing to finish a job currentlybeingprinted,andunableto acceptnew jobs.

Severalof thenewermodelsof print servershaveSimpleNetwork ManagementProtocol(SNMP)agents
built into them,andcanprovidedetailedinformationabouttheir internalfunctions.By usingaSNMP
managersuchasSunNetmanageor HP-Openview, you canmonitoryournetwork printersactivities.

I recommendthatyouuseonly asingleprotocolto sendjobsto theprinter. If youcan,I alsorecommend
thatyouusea print spoolerandhaveonly a singlehostsystemsenda job to theprinter.

My bestadviceon connectingto network printersis not to usethethebuilt-in LPD server, but to usethe
directTCP/IPconnectionto theprint engine.Usuallythis is doneto particularTCP/IPport on the
printer. For theHPJetDirectandotherHP products,this is usuallyTCPport9100.

Onceyouhave thedirectconnection,youcannow usevariousfilters to preprocesstheprint job, insert
PJLandPCLcommands,or convert text to PostScriptor PCL for betterprint quality.

11.6. Network Print Server Configuration Information
Thefollowing is a list of print servermanufacturers,models,andwith hintson how to accesstheseboxes
with variousprotocols.
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Table 11-1.Network Print Server Configuration Inf ormation

Manufactur er Model RFC1179Port Name
(rp=XXX)

Sendto TCP port

CannonPrinter
(http://www.cannon.com/)

Cannon460PS,no hard
dri ve

xjdir ect - Unknown if supported
-

Cannon460PShard
dri ve

xjprint - print
immediately,xjhold -
print later

- Unknown if supported
-

Digital ProductsInc.
(http://www.digprod.com/)

NETPrint Print Server PORTn, wheren is port
on server

- Unknown if supported
-

ElectronicsFor Imaging
Inc.
(http://www.efi.com/)

Fiery RIP i series normalq or urgentq - Unknown if supported
-

Fiery RIP XJ series xjprint - Unknown if supported
-

Fiery RIP XJ+ and SI
series

print_Model, e.g.
print_DocuColor

- Unknown if supported
-

Fiery modelsZX2100,
ZX3300,X2, X2e

print - Unknown if supported
-

Emulex Corp.
(http://www.emulex.com/)

NETJet/NETQueprint
server

PASSTHRU - Unknown if supported
-

ExtendedSystemsInc.
(http://www.extendsys.com/)

ExtendNetPrint Server Printern, wheren is
port on server

- Unknown if supported
-

Hewlett-Packard
(http://www.hp.com/)

JetDirect interface card raw 9100

Hewlett-Packard
(http://www.hp.com/)

JetDirectMultiport
Server

port 1 - raw1, port

2 - raw2, etc.

port 1 - 9100,port 2 -
9101,etc.

I-Data
(http://www.i-data.com/)

Easycom10Printserver par1 (parallel port 1) - Unknown if supported
-

Easycom100
Printserver

LPDPRT1 - Unknown if supported
-

IBM
(http://www.printers.ibm.com/)

Network Printer 12,17,
24,and 24PS

PASS - Unknown if supported
-
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Lantr onix
(http://www.lantronix.com/)

EPS1,EPS2 EPS_X_S1 (serial)

port 1, EPS_X_P1

(parallel) port 2,
etc.

3001(port 1), 3002(port
2), etc.

QMS
(http://www.qms.com/)

Various Models RAW 35 (AppSocket)

Tektronix
(http://www.tek.com/color_printers/)

Tektronix printer
network cards

PS(PostScript), PCL
(PCL), or
AUTO(Auto-selection
betweenPS,PCL, or
HPGL). Not reliable.

9100(AppSocket on
somemodels)

RoseElectronics
(http://www.rosel.com)

Micr oservePrint
Servers

lp 9100

Xerox
(http://www.xerox.com/)

Models4505,4510,
4517,4520

PASSTHRU 2501(AppSocket on
somemodels)

Model 4512 PORT1 10001(programmable)

Model N17 RAW 9100

ModelsN24and N32 RAW 2000

Models4900,4915,
4925,C55

PS 2000

DocumentCentre
DC220/230

lp - Unknown if supported
-

All company, brand,andproductnamesarepropertiesof their respectiveowners.

11.7. HP JetDirect Interface
TheHPJetDirectInterfaceis oneof themostwidely usedfor network printers.For this reasonit alsohas
themostwidely known setof problems.Theuseris stronglyurgedto upgradeto thelatestversionof
firmwareavailablefor theunit. Problemswith olderversionsof firmwareincludesystemlockupsthat
requirepoweruplevel resets.

Newerversionsof theHPJetDirectInterfacehavea WebBrowserbasedconfigurationsystem.After you
haveassignedanIP addressto theprinteryoucanconnectto theconfigurationportandconfigurethe
printerusingthebrowser. If you run into configurationproblemsthenyouwill mostlikely needto use
theMicrosoft WindowsbasedJetDirectConfigurationSoftwareto resetor reconfiguretheprinter.

OlderHPJetDirectcardscanbeconfiguredonly throughthroughthefront panelor throughasetof
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network files. Hereis a summaryof themethodsusedfrom UNIX systems,or to usewhenyouare
desperate,to configuretheprinter.

11.7.1. Setting Up IP Networking and Address
You cansetthenetwork addressfrom thefront panel.Resettheprinter, put it in offline mode.andthen
usetheMENU, +-, SELECTkeysasfollows:

MENU - � MIO MENU(use MENUto display MIO MENU)
ITEM - � CFG NETWORK=NO*
+ - � CFG NETWORK=YES
ENTER - � CFG NETWORK=YES*
ITEM - � TCP/IP=OFF* (use ITEM to display TCP/IP)
+ - � TCP/IP=ON
ENTER - � TCP/IP=ON*
ITEM - � CFG TCP/IP=NO* (use ITEM to display TCP/IP)
+ - � CFG TCP/IP=YES
ENTER - � CFG TCP/IP=YES*
ITEM - � BOOTP=NO*

(Enable BOOTPif you want to - see below)
ITEM - � IP BYTE 1=0*

This is IP address MSB byte.
Use +- keys to change value, and then ENTER to change
Use ITEM keys to get IP BYTE=2,3,4

ITEM - � SM BYTE 1=255*
This is the subnet mask value

Use +- keys to change value, and then ENTER to change
Use ITEM keys to get IP BYTE=2,3,4

ITEM - � LG BYTE 1=255*
This is the Syslog server (LoGger) IP address
Use +- keys to change value, and then ENTER to change
Use ITEM keys to get IP BYTE=2,3,4

ITEM - � GWBYTE 1=255*
This is the subnet gateway (router) IP address
Use +- keys to change value, and then ENTER to change
Use ITEM keys to get IP BYTE=2,3,4

ITEM - � TIMEOUT=90
This is the connection timeout value. It puts a limit

on time between connections. A value of 10 is reasonable.
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11.7.2. BOOTP Information
If you havea bootpserver, you canput this informationin thebootptabfile. To usethis,youmustenable
thebootpoptionon theprinter. TheT144optionspecifiesa file to bereadfrom thebootpserver. This
file is readby usingtheTFTPprotocol,andyoumusthavea TFTPDserverenabled.Hereis a sample
bootptabentry.

# Example /etc/bootptab: database for bootp server (/etc/bootpd).
# Blank lines and lines beginning with ’#’ are ignored.
#
# Legend:
#
# first field - hostname
# (may be full domain name)
#
# hd - home directory
# bf - bootfile
# cs - cookie servers
# ds - domain name servers
# gw - gateways
# ha - hardware address
# ht - hardware type
# im - impress servers
# ip - host IP address
# lg - log servers
# lp - LPR servers
# ns - IEN-116 name servers
# rl - resource location protocol servers
# sm - subnet mask
# tc - template host (points to similar host entry)
# to - time offset (seconds)
# ts - time servers
#
# Be careful about including back-

slashes where they’re needed. Weird (bad)
# things can happen when a backslash is omitted where one is intended.
#
peripheral1:
:hn:ht=ether:vm=rfc1048:
:ha=08000903212F:
:ip=190.40.101.22:
:sm=255.255.255.0:
:gw=190.40.101.1:
:lg=190.40.101.3:
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:T144="hpnp/peripheral1.cfg":

If you areusingtheT144option,you will needto createtheconfigurationfile. Thesampleconfiguration
file from theHP Direct distribution is includedbelow.

#
# Example HP Network Peripheral Interface configuration file
#
# Comments begin with ’#’ and end at the end of the line.
# Blank lines are ignored. Entries cannot span lines.

# Name is the peripheral (or node) name. It is dis-
played on the peripheral’s

# self-
test page or configuration plot, and when sysName is obtained through

# SNMP. This name can be provided in the BOOTPre-
sponse or can be specified

# in the NPI configuration file to prevent the BOOTPre-
sponse from overflowing

# the packet. The domain portion of the name is not necessary be-
cause the

# peripheral does not perform Domain Name System (DNS) searches. Name is
# limited to 64 characters.

name: picasso

# Location describes the physical location of the periph-
eral. This is the

# value used by the interface for the MIB-
II sysLocation object. The default

# location is undefined. Only printable ASCII characters are allowed.
# Maximum length is 64 characters.

location: 1st floor, south wall

# Contact is the name of the person who administers or ser-
vices the peripheral

# and may include how to contact this person. It is lim-
ited to 64 characters.

# This is the value used by the interface for the MIB-
II sysContact object.

# The default contact is undefined. Only printable ASCII characters are
# allowed. Maximum length is 64 characters.
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contact: Phil, ext 1234

# The host access list contains the list of hosts or networks of hosts
# that are allowed to connect to the peripheral. The format is
# "allow: netnum [mask]", where netnum is a network number or a host IP
# address. Mask is an address mask of bits to apply to the net-

work number
# and connecting host’s IP address to verify access to the peripheral.
# The mask usually matches the network or subnet mask, but this is not
# required. If netnum is a host IP address, the mask 255.255.255.255 can
# be omitted. Up to ten access list entries are permitted.

# to allow all of network 10 to access the peripheral:
allow: 10.0.0.0 255.0.0.0

# to allow a single host without specifying the mask:
allow: 15.1.2.3

# Idle timeout is the time (in seconds) after which an idle
# print data connection is closed. A value of zero disables
# the timeout mechanism. The default timeout is 90 seconds.

idle-timeout: 120

# A community name is a password that allows SNMPaccess to MIB values on
# the network peripheral. Community names are not highly se-

cure; they are
# not encrypted across the network. The get community name deter-

mines which
# SNMPGetRequests are responded to. By default, the network peripheral
# responds to all GetRequests. The get community name is limited to 32
# characters.
#
# For hpnpstat and hpnpadmin, the community name can be stored in
# /usr/lib/hpnp/hpnpsnmp.

get-community-name: blue

# The set community name is similar to the get community name. The set
# community name determines which SNMPSetRequests are responded to. In
# addition, SetRequests are only honored if the sending host is on the
# host access list. By default, the network peripheral does not respond
# to any SetRequests. The set community name is lim-

ited to 32 characters.
#
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# The set community name can come from /usr/lib/hpnp/hpnpsnmp
# if it is the same as the get community name. We recommend that the
# set community name be different from the get community name though.

set-community-name: yellow

# SNMPtraps are asynchronous notifica-
tions of some event that has occurred.

# SNMPtraps are useful only with network management software. Traps are
# sent to specific hosts and include a trap community name. Up to four
# hosts can be sent SNMPtraps. The trap community name is limited to
# 32 characters. The default name is public.

trap-community-name: red

# The SNMPtrap destination list specifies systems to which SNMP
# traps are sent. Up to four IP addresses are allowed. If no
# trap destinations are listed, traps are not sent.

trap-dest: 15.1.2.3
trap-dest: 15.2.3.4

# The SNMPauthentication trap parameter enables or disables the sending
# of SNMPauthentication traps. Authentication traps indi-

cate that an SNMP
# request was received and the community name check failed. By default,
# the parameter is off.

authentication-trap: on

# The syslog-
facility parameter sets the source facility identifier that the

# card uses when issuing syslog messages. Other facilities, for example,
# include the kernel (LOG_KERN), the mail sys-

tem (LOG_MAIL), and the spooling
# system (LOG_LPR). The card only allows its syslog facil-

ity to be configured
# to one of the local user values (LOG_LOCAL0 through LOG_LOCAL7). The
# selectible option strings, local0 through local7 (config-

ured to LOG_LOCAL0
# through LOG_LOCAL7, respectively) are case insensitive. The default
# syslog-facility for the card is LOG_LPR.

syslog-facility: local2
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# This parameter allows the card to treat hosts on other sub-
nets as if the

# hosts were on the card’s subnet. This parameter determines the TCP
# Maximum Segment Size (MSS) adver-

tised by the card to hosts on other subnets
# and affects the card’s initial receive-

window size. The card will use a
# TCP MSS of 1460 bytes for local hosts, and 536 bytes for a non-

local host.
# The default is off, that is, the card will use the maximum packet sizes
# only on the card’s configured subnet.
#
# The configuration utility does not allow access to this parame-

ter. If you
# want to configure it, you must manually edit the NPI configuration file
# and add it to the bottom of the entry for the network peripheral.

subnets-local: on

# This parameter affects how the card handles TCP connection re-
quests from

# the host. By default, the JetDirect MPS card will ac-
cept a TCP connection

# even if the peripheral is off-
line. If this parameter is set to "on", then

# the card will only accept a TCP connection when the peripheral is on-
line.

old-idle-mode: off

11.8. Printing to a SMB (Micr oSoft) Printer
Microsoft usetheSMB (SimpleMessageBlock) protocolto transferfilesandprint jobsto hostsand
printers.SMB canbeusedoverTCP/IP, NetBEUI, IPX, andotherlower level network protocols.

Unfortunately, mostprintersdonotprovidedetailedstatusor errorreportswhenusingtheSMB protocol.
Thereareavery largenumberof printersthathavedeficientSMB supportthatcausesproblemswhen
usedin ahigh traffic or high throughputenvironment.

It is highly recommendedthatthis protocolnot beusedunlessthereis no alternative.
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If you havea printeror a remoteprint spoolerthatsupportssupportSMB YoucanusetheSAMBA
smbclientprogramto sendaprint job to anSMB client. Thefollowing is asampleShellScriptscript
which youcanuse:

#!/bin/sh -x
# This script is an input filter for printcap printing on a unix ma-

chine. It
# uses the smbclient program to print the file to the specified smb-based
# server and service.
# The ’smb’ printcap entry below shows how to configure LPRng
# for printing
#
# smb:
# :lp=|/usr/local/samba/smbprint
# :sd=/var/spool/smb:
# :filter= ... filter ...
#
# The /var/spool/smb/.config file should contain:
# server="PC_SERVER"
# service="PR_SHARENAME"
# password="PASSWORD"
#
# Set PC_SERVERto the server, PR_SHARENAMEto the printer,
# and PASSWORDto the password for this service.
#
# E.g.
# server=PAULS_PC
# service=CJET_371
# password=""
#
#
config_file=.config
if [ -f $config_file ] ; then

eval ‘/bin/cat $config_file‘
fi
#
# NOTE You may wish to add the line ‘echo trans-

late’ if you want automatic
# CR/LF translation when printing.
(
# echo translate

echo "print -"
/bin/cat

) | /usr/local/bin/smbclient "\\\\$server\\$service" \
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"$password" -U "$server" -N -P 1 � &2

If theabovescriptwasin /usr/local/libexec/filters/smbprint , theprintcapentryfor this
printerwould be:

pauls_pc:
:sd=/var/spool/lpd/%P
# we filter the output
:lp=|/usr/local/libexec/filters/smbprint
# you can add filters if you want to do specific actions
:ifhp=model=hp4
:filter=/usr/local/libexec/filters/ifhp

11.9. Printing to AppleT alk Printer s
Thenetatalkpackagecomeswith thepap programthatcanbeusedto transferjobsusingtheAppleTalk
protocol.A printcapentryfor a network printerlookslike thefollowing:

atalk:
:lp=| -$ /usr/local/atalk/bin/pap -e -p "npbname"
:sd=/var/spool/lpd/atalk
:ifhp=model=ps,status@
:filter=/usr/local/libexec/filters/ifhp

The-$ suppresstheadditionof extra parametersto thepap commandline. Thepap programmustbe
SETUID root andexecutableonly by rootor groupdaemon. Thiscanbedoneby usingthefollowing
script:

h4: {319} cd /usr/local/atalk/bin
h4: {320} chown root pap
h4: {321} chgrp daemon pap
h4: {322} chmod 550 pap
h4: {323} chmod s+u pap

11.10. Parallel Por t Printer s
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Wheninstallinga parallelport printer, therearethreeelementsof concern:thephysicalhardware
connection(cableandconnectors),theIO deviceandOperatingSystemsupport,andfinally theprint
spoolersupportfor thedevice.

Originally mostparallelport deviceswerestrictly write only with a minimumamountof error
information- only hardwaresignalsfor online, outof paperandfault werepresent.Dueto thelackof
any otherway to interfacedevicesto theIntel basedPCplatform,desperatehardwaredesignersin search
of a cheap(free?)way to interfacetheir IO devicesdevelopedwaysto manipulatethesignalsanddo
bidirectionalcommunication.Needlessto say, no two companiesdevelopedthesamemethods,andno
two companieswerecompatiblewith any othercompaniesmethod.

In 1994,theIEEE 1284standardwasfirst developed,.Thefollowing informationis courtesyof Warp
NineEngineering,of SanDiego,CA, from thehttp://www.fapo.com/1284int.htmwebpage.

WhenIBM introducedthePC,in 1981,theparallelprinterportwasincludedasanalternative to the
slowerserialportasameansfor driving thelatesthighperformancedotmatrixprinters.Theparallelport
hadthecapabilityto transfer8 bits of dataat timewhereastheserialport transmittedonebit at a time.
WhenthePCwasintroduced,dot matrix printerswerethemainperipheralthatusedtheparallelport. As
technologyprogressedandtheneedfor greaterexternalconnectivity increased,theparallelport became
themeansby which youcouldconnecthigherperformanceperipherals.Theseperipheralsnow range
from printersharingdevices,portablediskdrivesandtapebackupto localareanetwork adaptersandCD
ROM players.

Theproblemsfacedby developersandcustomersof theseperipheralsfall into threecategories.First,
althoughtheperformanceof thePChasincreaseddramatically, therehasbeenvirtually no changein the
parallelport performanceor architecture.Themaximumdatatransferrateachievablewith this
architectureis around150kilobytespersecondandis extremelysoftwareintensive. Second,thereis no
standardfor theelectricalinterface.This causesmany problemswhenattemptingto guaranteeoperation
acrossvariousplatforms.Finally, thelackof designstandardsforcedadistancelimitation of only 6 feet
for externalcables.

In 1991therewasameetingof printermanufacturersto startdiscussionson developinganew standard
for theintelligentcontrolof printersoveranetwork. Thesemanufacturers,which includedLexmark,
IBM, TexasInstrumentsandothers,formedtheNetwork PrintingAlliance. TheNPA definedasetof
parametersthat,whenimplementedin theprinterandhost,will allow for thecompletecontrolof printer
applicationsandjobs.While this work wasin progressit becameapparentthatto fully implementthis
standardwould requireahigh performancebi-directionalconnectionto thePC.Theusualmeansof
connection,theordinaryPCparallelport,did not have thecapabilitiesrequiredto meetthefull
requirementsor abilitiesof this standard.

TheNPA submittedaproposalto theIEEE for thecreationof acommitteeto developa new standardfor
a highspeedbi-directionalparallelport for thePC.It wasarequirementthatthis new standardwould
remainfully compatiblewith theoriginalparallelport softwareandperipherals,but would increasethe
dataratecapabilityto greaterthan1M bytespersecond,bothin andout of thecomputer. Thiscommittee
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becametheIEEE1284committee.TheIEEE 1284standard,"StandardSignalingMethodfor a
Bi-directionalParallelPeripheralInterfacefor PersonalComputers",wasapprovedfor final releasein
Marchof 1994.

Evenif yourhardwarehassupportfor theIEEE1284highspeedbidirectionaldatatransfers,your
OperatingSystemdriversmustsupportit. Unfortunately, thereis nouniversalagreementon the
capabilitiesthatshouldbeprovidedby thelow level printerportdevicedrivers,andthemethodfor
supportingthem.A goodexampleof theproblemof OSsupportanddriversis givenby theLinux
ParallelPortgroup,currentlyheadedby Tim Waugh,andwhich is documentedin the
http://people.redhat.com/twaugh/parport/ and
http://people.redhat.com/twaugh/parport/html/parportguide.html webpages.

Giventhisstateof affairs,it shouldbeno surprisethatthereis nosupportfor bidirectionalparallelport
printersin LPRng. In fact,it turnsout thattherearesevereproblemswith many Unix implementations
thatcauseextremeheadaches.Theseinclude:

• While a parallelport maybeopenedRead/Write,a read() will eitherblock indefinitelyor causea
majorsystemfailure(crash).

• Thereis no bufferingof datain thelow level driver; thatis, onceawrite() starts,thentheprocess
will blockuntil thedatais writtenout. If thewrite() call is interruptedby asignalandnot
immediatelyrestarted,thenthestatusreturnedby thewrite() maybeanerrorindication(-1 ) or the
numbersof bytesthatwereactuallywritten. If anerroris returned,thenanunknown numberwere
writtenandtheprint job mustbeaborted.

• Many Operatingsystemsdo not implementa select() functionalityfor theparallelport,which
meansthatit is difficult to do a multi-threadedimplementation.Instead,a polling methodmustbe
used.

Thegoodnews is thatonall known systems,if theparallelportdevice is openedexclusively for writing,
anda blockingwrite() is used,andthewrite() is not interrupted,andthereareno deviceerrors,then
datais deliveredcorrectlyto thedevice.

In mostUNIX systemstheprinterporthasthename/dev/lpt , /dev/prn , or somethingsimilar. On
mostsystemsthedmesgutility will print a list of IO devicesfoundduringsystemconfiguration.Usethe
following commandsto gettheinformationandscanfor thedevice. Youshouldalsomakesurethatthe
printerdevice is available.

dmesg � /tmp/a
grep lp /tmp/a
ls /dev/lp*

GordonHaverland<haverlan@agric.gov.ab.ca > suppliedthis little script,thatwill assistwith this:
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#!/bin/sh
#set -v -x # uncomment for debugging
PATH=/bin:/usr/bin
printer=
for printer in /dev/lp* ;
do

echo PRINTER TEST to $printer 1 � &2
for i in 1 2 3 4 5 6 7 8 9;
do

echo PRINTER $printer $i � $printer;
done
echo -e \\r\\f � $printer

done
exit 0;

If yourprinteris connectedto thedevicenameyou provided,thenyoushouldgeta pageof something
out. If theoutputsuffersfrom thestaircaseeffect,youwill seethenumbersmarchingacrossthepage,
otherwisethenumberswill all bein asinglecolumn.

11.11. Serial Printer s
If yourprinteris attachedby aserialline, thenyoumayneedto settheserialline characteristicsbefore
sendingthejob to theprinter. Herearea setof guidelinesto following whenattachingaserialport
printerto aserialline.

1. Checkto makesurethattheline is not enabledfor login. Loginsareusuallymanagedby thegetty
(BSD) or ttymon (Solaris,SystemV).Checkyoursystemdocumentationandmakesurethatthese
daemonsarenot managingtheserialline.

2. Checkthepermissionsandownershipof theserialline. For themosteasytesting,setthepermissions
to 0666(everybodycanopenfor readingandwriting). After youhavemadesurethatyoucansendjobs
to theprinter, you mightwantto changetheownershipof theserialline to the lpd serverandchangethe
permissionsto 0600.

3. Makesurethatyoucanprint a testfile on theprintervia theserialport. This mayrequiresettingthe
line characteristicsandthensendingafile to theprinter. Youshouldtry to use8 bit, no parity, with
hardwareflow controlandno specialcharacterinterpretation,anddefinitelyno LF to CR/LF translation.
Theproblemis thatdifferentversionsof UNIX systemshavedifferentsetsof stty(1)commandsto do
this. Thefollowing simpletestscriptcanhelpin this.

#!/bin/sh
# 9600, no echo, no CR

181



Chapter11. Printer CommunicationandProtocols

FLAGS= 9600 -raw -parenb cs8 crtscts
DEV= /dev/tty01
(stty $FLAGS; stty 1 � &2; cat $1 )

�
$DEV � $DEV

This showsusingstty to settheflags,thento print thecurrentsettings,andthenusingcatafile to the
output.If youattacha dumbterminalto theserialport,youcanevenusethisscriptto ensurethatinput
from thedevice is echoedto theoutputwith thecorrectspeed,parity, etc.

Experiencehasshown thatseriallyconnectedprintersaretheleastreliableandlowestspeed.Where
possible,it is stronglyrecommendedthatthey beattachedto anetworkprint boxwhichwill providea
SocketAPI interfaceandhandlethelow level network to serialportprotocolconversions.
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As describedin thePrintSpoolingOverview, theheartof theLPRng systemis informationin the
printcap file. Theprintcapinformationspecifies:

1. Theprint queuesavailableto users.

2. How clientprogramscommunicatewith the lpc print server.

3. Theconfiguration,location,andotherinformationfor eachprint queueon theprint server.

4. How the lpd serverprocessesjobsin eachprint queue.

In orderto explaina complex subject,we will startwith asetof simpleprinterconfigurations,and
explain thepurposeandeffectof eachentryin theprintcap.

For detailsaboutindividualprintcapoptions,seetheprintcap(5)manpagefrom theLPRng distribution,
or usetheIndex To All TheConfigurationandPrintcapOptionsto find aspecificprintcapoptionandits
effects.

12.1. The Printcap Parsing Rules
Optionsused:

• client FLAG printcapentryvalid only for clientprograms

• oh= hostswhere printcapentryvalid

• server printcapentryvalid only for lpd server

• tc addnamedprintcapentrycontents

In this section,wewill discusstheremainingtricky partsof theLPRng printcapdatabase:combined
clientandserverprintcaps,hostspecificprintcapentries,andthe tc includefacility.

Thefollowing is acompletedescriptionof how aprintcapfile is processed:

1. Whenprocessingaprintcapfile, theLPRng softwarereadsandparseseachentryindividually.
Leadingwhitespaceis removed.Linesstartingwith # andblanklinesareignored.

2. Linesendingwith \ will havethe \ discarded,andall linesof aprintcapentryarejoinedby
removing theline separators(\n ) andreplacingthemwith a space.
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3. Theprintcapentryis parsed,andtheprintcapname,aliases,andoptionsaredetermined.Colons:

actasoptionseparators,andleadingandtrailing whitespacesareremoved.

4. Optionsaresortedandexceptfor the tc=... optiononly thelastoptionsettingis retained.

5. Clientprogramswill discardaprintcapentrywith aserver optionandserverprogramswill discard
aprintcapentrywith aclient options.

6. Theoh (on this host)optionspecifiesa list of IP addressesandmaskpairsor globstringswhich are
usedto determineif this printcapentryis valid for thishost(seediscussionbelow).

7. After theaboveprocessing,if thereis anexisting termcapentrywith thesamename,thetwo setsof
optionsarecombined,with thelastoptionsettingretainedexceptfor the tc entrieswhich are
combined.

8. Whenaprintcapentryis actuallyused,theprintcapentrieslistedby the tc includeoptionare
extractedandcombinedin order. Thisallows includeentriesto appearafterthereferringprintcap
entry. Thenprintcapoptionswill becombinedwith theincludedones.Thishastheeffect thatthe
optionsspecifiedin theprintcapentrywill overridetheonesfrom the tc includedentries.

9. Finally, eachstringprintcapoptionwith a %X valuehas%X replacedby thefollowing values.
Unspecifiedvalueswill not bemodified.

Key Value Purpose

%P printcapentryprimaryname

%Q queuerequested

%h shorthostname(host)

%H fully qualifiedhostname
(host.dns.whatever)

%R remoteprinter(rp value)

%M remotehost(rm value)

%D datein YYYY-MM-DD format

10. Whenparsingmultipleprintcapfiles, theseareprocessedin order, andall of their printcapentries
arecombinedaccordingto theaboveprocedures.The tc resolutionand%X expansionis doneafter
all thefileshavebeenprocessed.

Thefollowing examplesshow how to usetheaboverulesto youradvantage.You cancombineboth
clientandserverprintcapinformationin a singlefile aswell asdividing a printcapentryinto several
parts.Hereis anexample:

# seen by both client and server
lp1:lp=lp@pr1:mx=100
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lp1:sd=/usr/local/spool/lp1:mx=0
# seen only by client
lp2:lp=lp@pr2:client
# seen only by server
lp2:lp=/dev/lp:server

1. Printcapentrieswith thesamenamearecombined.Thefirst printcapentry, lp1 , theinformationis
seenby bothclientandserver. Thenext printcapentry, with thesamenamelp1 , will becombined
with thefirst one.Theorderof optionsis important- theentriesarescannedin orderandanoption
will havethelastvalueset.Thus,afterhaving readboththe lp1 printcapentries,bothclientand
serverwill have:

lp1:lp=lp@pr1
:mx=0
:sd=/usr/local/spool/lp1

2. The lp2 hasa clientandserverversion.This is recommendedwhencomplex printcapson multiple
hostsandserversareused.Thus,theLPRng clientswill see:

lp1
:lp=lp@pr1
:mx=0
:sd=/usr/local/spool/lp1

lp2
:client
:lp=lp@pr2

andtheserverwill see:

lp1
:lp=lp@pr1
:mx=0
:sd=/usr/local/spool/lp1

lp2
:lp=/dev/lp
:server

If you havemultiple printersof thesametypewhoseconfigurationis almostidentical,thenyoucan
definea setof tc only printcapentriescontainingcommoninformationandusethe tc includefacility.
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Printcapentrynamesmaystartwith period(. ), questionmark(?), or exclamationmark(! ), followedby
oneor morealphanumeric, underscore(_) or hyphen(- ) characters.Queueor printernamesstartwith
analphanumericcharacter. Printcapentrieswhosenamesdonotstartwith analphanumericcharactercan
only beusedastargetsof the tc includefacility. For example:

.hp:
:sd=/usr/local/spool/%P
:mx=0

hp1:tc=.hp,.filter
:lp=lp@10.0.0.1

hp2:tc=.hp,.filter
:lp=lp@10.0.0.2

.filter
:filter=/usr/local/libexec/filters/ifhp
:lpd_bounce

1. The .hp and.filter printcapentitiesarenotspoolqueuedefinitions.After tc includeprocessing
is completed,theprintcapinformationwould resemble:

hp1
:lp=lp@10.0.0.1
:filter=/usr/local/libexec/filters/if hp
:lpd_bounce
:mx=0
:sd=/usr/local/spool/%P

hp2
:lp=lp@10.0.0.2
:filter=/usr/local/libexec/filters/if hp
:lpd_bounce
:mx=0
:sd=/usr/local/spool/%P

2. The%Xprocessingwill replace%Pwith theprintcapname,sowewould have:

hp1
:lp=lp@10.0.0.1
:filter=/usr/local/libexec/filters/if hp
:lpd_bounce
:mx=0
:sd=/usr/local/spool/hp1

hp2
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:lp=lp@10.0.0.2
:filter=/usr/local/libexec/filters/if hp
:lpd_bounce
:mx=0
:sd=/usr/local/spool/hp2

12.2. Simple Client Printcap Entr y
Optionsused:

• client FLAG clientprintcapentry

• lp= destinationprinter information

• rm=remotehost(machine)

• rp= remoteprinter

I’ ll usethis simpleexampleto explain thebasicsof theLPRng printcapformatandintroducesomeof
theLPRng network configurationoptions.Hereis asimpleprintcapfile usedto provideclient programs
(lpr, lprm, etc)with remoteprinter andserverinformation.

# printer lp1
lp1|printer1

:rm=localhost
# printer lp2 with continuation
lp2:\

:lp=pr@10.0.0.1:client
# printcap lp3, to printer pr, with overrides
lp3:rp=pr:rm=hp.private

:force_localhost@
# Simplest possible printcap entry - defaults for everything
lp4

1. Linesstartingwith a# signarecomments,andall leadingandtrailing whitespace, i.e. - spaces,tabs,
etc,areignored.Emptylinesareignoredaswell.
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2. A printcapentrystartswith theprintcapentryname, followedby oneor morealiases, followedby
oneor moreoptions.In theaboveexamplewe havethreeprintcapentries:lp1 with analias
printer1 andlp2 , lp3 , andlp4 with no aliases.

3. Aliasesstartwith the | characterandoptionswith the : character;tabsandspacesbeforeandafter
the | or : charactersandat thestartandendof linesareignored.You canusebackslash(\ ) at the
endof a line to createa multi-line valuefor anoption.Thebackslashwill causethenext line to be
appendedto thecurrentline; watchout for commentsandendsof printcapentriesif youusethis
facility. As youcanseefrom theexample,thereis no Nameprintcapentry- this is partof thecm

optionon thepreviousline.

4. Optionstake theform of a keyword/valuepair, i.e.-

:option=value
:option#value (legacy, not advisedfor new systems)
:option
:option@

5. Optionnamesarecaseinsensitive,but optionvaluesarenot. While Ts andts arethesameoption
name,ts=Testing andts=testing havetheir casepreserved.A stringor integervalueis
specifiedby option=value or option#value .

6. Theuseof thelegacy option#value form is NOT recommendedassomepreprocessorsand
databasesystemswill treat# asthestartof acommentanddeletetheremainderof theline. This has
causedgreatconsternationfor sysadminswho wonderwhy theirNIS distributedprintcapentries
havebeenmysteriouslytruncated.

7. If youwantto setastringoptionto emptyvalue,useoption= . Theoption will setit to 1. If an
optionvaluecontainsacolon,thenusetheC (or Perlor Tck/Tk) stringescape\072 to representthe
value.

8. BooleanoptionsaresetTRUE (1) if no valuefollowsthekeywordandFALSE (0) by appendinga @.
For examplesh will setsh to TRUE andsh@to FALSE.

Theremaybemultiple optionson thesameline, separatedby colons.

Now let’sexaminethefirst printcapentryin detail. It is reproducedherefor convenience:

# printer lp1
lp1|printer1

:rm=localhost

1. We startwith a comment,followedby theprintcapentrynameandandalias.Aliasesareuseful
whenyou wantto referto a singleprinteror print queueby differentnames.This canbeusefulin
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advancedprintcapandprint queuesetups.By default, theremoteprinternameis theprintcapentry
name.

2. Therm (remotemachineor host)optionspecifiesthenameor IP addressof the lpd hostrunning
lpd. In thisexampletheremotehostis localhost or themachinethattheclient is runningon and
weassumethatthe lpd server is runningon thelocalhost.Thus,wewouldcommunicatewith printer
lp1@localhost .

Let’s look at thenext printcapentry:

# printer lp2 with continuation
lp2:\

:lp=pr@10.0.0.1:client

1. The lp2 printcapentryillustratestheuse(andabuse)of the \ continuation.If you think aboutthis,
wehavereally definedaprintcapentryof theform:

lp2: :lp=pr@10.0.0.1:client

Luckily, LPRng ignoresemptyoptionslike :: . While it is stronglyrecommendedthat \ beavoided
it maybenecessaryfor compatibilitywith othersystemutilities.

2. The lp=pr@10.0.0.1 literal is analternateway to specifya remotequeueandserver. If the
force_localhost default is beingused,thentheLPRng clientswill ignorethe10.0.0.1 address
andstill connectto pr@localhost . Thereis furtherdiscussionaboutthis in thenext section.

3. Theclient optionexplicitly labelsclientonly printcapinformation.The lpd serverwill ignoreany
printcapwith theclient option.Whenconstructingcomplex printcaps,this optionis usedto keep
ensurethatyou haveconsistentprintcapinformation.

Thefollowing printcapentryshowshow to overridethe force_localhost default,andforcethe
LPRng clientsto connectdirectly to a remoteserver:

lp3:rp=pr:rm=hp.private
:force_localhost@

1. Therp= (remoteprinter)remoteprint queuenameto usedwhensendingcommandsto the lpd print
server.
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2. The force_localhost@ literal is anexampleof a flag option.The@setstheliteral valueto 0
(false).We setforce_localhost to false,whichnow allows theLPRng clientsto connect
directly to thespecifiedremoteprinter. In this example,thehp.private couldbea HPLaserJet
Printerwith aJetDirectinterface,which supportstheRFC1179protocol.

3. Onedisadvantagesof sendinga job directly to a printerusingtheabovemethodis that lpr program
will not terminateor exit until all of thefileshavebeentransferredto theprinter, andthis maytake a
long timeastheprinterprocessesthefilesasthey arereceived.

Now let’s look at thelastprintcapentry:

# Simplest possible printcap entry - defaults for everything
lp4

Thelastexampleis thesimplestpossibleprintcapentry. This will causeLPRng clientsto usethedefault
valuesfor everything.Theprinterwill be lp4 , i.e. - thenameof theprintcap,andtheserverwill be
localhost if force_localhost is set,or thevalueof thedefault_remote_host configuration
optionif it is not.

12.3. Simple Server Printcap Example
Optionsused:

• cm=commentfor status

• filter= job filter

• lf= log file

• af= accountingfile

• lp= outputdevice

• mx=maximumjob size

• sd= spooldirectoryfile

Theprevioussectiondiscussedprintcapentriesfor useby theclientprograms.Now wewill discuss
printcapentriesfor useby the lpd server. In simpleconfigurationsor whenwe havethe
force_localhost optionenabledwe canusethesameprintcapfor bothLPRng clientsandthe lpd
server.
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# Local ASCII printer
lp1|printer

:server
:cm=Dumb printer
:lp=/dev/lp1
:sd=/var/spool/lpd/lp1
:lf=log:af=acct
:filter=/usr/local/libexec/filters/ifhp
:mx=0

1. Theprintcapentrynameis lp1 . This informationwill bedisplayedwhenrequestingstatus
informationusingthe lpq program.

2. Theprinter alias.Thisallowsasinglespoolqueueto havemultiplenames.

3. The :server optionspecifiesthisprintcapentryis only usedby lpd server.

4. The :cm field suppliesa informationfield for lpq (printerstatus)output.

5. The :lp valuespecifiesthedestinationfile, deviceor remotespoolqueueto which datais sent.In
thisexampleit is thedevice /dev/lp1 . By default, IO devicesareopenedfor write-onlyoperation.

6. The :sd=/path specifiesthespooldirectorywhereprint job files arestoreduntil they areprinted.

7. The :lf and:af optionsspecifythenamesof thelog andaccountingfiles, respectively. These
havethedefaultvalueslog andacct respectively. If not anabsolutepath,thefile is relative to the
spoolqueuedirectory. If thesefilesdon’t exist, they will not becreated,andno loggingor
accountingwill bedone.Youwill needto createthemmanually(e.g.,by usingtouch ) or by using
thecheckpcprogram.If youdo not wanta log or accountingfile, thenuse:lf= , i.e. - no value.

8. The :filter=/path optionspecifiesafilter programto beusedto processjob files. Filtersand
print formatsarediscussedin Filters.

9. mx indicatesthemaximumfile sizefor a print job. Specifying0 meansthatthereis no limit.

12.4. Using :oh To Select Printcap Information
Whenadministeringa largenumberof printersovera largearea,it is sometimesdesirableto havea
defaultprinterfor eachhost.Thisdefaultprintermaybedifferentfor eachhost,andcanbeselectedby
usingtheoh entry. Theoh valueis a list of thefollowing entries

[!] IP/n - address + mask length 10.0.0.0/8
[!] IP/IP - address + mask 10.0.0.0/255.0.0.0
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[!] vvv - glob for hostname pc*.org.com

TheLPRng softwarewill determinethehostnamesandIP addressesassignedto thehostandthencheck
to seeif thereis amatchin thelistedhostnamesor IP addresses.Theoptionaltestinversion(! ) causes
thesenseof thematchto beinverted.Thelist of addressesor entriesaretestedin sequenceuntil a match
is found. If nomatchis foundtheprintcapentrywill not beused.For example:

lp:oh=*.admin.org.com,10.0.0.5,10.2.0 .0/16: lp=pr1 @serve r1
lp:oh=*.eng.org.com:lp=hp@server2
color:oh=*.eng.org.com:lp=color@serve r3
color:oh=!*.eng.org.com:lp=color@serv er4

In theaboveexample,if ourhostnameis booster.admin.org.com , thenwewould use
lp=pr1@server1 , asthe*.admin.org.com globpatternwould matchourhostname.

if ourhostnameis booster.dev.org.com andour IP addressis 10.2.0.1,thenwe woulduse
lp=pr1@server1 , asthe10.2.0.0/16 ip addresswouldbein thespecifiedaddressrange.

Finally we haveanexampleof theuseof thematchinversionoperator(! ). All hostswhosename
matches*.eng.org.com will usecolor@server3 andtheotherswill usecolor@server4 .

12.5. Using the Wildcar d Printcap Entr y
Thewildcardprintcapname* is usedto selectadefault or printcapentrywhena matchis not foundin
theprintcapdatabase.

# %P and %Q set to printer name
*:lp=%P@server

# %P set to ’printer’, %Qset to printer name
printer|*:lp=%P@server

Whensearchingfor printcapinformation,theLPRng softwarewill first searchfor anexactmatchfor a
printcapentryagainsttheprintcapnamesandaliases.If nonis found,it thensearchesfor a wildcard
entryandusesthefirst onefoundwith awildcardnameor alias.

If thewildcard* is theprintcapname,thentheprintername(%Pvalue)andqueue(%Qvalue)aresetto
thenamebeingsearchedfor. If thewildcardis analias,thenthenprinternameis setto theprintcapmain
entrynameandthequeueto thenamebeingsearchedfor.
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12.6. Enterprise Strength Printcap Example
Most systemadministratorswantto havea singleprintcapfile thatcanbedistributedor referencedfrom
all thehostsundertheir administrativecontrol.Thefollowing show how severallargeinstitutionshave
organizedtheir printcapinformation.It usesthefollowing principles:

• Many timesit is necessaryto partitiongroupsof usersinto areasthathaveparticularprinting setups,
but usethesamequeuenamefor differentprinters.This is doneby usingthe :oh (on this host)option
to selecttheprintcapto beused.

• Provideaslittle informationaspossibleto thesystemsthatdo not haveprint spoolers.This is because
they will simply forwardtheir requeststo a print spoolerandit is not necessaryto have the
informationfor aprinter. As we will seein anexamplebelow, this canbeverysimpleto do.

• Providea defaultprintersothatwhentheuserdoesnot havea printerexplicitly selectedthenhewill
getwell behavedresults.

• For eachfamily of printers,developa standardmethodof interfacingto them.Thismeansthatthe
filter, options,andotherthingsshouldbeidentical.

• For eachserver, provideauniform setof standardsfor thespoolqueuesfor a printer. If thespool
queueis simply usedto storeandforwardjobs,thenprovideastandarddefault operationfor this
queue.If thespoolqueuedirectly feedsaprinter, usethedefaultoptionsfor theprinter, andthenrefine
themwith printerspecificinformation.

# client setups; note brutality of this method that
# assigns servers to clients based on their names
# you could do this for IP addresses as well
# lp1 is default printer for Engineering
# Default client information
.client=force_localhost@
#
lp1:oh=*.eng.com:lp=%P@server1.eng.co m:tc=. client
*:oh=*.eng.com:lp=%P@server1.eng.com: tc=.cl ient
color:oh-*.admin.com:lp=%P@server2.ad min.co m:tc=. client
*:oh=*.admin.com:lp=%P@server2.admin. com:tc =.clie nt
lowres:lp=%P@general.services.com:tc= .clien t
*:lp=%P@general.services.com:tc=.clie nt

# Standard Printer Configurations
# this is for the HP4simx, we use a standard filter setup
.cf_hp4simx

:ifhp=model=hp4simx
:filter=/usr/local/libexec/filters/ifhp

193



Chapter12. PrintcapDatabase

.cf_hplj5000
:ifhp=model=hp5000
:filter=/usr/local/libexec/filters/ifhp

# now we define the printers that use them
.pr_eng1:cm=Engineering’s Printer 1

:tc=.cf_hplj5000:lp=10.0.0.2%9100
.pr_eng2:cm=Engineering’s Printer 2

:tc=.cf_hplj5000:lp=10.0.0.23%9100

# now we define the server entries
# We set up server entries and then forward
# to a single server that sends the the printer

.server
:sd=/var/spool/lpd/%P
:mx=0

pr1:oh=!10.0.0.5:lp=%P@10.0.0.5:serve r:tc=. server
pr1:oh=10.0.0.5:tc=.server

:tc=.pr_eng1

12.7. Remote Printer Using RFC1179
Optionsused:

• lp= destination

• rm=remotehost(machine)

• rp= remoteprinter (machine)

Youcanhavethe lpd server forwardjobsto anotherserveror print whichsupportstheRFC1179protocol
by usingthefollowing printcap:

# Simplest
remote|Remote Printer

:lp=raw@server
# historical
remote:

rp=raw:rm=server
# Sometimes you have to connect to a non-standard port
special:lp=lp@server%2000
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1. If the lp printerentryis present,it will overridetherm andrp printerentries.

2. The lp=pr@host formatspecifiesthattheoutputdevice is actuallya remotespoolqueue,andjobs
shouldbetransferredusingRFC1179protocol.

3. By default,LPRng will attemptto sanitizeall jobsthatit originatesor forwards.Thissanitization
will resultin anRFC1179compliantcontrol file , andwill not modify any of thejob
information.

12.8. Remote Printer Using Socket API
If thespoolqueuedestinationis a remoteprintersupportingtheSocketAPI, thenyou canhaveLPRng
openaconnectiondirectly to theprinter. TheseincludetheolderApple printerswith TCP/IPsupportand
theHP JetDirectsupportedprinters.

# Simplest
remote

:lp=10.24.2.3%9100

1. The lp=server%port or lp=IPaddr%port formatspecifiesthat lpd shouldopenaTCP/IP
connectionto theremotehostandsimply transferverbatumthefiles to beprinted.

2. Thesh andsf will preventlpd from trying to generatebannerpagesor put form feedsbetweenjobs.

While this is thesimplestprintcap,it is alsothemostdangerousasthereis nothingto preventa
malformedjob from beingsentto theprinter. Thenext printcapexampleis muchmorerobust:

# Simplest
remote

:lp=10.24.2.3%9100
:of=/usr/local/libexec/filters/ifhp
:filter=/usr/local/libexec/filters/ifhp

1. Thisversionwill usethe ifhp filter to preconditiontheprinterandto processjobs.Seeifhp Filter for
details.The ifhp filter will performtheappropriateprinterresets,translatejob information,and
ensurecorrectprinteroperationin thepresenceof errors.It will alsoproducevoluminouserror
messagesandstatusinformation.
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12.9. Parallel Printer
Theparallelprinterprintcapis verysimple.

# parallel printer
lp:

:lp=/dev/lpr

1. The lp=/dev/lpr specifiesthat lpd shouldopenthedevice for APPENDandsimply transferjob
files to it.

2. Thesh andsf will preventlpd from trying to generatebannerpagesor put form feedsbetweenjobs.

If you discover thatUNIX print jobsresultin a staircaseappearance,thenyouneedto forceyourprinter
to doLF (linefeed)to CR/LF (carriagereturn/linefeed)translation,or do thetranslationyourself.

# Simple parallel printer
lp:

:lp=/dev/lpr
:filter=/usr/local/bin/lpf

By usingthe if=...lpf filter, thejob will bepassedthroughthe lpf filter, which will do theLF to
CR/LF translation.

If you havea morecomplex printerthathandlesPostScript,PCL,andPJL,thenyouwill needto usethe
morepowerful ifhp filter:

# Simple parallel printer
lp:

:lp=/dev/lpr
:ifhp=model=hp4,status@
:of=/usr/local/libexec/filters/ifhp
:filter=/usr/local/libexec/filters/ifhp

Seeifhp Filter for details.This entrywill specifythattheprinteris anHP4,andthatno status
informationis available.This is usuallythecasewith a parallelport.

12.10. Serial Printer
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Optionsused:

• br= serial port bit rate

• rw FLAG deviceopenedRW

• stty= sttyoptionsfor serial port configuration

Thefollowing is a typical printcapfor aserialprinter:

# Local Serial ASCII printer
lp2

:lp=/dev/ttya
:rw
:cm=Serial printer
:sd=/var/spool/lpd/lp2
:stty=9600 -echo -crmod -raw -oddp -evenp pass8 cbreak ixon
:filter=/usr/local/sbin/lpf
:mx=0

Let’sexaminethenew options:

1. A serialport is usuallybidirectional, andprinterswill reporterrorsbackto thehostcomputer. The
rw flagwill causetheprinterport to beopenedread-write , andthe lpd serverwill reportstatus
information.

2. Thestty optionspecifiesthestty(1) flagsandline speedneededto configuretheserialline (See
SerialPrintersfor details).

3. Thelegacy br (bit rate)optioncanbeusedto specifytheline speedaswell.

12.11. Bounce Queue
Optionsused:

• lpd_bounce FLAG lpd filters job andforwardsresult

• bq_format= formatof filteredjob
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Whenthedestinationof aspoolqueueis anotherspoolqueuethejob is simply forwardedwithout any
modifications.However, sometimesit is essentialthatthejob bemodifiedbeforeforwarding,aswhen
theremotespoolqueueis actuallyaprinter, andjobsneedto beconvertedto theformatacceptableby the
remoteprinteror bannerpagesadded.

The lpd_bounce flagmarksa spoolqueueasa bouncequeue.Lpd will performall of theusuallyjob
processingsteps,suchasbannergeneration,filtering files,etc,but savestheoutputto a file. Thisfile is
thensentto thedestinationprint queuefor furtherprocessing.

# Simple example of a bounce queue
bounce:lp=bounce@bouncehost
bounce:server

:lp=lp@remote
:lpd_bounce
:sd=/var/spool/lpd/%P
:filter=/usr/local/bin/lpf
# uncomment ab if you want banner
#ab

Somecomments:

1. The lpd_bounce optionmarksthejob asa bouncequeue,andthe lpd serverwill processthejob
throughtheappropriatefilter programs.

2. Theprintcaphasfilter specificationsfor differentjob formats.Thesearetheprogramsthatwill be
usedby LPRng to processthejob.

3. Thebq_format specifiesthejob formatfor theoutputfile sentto theremotespoolqueue.If not
specified,it defaultsto l (literal or binary).

4. Theab (alwaysprint abanner)flagwill forceabannerto beaddedto thejob. Thebannergeneration
is doneasdiscussedin BannerPrinting.

12.12. Job Format Translation
Optionsused:

• translate_format= changeoutgoingjob file formats

• translate_incoming_format= changeincomingjob file formats
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A rarelyencounteredproblemis whena job is printedwith oneformatbut for compatibilityneedsto be
processedwith another. Thesimpletranslate_format=vlxf optionwill renameformatx files to f

format.

This canbeusedto resolveproblemswith PCbasedsoftware,which spoolsjobsusingthev format.
Unfortunately, many RCF1179print spoolersdo not understandthev formatandmishandlethejob. A
simpleforwardingqueuewith thefollowing entrieswill renamev formatto l (binary)format.

lp
:sd=/var/spool/lpd/%P
:translate_format=vl
:lp=lp@printerserver

The translate_incoming_format will do thesamething,but this timeon incomingjobs.

12.13. Dynamic Routing
Optionsused:

• destinations= destinationsfor jobs

• router= routerprogram

LPRng hastheability to routea job to oneor moredestinationsin adynamicmanner. This is not the
sameasloadbalancing, asthedestinationsarehardcodedandnot ableto bechanged.This is
accomplishedby having a router filter generatea setof destinations.Hereis a sampleprintcapentry:

t2|Test Printer 2
:sd=/var/spool/LPD/t2
:lf=log
:destinations=t1@server1,t1@server2,t1@ localh ost
:router=/usr/local/LPD/router

Whena job arrivesat the lpd server, the’router’ filter is invokedwith thestandardfilter optionswhich
includetheuser, host,andotherinformationobtainedfrom thecontrolfile. STDIN is connectedto a
temporarycopy of thecontrolfile, andtheCONTROL environmentvariableis setto thevalueof the
actualcontrolfile itself.

Theroutingfilter exit statusis usedasfollows:
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• 0 (JSUCC)- normalprocessing

• 37 (JHOLD) - job is held

• any othervalue- job is deletedfrom queue

Therouterfilter writesto STDOUTa file specifyingthedestinationsfor thejob. Thedestinationsentries
in thisfile file have thefollowing format.Entryorderis not important,but eachdestinationmustend
with the’end’ tag.

dest (destination queue)
copies (number of copies to be made)
priority (priority letter)
X(controlfile modifications)
end

Exampleof routeroutput:

dest t1@localhost
copies 2
CA
priority B
end
dest t2@localhost
CZ
priority Z
end

In this example,two copiesof thejob will besentto thet1 andt2 spoolqueueservers.TheClass(C
lettervalue)andjob priority informationwill berewrittenwith theindicatedvalues.

If routinginformationis specifiedby therouterfilter thejob will besentto thedefault destination.

lpq will displayjob informationin a slightly differentformatfor multipledestinationjobs.For example:

Printer:t2@h4’TestPrinter2’ (routed/bouncequeueto ’ t1@h2.private’)
Queue:1 printablejobsin queue
Rank Owner/ID ClassJobFiles SizeTime
active papowell@h4+707A 707 /tmp/hi 3 10:04:49
- actvpapowell@h4+707.1A 707- � t1@localhost� cpy 1/2� 3 10:04:49
- papowell@astart2+707.2A 707- � t2@localhost 3 10:04:49

Theroutinginformationis displayedbelow themainjob information.Eachdestinationwill have its
transferstatusdisplayedasit is transferred.By convention,thejob identifierof theroutedjobswill have
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a suffix of theform .N added;copieswill haveCN addedaswell. For example,
papowell@astart2+707.1C2will bethejob sentto thefirst destination,copy two.

Routedjobscanbeheld,removed,etc.,just asnormaljobs. In addition,theindividualdestinationjobs
canbemanipulatedaswell. TheLPCfunctionalityhasbeenextendedto recognizedestinationjobidsas
well asthemainjob id for controland/orselectionoperations.

Theoptionaldestinations entryspecifiesthepossiblesetof destinationsthatthejob canbesentto,
andis for informationalpurposesonly. In orderfor lpq andlprm to find thejob onceit hasbeensentto
lpd, lpq andlprm usesthelist of printersin thedestinations , anditeratesover list looking for thejob
thatyouareinterestedin.

12.14. Printer Load Balancing
Optionsused:

• ss= queueservedbyprinter

• sv= printerswhere jobsaresent(servers)

In a largesite,youcouldhaveseveralequivalentprinters,which will beusedby many people.The
reasonfor this is, of course,to increasetheprinteroutputby enablingseveraljobsto beprintedat once.
A loadbalanceprint queueis onethatfeedsjobsto otherqueuesandhasasv=q1,q2,... printcap
entrythatspecifiesthedestinationor serverqueues.Thesemustbeprint queueentriesandhavespool
directorieson theserver.

Theservicequeueshavea ss= mainqueueprintcapentryThis informsthe lpd server thatthequeue
operatesunderthecontrolof themainqueueprint queue,andis fed jobsfrom it.

Duringnormaloperation,whenthe lpd serverhasa job to print in themainqueue, it will checkto seeif
thereis anidle servicequeue.If thereis, it will transferthejob to theservicequeuespoolingdirectory
andstarttheservicequeueprintingactivities.

Eventhoughthequeuesarenot meantfor directuse,peoplecanprint directly to individualqueues.This
allowsaspecificloadsharingprinterto beused.If youwantedto hide theloadsharingprinters,i.e. - not
allow directspoolingto them,thenyouwouldsimply removethenon-serverentriesfrom theprintcap.

12.15. Locations of Printcap Files
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Optionsused:

• printcap_path= printcapfile locations

• lpd_printcap_path= additionalserverprintcapfile locations

Theprintcap_path and lpd_printcap_path configurationoptions(seelpd.conf(5)) specifya
setof pathsfor theprintcapinformation.Client programsuseonly printcap_path andthe lpd server
usesbothprintcap_path andlpd_printcap_path . Thepathnamescanbeseparatedwith
whitespace,commas,semicolons,or colons.Thedefaultvaluesare:

printcap_path ${sysconfdir}/printcap
lpd_printcap_path ${sysconfdir}/lpd_printcap

12.15.1. Separate Server and Client Printcap Files
Sinceonly the lpd serverusestheprintcapfile specifiedby the lpd_printcap_path , youcanplace
serverspecificinformationthere.This allowsyou to havea commonprintcapfile for clientsandan
additionalonefor thelpd servers.

12.15.2. all Printcap Entr y
Theall printcapnameandall optionis reservedto providea list of printersavailablefor useby the
spoolingsoftware.This is a desperation,lastditch,backto thewall optionfor administratorswith
systemsthatdo not havewaysto providea list of printcapentries.The’all’ printcapentryhastheform:

all:all=pr1,pr2,...

Thevalueof theall optionshouldbea list of printcapnameswhosevalueswill thenbeextracted.

12.16. Single Printcap File for Large Installation
Oneof themajorproblemsfacedby administratorsof largesitesis how to distributeprintcap
information.They would like to haveasingleprintcapfile eitherdistributedby a file server (NFS)or by
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someothermethodsuchasrdist . By usingtheserver andoh tags,informationfor thespecificsites
canbeseparatedout. For example:

# printcap
pr1:lp=pr1@serverhost1:oh=*.eng.site. com,13 0.191. 12.0/2 4
pr2:lp=pr1@serverhost1:oh=*.eng.site. com,13 0.191. 12.0/2 4
pr1:lp=pr2@serverhost2:oh=*.admin.sit e.com
pr2:lp=pr2@serverhost2:oh=*.admin.sit e.com
pr1:server:oh=serverhost1.eng.com:lp= /dev/l p:tc=. common
pr2:server:oh=serverhost2.admin.com:l p=/dev /lp:tc =.common
.common:sd=/usr/local/lpd/%P

Theaboveexamplehassomeinterestingeffects.Thepattern is usedasa globpatternandis appliedto
thefully qualifieddomainname(FQDN)of thehostreadingtheprintcapfile. For example,
*.eng.site.com wouldmatchhosth1.eng.site.com but would not matchh1.admin.site.com .
Thus,theeffectsof thefirst coupleof entrieswould beto specifythatthepr1 andpr2 printerson the
eng hostswouldbepr1@serverhost1 , andon theadmin hostswouldbepr2@serverhost2 ,

Also, thelpd daemonsonserverhost1 andserverhost2 wouldextracttheadditionalinformationfor
pr1 andpr2 respectively, overridingthecommonlp entries.

12.17. Management Strategies for Large Installations
Oneveryeffectiveway to organizeprint spoolingis to haveasmallnumberof print serversrunninga lpd
daemon,andto haveall theothersystemssendtheir jobsdirectly to them.By usingtheabovemethodsof
specifyingtheprinterandserverhostyou eliminatetheneedfor morecomplex managementstrategies.

However, you still needto inform usersof thenamesandexistenceof theseprinters,andhow to contact
them.Onemethodis to useacommonprintcap file which is periodicallyupdatedandtransferedto all
sites.Anothermethodis to distributetheinformationusingtheNIS or someotherdatabase.LPRng has
provideda veryflexible methodof obtaininganddistributingdatabaseinformation:seeUsingPrograms
To GetPrintcapInformationfor details.

12.18. Using Programs To Get Printcap Information
In the lpd.conf file youcanspecify:

printcap_path=|program
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This will causetheLPRng softwareto executethespecifiedprogram,which shouldthenprovidethe
printcapinformation.Theprogramis invokedwith thestandardfilter options,andhasthenameof the
printcapentryprovidedon STDIN. Thefilter shouldsupplytheprintcapinformationon stdout andexit
with a0 (success)errorcode.By convention,theprintcapname’all’ requestsaprintcapentrythatlists
all printers.

This techniquehasbeenusedto interfaceto theSunMicrosystemNIS andNIS+ databaseswith great
success.By having theinvokedprograma simpleshellscriptor front endto thenismatch or ypmatch

programs,thecomplexity of incorporatingvendorspecificcodeis avoided.

12.18.1. How to use NIS and LPRng
This noteis basedon materialsentto thelprng@lprng.commailing list by PaulHaldane
<paul@ucs.ed.ac.uk >.

We generallydon’t useNIS for printcapfiles (we’vemovedto hesiod)but I canshow you whatwe’ve
donein thepast.

Theinput to NIS is anormalprintcapfile:

# Classical printcap entry
lp23a|lp23|lp|main printhost printer - KB, EUCS front Door:\

:lp=lp23a@printhost:\
:sd=/var/spool/lpr/lp23a:

#lprng printcap entry
lplabel|lpl|TEST - Labels printer:

:lp=:rm=printhost:rp=lplabel:
:sd=/var/spool/lpr/lplabel:
:rg=lpadm:mx=1:

To build theNIS printcap.bynamemapwe addthefollowing to theNIS makefile (alongtheotherbits
andpiecesthatthemakefileneedsto know abouta new map).

PRINTCAP=${sysconfdir}/printcap
# warning : [ ] is actually [

�
space � � tab � ] in the script

printcap.time: $(PRINTCAP) Makefile
if [ -f $(PRINTCAP) ]; then \

sed
�

$(PRINTCAP) \
-e ’s/[ ][ ]*$$//’ -e ’/\\$$/s/\\$$/ /’ \

| awk ’$$1 ~ /^#/{next;} $$1 ~ /^[:|]/ {printf "%s", $$0; next;} \
{printf "\n%s", $$0 }’ \

| sed -e ’s/[ ]*:[ ]*:/:/g’ -e ’s/[ ]*|[ ]*/|/g’ \
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-e ’/^[ ]*$$/d’ � .printcap.$$$$; \
cat .printcap.$$$$; \
if [ $$? = 0 -a -s .printcap.$$$$ ]; then \

awk
�

.printcap.$$$$ ’{ FS=":"; OFS="\t"; } { \
n = split($$1, names, "|"); \
for (i=1; i

�
=n; i++) \

if (length(names[i]) � 0 \
&& names[i] !~ /[ \t]/) \

print names[i], $$0; \
}’ | $(MAKEDBM) - $(YPDBDIR)/$(DOM)/printcap.byname; \
awk

�
.printcap.$$$$ ’{ FS=":"; OFS="\t"; } { \

n = split($$1, names, "|"); \
if (n && length(names[1]) � 0 && names[1] !~ /[ \t]/) \

print names[1], $$0; \
}’ | $(MAKEDBM) - $(YPDBDIR)/$(DOM)/printcap.bykey; \
rm -f .printcap.$$$$; \
touch printcap.time; echo "updated printcap"; \

fi \
fi
@if [ ! $(NOPUSH) -a -f $(PRINTCAP) ]; then \

$(YPPUSH) printcap.byname; \
$(YPPUSH) printcap.bykey; \
touch printcap.time; echo "pushed printcap"; \

fi

To specifythatyou wantYP databaseratherthanfile access,usethefollowing entryin your
/etc/lpd.conf file:

printcap_path |/usr/local/libexec/pcfilter

Putthefollowing shellscriptin /usr/local/libexec/pcfilter

#!/bin/sh
#/usr/local/libexec/filters/pcfilter
read key
# specify the full pathname to the ypmatch program
# the location depends on the version of Solaris or your
# system install
/full/pathname/to/ypmatch "$key" printcap.byname

You cantestthis by using:

h4: {324} # lpc client pr
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pr
:lp=pr@server

h4: {325} # lpc server pr
pr

:lp=pr@server

12.18.2. How to use NIS and LPRng - Sven Rudolph

Date: Wed, 11 Sep 1996 00:11:02 +0200
From: Sven Rudolph

�
sr1@os.inf.tu-dresden.de �

To: lprng@lprng.com
Subject: Using :oh=server: with NIS

WhenI usea cluster-wideprintcap,I wanttheentriesfor eachprinterto appear, e.g.:

------- start of printcap snippet
lp1

:lp=lp1@server
lp2

:lp=lp2@server
lp1

:server:oh=servername
:sd=/var/spool/lpd/lp1
:lp=/dev/lp1
:mx=0

------- end of printcap snippet

WhenI createaNIS mapout of this theprinternameis usedasakey andmustbeunique.TheNIS
makedbmwill dropall but thelastentryfor eachprinter. Thismakestheprinteron theclients
unavailable.I solvedthis by a hackwherethesecondentryis calledlp1.serverandtheNIS client script
hasto requesttheright entry.

1. Assumptions

Perlis availableat theYP server in /usr/bin/perl . A BourneShellis availableat all clientsin
/bin/sh Theprintcapthatis to beexportedis in /etc/printcap . Theprintcapis written in the
new format. In theexamplestheprinteris calledlp1.
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2. Add thefollowing to yourYP Makefile (/var/yp/Makefile ) on theYP server (theselinesare
for DebianGNU/Linux, othersystemsmight requireothermodifications):

------- start of /var/yp/Makefile snippet
PRINTCAP = /etc/printcap
printcap: $(PRINTCAP)

@echo "Updating $@..."
$(CAT) $(PRINTCAP) | \

/usr/lib/yp/normalize_printcap | $(DBLOAD) -i $(PRINTCAP) \
-o $(YPMAPDIR)/$@ - $@

@if [ ! $(NOPUSH) ]; then $(YPPUSH) -d $(DOMAIN) $@; fi
@if [ ! $(NOPUSH) ]; then echo "Pushed $@ map." ; fi

------- end of /var/yp/Makefile snippet

3. Install theprogramsmatch_printcap andnormalize_printcap in the /usr/lib/yp directory;
normalize_printcap is only requiredon theYP server. Thenormalize_printcap processesonly the
LPRng printcapformat.

------- start of /usr/lib/yp/normalize_printcap
#! /usr/bin/perl
$debug = 0;
$line = "";
$new = "";
while (

� � ) {
chomp;
next if ( /^\s*\#.*/ );
s/^\s*$//;
next if ( $_ eq ” );
print "new: " . $_ . "\n" if $debug;;
if (/^\s/) { # continuation line

$line = $line.$_;
print "continued: $line\n" if $debug;
next;

} else {
$line =~ s/\s+\:/:/g;
$line =~ s/\:\s+/:/g;
$line =~ s/\:\s*\:/:/g;
print "line: $line\n" if $debug;
push(@lines, $line) if $line;
$line = $_;

}
}
$line =~ s/\s+\:/:/g;
$line =~ s/\:\s+/:/g;

207



Chapter12. PrintcapDatabase

$line =~ s/\:\s*\:/:/g;
push(@lines,$line) if $line;
@lines = sort(@lines);
foreach $line (@lines) {

($printers) = split(/\:/,$line);
@printers = split(/\|/,$printers);
foreach $printer (@printers) {

$num{$printer}++;
push(@allprinters,$printer);
print "allprinters: @allprinters\n" if $debug;
print $printer."_".$num{$printer}."\t$line\n" ;

}
}
@pr = keys %num;
print "printers @pr\n" if $debug;
if ($#allprinters � =0) {

print "all_1\tall:all=".join(",",@pr)."\n";
}
------- end of /usr/lib/yp/normalize_printcap

Theresultof processingthesampleprintcapfile is:

lp1_1 lp1:lp=lp1@server
lp1_2 lp1:server:oh=servername:sd=/var/spool/ lpd/lp 1:lp=/ dev/lp 1:mx=0
lp2_1 lp2:lp=lp2@server
all_1 all:all=lp1,lp2

Observethateachof therealprinterentrieshasakey consistingof theprinternamewith anumerical
suffix. This leadsto thefollowing methodof extractingtheprintcapinformationusingypmatch :

------- start of /usr/lib/yp/match_printcap
#!/bin/sh
read p
n=1
# specify the full pathname to ypmatch - this depends on your
# OS version and installation
while /full/pathname/to/ypmatch "${p}_${n}" printcap 2 � /dev/null; do

n=‘expr $n + 1‘
done
------- end of /usr/lib/yp/match_printcap

4. Now testtheYP arrangement:
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h4: {326} # cd /var/yp; make # this should create the printcap map
h4: {327} # ypcat printcap # should provide the whole normal-

ized printcap
h4: {328} # echo lp1 |/usr/lib/yp/match_printcap # yields lp1 printcap

5. Modify theprintcap_path entryin the lpd.conf file:

printcap_path=|/usr/lib/yp/match_printc ap

6. Testtheuseof theprintcappathentry:

h4: {329} # lpc client lp1 # shows the printcap for lp1
h4: {330} # lpc server lp1 # shows the printcap for lp1

7. Restartthelpd serverandcheckto seethatit accessestheright printcapinformation.Usethesame
lpq command,andthentry lpc printcap lp1 .

12.19. Lexmark Printer s
SomeLexmarkprintersdo notsendendof job statusbackunlessconfiguredto do so.Hereis whatis
neededto forcethis. (Thiscapabilityhasbeenincorporatedinto the ifhp filter.)

From: Matt White
�

whitem@bofh.usask.ca �
To: lprng@lprng.com
Date: Wed, 21 Jan 1998 18:25:50 -0600 (CST)
Subject: Re: [LPRng] ifhp with Lexmark Optra N printer

On Wed, 21 Jan 1998, Simon Greaves wrote:

� Apologies in advance if this is way off mark, but we’ve been evaluat-
ing a

� commercial print charging package (Geomica) which works by talk-
ing to the

� printer in what I think is a similar way to the ifhp filters. Lex-
marks are

� currently a big headache because they seem to fail to re-
turn the message

� that they have finished printing which screws things up some-
what. In our
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� case, it is believed to be a problem with the Lex-
mark firmware which they

� are looking into.

There is a fix for that...it is originally from the Lexmark 4039 series,
but it still works on the Optra S 1650 machines that we have (and should
work on the rest of the optra line). Just send this little chunk of
postscript to the printer once:

-------snip-------
%! Postscript utility file to set the 4039 printer into synchronous mode
serverdict begin 0 exitserver
statusdict begin true setenginesync end
-------snip-------

Basically, it causes the printer to wait until it is finished printing
before actually reporting that it is done. I’ve got 3 Optra S printers
running with ifhp right now with no extra options (just defaults).

------------------------------------- ------ ---
- Matt White whitem@arts.usask.ca -
- Network Technical Support http://arts.usask.ca/~whitem -
- College of Arts & Science University of Saskatchewan -
------------------------------------- ------ ---

12.20. Tektr onix Phaser Printer s
The ifhp filter supportstheAppSocketprotocolusedby Tektronix.You will needa printcapsimilar to
thefollowing:

phaser:
:sd=/var/spool/lpd/%P
# need a dummy device for output
:lp=/dev/null
# You need to specify the IP address of the printer’s network interface
# In this example it is 10.0.0.1 - replace with the correct value
# The filter will actually open the connection.
:filter=/usr/local/libexec/filters/ifhp
:ifhp=dev=10.0.0.1%9100,model=tek
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12.21. Duple x Printing
Duplex printing is whenyouprint on bothsidesof a page.Someprinterswhich do duplex printing
requirethatyou sendthemspecialcommandsto forcethis mode.This is usuallydoneby theFILTERS.
The ifhp filter makesastabatsendingthePJLor PostScriptcommandsto theprinter. Many peoplehave
reportedproblemsdoingduplex printing,sohereis achecklist.

1. Makesureyouhaveenoughmemoryfor theworstcaseprint job. Usuallytheprinterhasto rasterize
bothpagesbeforeit canproduceanimpression.It mayrequiremuchmorememorythanyouexpect.

2. Checkyourprintermanualto discover theEXACT form of theenter duplex mode command
andmakesurethateitherthecommandis partof thejob (PJLlanguageat thestartof thejob,
postscriptheader, etc),or thatthefilter generatesthecorrectform.

Notethereis aPostScriptPrinterDescriptionfile (PPD)for mostprintersthatsupportPostScript,
andthey evenhave thePJLandPostScriptcodefor this in thePPDfile.

3. It hasbeenobservedthatevenwith whatwould apparentlybesufficientmemory, thatmany duplex
jobsprint ’oddly’, thatthey arenot alignedon thesamesidein thesameway, etcetc.This maynot
bethefault of thesoftware,but of thesupportfor duplex operation.

4. Readthe ifhp documentation,andcreateaconfigurationsectionin the ifhp.conf file for your
printer.

I know this is painful,but until thereis a uniformway to getthecorrectcommandsextractedfrom either
PPDor someotherdatabasethenthis appearsto betheonly way to do it.

Patrick Powell

12.22. Solaris, Newsprint and FrameMaker
Thefollowing is aguideto usingLPRng andSunMicrosystemsNewsprintby ChristopherHylands,
PtolemyProjectManagerof theUniversityof California.

TheSunNewsprintprinteris actuallyanOEM versionof theTektronixPhaserII;SunMicrosystems
appearsto havedroppedsupportfor Newsprint,andtherecommendedmigrationpathis to buy a
PostScriptprinter. If youwantmoreinformationon usingtheNewsprintsystem,notesareavailablevia
http://ptolemy.eecs.berkeley.edu/~cxh/lpr ng.htm l .

Looking throughthemailing list logs,it lookslikeeveryonewashaving a hardtimegettinglprng to
work with Sun’sbrain-deadnewsprinters.I triedusingGhostScript,but thefontswere,IMHO, ugly, soI
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spenta little timegettingthenewsprintfontsto work.

Thekey thingwasto grabthefile /usr/newsprint/lpd/if from aSunOS4.1.3newsprintinstallation.
If you cannotgetthis code,thentheinstallationwill beextremelydifficult.

To install lprngon a Solaris2.xmachine,youneedto first stoptheexisting print servicesandinstall the
startupscriptsfor LPRng. Notethatif thereis a localprinter, you mayhave to alsofix thepermissions
of thedevice. Typical commandsare:

chown daemon /devices/sbus@1,f8000000/SUNW,lpvi@1,30000 0:lpvi 0

We usethefollowing simple:if script.

#/bin/sh
# extremely simple filter script
/bin/cat

TheSparcprintersuselicensedfontsfrom NeWSprint.To usethelicensedfonts,youmusthavethelprng
spooldirectoryfor thesparcprinterin thesamelocationasspooldirectoryof thebraindeadSolarislp
system.If yourprinteris namedxsp524,thenthisdirectorywouldbe /etc/lp/printers/xsp524 .

Theprintcapentrylookslike:

sp524|524:
:mx=0
:lp=:rm=doppler:rp=xsp524:
:sd=/var/spool/lpd/sp524d:
:lf=/var/spool/lpd/sp524d/log:

xsp524|Sun SPARCprinter NeWSprint printer:
:mx=0:rs:
:lp=/dev/lpvi0:
:sd=/etc/lp/printers/xsp524:
:lf=/etc/lp/printers/xsp524/log:
:af=/var/spool/lpd/xsp524/acct:
:filter=/usr/local/libexec/newsprint/if :

The /usr/local/libexec/newsprint/if wascopiedfrom /usr/newsprint/lpd/if in a
SunOS4.xinstallationof thenewsprintsoftware.Unfortunately, thenewsprintengineis sobraindead
thatit needsmany environmentvariablesset,soit is fairly difficult to comeup with acleanscriptto start
theengine.I madethefollowing changesto thefile.

1. First,setthepathin thescript.Youmayalsoneedto changedefaultsto suit yourpreferences:
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PATH=/usr/ucb:/usr/bin:/etc:/usr/etc:/o pt/NeW Sprint /bin:/ opt/Ne WSprin t/np/b in:
PATH=$PATH:$NPHOME/pl.$ARCH/bin:$NPHOME /np/bi n; export PATH

2. Youwill alsoneeda /etc/lp/printers/printername/.params file. If youareusingthesame
spoolerdirectoryasthedirectorythattheSolarislp systemuses,thenthe.paramfile shouldappear
there.If youareusinga differentspoolerdirectory, thenyouwill needto copy the.paramfile from
elsewhereandedit it accordingly.

3. If youaregoingto movea licenseto a new printer, youshouldprobablysave the.paramfile in the
old printerspoolerdirectory. Run/opt/NeWSprint/bin/fp_installandremovethelicensefrom theold
printerandassignit to thenew printer. You couldrun /opt/NeWSprint/bin/rm_np_printerand
removetheprinter, but thatwill getrid of the.paramfile

4. FrameMakerunderSolaris2.xusesthelp command.Thefix is to edit $FMHOME/fminit/FMlpr and
commentout thelp line andaddanlpr line

sunxm.s5.sparc)
lpr -P"$PRINTER" "$FILE"
#lp -c -d"$PRINTER" "$FILE"

Christopher Hylands, Ptolemy Project Manager University of California
cxh@eecs.berkeley.edu US Mail: 558 Cory Hall #1770
ph: (510)643-9841 fax:(510)642-2739 Berkeley, CA 94720-1770
home: (510)526-4010 (if busy -4068) (Office: 493 Cory)
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Chapter 13. Spool Queues and Files
Whenfilesareacceptedby the lpd server for printing, they arestoredin aspoolqueuedirectory, together
with otherfilescontrollingtheprint operation.Thissectiondescribesthesefiles andhow theLPRng
softwareusesthem.

For descriptivepurposes,we will usethefollowing printcapentryasa guide:

pr|alias
:sd=/var/lpd/pr_public
:cd=/var/lpd/pr

13.1. Spool Queue

• sd= Spoolqueuedirectoryname

The :sd optionin theprintcapentryspecifiesthespoolqueuedirectory. If thereis no :sd entryor value,
thentheprintercanonly beusedby theclientssuchaslpq to locatethedestinationfor a print job. All
information,files,etc.,for a print queueis storedin thespooldirectory.

13.2. Queue Loc k File

• spool_lock_file spoolqueuelock file - default%P

Whenthe lpd serverstartsprinting, it will fork individualworkerprocessesto serviceeachqueue.To
preventmultipleprocessesfrom working on thesamequeue,a printerlock file specifiedby the
queue_lock_file option(default %P- the%Pis expandedto theprint queuename)is used.In our
example,thelock file wouldbe: /var/lpd/pr/pr .

TheprocessID of thecurrentlyactiveprinteris storedin thelock file. By readingthelock file and
testingto seeif theprocessis still active,programssuchaslpq candeterminequeueactivity.

Similarly, theworkerprocessmayneedto createotherprocessesto assistit. Thesein turn will create
lock or temporaryfiles in thespooldirectoryaswell.
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13.3. Spool Contr ol File

• spool_control_file spoolqueuecontrol file - defaultcontrol.%P

Thespoolcontrolfile is usedto controltheoperationsof thespooler, andis in thespoolor control
directory. Thefile namespecifiedby thequeue_control_file option(defaultcontrol.%P - the%P
is expandedto theprint queuename);in ourexample,thecontrolfile wouldbe:
/var/lpd/pr/control.pr .

The lpc programsendsspoolcontrolrequeststo the lpd daemon,whichupdatesthecontrolfile andthen
signalstheappropriatespoolserverprocessesthatanupdatehasbeenperformed.Thecontrolfile
contentshavetheform:

key value

Thefollowing keysandtheir valuesarecurrentlysupported.

Key Value Purpose

printing_disabled 0 or 1 disableprintingof jobsin queue

spooling_disabled 0 or 1 disableplacingjobsin queue

holdall 0 or 1 hold jobsuntil released

redirect printer transferjobsto indicatedprinter

class glob expression print only jobswhoseclass
matchesglobexpression

server_order printer name list preferredorderof printeruse

debug debugging options debuggingandtracing

Theprinting_disabled andspooling_disabled aremanagedusingthe lpc start , lpc stop ,
lpc enable andlpc disable commands.Similarly, holdall is enabledanddisabledby holdall

andnoholdall commandsrespectively. Whenholdall is enabled,jobsplacedin theprint queuewill be
helduntil they areexplicitly releasedfor printing by an lpc release command.

Theredirect entryis usedto redirector transferjobswhicharespooledto thisqueueto anotherqueue,
andis managedby theredirectcommand.The lpc redirect off removestheredirectentryfrom the
controlfile.

Theclass entryis similar in operationto theholdall , but allows jobswhoseclassidentification
matchestheglob expressionto beprinted.This canbeusefulwhenyouhavespecialformsor paper
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requiredfor a print job, andwantto run only thesejobswhenthepaperis in theprinter.

Theserver_order entryis createdandupdatedfor amultiple printerqueue.It recordstheorderin
which printersshouldnext beusedfor normalprint operations.This allows roundrobin useof printers,
ratherthanhaving all jobsprintedto thefirst printerin thelist of printers.

Thedebug entryis setby the lpc debug command,andis usedto enableor disabledebuggingand
tracinginformationfor a spoolqueue.This facility is for diagnosticpurposesonly.

13.4. Log and Status Files

• create_files createlog, accountingandstatusfiles

• lf= log file name(default: log)

• max_log_file_size# maximumlog file size(Kbytes)

• min_log_file_size# minimumlog file size(Kbytes)

• max_status_line# maximumstatusline length(characters)

• max_status_size# maximumstatusfile size(Kbytes)

• min_status_size# minimumstatusfile size(Kbytes)

• ps= filter statusfile name(default: status)

• queue_status_file= queuestatusfile (default: status.%P)

• short_status_date= displayshort(hh:mm)timestamp(default: true)

Duringoperation,the lpd server recordsthecurrentprinting operationsin thespoolqueuestatusfile
specifiedby thespool_status_file option(defaultstatus.%P - the%Pis expandedto theprint
queuename);for our example,this wouldbe /var/lpd/pr/status.pr . In orderto preventthis file
from growing too large,theserverwill periodicallytruncatethefile. You canforcecreationof thesefiles
by settingthecreate_files option.Themax_status_size configurationor printcapoptionsetsthe
maximumsize(in Kbytes)of thestatusfile; if thefile exceedsthis,only thelastmin_status_size

bytesor 25%of themaximumsize(default if not specified)will bepreserved.

Similarly, theserver logsits operationsin thelog file specifiedby the lf (log file) option(default is
lf=log ). Themax_log_file_size value(default0) specifiesthemaximumlengthof thelog file in
Kbytes.If this valueis non-zero,thenthelog file is truncatedto min_log_file_size bytesor 25%of
themaximumfile size.Again, thelastportionof thelog file is preserved.If themax_log_file_size

valueis 0, thenthelog file growswithout limit.
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Somefilters requireanadditionalfilter statusfile thatthey usefor recordingadditionalfilter statusor
otheroperationalinformation.Theps namesthisfile, andit is passedto a print filter usingthe$s option
(seeFilter CommandLine OptionsandEnvironmentVariables).

TheSTDERRoutputfor filters is put into theprinterstatusfile. This allows thefilter to produce
informativemessagesthatcanbedisplayedaspartof theuserstatus.In addition,a separatestatusfile
specifiedby theps (PrinterStatus)canbeusedaswell. Thisfile is not truncatedby theLPRng system.

Whenreportingstatusinformation,thelengthof line returnedcanbea problem.The
max_status_line#79 optionrestrictsthestatusline to a maximumof 79 characters.

Theshort_status_date (default is true)optioncausesshort(hour:minute)timestampsto be
displayedon statusqueries.

13.5. Job Files

• longnumber long job number

• default_priority= defaultjob priority

• nline_after_file N line afterdatafile

A print job consistsof a controlfile andoneor moredatafiles. RFC1179specifiesthegeneralformatof
thesefilesandhow they areto betransferedbetweenservers.LPRng hasextendedthecontentsof the
controlfilesandthetransferprotocolto providea morepowerful setof features,but hasextensive
provisionsfor backwardscompatibilitywith non-LPRng software.A samplecontrolfile is shown
below:

Hh4.private
J/tmp/file1 /tmp/file2
CA
Lpapowell
Ppapowell
fdfA002230h4.private
N/tmp/file1
UdfA002230h4.private
fdfB002230h4.private
N/tmp/file2
UdfB002230h4.private
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Thefirst partof thecontrolfile containsgeneralinformationgeneratedby the lpr or otherspooling
program.Theinformationlinesstartwith anuppercaseletteror digit. Someotherspoolingsystemsalso
startinformationlineswith variouspunctuationmarkssuchasunderscores(_) or periods(.).

Following this area setof entriesabouteachof thevariousfiles to beprinted.Theselinesstartwith a
lowercaseletter, followedby theprint file name.Thelowercaseletteris theformat to beusedto process
thefile. Seeprint file formatsfor moreinformationaboutits use.

Table 13-1.Control File Lines

Key Meaning GeneratedBy

Key Meaning GeneratedBy

A identifier * LPRng internal

C class lpr -C class

D date lpr

H originating host lpr

I indent lpr -i indent

J jobname lpr -J jobname(default: list of
files)

L bnrname lpr -U username

N filename (seetext)

M mailname lpr -m mailname

P logname lpr

Q queuename lpr -Q

R accntname lpr -R accntname

S slinkdata * lpr

T prtitle lpr -T prtitle

U unlnkfile (seetext)

W width lpr -w width

Z zopts* lpr -Z zopts

1 font1 lpr -1 font1

2 font2 lpr -2 font2

3 font3 lpr -3 font3

4 font4 lpr -4 font4
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Theentriesmarkedwith * areusedonly by LPRng. N andU linesareassociatedwith a print file. TheN

line is theoriginalnameof theprint file. By default,LPRng placesthis line before thecorresponding
datafile. You canusethenline_after_file optionto haveLPRng placetheN line afterthedatafile
line. TheU line originally wasusedto indicatethatthenamedfile wasto beunlinkedafterprinting. This
informationis now ignoredby LPRng. Theselinesarealwaysgroupedwith aprint file entry.

Thenamesof controlanddatafiles follow a verystrict pattern.Controlfileshave theformat
cfX numberhost, whereX is anuppercaseletter, numberis (usually)a 3 digit number, andhostis the
hostname.RFC1179restrictedthetotal lengthof thecontrolfile nameto 32 characters;LPRng hasa
muchlooserlimit.

Datafile namesmustfollow thesamepatternasthecontrolfile name,andhave theformat
dfX numberhost. TheX canbein therangeA-Za-z,allowing at most52 datafiles for a job. The
numberandhostmustbeidenticalto thecorrespondingcontrolfile.

By convention,LPRng usestheX of thecontrolfile nameto setapriority for thejob. A job with control
file namecfA... will have lower formatthana job with formatcfB... , andsoforth. The lpr program
usesthefirst letterof theclassnameor anexplicit priority valueto setthelettervalue.If noneof these
arespecified,thenthedefault_priority valuefrom theconfigurationor printcapentryis used.

Thejob numberis usuallya 3 digit value.However, in systemswherea largenumberof jobsarespooled
andneedto bekeptfor printing at scheduledtimes,this canleadto problems.The longnumber option
will use6 digit job numbers.This mustbeusedwith carewhenoperatingwith non-LPRng software.

13.6. Job Hold File
Associatedwith eachcontrolfile is a holdfile thathasadditionalinformationcontrollingtheprinting
operations.Theentriesin this file have theform:

key [value]

Thefollowing is anexampleof ahold file:

server 0
subserver 0
attempt 3
error cannot open printer
hold 0
priority 0
remove 0
routed 0
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Theserver andsubserver entryrecordstheprocessID of theserverprocessandthesubserver
processthatis printing thejob. Theattempt field recordsthetotalnumberof attemptsto print thejob.
Theerror field recordsany errorthatwould preventthejob from beingprinted.This informationis
reportedby the lpq program.

Thehold field is non-zerowhenthe lpc hold commandis usedto explicitly preventthejob from
beingprinted;lpc release will clearthefield andallow thejob to beprinted.

Thepriority field is modifiedby the lpc topq commandandis usedto provideanoverriding
priority to printing thefile.

Theremove field is non-zerowhenthefile hasbeenprintedandshouldberemoved.

Therouted field is usedto indicatethatthereis routinginformationpresentin theholdfile, andthat
specialhandlingis needed.Theroutinginformationis providedby a routingfilter. Theinformationis
recordedby informationin theholdfile. Thefollowing is anexampleof routinginformation.Normally
this informationis storedin a URL escapedformat,with oneline perdestination,but for clarity this has
beenbrokenout into plain text form:

active 0
attempt 0
done 0
hold 0
priority 0
remove 0
routed 880892602
route 1

dest t1
ident papowell@h4+705.1
error
copies 1
copy_done 0
status 0
active 0
attempt 0
done 0
hold 0
sequence 0
priority B
CB
end

route 2
dest t1
ident papowell@h4+705.2
error
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copies 0
copy_done 0
status 0
active 0
attempt 0
done 0
hold 0
sequence 1
end

Routinginformationlinesstartwith route followedby individual routingentryinformation.Theroute

dest , copies , priority , andXnnnn entriesarederivedfrom theoutputof therouterprogram;other
fieldsareusedduringtheprintingprocess.Thecopy_done recordsthenumbersof copiesdone,while
thedone recordsthattheentryhasbeencompleted.Thestatus is theprocessID of theserverprocess
doingtheprinting.

Theoutputfrom routefilter thatgeneratedtheabovefile was:

dest t1
copies 1
priority B
CB
end
dest t1
end

13.7. Job State
Optionsused:

• ah FLAG Automaticallyhold jobs

A job canbein thefollowing state:

1. Initial. This is thestateduringjob submission.Jobsin theinitial statedo not haveany status
displayedfor them.

2. Held. Oncea job is submitted,it caneitherbeprintedor held. Theah printcapoptionspecifiesthat
all jobsareautomaticallyheldon submission.The lpc release andlpc redo commandwill
causethesejobsto beprintedandthe lprm commandcanremovethesejobs.
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3. Active. Thejob is beingprocessedfor printing or transferto anotherqueue.

4. Pending.Jobswhichcanbeprintedbut arenot active. Thiscanbedueto theprinterbeingbusyor
thejob classnotbeingprinted.

5. Error. Jobswhich haveencounteredanerrorduringprinting. The lpc release andlpc redo

commandwill causethesejobsto beprintedandthe lprm commandcanremovethesejobs.

6. Done.Jobswhich havecompletedprinting,but which arenotyet removedfrom theprint queue.See
thesave_when_doneflag for moreinformation.The lprm commandcanremovethesejobs.

Normally thejob sequencesis initial, pending,active,anddone.However, a job maybeput in theerror
stateby problemsprocessingthejob or by actionsof the lpc command.

13.8. Job Identifier
Options:

• use_identifier put job identifierin control file

For eachjob in a spoolqueue,theLPRng softwarecreatesauniqueidentifier. This identifieris recorded
in thecontrolfile A line. It canbeusedby thevariousclientprogramsfor identifying jobs,andis
displayedby the lpq programasstatusinformation.
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Optionsused:

• allow_getenv FLAG useGETENVenvironmentvariable

TheLPRng optionsareobtainedasfollows:

• Thecompiletime defaults.Thesearein theLPRng/src/common/vars.c file.

• If theLPRng softwarehasbeencompiledwith theregressiontestingGETENV optionenabled,the
configurationinformationin thefile specifiedby theLPD_CONFenvironmentvariablewill beused.
This canonly beusedif youarenot setuidROOT or asROOT asit opensseveresecurityloopholes.

• Thefile specifiedby theconfig_file compiletimeoption,usually/etc/lpd.conf or
/usr/local/etc/lpd.conf , andreferredto a the lpd.conf file. If theconfig_file option
valuehastheform |/pathname , then/pathname mustbeanexecutableprogramandwill berun
with thestandardsetof filter options.It mustwrite configurationoptionvaluesto its STDOUTand
exit with a0 status.

• In orderto protectsystemsecurity, the lpd.conf (andtheprintcap ) file shouldbereadonly.

• If the require_configfiles optionis setin thecompiletimeoptions,thenthepreceedingstep
mustbesuccessful,i.e. - theremustbeaconfigurationfile or theprogrammustexecuteandexit with a
0 status.

• If a printeror spoolingoperationis done,thenthevaluesin theprintcap entryfor thespoolerare
usedto overridethedefaultandifhp.conf file values.

14.1. Configuration File Format
Theconfigurationfile formatis similar to a thefieldsof aprintcapentrywith thedifferencethatthe
leadingcolonis optionalandtherecanonly beoneoptionperline:

# comment
# set option value to 1 or ON
ab
:ab
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# set option value to 0 or OFF
ab@
:ab
# set option value to string
str=name

DuringsysteminstallationtheLPRng softwareprocessesthedefaultvaluesin the
LPRng/src/common/vars.c file andgeneratesa samplelpd.conf file thathastheformat:

# Purpose: always print banner, ignore lpr -h option
# default ab@ (FLAG off)
# Purpose: query accounting server when connected
# default achk@ (FLAG off)
# Purpose: accounting at end (see also af, la, ar, as)
# default ae=jobend $H $n $P $k $b $t (STRING)
# Purpose: name of accounting file (see also la, ar)
# default af=acct (STRING)

# change:
# -- we change the af value to none, i.e. - no accounting
# -- file by default
af=

You canchangeoptionvaluesby editingthefile asshown abovethenthento forcethe lpd server to use
thenew options,usethe lpc reread command.

14.2. Legac y Compatibility
Thefollowing argumentshavebeenprovidedfor compatibilitywith legacy systems.

224



Chapter 15. Job Processing
Much of theflexibility of theLPRng softwareis obtainedfrom theability to controlthedetailsof each
stepof job processing.Thefollowing sectiondetailseachstepin theprocessingof a job, andexplains
theprintcapoptionsusedto controleachoperation.

Assumethepr printcapentryhastheform:

pr
:lp=/dev/lp OR :lp=rp@rm
:sd=/var/spool/lpd/pr
:lf=log
:filter=/usr/local/bin/lpf

Assumethatwehaveusedthefollowing commandto print asetof files.

lpr -Ppr file1 file2

This will createa controlfile in the /var/spool/lpd/pr directorywith thefollowing contents(this is
anexample- in practicetheremaybeminordifferencesbetweentheexampleandanactualcontrolfile):

Hh4.private
J/tmp/file1 /tmp/file2
CA
Lpapowell
Ppapowell
fdfA002230h4.private
N/tmp/file1
UdfA002230h4.private
fdfB002230h4.private
N/tmp/file2
UdfB002230h4.private

We will referto this examplethroughoutthefollowing sections.

15.1. Configuration and Setup Options
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Optionsused:

• ipv6 FLAG useIPV6Networkfacilities

• default_tmp_dir= temporary directory

• lockfile= lpd serverlock file

• report_server_as= servernamefor statusreports

• spool_dir_perms= spooldirectorypermissions

• spool_file_perms= spoolfile permissions

The ipv6 specifiesthattheIPV6 protocol,ratherthanIPV4 will beused.

The lockfile specifiesthelocationof thelock file usedby the lpd server. Thisfile hasthe lpd_port

valueappendedto form a uniquelock file name.

Thespool_dir_perms andspool_file_perms (default0700and0600respectively) valuesarethe
(numeric)permissionsfor thespooldirectoryandspoolfiles.

Thereport_server_as optionallowsanadministratorto masqueradeaserverwith anothername.
This couldbeusefulif variousloadsharingactivities arebeingcarriedout,or if thereareproblems
reconfiguringDNS to causethecorrectservernameto bereported.

Thedefault_tmp_dir optionspecifiesa temporarydirectoryto beusedto holdfilesor information
temporarilyif thereis nospooldirectoryavailable.

15.2. Submitting Jobs and Service Requests
Optionsused:

• lpd_port= ListeningPort for lpd

After the lpd serverhasdoneits initialization, it will attemptto bind to the lpd listeningport specifiedby
the lpd_port value.Thedefault is theprinter servicesport515. If this bindingis successfulandthe
serverhasnot beenrequestto run in foregroundmodeby the -F commandline option,thena child
processis forkedandtheparentprocesswill exit. Thechild processthentakesstepsto disconnectitself
from thecontrolterminalof theprocessthatstartedit.
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Themain lpd processwill thenstarta queuecheckingprocessthatwill checkall of thespoolqueues
usedby theserver for queuesthathavependingjobs.This processsendsamessageto themain lpd
processrequestingthatit startaserviceprocessfor this queue.

The lpd processwill thensit in a loopwaiting for oneof thefollowing events:

1. An incomingconnectionrequest.If themaximumnumberof childrenhasnot beenexceeded,thena
new processwill beforkedto handlethisconnection.

2. A child processexiting. Theserverwill checkto seeif thereis apendingrequestto starta server for
aqueuethatcouldnot beaccommodateddueto too many processesrunning.

3. A requestto starta serviceprocessfor aqueue.If thenumberof activeprocessesis lessthanthe
maximumallowedaserviceprocesswill bestarted,otherwisetherequestwill beplacedona list for
servicewhenthenumberof processesactivedecreases.

4. A timeoutalarmfor thequeuerescanningoperation.This is discussedin thenext sectionin detail.

Whenconnectionis acceptedby the lpd spooler, thefollowing stepsaretakento processesthejob.

1. First,a timeoutis establishedfor thetransferof theinformationfrom client to the lpd server. This is
doneto preventadenialof serviceattackby processesthatdonot closeconnectionsin a timely
manner.

2. A singleline is readinto aninternalbuffer. This line mustbeterminatedwith a NEWLINEcharacter.

3. Theinput line is parsedandtheactionsrequiredaredetermined.

4. If theactivity requiresaccessto thespoolqueueinformation,thenthecurrentdirectoryof the
processis changedto thespooldirectory. Thisallowsall file accessesto thenberelative to this
directory.

5. If theprocessingrequiresstartingaspoolqueueserverprocess,a messageis sentto themain lpd
serverprocessto startaspoolqueueserverprocess.By having all theprocessesservingspool
queueschildrenof themainserverprocessit is possibleto monitorandlimit thetotal numberof
activeprocesses.This is importanton systemswith a very largenumberof queues.

6. After theprocessingof theoriginal requesthasbeencompleted,theprocesswith thencheckto seeif
theSpoolQueuefor theprintershouldbeprocessed.

15.3. Spool Queue Processing
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Optionsused:

• lpd_force_poll= Forcelpd to periodicallypoll print queues

• lpd_poll_time= Timebetweenpolls

• max_servers_active= Maximumnumberof activeservers

Whenthe lpd serverstarts,it will fork asetof subserverprocesses,eachwhich will handleanindividual
queue.

If a systemhasa largenumberof queues,thenthis forking operationmayresultin the lpd server
exhaustingtheprocessresources.To controlthis, themax_servers_active valuerestrictsthenumber
of activechildrento thespecifiedvalue.If this valueis 0, then50%of themaximumsystemprocesses
valuewill beused.

Dueto thelimits on thenumberof processes,theremaybetimeswhena job is placedin a queue,but the
lpd server is unableto starthandlingthejob. Whenall of thechildrenof themain lpd serverhaveexited,
theserverstartsa timer. After lpd_poll_time seconds,it will scanthequeues,looking for jobsto
process,andstartsa processto servicethem.If it doesnot find any jobsit remainsidle.

The lpd_force_poll flag causestheserver to periodicallypoll thequeues.This is usefulwhenthereis
a highpossibilitythatjobscouldfail to beprinteddueto high loadson theserver.

15.4. Opening the Output Device
Optionsused:

• achk FLAG Accountingcheck at start

• af= AccountingFile

• ar FLAG Remoteprinter accountingenabled

• as= Accountingat start

• connect_grace= Timebetweenjobs

• connect_interval= Connectioninterval

• connect_timeout= Connectiontimeout

• control_filter= Control file filter

• ff= formfeed
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• fo FLAG formfeedonopen

• la FLAG Localprinter accountingenabled

• ld= leaderon open(initialization string)

• lk FLAG Lock IO device

• lp= IO devicepathname

• nb FLAG Nonblockingdeviceopen

• network_connect_grace= Interval in secsbetweenjobs

• of= of filter

• retry_econnrefused FLAG Retryif openfailed

• retry_nolink FLAG Retryif openfailed

• rm=theremotemachineto sendthejob to

• rp= theremoteprint queueto sendthejob to

• rw FLAG deviceopenedRWflag

• server_tmp_dir= temporary directory

Sequenceof Operations:

1. During theserveroperations,it will try to createtemporaryfiles in theprint queuespooldirectory. If
this is notdesirable,it will createthemin theserver_tmp_dir directory.

2. If theaccountingfile specifiedby af exists,it is opened(af_fd)andtheaf_fd is passedasfile
descriptor3 to all filters. If theaf valuehastheform af=|/program thentheprogramis started
andtheprogramSTDIN is usedasaf_fd. If theaf valuehastheform af=host%port , thena
TCP/IPconnectionto thecorrespondingporton theremotehostis madeandtheport usedasaf_fd.
In thelattertwo cases,thefilter STDIN (file descriptor0) is actuallyopenedread/write,andis used
wheninformationis neededfrom theaccountingfilter or remoteserver. SeeAccountingPrintcap
Optionsfor moreinformationon theLPRng accountingsupport.

3. If la (local accounting)is trueandwe areprintinga job or ar (remoteaccounting)is trueandwe
aretransferringa job, theas valueis examined.If it is a filter (program)specification,thenthe
programis startedwith its STDIN attachedto /dev/null , STDOUTwill bereadby theprint
spooler, STDERRoutputwill bewritten to theerrorlog, andfile descriptor3 outputwill be
appendedto theaccountingfile. Thelpd programwill wait until theaccountingfilter program
terminates,andexaminetheerrorcodefor action,asfor thefilters (seeerrorcodesbelow). If theexit
statusis 0, (JSUCC)thentheprinting processwill continue,if JHOLD thejob will beheld,if
JREMOVE thejob will beremoved,if JFAIL thejob processingwill terminatewith a JFAIL
indication,otherwisethejob processingwill terminatewith a JABORT indication.
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4. If theaccountingfilter exitedwith a JSUCC(noerrorcode)andtheachk (accountingcheck)flag is
set,theline readfrom theaccountingfilter STDOUTwill beexamined.This line shouldbeaccept ,
hold , fail , remove , otherwisethejob processingterminateswith a JABORT indication.An
accept will allow thejob to beprinted,hold will hold thejob, fail will causethejob to fail,
remove will causethejob to beremoved.

5. If theconnect_grace valueis non-zeroandtheserver is openingadeviceor
network_connect_grace is non-zeroandanetwork connectionis beingmade,theserverwill
pausethespecifiedtime. This is to accommodatedeviceswhich needa recovery timebetweenjobs.

6. The lp optionis checkedto determinethetypeof IO device.

Format Meaning

/pathname Absolutepathnameof IO device

pr@host transferto pr on remotehost

host%port opena TCP/IPconnectionto port onhost.host
canbenameor IP address

|filter run thefilter program;it STDIN will beusedas
device

7. TheIO devicespecifiedby lp is openedwrite-only or read-writeif therw flag is true,andthe
resultingfile descriptoris io_fd. If thenb flag is set,anon-blockingopenwill bedoneaswell. If the
lk (lock device)flag is true,thedevicewill belockedagainstuseby otherlpd servers.

8. If ahost%port combination,a TCP/IPconnectionwill beopenedto theremoteport andthe
connectionwill beusedasio_fd.

9. If afilter programis specified,thefilter programwill berunandtheSTDIN of thefilter will beused
asthedevicefile descriptor.

10. If a rp@rm combination,or noneof theabovecombinationsaretrueandthe rm andrp valuesare
non-zero,thenthejob will betransferredto a remoteprinter. Thetypeof operationwill bea job
transfer, ratherthanprintingoperation.

11. If theconnect_timeout valueis non-zero,a timeoutis setupfor thedeviceor socketopen.If the
deviceor connectionopendoesnot succeedwithin thetimeout,thentheopenoperationfails.

12. If aconnectionis to a network address(i.e. - connect() systemcall) andtheconnectionattempt
failswith anECONNREFUSEDerror, if theretry_econnrefused flag is setthentheconnection
attemptis retried,but this timeusinganalternativeportnumber. SeeRFC1179for details.This is
repeateduntil all of thepossibleoriginatingportnumbersareexhausted.

13. If theopenor connectoperationfails,andtheretry_nolink flag is set,thentheserverwill pause
for a minimumof connect_grace plusa multipleof connect_interval secondsbasedon the
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numberof attemptsbeforeretryingtheopenoperation.Notethattheinterval mayincreaseasthe
numberof attemptsincreases.

14. If printinga job andthe :of filter is specified,it is createdwith its STDOUT(fd 1) attachedto the
io_fd. Its stdin(of_fd) will beusedin thestepslistedbelow. If thereis no :of filter, thentheof_fd
valuewill betheio_fd descriptor.

15. If transferringa job andthecontrol_filter optionis specified,thentheprogramspecifiedby the
control_filter valuewill berun. It will have its STDIN setto thecontrolfile, andits STDOUT
outputwill beusedasthenew valueof thecontrolfile to transferto theremotehost.SeeFilter
CommandLine OptionsandEnvironmentVariablesfor detailsof optionspassedto thecontrolfilter,
anderrorcodesfor theexit codesof thefilter.

16. If theoperationis a job transfer, theoperationproceedsasoutlinedin RFC1179,andthenthe
NormalTerminationoperationsarecarriedout.

17. If theoperationis a print operationandthe ld (leaderon open)valueis provided,thestringis
translated(escapesremoved)andwritten to theof_fd file descriptor.

18. If the fo (form feedon open)flag is true,thenthe ff (form feed)stringis translated(escapes
removed)andwritten to theof_fd file descriptor.

15.5. Printing Banner s
Optionsused:

• ab FLAG Alwaysprint banner(defaultFALSE)

• be=Endbannergenerator program

• bl= Shortbannerline format

• bp=Bannergenerator program

• bs= Startbannergenerator

• generate_banner FLAG Generatebannerfor forwardedjobs

• hl FLAG Banner(header)Last

• of= BannerandFile Separator Filter

• sb FLAG Shortbanner(defaultFALSE)

• sh FLAG Suppressheader(banners)(defaultFALSE)
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Bannerprinting is oneof themorecomplicatedconfigurationoptionsof LPRng. This is duemainly to
historicalevolutionof thesoftware,aswell asa lack of a well definedstandardfor filter responsibilities.
In theoriginalBSD print spoolers,thephilosophywasthatbannerprinting shouldbedelegatedto the
filters,asthey werethemostawareof thecapabilitiesof theprinters.This requiredanout of band
methodto convey bannerprinting informationto thefilter, andresultedin a complicatedinterface.The
original interfacewas:

1. Thefilter doingbannerprintingwasinvokedasaspecial:of filter, or passeda specialflag.

2. Theprint spoolingsoftwarewouldsendaspecialsingleline of informationtelling it whatthebanner
informationshouldbe.Notethatthis line wasneverdocumentedexceptfor thesourcecode,and
wasinconsistentfrom versionto version.Also, therewasno indicationof whatto do with additional
lines,if any.

3. Thefilter would generatethebanner, discardtheline, andthenpassotherlinesto theoutputdevice.

Adding to theconfusion,theoriginalprint spoolershada :sh (suppressheaderor banner)flag,which
wassupposedto suppressbannerprinting. It did this by having theprint spoolernot generatethemagic
bannerinformationline.

A moresophisticatedbannerprinting systemwould allow theprint spoolersoftwareto generatethe
banner, andwould thenhave the :of filter actasa passthrough.Thus,we needconfigurethe :of filter
NOT to usethefirst line asbannerprinting information,andto passthroughall informationto thedevice.

Complicatingthis wholemessis the ld (leaderoption)andtr (trailer option)which is a stringsentto
theoutputdevice (:of filter) whenthedevice (filter) is initializedor terminated.This cansometimesbe
interpretedasthebannerline, leadingto unexpectedresults.

Sequenceof Operations:

1. If thesh (suppressheader)flag is true,no banneris printed,andtheactionsin this sectionare
skipped.No bannerinformationline is generatedfor the :of filter, andno bannerprinting program
is invoked.If thereis an :of filter andit is expectingsucha line andyou have ld or tr information
thenyou maygetunexpectedresults(actually, catastrophicfailureis a betterterm,but I digress).

2. If thehl (headerlast)flag is truethebanneris printedat theendof thejob andtheactionsin this
sectionaredoneat theendof thejob.

3. If theuserdoesnot wantbannerpagesshecanusethe lpr -h option.Thiswill causethe lpr
programto deletetheL (bannername)line in thecontrolfile. If thereis noL line in thecontrolfile
andab (alwaysprint abanner)is false(thedefault), thenno banneris printedandtheotheractions
in this sectionareskipped.If ab is trueandtheL line is missingthentheN (userlogin name)is
used;if it is missingaswell, thenANONYMOUS is usedfor theusername.
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4. If abannerprinting programis specifiedby bp, bs , or be options,thenLPRng will invokethe
programto generatea bannerandthensendthegeneratedbannerto theprintervia the :of filter.
Thebannerprinting programwill beinvokedusingthestandardfilter commandline flags(seeFilter
CommandLine OptionsandEnvironmentVariablesfor details),with is STDIN attachedto /dev/null
andSTDOUTattachedto a file to hold theoutputbanner.

5. If nobannerprintingprogramis specifiedandthesb (shortbanner)optionis TRUE (default is true),
thenthebl=... (bannerline) optionvalueis expandedandsentto theof_fd (:of filter or device.
Thedefaultbl valueis: bl=$-’C:$-’n Job: $-’J Date: $-’t . Usingourexample,this
will gettranslatedto:

papowell:A Job: file1 file2 Date: Thu Nov 27 23:02:04 PST 1997

6. If no bannerprinting programis specifiedandwehavesb@(noshortbanner)thenwe skipbanner
generation,i.e. - we do not sendabannergenerationline to theoutput(:of filter).

7. If thequeueis a normalforwardingqueue,thenthegenerate_banner optionwill invokethebp,
bs or be programasappropriateto createabannerpagefile which is thenmadethefirst (default)or
last(hl flagor be=... present)file in a job. Thisoptionhasno effect in othertypesof queues.See
thetranslate_formatoptionaswell.

15.6. Printing Job Files
Optionsused:

• Xf= FormatFilter

• sf FLAG SuppressForm FeedSeparators

• if= DefaultF FormatFilter

• pr= pr formattingprogram

• send_job_rw_timeout= print job read/writetimeout

• send_query_rw_timeout= statusqueryoperation read/writetimeout

• sf FLAG Suppressform feedbetweenjob files

Sequenceof Operations:for eachjob in listedin thecontrolfile, thefollowing operationsaredonein
turn.
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1. If thereis an :of filter present,thesuspendstring \031\001 is written to of_fd andtheno further
actionis takenuntil theof filter is suspended.

2. Thecontrolfile line for thejob is examined,andthefirst letterof thedatafile specificationis usedas
theformat.

3. If theformatis p, thejob is first processedby theprogramspecifiedby thepr program,andthe
programoutputusedastheprint file.

4. If theformatis f , l , or p thenthe :if filter is used,otherwisethekeywordXf is used.Notethat
certainformatssuchasp, a, l , maynotbeusedasformats.

5. Thefilter programis startedwith anappropriatesetof commandline options(seeFilter Command
Line OptionsandEnvironmentVariables), andwith its STDOUTattachedto theprinting device
(io_fd), STDERRto a pipewhich resultsin theoutputbeingwritten to thestatusfile, andfile
descriptor3 to theaccountingfile or program.If debuggingis enabled,thentheSTDERRoutputis
alsowritten to theerrorlog file (lf).

6. Whendoinga read/writeoperationto a deviceor remotesystem,a timeoutcanbespecified.When
doingaprint or job transferoperation,thesend_job_rw_timeout valueis used.Whendoinga
statusor queryoperation,thesend_query_rw_timeout valueis used.If awrite or write operation
doesnotcompletewithin thespecifiedtimeoutseconds,thenwe haveanerrorconditionandjob
processingor thequeryoperationis terminatedwith JFAIL status.If thetimeoutvalueis 0, thenno
timeoutis done.

7. lpd will thenwait for thefilter to exit. Thefollowing exit codesareusedby lpd:

Key Value Meaning
JSUCC 0 Successful
JFAIL 1, 32 Failed - retry later
JABORT 2, 33 Abort - terminate queue processing
JREMOVE 3, 34 Failed - remove job
(Unused) 4, 35
(Unused) 5, 36
JHOLD 6, 37 Hold this job - reprint later
JNOSPOOL7, 38 No spooling to this queue
JNOPRINT 8, 39 No printing from this queue
JSIGNAL 9, 40 Killed by unrecognized signal
JFAILNORETRY 10, 41 Failed, no retry
Other Abort - terminate queue processing

8. If thefilter exit statuswasJSUCC(0), or noerrorindicated,thenprocessingwill continueotherwise
thejob terminationtakes(seeAbnormalTermination).

9. If the :of filter is present,thenit is reactivatedwith a kill -CONTsignal.
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10. Thethesf (suppressFF print file separators) is turnedoff a form feedis sentbetweeneachfile of a
job.

15.7. Printing Banner At End of Job
Optionsused:

• hl FLAG Header(Banner)Last

Theactionstakenin this stepareidenticalto thosefor thePrintingBanner,with theexceptionthatthebe

(endbannerprogram)is usedto selectthebannergenerationprogramratherthanthebs (startbanner
program).

If we havehl true,thenwe print a bannerat theendof thejob, ratherthanstart.

15.8. Normal Termination
Optionsused:

• fq FLAG FormFeedon Close

• la FLAG LocalPrinter Accounting

• tr= Trailer on Close

• ae=Accountingat end

• save_when_done FLAG Savewhendone

• wait_for_eof FLAG Wait for EOFbeforeclosingdevice

• exit_linger_timeout= socketlinger timeout

Sequenceof Operations:

1. If weareprinting andthe fq flag is setandthesf (suppressinterfileFF) flag is set,thenthe ff

(form feed)stringwill beinterpretedandsentto theof_fd.

2. If weareprinting, the tr (trailer) stringwill beinterpretedandsentto theof_fd.
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3. If printingandthe la (localprinteraccounting)flag is setor transferringa job andthear (remote
accounting)flag is set,theae is examinedandaccountingis doneasdescribedfor theasfield.

4. If the :of filter is present,its STDIN is closed,andthe lpd serverwaitsfor it to exit. Theexit status
is usedasdescribedabove.

5. If thedevice is a socketor network connection,thesocket linger time is setto
job_send_rw_timeout valueif nonzeroor theexit_linger_timeout valueif nonzero,a write
shutdown is done,andif thewait_for_eof optionis true(default) thenareadis doneon the
connectionuntil anEOFis found.Thedevice (io_fd) is thenclosed.

6. Thejob is markedascompletedin thespoolqueue.

7. If thesave_when_done flag is not specified,thejob is removed.

15.9. Abnormal Termination
Optionsused:

• mail_from= Mail fromusername

• mail_operator_on_error= Mail to operator on error

• send_try= Maximumprinting or transferattempts

• save_on_error FLAG Do not deleteon error

• send_failure_action= Actionon Failure

• sendmail= sendmailpathnameandoptions

• stop_on_abort FLAG Stopprocessingqueueon filter abort

If thejob processingterminatesabnormally, thefollowing sequenceof eventsoccurs:

1. Thejob is markedashaving anerrorduringprocessing.

2. The lpd serverwill attemptto kill all filters andotherassociatedprocessesby sendingaSIGINT and
SIGCONT(kill -INT andkill -CONT) to them.

3. If thereis amail_operator_on_error value,thespecifiedoperatorwill bemailedanerror
indication.Thesendmail optionspecifiesthepathnameof thesendmailprogramandtheoptions
neededto have it readmail addressesfrom its standardinput. For example,
sendmail=/usr/sbin/sendmail -oi -t is acommonlyusedsetof options.
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4. Themail_from valuespecifiestheusernameusedfor mail origination.If notspecified,thedefault
is to usetheprint spoolqueueor printername.

5. If thereis asend_failure_action specified,thenit is decodedandthecorrespondingaction
taken. If thevalueis remove , hold , abort , or retry , thenthejob is removed,held,aborted,or
retried.If thevalueis |/program , theprogramis executedandthenumberof attemptsarewritten
to thefilter STDIN. Theexit statusof thefilter will beusedto determinetheconsequentactions.
Thatis, JSUCC(0) will besuccess,andthestandardsuccessactionwill betaken;JFAIL will cause
retry, JREMOVE will causethejob to beremoved,JHOLD will causethejob to beheld,JABORT
or otherstatuswill abortprocessing.

6. If thestatusis ABORT andthestop_on_abort flag is set,thenfurtherprocessingof jobsis
terminated.Thejob is not removedfrom thequeue.

7. If theerrorstatusindicatesremoval, andthesave_on_error flag is clearthenthejob is removed
from thespoolqueue.

8. If theerrorstatusindicatesthatno furtheroperationsshouldbeperformedon thequeue,thenthe lpd
serverwill stopprocessingjobs.

9. If theerrorcodeindicatedthatthejob shouldberetried,andthesend_try valueis 0 or thenumber
of attemptsis lessthanthesend_try value,thenthejob is retried.Betweeneachattemptto transfer
a job to a remotesite.This pausewill doubleaftereachattempt,reachinga maximumof
max_connect_interval seconds.If max_connect_interval is 0, thereis no limit on the
interval value.

15.10. Forwar ding Jobs
Options:

• bk Berkeley compatiblecontrol file

• bq_format= formatof filteredoutput

• lpd_bounce filter job andtransferoutput

• control_filter= Control file filter

• control_file_line_order= Control file line order

• nline_after_file N line afterdatafile

• send_data_first senddatafilesfirst
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If aspoolqueueis doingstoreandforwardoperations,thenratherthanprintinga job thecontrolfilesand
datafilesaresentto theremoteprinter. In orderto do this, thefollowing itemsmustbearranged.

• If necessary, thejob mustbeprocessedby filters on thelocalhost.

• Thecontrolfile mustbepreparedandupdatedaccordingto therequirementsof theremotesite.

• A connectionmustbeestablishedto theremotesite.

• Thedatafilesandcontrolfilesmustbetransferredto theremotesite.

Oneof themoreseriousproblemsis whena print spooler(LPR)programdoesnot generateprint jobsin
a mannercompatiblewith a remotesystem.While LPRng performschecksfor improper
implementationsof RFC1179,it will try to accepta job evenunderthemostsevereabuseof theprotocol.
However, otherspoolersarenot soforgiving. Somespoolersrequirethatthecontentsof thecontrolfile
bein exactlytheorderthattheoriginal1988BSD lpr softwaregeneratedthem.While someentriescan
bemissing,all theentriespresentin thefile mustbein anexplicit order.

Thebk (Berkeley lpd compatiblecontrolfile) optioncauseslpr andlpd to reformatthecontrolfile,
removing objectionableentries.Thecontrolfile of a job beingsentto a remoteprinterwill have its
controlfile entriesrestrictedto lettersin (andthesameorder)asHPJCLIMWT1234.You canusethe
control_file_line_order optionto specifyanevenmorerestrictedset,andusethe
nline_after_file optionto havethefile informationline (N value)comeafterthedatafile entry.

However, therearesomeveryoddcommercialimplementationsthatrequiremore informationthanis
present.To assistwith this, thecontrol_filter optioncanbeused.Thisspecifiesaprogramthatwill
processthecontrolfile beforeit is sentto a remotedestination.Thecontrol_filter programis run
with thestandardsetof filter options.STDIN is attachedto thecontrolfile andtheSTDOUTwill be
usedasthecontrolfile valuesentto theremotehost.

Theexit codeof thecontrol_filter is usedto determinewhetherto proceedin processing.See
Errorcodesfor details.

Sequenceof Operations:

1. A copy of thecontrolfile informationis madeandthecopy will bemodifiedduringprocessing,
ratherthantheoriginal.

2. If the lpd_bounce optionis specifiedthena temporaryfile is createdandthejob is printedusing
theproceduresfor printing to a device,but to thefile. This includesall of thefilter operations,
banners,andsoforth. Theworking copy of thecontrolfile is setto havethetemporaryfile asthe
datafile to besentto theremotedestination,andthedatafile formatis setto thebq_format value.

3. Thecontrolfile is rewrittenaccordingto therequirementsof theroutinginformation,if any. For each
destinationin theroutinginformationandeachcopy, a new job identifiervaluewill begenerated.
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4. Thecontrolfile is rewrittenaccordingto thebk andcontrol_file_line_order options.If a
controlfilter is specified,thecontrolfilter programis runandtheoutputof theprogramis usedas
thenew controlfile.

5. A connectionis madeto theremotehost,andthedataandcontrolfiles aretransferredto theremote
hostusingtheRFC1179protocol.If thesend_data_first optionis specifiedthedatafiles are
sentfirst.

6. If thejob wassentsuccessfully, thejob statusis updatedin thesamemannerasfor a printedjob.

15.11. Debugging
Optionsused:

• debugging= debuggingoptions

• full_time FLAG full or extendedtimeformat

• ms_time_resolution FLAG millisecondtimeresolution

• syslog_device= syslog alternativedevice

• use_date FLAG put dateinformationin control file

• use_info_cache FLAG cacheprintcapandotherinformation

TheLPRng softwarehasaverypowerful debuggingcapability. Sincemostprinting problemsoccuron
remotesystemswhereit is impossibleto rundebuggers,andsincemostsystemsdo not docoredumpsof
SETUID ROOT programs,theLPRng softwareprovidesa veryverbosesetof log file tracemessages.

First,seriouserrorsor otherinformationareloggedusingthesyslog() facilities. If thesearenot
presenton asystem,thenthemessagesareloggedto thedevicespecifiedby syslog_device .

For clientprograms,thedebuggingoptionsarespecifiedon thecommandline andoutputis directedto
STDERR.For the lpd server, debuggingcommandscanbespecifiedon thecommandline ORasthe
db=options printcapvalue.Outputis directedto thelog file (lf optionvalue,default log).

A typical debugentryhastheformat2,network+1,database . Thissetsthegeneraldebugginglevel to
2, network debuggingto 1 andthedatabasedebugginglevel to thedefault. Thefollowing debugging
optionsandlevelsaresupported.

• nnn- generalpurposedebugginglevel

• network - network debugging
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• database- databasedebugging

• receive- job or commandreceptiondebugging

• print - detailedjob printingdebugging

The full_time flag forcestheloggingandotherinformationwhichhastimestampsto havea full (year,
month,day, etc.) timestamp.Thems_time_resolution flag forcesmillisecondtimeresolutionin the
time stamp.Theuse_date flag forcesadatevalueto beplacedin a controlfile if thereis none.

Theuse_info_cache (defaultON) causeslpd to cacheprintcapandconfigurationinformation.This is
desirableexceptwhentrying to changevaluesin printcapfilesandtesttheresults.By using
use_info_cache@ in theconfigurationinformation,youcangetimmediateresponses.Also, seelpc
rereadfor anothermethod.
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This sectiongivesanoverview of how LPRng usesfilter programs,andgivesa detaileddiscussionof
how theprintcapoptionsandfilters interact.

16.1. Filter Functions
Print filters areoneof themostpowerful toolsin BSD-styleprintersystems.

In generalUNIX terms,a filter is aprogramthattakesits input file(s),doessomethingwith it, andsends
theresultto its standardoutput.MostUNIX utilities aredesignedasfilters. (But sinceyouarea system
manager, you shouldalreadyknow that:))

In thecontext of a BSD-styleprint spooler(andalsoLPRng), thetermfilter refersto aprogramthat
processesfile while it is beingtransferredto a printer.

Thefilter is executedwith STDIN readingfrom thefile to beprintedSTDOUTto theprinterdeviceor a
temporaryfile. STDERR(file handle2) is redirectedto thestatusfile, andfile handle3to anaccounting
file or program.

A filter canbeassimpleasaLF to CR/LF translator, or it canincorporateacompleteaccountingsystem,
automaticfile typetranslations,or evenredirectthejob to anotherprinting system.

The lpf filter suppliedaspartof theLPRng distribution is aaverysimpleCRto CR/LFconversionfilter.
The ifhp filter providessupportfor morecomplex PostScript,PCL,andtext printers.

16.2. Filter Exit Codes
Whena filter exits, theexit codevalueis usedby theparentprocessto determinewhatactionsto take.
Sincefilters areusedin severalplacesin theprinting process,not just to do formatconversion,thereis a
largenumberof recognizedexit values.

Key Value Meaning
JSUCC 0 Successful
JFAIL 1, 32 Failed - retry later
JABORT 2, 33 Abort - terminate queue processing
JREMOVE 3, 34 Failed - remove job
(Unused) 4, 35 (Unused)
(Unused) 5, 36 (Unused)
JHOLD 6, 37 Hold this job - reprint later
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JNOSPOOL7, 38 No spooling to this queue
JNOPRINT 8, 39 No printing from this queue
JSIGNAL 9, 40 Killed by unrecognized signal
JFAILNORETRY 10, 41 Failed, no retry
Other Abort - terminate queue processing

16.2.1. JSUCC
A zeroor JSUCCexit valuealwaysindicatessuccess;anon-zeroexit valueindicatesfailureor aproblem
conditionandrequiresspecialhandlingby theparentprocess.

16.2.2. JFAIL
Whenprinting or performingsomeactionthatcanberepeated,suchasconnectingto a remoteprinter, a
1 or JFAIL statusindicatesa transientfailurecondition.Dependingonvariousconfigurationoptions,the
printing or otheroperationcanberetried.

16.2.3. JABORT
The2 or JABORT is amoreseriouserror, andindicatesthatthereis no expectationthattheoperation
would succeedif retried.It mayalsoindicatethatnoothersimilaroperationshouldbeperformed.Jobs
whoseprint filters exit with JABORT areusuallyunprintable,andby default areremovedfrom theprint
queue.

16.2.4. JREMOVE
TheJREMOVE statusindicatesthatthejob shouldberemovedfrom theprint queue.This is a
refinementof theJFAIL andJABORT status.Thejob is usuallyunconditionallyremovedfrom theprint
queue,evenif it is normallykeptin thequeuefor reprinting.This statusis usuallyreturnedby filters
which areresponsiblefor permissioncheckingandis returnedwhentheuserhasnopermissionto print.

16.2.5. JHOLD
TheJREMOVE statusindicatesthatthejob shouldbeheldandreprintedata latertime. This statusis
returnedby variousfiltersduringtheprocessingof a job, andusuallyindicatesthattheresourcesneeded
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for a job arenot available.Held jobsneedto beexplicitly releasedby theadministrator.

16.2.6. JNOSPOOL and JNOPRINT
TheJNOSPOOLandJNOPRINTareusedaspartof themanagementof loadbalancingqueuesandthe
check idle filter. LPRng hastheability to runa programto checkto seeif a spoolqueueis availablefor
printing on adynamicbasis.If thefilter thatdoesthischeckingexits with JNOSPOOLor JNOPRINT
thenjobsshouldnot besentto thespoolqueue.

16.2.7. JSIGNAL
This statusis usuallyreturnedwhentheexiting processis terminatedby a signalor abort,anddoesnot
exit usingtheexit facility. It is usuallyhandledlikea JABORT exit status,andis theindicationof a
severeandpossiblynon-restartablesystemfailure.

16.2.8. JFAILNORETRY
This codeis usedunderanextremelyoddsetof circumstancesandwasusedto supportasophisticated
print retrysystem.

Normallywhenaprint filter or otherfilter returnsthiscode,it is treatedasJFAIL. Thejob is markedas
having anerrorconditionandis not immediately retried.Otherjobscanthenbetried for printing in
thequeue.It is not removedfrom theprint queue,but markedasunprintable .

Whena round-robin retry print schedulingalgorithmis used,if thereareno otherjobsavailablefor
printing thenthejobsthatfailedwith JFAILNORETRY areretried.Thus,jobsthataresubmittedgo to
theheadof thequeuefor printing,andjobsthatarependingfor repeatareprintedafterthem.This
algorithmis deprecated,andthatthedetailsof thisalgorithmareundocumented.

16.2.9. Other Values
If a filter exits with otherthantheindicatedvalue,or avalueinappropriatefor its purpose,thentheresult
is treatedlike JABORT.
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16.3. Print Job Formats
Optionsused:

• :if , cf , df , gf , nf , :of , rf , tf , vf , Xf , Filter programs

LPRng hasinheriteda setof so-called‘print formats’ from its BSD ancestor. Theformatwasusedto
specifythetypeof file thatwasbeingprinted.The lpd serverusedtheprint formatto selectthefilter for
processingthefile. Thedef ault formatis f .

Theusercanspecifytheformat(i.e., thefile type)by giving theappropriateoptionto lpr :

• -b or -l : Binary (literal) file. No processingshouldbedone.The l formatis recordedasthefile
format.

• -c : cifplot(1) output.

• -d : TeX DVI file.

• -g : Outputfrom theplot(3X) routines.

• -n or -t : (di)troff output.

• -p : Text file thatshouldbepre-processedby thepr command,andthenby thestandardtext filter.

• -v : BensonVarianrasterimage.

Alternatively, onecanalsouse-Fx , wherex is theformatspecifier. (E.g.,-Fc insteadof -c .) This last
form alsoallowsyou to useother(non-standard)formatspecifiers.

Thefilter for formatX is thevaluefor theXf printcapoption,with someminorexceptions.Thefollowing
Xf optionshaveapre-definedmeaning.

• :if Thef formatfilter, i.e. - for thedefault f format.All print jobsarepassedthroughthis one,
unlessanotherformatis selected.

• cf Cifplot datafilter (for -c format).

• df Filter for DVI files (-d ).

• gf Graphdatafilter (-g ).

• nf Ditroff datafilter (-n ).

• :of Thisfilter is usedfor processingthe(optional)bannerat thestartand/orendof theprint job, and
alsofor theinterjobseparators.SeeOF Filter for details.
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• rf Filter for Fortranstylefiles (-r ).

• tf Troff filter (-t ).

• vf (Versatek)rasterimagefilter (-v ).

16.4. OF Filter
The :of filter is usedto processbannersandjob separators.The:of filter is responsiblefor performing
appropriateprocessingof this informationandsendingto theprinterfor action.

While thevariousfile filters areinvokedona onceperprint file basis,the :of filter is invokedon aonce
perprint job basis.

This filter is thefirst oneto bestarted,andshouldperformwhateverspecializeddevice initialization is
needed.It shouldalsodo whateveraccountingprocedureis desiredfor startof job accounting.

The :of filter will begivenany bannerprinting or job separationinformationfor a job. As partof its
operation,it candetecta specificstring,correspondingto a bannerprint request,andgenerateabanner.
(SeetheJobProcessingStepsandPrintcapOptionsfor details.)

Duringoperation,the lpd serverwill sendthespecialstopsequenceof \031\001 to the :of filter. The
filter mustthensuspenditself usingakill -STOP operation.The lpd serverwill detectthatthe :of

filter hassuspendeditself andthenwill performotherprintingoperations.

After theotherprinting operationshavebeencompleted,the :of will thenbesentakill -CONTsignal.

This sequencewill continueuntil all informationhasbeenprinted,andthenthe :of filter’sSTDIN will
beclosed.Thefilter will thenperformwhatevercleanupoperationsareneeded,updateaccountingor
otherinformation,andexit.

16.5. lpr -p format
Optionsused:

• pr= pr programfor p format

The-p formatis requiresfiltering thetheinputfiles by thepr utility andthenpassingtheresultthrough
the :if filter.

This is widely regardedasa kludgeandmaynotbesupportedon yourprint spooler.
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16.6. lpr binar y (-l) format
Thebinary(or literal) formatis -l . The :if filter is usedto processthefile, andis invokedwith the-c

(cancelprocessing?)flag.

Thefilter will notmodify thefile whensendingit to theprinter, but mayapplyvarioussetupsto the
printer.

16.7. Chaining Filter s
If a filter commandhasa pipe(| ) or IO redirectionindicator( � or � ) in it, or startswith anopen
parenthesis(( ), thefilter is run by passingtheentirecommandto theshellspecifiedby theshell

configurationoption.This allowsa widevarietyof optionsandoperationsto becarriedout. The$*

valueshouldbeusedto have thefilter optionspassedto thecorrectentryin thefilter chain.

For example,

lp:
:filter=( echo "starting ‘date‘" � /var/log/status; /usr/local/ifhp $* )

16.8. Filter Command Line Options and Envir onment
Variab les

Optionsused:

• bk_filter_options= BackwardsCompatibleFilter options

• bk_of_filter_options= BackwardsCompatibleOF Filter options

• bkf FLAG BackwardsCompatibleFilters

• filter_ld_path= Filter LD_LIBRARY_PATH environment

• filter_options= Filter options

• filter_path= Filter PATH environment

• of_filter_options= OF Filter options

• pass_env= Environmentvariablesto copyto Filter environment
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• pl= line countfor page

• pw=columncountfor page

• px= pixelwidth for page

• py= pixel lengthfor page

A filter (or program)specificationin theLPRng printcapdatabasehastheform:

:option=| [flags] /path [argument | "argument" | ’argument’ ]*
:option=[flags] /path [argument | "argument" | ’argument’ ]*

Thefirst caseis usedwheretheoptionvaluecanbea stringor filter, andthesecondwherea programis
alwaysexpected.Thefollowing procedureis usedto runa filter program.Argumentsin singleor double
quotesarepassedasa singlevalue,asfor a shell.

Thesequenceof operationsto runa filter is asfollows:

1. Theprogrammustbespecifiedwith anabsolutepathname.

2. By default, theprogramis runastheuserif invokedfrom aclientprogramsuchaslpr , lpc, etc. If
invokedfrom lpd, it is run astheuserID specifiedby the :user (defaultdaemon) configuration
entry.

3. ROOT Flag. If theROOT flag is specifiedthefilter is executedwith UseridandEffectiveUserid
ROOT (UserID 0). By default it is executedwith theuser andgroup configurationoptionuserand
groupids. Runninga filter asROOT is extremelydangerous,andshouldonly beusedfor programs
thatrequirerootpermissionsto openfilesor makenetwork connectionsfrom privilegedports.

4. $- or -$ Flag.Thisflagsuppressesappendingoptionsto thefilter commandline. If the$- or -$ flag
is not present,the :filter_options or :of_filter_options for the :of filter valuesare
appendedto thefilter commandline. If the :bkf (Berkeley lpd filter compatibleflag) is TRUEthen
the :bk_filter_options and:bk_of_filter_options valuesareusedinsteadof the
:filter_options and:of_filter_options values.

Table 16-1.Print Filter CommandLine Options

Option DefaultValue

Option DefaultValue

filter_options $C $F $H $J $L $P$Q $R $Z $a $c$d $e$f $h
$i $j $k $l $n $p$r $s$w $x $y $-a

of_filter_options (sameasfilter_options)

bk_filter_options $P$w $l $x $y $F $c$L $i $J $C $0n$0h$-a
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bk_of_filter_options $w $l $x $y

5. By default, for programsthatarenot beinginvokedasprint job file filters, the filter_options

argumentsareadded.For print job filters, if the :bkf flag is set,thenthebk_filter_options and
bk_of_filter_options entriesareused.Thedefaultbk filter optionsarethesameasoriginally
usedwith theBSD lpr filters. For the :of filter, eithertheof_filter_options or
bk_of_filter_options argumentswill beadded.

6. Theprogramargumentswill thenbescannedandinterpreted.Argumentsof theform $letter will
betranslatedinto valuesfrom theprint job controlfile and/orprintcapentry. Thelettershavethe
following meaning:

Table 16-2.Filter CommandLine Options and Values

Option Purposeor Value

a printcap af (accountingfile name)

b job size(in K bytes)

c binary file (l format for print file)

d printcap cd or sd entry

e print job data file name(curr ently being
processed)

f print job original namewhenspooledfor
printing (N info fr om control file)

h print job originating host (H info fr om control
file)

i indent request(I info fr om control file)

j job number in spoolqueue

k print job control file name

l printcap pl (pagelength)

m printcap co

n username(L info fr om control file)

p remoteprinter (whenprocessingfor bounce
queue)

r remotehost (whenprocessingfor bounce
queue)

s printcap sf (statusfile)
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t time in commonUNIX format

w printcap pw (pagewidth)

x printcap px (pagex dimension)

y printcap py (pagey dimension)

F print file format

P printer name

S printcap cm (commentfield)

Capital letter Corr espondingline fr om control file

{key} printcap value for key

7. If thereis novaluefor thespecifiedargument,thentheargumentis removedfrom thelist. If thereis
avalue,theactualform of thesubstitutionis controlledby additionalflagsasfollows.

Table 16-3.Filter CommandLine Option Format

Form TranslatedValue

$x ’-xvalue’

$-x ’value’

$0x -x ’value’

$’x -x value

Eachentryin quotesis treatedasa singlevalue,asin /bin/sh.The$’x doesnot quotethevalue.
Combinationsof thevariousflagsareallowed.For example,$-x would simplysubstitutethevalue
for x , andthenpassthewhitespaceseparatedcomponentsasindividualarguments.This lastform is
usefulfor addingin additionalflagson thecommandline.

8. Thecommandline is parsed,metacharactersareruthlesslystrippedfrom all argumentsand
pathnamesandreplacedby _ (underscores),andanargumentlist suitablefor theexecve system
call is formed.

9. A sanitizedenvironmentis setup for theprogramexecution,with thefollowing environment
variables.

Table 16-4.Filter Envir onmentVariables

Variable Name Meaning

CONTROL control file name
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DATAFILES list of data file names

HOME Home dir ectory (client only)

IFS " \t"

LD_LIBRARY_PATH :filter_ld_path configuration information

LOGDIR Home dir ectory (client only)

LOGNAME L control file line

PATH filter_path configuration information

PRINTCAP_ENTRY printcap information

SHELL :sh configuration information (default
/bin/sh)

SPOOL_DIR :sd printcap information

TZ Time zone

USER User name(client only)

10. If thefilter is to berun by a clientprogramsuchaslpr , thentheenvironmentvariablesspecifiedby
thepass_env configurationor printcapoptionwill beextractedfrom theenvironment,haveany
metacharactersremoved,andthenplacedin theenvironmentvariablelist. Commonly, the
PGPPASS,PGPPASSFD,andPGPPATH arespecified.

11. Theprogramis started,with STDIN, STDOUT,andSTDERRattachedto theappropriatefilesor
file descriptors.If noneis specified,thenthey areattachedto /dev/null .

16.9. LPRng Suppor ted Filter s
Therealreadyexistsa largelibrary of ready-to-usefilters. Someof themhaveLPRng-specificversions,
which canbefoundat theLPRng ftp mirror sites.

16.9.1. Filter Suppor t Conventions
By convention,mostfilters areeithertotally standalone(veryrare)or requireasetof supportfilesor
configurationfiles. Therearetwo typesof configurationfiles: perprint queueconfigurationinformation
andglobalconfigurationinformation.

Sincea print filter executeswith thespoolqueuedirectoryasthecurrentdirectory, mostfilters put per
print queueconfigurationinformationin afile in thespooldirectory. Somevintagefilters insistonhaving
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thesefileshiddenwith namessuchas.setup. This canmake it difficult for administratorsto determine
wheretheconfigurationfilesare.

Globalconfigurationfilesareusuallyplacedin commonlyaccessibledirectoriessuchas
/usr/local/libexec/filters andits subdirectories.Thisallows theLPRng administratorto set
theprivilegeson thesedirectoriessuchthatonly the lpd processcanaccessthem.

Whenafilter is invoked,it is passeda largenumberof options,many of whicharetotally ignoredin filter
operation.However, for many purposesit is necessaryto provideoptionsto thefilters to tailor their
operationto theparticularspoolqueueneeds.

An alternative to usinginformationin a file is to placeoptionsin theprintcapentryandhave thefilter
extractthemfrom thePRINTCAP_ENTRY environmentvariablevalue.This is mucheasierto
implement,but is specificto LPRng.

16.10. lpf
Sourcecode:LPRng Distribution

This filter is distributedaspartof theLPRng sourcecode,andhasavery limited functionality. By
default, it only translates\n to \r\n sequences,anddetectstheOF Filter Stopsequencewheninvoked
asanOF filter.

• Options:-Tcrlf - suppress\n to \r\n translation

16.11. ifhp Filter
Sourcecode:LPRng Distribution, ifhp- � em� version� /em� .tgz

The ifhp filter supportsawidevarietyof smartprinters,or to bemorespecific,printerswhich support
PostScript,PCLor PJLlanguages.For detailson usingthe ifhp filter seethe ifhp filter documentation
for details.Thefollowing is aquicksetof examplesof printcapentries:

# network connection to jet direct box,
# no banners, HP compatible
lp

:lp=ipaddr%9100
:filter=/usr/local/libexec/filters/ifhp

#
# banner added, model information added
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#
lp

:lp=ipaddr%9100
:ifhp=model=hp4
:bp=/usr/local/libexec/filters/pclbanner
:of=/usr/local/libexec/filters/ifhp
:filter=/usr/local/libexec/filters/ifhp

#
# for a parallel port printer or when you want VERY fast
# throughput, no pagecounts, error messages, etc. The
#
lp

:lp=/dev/lp0
:ifhp=model=hp4,status@
:filter=/usr/local/libexec/filters/ifhp

252



Chapter 17. Permissions and Authentication
Thecontentsof the /etc/lpd.perms file areusedto controlaccessto the lpd server facilities.The
modelusedfor permissiongrantingis similar to packetfilters. An incomingrequestis testedagainsta
list of rules,andthefirst matchfounddeterminestheactionto betaken.Theactionis eitherACCEPTor
therequestis granted,or REJECTandtherequestis denied.Youcanalsoestablisha defaultaction.

Thefollowing is asamplelpd.perms file.

# allow root on server to control jobs
ACCEPTSERVICE=C SERVERREMOTEUSER=root
REJECT SERVICE=C
#
# allow same user on originating host to remove a job
ACCEPTSERVICE=M SAMEHOSTSAMEUSER
# allow root on server to remove a job
ACCEPTSERVICE=M SERVERREMOTEUSER=root
REJECT SERVICE=M
# all other operations allowed
DEFAULT ACCEPT

Eachline of thepermissionsfile is a rule. A rule will ACCEPTor REJECTa requestif all of thepatterns
specifiedin therule match.If thereis amatchfailure,thenext rule in sequencewill beapplied.If all of
therulesareexhausted,thenthelastspecifieddefaultauthorizationwill beused.

Thesenseof apatternmatchcanbeinvertedusingtheNOT keyword. For example,theruleswith
ACCEPT NOT REMOTEUSER=john,bill succeedsonly if theREMOTEUSERvalueis definedandis
not john or bill .

Eachentryin a rule is a keywordwhich hasis assigneda valueor list of valuesfollowedby anoptional
setof patternsthatarematchedagainstthesevalues.Thefollowing tableis a summaryof theavailable
keywords.

Table 17-1.PermissionKeywords and Purpose

Keyword Match

DEFAULT default result

SERVICE Checking lpC, lpR, lprM, lpQ, and Printing

USER P (logname)field namein print job control file.

REMOTEUSER usernamein requestfr om remotehost.
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HOST DNS and IP addressinformation for the H (host)
field namein print job control file

REMOTEHOST DNS and IP addressinformation for the
connectionfr om the remotehostmaking the
request

IP Alias for HOST

REMOTEIP Alias for REMOTEHOST

REMOTEPORT Originating TCP/IP port for the connectionfr om
the remotehostmaking the request

SAMEUSER USER and REMOTEUSER matches

SAMEHOST HOST and REMOTEHOST matches

SERVER requestoriginates on lpd server

FORWARD destinationof job is not host

REMOTEGROUP REMOTEUSER is in the specifiedgroup or
netgroup in the lpd server group database.

GROUP USER is in the specifiedgroup or netgroup in the
lpd server group database.

LPC LPC commandin the LPC request.

CONTROLLINE match a line in control file

AUTH authentication type

AUTHUSER authenticateduser

AUTHFROM authenticatedforwarder

AUTHJOB authenticatedjob in queue

17.1. Permission Checking Algorithm
Optionsused:

• default_permission= DefaultPermission(accept)

The lpd serverusesthefollowing algorithmto do permissionchecks.

1. Theconfigurationinformationinitially establishesa default permissionusingthe
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default_permission configurationvalue.This is usedif anexplicit permissionis not determined
by theotherstepsin this algorithm.

2. Eachline of thepermissionsfile is a listsof tests(patterns)anda permissionvaluethatis usedif all
of thetests(patterns)on theline aresuccessful.A DEFAULT line setsthedefault resultif all lines
fail.

3. Eachline is executedin sequenceuntil amatchis found.Thefirst matchingline terminatesthe
permissioncheckingandthecorrespondingpermissionvalueis used.

4. Eachkeywordhasa value(or setof values)thatarematchedagainstasetof patterns.If thekeyword
doesnothavea value(or thenull value)thenthematchwill fail. Initially, all thekeywordshavea
null value.

5. Whena connectionis receivedby the lpd server, REMOTEHOSTandREMOTEPORT aresetto the
theIP addressesandhostnames,andtheTCP/IPportof thehostoriginatingtheIP address
respectively. REMOTEIPandIFHParealiasesfor REMOTEPORT andPORT is analiasfor
REMOTEPORT. Thesareprovidedfor backwardscompatibilitywith olderversionsof LPRng. For
example,a requestoriginatingfrom 10.0.0.2 , port1011would setREMOTEIPto 10.0.0.2and
PORT to 1011.

6. TheREMOTEHOSTvalueis setto theresultof doinga reverseDNS lookupon theREMOTEIP
address.This valueis thelist of namesand ip addressesin standardIP notation(nnn.nnn.nnn.nnn)
thatarereturnedby thelookup. If theDNS lookupfails thentheREMOTEHOSTvalueis setto the
REMOTEIPvalue.For example,lookupof 10.0.0.2would resultin thenamesh2.private and
patrick.private , andtheonly IP addressassignedto it was10.0.0.2 . TheREMOTEHOST
valuewould thenbethelist h2.private,patrick.private,10.0.0.2 .

7. TheSERVICE valueis setto X andthenthepermissionsdatabaseis scannedfor amatchingentry.
Theresultis thepermissionvalueof thefirst matchingline or thedefaultpermission.If theresultis
REJECTthentheconnectionis closed.

8. Next, a singleline is readfrom theconnection.This line containstherequesttype,theprint queue
name,anddependingon therequesttypeanoptionalusernameandoptions.TheSERVICE valueis
setto R, Q, M, andC, for a lpR , lpQ , lprM , andlpc requestrespectively andPRINTERto theprint
queuename.

9. If therequestis for an lpc operation,theLPCvalueis setto thenameof theoperation.For example,
andlpc lpd operation

10. If therequestcontainsa usernamethenREMOTEUSERis assignedtheusername.

11. If therequestoriginatesfrom the lpd serverasdeterminedby theconnectionarriving from the
localhost addressor anaddressassignedto oneof thenetwork interfacesfor this hostthenthe
SERVER valueis setto true(or matches).
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12. If therequestis for anauthenticatedtransfer, (seeAuthenticationandEncryption), thenthe
authenticationproceduresarecarriedout. After they havebeenperformed,theAUTH valueis setto
true,AUTHTYPE is setto thenameof theauthenticationmethod,AUTHUSERto theauthenticated
identifierof theoriginatorof therequest,andAUTHFROM to theauthenticatedidentifierof the
originatorof theconnection.

13. OthermatchingkeywordssuchasREMOTEGROUPusevaluessetat this time. Thesearediscussed
in thenext section.

14. Thepermissiondatabaseis rescanned,this time to seeif thereis permissionto operateon the
specifiedspoolqueue.Thepermissiondatabaseis first checkedto seeif therequestinguserhas
control(SERVICE=C) permission.If they do, thenthey canperformany operationon thespool
queue.Thescanis thenrepeatedfor theactualrequest.

15. If thereis nopermissionto performtheoperationthenanerrorcodeandmessagesis returnedon the
requestingconnection.

16. If theoperationis for a spoolqueueor server, no otherpermissionscheckingis done.This includes
the lpq command,andmostof the lpc commandscontrolqueueoperations.

17. If theoperationis for for individual jobsin a spoolqueue,thenthequeueis scannedandjob
informationis extractedfor eachjob in thequeue.TheUSERvalueis setto thejob controlfile P

line. Thevalueof theH line in thecontrolfile is usedto performaDNSlookup,andtheHOSTvalue
is setto theresultsof this lookup. IP is analiasfor HOST, andis retainedfor backwards
compatibility.

18. TheSAMEUSERvalueis setto true(or match)if theREMOTEUSERvalueis identicalto the
USERvalue.Similarly, SAMEHOSTis setto trueif theREMOTEHOSTvaluematchestheHOST
value.Seethefollowing sectionsfor otherkeywordssuchasGROUP.

19. Thepermissioncheckingis donefor eachindividual job in a spoolqueue,andif it succeedsthe
actionis carriedout on thejob.

Thesechecksareappliedon thearrival of a job from anexternalconnection.Unfortunately, therearea
setof print spoolerimplementationsthatdo not handlejob rejectiondueto lackof permissions.These
printerswill continuallyandrepeatedlyattemptto senda job for which thereis no printingpermission
until thejob is removedby administrativeaction.To accommodatetheseprinters,wemustacceptjobs
for printing andthendisposeof them.This is doneby usingtheSERVICE=P(printing) checks.

1. Whenaprint spoolis activeandis printing or forwardingjobs,beforeit processesa job it will read
thejob controlfile andsettheUSERandHOSTvaluesasdiscussedin theprevioussections.It will
alsosettheAUTH, AUTHUSER,andAUTHJOBvaluesaswell, if thejob wasspooledby usingan
authenticatedmethod.
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2. Thepermissionsdatabasewill bescannedandtheresultingpermissiondetermined.Notethatthe
valuesof theREMOTE keysareundefined,andtestsusingthemwill haveunpredictableeffects.

3. If thejob doesnot havepermissionto beprinted,it will normallyberemovedfrom thespoolqueue.

While this modelis verysimpleit canhandlea wide rangeof situations.However, it is really basedon
thesimpletrust thatuserswill not impersonateotherusersor hosts.If this is not thecase,thenmore
elaborateproceduresbasedon encryptionandauthenticationarecalledfor.

Thereis aproblemwith permissionscheckingfor lpq (SERVICE=Q) requests.Sincetheusernameis
not passedaspartof therequest,it is impossibleto usetheREMOTEUSERclauseto restrictlpq
operations.

TheSERVICE=RandSERVICE=Pfacilitiesareprovidedto handleproblemswith print spoolersthatdo
not recognizea lack of permissionerrorcode,andwill indefinitelyretrysendinga job to the lpd server.
If this is thecase,thentheSERVICE=Rclausecanbeusedto acceptjobs,andthentheSERVICE=Pclause
will causethe lpd server to removeof thejob whenit is scheduledfor printing.

17.2. Rule Matching Procedures

[not] key assigned value
[not] key=pattern substring match
[not] key=pattern1,pattern2,pattern3,... glob and exact
[not] key=IP1/mask1,IP2/mask2,... IP address

Eachof theindicatedvaluesis matchedagainsta list of patterns.Thefollowing typesof matchesare
used:

1. assignedvalue.Thekeywordhasanassignedvaluewhich is true(match)or false(nomatch).
ExamplesareSAMEHOSTandSERVER.

2. substringmatch.Theindicatedentryis presentasa substringin thepattern.

3. GLOB matches.Thepatternis interpretedasaGLOB stylepattern,where* matches0 or more
characters,and? matchesasinglecharacter, and[L-H] specifiesa rangeof charactersfrom L to H,
in ASCII order.

4. IP addressmatch.Theaddressmustbespecifiedin thestandardnn.nn.nn.nn format.Themask
mustbeeitheranintegernumbercorrespondingto thenumberof significantbits,or in thestandard
nn.nn.nn.nn format.Addressesarecomparedby doing

( IPaddr XOR IP ) AND mask
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If theresultis 0, thena matchresults.Notethattheremaybeoneor moreaddressesbeingchecked
for; this canoccurwhenahostmayhavemultiple IP addressesassignedto it.

5. integerrangematch.Thepatternhastheform low-high , wherelow andhighareintegernumbers.
Thematchsucceedsif thevalueis in thespecifiedrange.

6. SameIP AddressMatch.Thiscomparestwo listsof IP addresses;amatchis foundwhenthereis
oneor morecommonaddresses.

17.2.1. DEFAULT

DEFAULT ACCEPT
DEFAULT REJECT

TheDEFAULT rule specifiesthedefault if no rule matches.Normally, thereis oneDEFAULT entryin a
permissionsfile.

Example:

DEFAULT ACCEPT

17.2.2. SERVICE
Matchtype: substring

TheSERVICE key is basedon thetypeof request.

Key Request

Key Request

C LPCControlRequest

M lprm Removal Request

P Printing

Q lpq StatusRequest

R lpr JobTransfer

X ConnectionRequest
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Eachof theabovecodescorrespondseitherdirectly to theusercommand,or a setof subcommands.

If you haveanLPCrequest,youcanaddanLPC=xxx clauseto refinethepermissionscheckingto allow
or disallow lpc commandssuchaslpc status, printcap, active, .

Example:

# control only from root on server
ACCEPTSERVICE=C SERVERUSER=root
REJECT SERVICE=C
# accept all others
ACCEPTSERVICE=*

17.2.3. USER
Matchtype: GLOB

TheUSERinformationis takenfrom theP (personor logname)informationin theprint job controlfile.

Example:

# we allow jobs to be spooled
ACCEPTSERVICE=R
# now we do the checking at print time
ACCEPTSERVICE=P USER=root
REJECT SERVICE=P

17.2.4. REMOTEUSER
Matchtype: GLOB

TheREMOTEUSERinformationis takenfrom theuserinformationsentwith aservicerequest.

Notethatoneof theflawsof RFC1179is thatan lpq (print status)requestdoesnot providea
REMOTEUSERname.

Example:

ACCEPTSERVICE=C REMOTEUSER=root,papowell,admin SERVER
ACCEPTSERVICE=C LPC=status,lpd REMOTEUSER=admin
REJECT SERVICE=C
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17.2.5. HOST
Matchtype: GLOB

TheH (host)informationin theprint job controlfile is usedto do a DNSlookup,andtheresultinglist of
namesandaddressesis usedfor matchingpurposes.

Example:

# we allow jobs to be spooled
ACCEPTSERVICE=R
# now we do the checking at print time
# allow from our private subnet
ACCEPTSERVICE=P HOST=10.0.0.0/8,*.othernet.com
REJECT SERVICE=P

17.2.6. REMOTEHOST
Matchtype: GLOB

TheREMOTEHOSTinformationis obtainedby doinga reverseIP namelookupon theremotehostIP
addressandtheresultinglist of namesandaddressesis usedfor matchingpurposes.If thereis noFQDN
available,thentheIP addressin text form will beused.

Example:

# allow from our private subnet
ACCEPTSERVICE=R REMOTEHOST=10.0.0.0/8,*.othernet.com
REJECT SERVICE=R

17.2.7. REMOTEPORT
Matchtype: integerrange

TheREMOTEPORT valueis theoriginatingport of theTCP/IPconnection.Thematchsucceedsif it is
in thespecifiedrange.

Example:

# require connections to originate from privileged port
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ACCEPTSERVICE=X REMOTEPORT=1-1023
REJECT SERVICE=X

17.2.8. PORT
Alias for REMOTEPORT.

17.2.9. IP
Alias for HOST.

17.2.10. REMOTEIP
Alias for REMOTEHOST.

17.2.11. LPC
Matchtype: GLOB

Therequestedlpc command.Thisallows thefollowing permissionsline to beused:

Example:

#allow remoteuser admin on server to use LPC topq and hold
ACCEPTSERVICE=C SERVERREMOTEUSER=root
ACCEPTLPC=topq,hold SERVERREMOTEUSER=papowell
REJECT SERVICE=C

17.2.12. SAMEUSER
Matchtype: exactstringmatch

Both theREMOTEUSERandUSERinformationmustbepresentandidentical.

Example:
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# LPC users can do anything
ACCEPTSERVICE=C SERVERREMOTEUSER=root
REJECT SERVICE=C
# allow users who sent jobs from the same host to remove them
ACCEPTSERVICE=M SAMEUSERSAMEHOST
REJECT SERVICE=M

17.2.13. SAMEHOST
Matchtype: SameIP Address

TheREMOTEHOSTandHOSTaddresslistsarechecked;if thereis acommonvaluethematch
succeeds.

Example:

# allow root on the same host as user
# to remove files
ACCEPTSERVICE=M SAMEHOSTREMOTEUSER=root
REJECT SERVICE=M

17.2.14. SERVER
Matchtype: MatchingIP Address

Oneof theREMOTEHOSTaddressesmustbethesameasoneof theaddressesof the lpd serverhost,or
mustbeoneof theaddressesfoundby looking up the localhost nameusinggethostbyname() .

Example:

# allow root on the server full LPC permissions
ACCEPTSERVICE=C SERVERREMOTEUSER=root
REJECT SERVICE=C

17.2.15. FORWARD
Matchtype: AddressMatch
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Thelist of REMOTEHOSTandHOSTaddressesmustnot havea commonentry. This is usuallythecase
whenaremotelpd server is forwardingjobsto the lpd server.

Example:

# do not accept forwarded jobs or requests
REJECT SERVICE=* FORWARD

17.2.16. GROUP
Matchtype: modifiedGLOB

TheUSERmustbepresentin oneof thegroupsin /etc/group or whateverpermissionsmechanismis
usedto determinegroupownershipwhich matchestheGLOB pattern.If thepatternhastheform @name,
thena checkto seeif theuseris in thenamednetgroupis done.

Example:

ACCEPTSERVICE=P GROUP=admin,@netgroup
REJECT SERVICE=P

17.2.17. REMOTEGROUP
Thesamerulesasfor GROUP, but usingtheREMOTEUSERvalue.

Example:

ACCEPTSERVICE=R REMOTEGROUP=admin,@netgroup
REJECT SERVICE=R

17.2.18. CONTROLLINE
Matchtype: GLOB

A CONTROLLINE patternhastheform

X=pattern1,pattern2,...
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X is a singleuppercaseletter. Thecorrespondingline mustbepresentin acontrolfile, andthepatternis
appliedto theline contents.

This patterncanbeusedto selectonly files with specificcontrolfile informationfor printing.

17.2.19. AUTH
Matchtype: value

If thecurrenttransferor thetransferusedto senda job wasauthenticated,thenAUTH is trueor matches.

Example:

# reject all non-authenticated transfers
REJECT NOT AUTH

17.2.20. AUTHTYPE
Matchtype: glob

If thecurrenttransferor thetransferusedto senda job wasauthenticated,thenAUTHTYPE is setto the
nameof theauthenticationmethod.

Example:

# require kerberos, pgp, or md5 authentication
REJECT NOT AUTHTYPE=kerberos*,pgp,md5

17.2.21. AUTHUSER
Matchtype: GLOB

TheAUTHUSERrule will checkto seeif theauthenticateduseridentificationmatchesthepattern.

Example:

ACCEPTSERVICE=C AUTHTYPE=kerberos* AUTHUSER=admin@ASTART.COM
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17.2.22. IFIP
Matchtype: IPmatch,but for IPV6 aswell asIPV4

Thereis asubtleproblemwith namesandIP addresseswhich areobtainedfor ’multi-homedhosts’,i.e. -
thosewith multipleethernetinterfaces,andfor IPV6 (IP Version6), in whicha hostcanhavemultiple
addresses,andfor thenormalhostwhich canhavebotha shortnameanda fully qualifieddomainname.

TheIFIP (interfaceIP) field canbeusedto checktheIP addressof theinterfacethatacceptedthe
network connection,asreportedby theinformationreturnedby theaccept()systemcall. Notethatthis
informationmaybeIPV4 or IPV6 information,dependingon theoriginationof thesystem.This
informationis usedby gethostbyaddr()to obtaintheoriginatinghostfully qualifieddomainname
(FQDN)andsetof IP addresses.Notethatthis FQDN will befor theoriginatinginterface,andmaynot
bethecanonicalhostname.SomesystemswhichusetheDomainNameServer (DNS)systemmayadd
thecanonicalsystemnameasanalias.

This entryis deprecatedandmaynot besupportedin futurereleases.

17.3. Permission File Location
Optionsused:

• perms_path= path

Theperms_path= configurationvariablespecifiesthelocationof thedefaultpermissionsfile. The
default valueis:

perms_path=${sysconfdir}/lpd.perms

The lpd.perms file canbeobtainedby runningaprogram,in asimilar mannerto theprintcap file.
SeeFiltersfor detailson how theprogramwouldbeinvoked.For example,assumetheconfiguration
informationspecified:

perms_path=|/usr/local/libexec/get_pe rms

The lpd serverwill write eitherablankline for connection(SERVICE=X) andglobal lpc permissions
(SERVICE=CandLPC=reread,lpd,default ) or thenameof thespoolqueueto theget_perms

STDIN, andexpectsto readpermissioninformationfrom its STDOUT.If thefilter methodis used,it
shouldalwaysreturnthecompletesetof connection(X) andcontrol(C servicevalues.
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17.4. Example Permission File

# allow root on server to control jobs
ACCEPTSERVICE=C SERVERREMOTEUSER=root
ACCEPTSERVICE=C LPC=lpd
REJECT SERVICE=C
#
# allow same user on originating host to remove a job
ACCEPTSERVICE=M SAMEHOSTSAMEUSER
# allow root on server to remove a job
ACCEPTSERVICE=M SERVERREMOTEUSER=root
REJECT SERVICE=M
# all other operations allowed
DEFAULT ACCEPT

In theabovesample,wefirst specifythatlpC commandsfrom userroot on thelpd serverwill be
accepted.This is traditionallytheway thatmostlpc commandsoperate.We alsoallow anybodyto use
the lpc lpd command.We rejectany otherlpc requests.

We acceptlprMrequestsfrom thehostanduserthatsubmittedthejob, aswell asfrom root on theserver,
andrejectany others.

Finally, all othertypesof commands(lpq, lpr) areallowedby default.

17.5. Comple x Permission Checking
Oneof themoreusefultypesof permissioncheckingis to restrictaccessto yourprintersfrom users
outsideyournetworks.TheIP patterncanspecifya list of IP addressesandnetmasksto applyto them.

For exampleIP=10.3.4.0/24 would matchall hostswith theIP addressesIP=10.3.4.0 to
IP=10.3.4.255 .

Similarly, theHOSTpatterncanspecifya setof hostnamesor patternsto matchagainstbasedon the
GLOB notation.

For exampleREMOTEHOST=*.private would matchall hostswith a DNSentrywhichendedwith
private .

TheNOT keyword reversesthematchsense.For exampleREJECT NOT

REMOTEHOST=*.private,*.murphy.com would rejectall requestsfrom hostswhich did not havea
DNS entryendingin private or murphy.com .
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17.6. More Examples
Thefollowing is amorecomplex lpd.permsfile.

# All operations allowed except those specifically forbidden
DEFAULT ACCEPT
#Reject connections which do not originate from hosts with an
# address on 130.191.0.0 or from localhost,
# or name is not assigned to Engineering pc’s
REJECT SERVICE=X NOT IFIP=130.191.0.0/16,127.0.0.1/32
REJECT SERVICE=X NOT REMOTEHOST=engpc*
#Do not allow anybody but root or papowell on
#astart1.private or the server to use control
#facilities.
ACCEPTSERVICE=C SERVERREMOTEUSER=root
ACCEPTSERVICE=C REMOTEHOST=astart1.private REMOTEUSER=papowell
#Allow root on talker.private to control printer hpjet
ACCEPTSERVICE=C HOST=talker.private PRINTER=hpjet REMOTEUSER=root
#Reject all others
REJECT SERVICE=C
#Do not allow forwarded jobs or requests
REJECT SERVICE=R,C,M FORWARD
# allow same user on originating host to remove a job
ACCEPTSERVICE=M SAMEHOSTSAMEUSER
# allow root on server to remove a job
ACCEPTSERVICE=M SERVERREMOTEUSER=root

17.7. Authentication
Oneof themajorproblemsin a print spoolersystemis providing privacy andauthenticationservicesfor
users.Onemethodis to constructaspecificsetof protocolswhichwill beusedfor providing theprivacy
or authentication;anotheris to provideasimpleinterfaceto a setof toolsthatwill do theauthentication
and/orencryption.

LPRng providesnativesupportfor theMIT Kerberos4 extensionsandKerberos5 authentication.

LPRng hasnativesupportfor thePGP(PrettyGoodPrivacy) programandcansignandoptionally
encryptcommandandresponsesbetweenserversandclients.Dueto legal restrictions,anexternalPGP
programmustbeusedfor this purpose.

A simpleMD5 hashbasedauthenticationschemeis alsoprovidedasanexampleto illustratehow new or
differentauthenticationmethodscanbeadddd.
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Finally, LPRng providea generalpurposeinterfaceallowing usersto inserttheir own authentication
methods,eitherat theprogramlevel or at thecodelevel.

17.8. Authentication
A carefulstudyof theauthenticationproblemshowsthatit shouldbedoneduringreceptionof
commandsand/orjobsfrom a remoteuserand/orspooler. At this time thefollowing mustbedone:

1. Thereceivedcommandmustbecheckedfor consistency, andtheremoteuserandhostmustbe
determined.

2. Theremoteuserandhostmustbeauthenticated.

3. Thecommandand/orspoolingoperationmustbecarriedout.

4. Theresultsmustbereturnedto theremotesystem.

17.9. Identifier s
Whena userlogsinto a system,they areassigneda usernameanda correspondingUserID.This user
nameis usedby theLPRng softwarewhentransferringjobsto identify theuser.

Whenwe look into theproblemof authentication,wewill possiblyhaveamoreglobaluseridentification
to dealwith, theauthenticationidentifier(AuthID). Oneway to dealwith this problemis to giveLPRng
intimateknowledgeof theUserIDandAuthID relationship.While this is possibleit is difficult to deal
with in a simpleandextensiblemanner. An alternatesolutionis to providea mappingservice,wherethe
authenticationprocedureprovidesamapbetweentheUserIDandAuthID.

17.10. RFC1179 Protocol Extensions
TheRFC1179protocolspecifiesthata lpd servercommandsenton aconnectionhastheform:

\nnn[additional fields]\n

\nnn is a oneoctet(byte)valuewith thefollowing meaning:
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REQ_START 1 start printer
REQ_RECV 2 transfer a printer job
REQ_DSHORT 3 print short form of queue status
REQ_DLONG 4 print long form of queue status
REQ_REMOVE 5 remove jobs

TheLPRng systemextendstheprotocolwith thefollowing additionaltypes:

REQ_CONTROL6 do control operation
REQ_BLOCK 7 transfer a block format print job
REQ_SECURE 8 do operation with authentication

TheREQ_CONTROL allowsaremoteuserto sendLPCcommandsto theserver. TheREQ_BLOCK
providesanalternatemethodto transfera job. Ratherthantransferringthecontrolanddatafiles
individually, this formattransfersonefile. TheREQ_AUTH providesamechanismfor providing an
authenticationmechanismandis describedin this document.

17.11. Authentication Operations
Optionsused:

• auth= client to serverauthenticationtype

• auth_forward= serverto serverauthenticationtype

• XX_id= serveridentification

• XX_forward_id= Serveridentification

A LPRng client lpr , lpq, lprm , or lpc to lpd serverauthenticatedtransferproceedsasfollows. If an
authenticatedtransferis specifiedby theauth=protocol entryin theprintcapor configuration
information,theclient sendsa requestfor anauthenticatedtransferto theserver.

Part of theauthenticationrequestis theauthenticationtype. If authenticationtypeXX is requestedthe
serverwill examinetheinformationin theprintcapandconfigurationentriesfor anXX_id value.If this
valueis presentthentheserversupportsauthenticationof this type.Furtherpermissionchecksare
carriedoutandfinally theserverwill acceptor rejecttheauthenticationrequest.If therequestis accepted
theserver returnsa positiveacknowledgment(single0 byte)to therequester, otherwiseit returnsa
nonzerovalueandanerrormessage.
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If therequestis acceptedthenanauthenticationspecificprotocolexchangeis carriedoutbetweenclient
andserver. Thecommandsand/ordatafilesareencryptedand/orsignedandtransferredto theserver.
Theprotocolspecificsoftwareon theserverwill thendecryptand/orchecksignatures,performthe
requestedactions,andin turngeneratea statusinformation.Thestatusinformationis encryptedand/or
signedby theserverandsentto theclient,wheretheclientdecryptsand/orcheckedfor correctsignature.

A lpd server to lpd serverauthenticatedtransferproceedsasfollows. If anauthenticatedtransferis
specifiedby theauth_forward=protocol entryin theprintcapor configurationinformation,the
originatingserversendsa requestfor anauthenticatedtransferto thedestinationserver. Theoriginating
serverplaysthepartof theclientandperformsthesamesetof actions.

Thefollowing printcapor userlevel informationneedsto beprovidedfor anauthenticatedexchange.

1. Theauth optionspecifiestheauthenticationtypeto beusedfor client to server transfers.For
example,auth=kerberos or auth=kerberos5 or would specifyKerberos5 authentication,
auth=kerberos4 would specifyKerberos4 authentication,auth=pgp wouldspecifyPGP
authentication,auth=md5 wouldspecifyMD5 authentication,etc.Thespecialform auth@ specifies
noauthentication.

2. Theauth_forward optionspecifiestheauthenticationtypeto beusedfor server to server transfers.
For example,auth_forward=kerberos5 would specifyKerberos5 authentication,etc.The
specialform auth@ specifiesno authentication.

3. Theauthenticatedtransferrequestsentto aserverhasoneof thefollowing forms,dependingon the
originator:

\008printer C user_id authtype \n - for commands (lpq, lpc, etc.)
\008printer C user_id authtype size\n - for print jobs (lpr)
\008printer F server_id authtype \n -

forwarded commands (lpq, lpc, etc.)
\008printer F server_id authtype size\n - forwarded print jobs (lpr)

Thesinglecharacterwith the \008 valuesignalsthatthis is anauthenticationrequesttheprinter

is thenameof aprint queue,andtheC (client)or F indicatesthattherequestis from aclientprogram
or is a forwardedrequestfrom a server. Theuser_id or server_id field is anidentifiersupplied
by theoriginatorandis discussedbelow. If thesize valueis presentthentherequestis for a job
transferandthis valuerepresentsthejob size.It is usedto determineif thereis sufficientspacein the
spoolqueuefor thejob.

4. Theuser_id or server_id fieldsin theauthenticationrequestareobtainedasfollows. If the
requestoriginatesfrom aclient, thentheuser_id is theusernameof theoriginatorobtainedfrom
password information.If therequestoriginatesfrom aserver, thentheserver_id is theprintcapor
configurationxx_id=server_id value,wherexx is thevalueof theauth_forward=xx entry.
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5. Whentheauthenticatedtransferrequestis received,thedestinationwill eitherreturnasinglezero
byte,or a non-zerobytevaluefollowedby additionalrefusalinformation.A refusalterminatesthe
protocolexchange.

6. Furtherexchangesarethendeterminedby theauthenticationprotocolspecificrequirements.

7. Oncetheinitial exchangeshavebeencompleteda userfile and/orcommandwill betransferredto
thedestinationserver.

8. An authenticationprotocolspecificAUTHFROM andAUTHUSERstringswill besuppliedto the
lpd server for purposesof permissionchecking.

9. Thelpd server thencarriesout therequestedoperation,andwill write errorandstatusinformation
into afile.

10. After therequestedactivity hasfinished,protocolspecificmoduletransferthestatusinformationin
thefile to therequestingsystemandterminatetheprotocolexchange.

17.12. Permission Checking
Whenanauthenticatedtransferhasbeenperformed,thefollowing permissioninformationwill be
provided.

• AUTH Thisvalueis true or match if anauthenticatedrequestwasreceived.

• AUTHTYPE=authtypeThis hasthevalueof theauthtype field in theauthenticationrequest.

• AUTHUSER=userinfoThis is theAUTHUSERinformationprovidedby theauthenticationprotocol,
andis usuallytheoriginatinguser’s identification.

• AUTHFROM=frominfo This is theAUTHUSERinformationprovidedby theauthenticationprotocol,
andis usuallytheoriginatingsystem(useror lpd server) identification.

• AUTHSAMEUSERThis item haseffectonly whencheckingjobsin aspoolqueue.TheAUTHUSER
informationfrom therequestis comparedto theAUTHUSERinformationfrom therequestthat
createda job. If they areidentical,thematchsucceeds.

• AUTHJOBThis itemhaseffectonly whencheckingjobsin a spoolqueue.If thejob wastransfered
usinganauthenticationprotocolthematchsucceeds.

For example,to rejectnon-authenticatedoperations,thefollowing line couldbeput in thepermissions
file.

REJECT NOT AUTH
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If a remoteserverhasid informationFFEDBEEFDEAF, thenthefollowing will acceptonly forwarded
jobsfrom thisserver.

ACCEPTAUTH AUTHFROM=FFEDBEEFDEAF
REJECT AUTH
REJECT NOT AUTH

To allow only authenticatedusersto remove jobsyoucanuse:

ACCEPTAUTH SERVICE=R,M,L,P AUTHSAMEUSER
REJECT AUTH
REJECT NOT AUTH

17.13. PGP Authentication Suppor t
PGPis a well known encryptionandauthenticationprogram.For moredetailsseethewebsite
http://www.pgp.netor theftp siteftp://ftp.pgp.net.

LPRng hasgreatlysimplifiedtheuseof PGPfor authenticationby building in supportasfollows.

• Theuser andgroup configurationentry(defaultsdaemon anddaemon respectively) specifytheuser
andgroupid usedby the lpd server for file andprogramexecution.PGPusesthecurrentuserid of the
PGPprocessto determinethelocationsof variousconfigurationfiles andinformation.In this
discussionwe will assumethat lpd runsasuid daemon.

• By default, thePGPprogramexpectsthepublicandsecretkey ringsto bein the$HOME/.pgp/

directoryto bereadableonly by theuser. In orderto setup PGPauthentication,makesurethatthe
daemon accounthasa homedirectory. Thenusethesu daemon commandto changeeffectiveUID to
daemonandrun thepgp -kg (generatekey) commandasdaemon.Thedaemon usershouldnot have
a password.

• EachPGPkey hasanassociatedidentifier. It is recommendedthatthe lpd key be lpr@hostname ,
wherehostnameis thefully qualifieddomainnameof theserver. A publicandaprivatekey file will
becreated.

• Next, placethepassphrasefor thedaemon userin ~daemon/.pgp/serverkey , andmakesureit has
ownerdaemon and600 permissions(read/writeonly by daemon). This is extremelyimportant.If
otheruserscanreadthisfile thensecuritywill beseverelycompromised.

• Next, distributethe lpr@hostname publickey to all usersof theLPRng server. This is usuallydone
by placingthepublic key in awell known file locationor makingit availableto usersby someform of
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PublicKey Distributionsystem(PKD). Thekey canbeextractedandput into a text file usingthe
following commands:

pgp -kxa userid destfile keyfile

Example:
� pgp -kxa lpr@astart /tmp/lprkey ~daemon/.pgp/pubring.pgp
Key for user ID: lpr@astart
512-bit key, key ID BB261B89, created 1999/01/01

Transport armor file: /tmp/lprkey.asc
Key extracted to file ’/tmp/lprkey.asc’.

• To allow auserto sendfiles to theserver, their publickey mustbeput into thedaemon publickey
ring. Thiscanbedoneusing:

pgp -ka /tmp/lprkey.asc

• Finally, theadministratorwill needto adduserspublickeys to thedaemon userspublickey ring. This
canmosteasilybedoneby copying all thekeys (in ASCII text form) to a singlefile
(/tmp/keyfile )andusing:

su daemon
pgp -ka /tmp/keyfile ~daemon/.pgp/pubring.pgp

• If the lpd server is usingPGPto forwardjobsor requests,thedestinationserver’spublickey mustbe
put in theoriginatingserverspublic keyring. For example:

su daemon
pgp -ka /tmp/lpd.keyfile ~daemon/.pgp/pubring.pgp

17.13.1. Printcap Configuration
Optionsused:

• pgp_path= pathto PGPprogram

• pgp_id= destinationserverkey usedbyclients

• pgp_forward_id= destinationserverusedbyserver

• pgp_server_key= pathto serverpassphrasefile
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Exampleprintcapentry:

pr:
:lp=pr@wayoff
:auth=pgp
:pgp_id=lpr@wayoff.com
:pgp_path=/usr/local/bin/pgp

pr:server
:lp=pr@faroff
:auth_forward=pgp
:pgp_id=lpr@wayoff.com
:pgp_path=/usr/bin/pgp
:pgp_forward_id=lpr@faroff.com

Thepgp_path valueis thepathto thePGPprogram.Theprogrammustbeexecutableby all users.

Thepgp_id valueis theid usedby PGPto look extractkeys from key rings.Whendoinga client to
server transferthis will besuppliedastheid to beusedfor thedestination,andtheuser’spublickeyring
will becheckedfor akey correspondingto this id. Whenarequestarrivesat theserver, theserverwill
usethisvalueastheid of a key in its privatekey ring. Finally, whena server is forwardinga requestto a
remoteserver, it will usethisvalueastheid of thekey in its privatekey ring to beusedto signor encode
thedestinationinformation.

Thepgp_forward_id valueis usedby the lpd serverastheid to useto find a key for thedestination.

Thepgp_server_key is thepathto thefile containingtheserverpassphrase.Thisfile will bereadby
lpd to getthepassphraseto unlocktheserver’skeyring.

17.13.2. User Files and Envir onment Variab les
Optionsused:

• PGPPASSFILE=File to readPGPpassphrasefrom

• PGPPASSFD=File descriptorto readPGPpassphrasefrom

• PGPPASS=PGPpassphrase

Oneproblemwith usingPGPis theneedto haveusersinput their passphrases.Thefollowing methods
canbeused.
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• Putthepassphrasein afile, say$(HOME)/.pgp/.hidden , andsetthePGPPASSFILEenvironment
variableto thefile name.Thisfile will beopenedandreadby PGPto getthepassphrase.Thisfile
shouldbeownedby theuserandhave0600 or read/writeonly by userpermissions.

• A moresubtlesolutionis to usethePGPPASSFDenvironmentvariablefacility. This causesPGPto
readthepassphrasefrom afile descriptor. If theuserputshispassphrasein a file, say
$(HOME)/.pgp/.hidden , thenthefollowing shellscriptcanbeused:

#!/bin/sh
# /usr/local/bin/pgplpr script - passphrase in $(HOME)/.pgp/.hidden
#
PGPASSFD=33

�
$(HOME)/.pgp/.hidden lpr "$@"

• Theleastdesirablemethodis to put thepassphrasein thePGPPASSenvironmentvariable.Sincethe
ps commandcanbeusedto list theenvironmentvariablesof processes,this is highly undesirableand
shouldnot beusedunderany circumstances.

17.14. Using Kerber os 5 for Authentication
LPRng Kerberos5 authenticationis basedon theKerberos5-1.1.1releaseasof December28,1999.This
wasobtainedfrom MIT from thehttp://web.mit.edu/kerberos/www/Website.

Thefollowing sectionsbriefly describeshow to setup andtesttheKerberossoftwareandthenhow to
configureLPRng to useKerberos.

17.14.1. LPRng Configuration
By default,LPRng will searchfor thekrb5.h file andthekrb5 libraries.If it findsthese,thenKerberos
authenticationwill beincluded.If it alsofindsthekrb.h file thenMIT Kerberos4 compatibilitywill
alsobeenabled.

17.14.2. Kerber os Installation Procedure

1. GettheKerberos5 distribution.

2. Compileandinstall thedistribution.
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3. Createthe /etc/krb5.conf and/usr/local/var/krb5kdc/kdc.conf , files usingtemplates
from thefiles in theKerberosdistribution’ssrc/config-files directory. SeetheInstallation
notesandtheSystemAdministratorsGuidefor details.

4. Startup theKDC andKADMIN servers- youmightwantto put thefollowing in your rc.local or
equivalentsystemstartupfiles:

if [ -f /etc/krb5.conf -a -f /usr/local/var/krb5kdc/kdc.conf ]; then
echo -n ’ krb5kdc ’; /usr/local/sbin/krb5kdc;
echo -n ’ kadmind ’; /usr/local/sbin/kadmind;

fi

5. Usekadmin(or kadmin.local)to createprincipalsfor yourusers.

6. Usekadmin(or kadmin.local)to createprincipalsfor the lpd servers.I havebeenusing
lpr/hostname.REALM asa template-i.e. lpr/astart1.private@ASTART.COM for anexample.
Youshouldusefully qualifieddomainnamesfor theprincipals.Sinceit will neverbeusedby an
individual,youdo not haveto give it a password.

Example:

kadmin ...
addprinc -randkey lpr/wayoff.private@ASTART.COM

7. Extractthekeytabfor eachserver:

kadmin ...
ktadd -k keytab lpr/hostname.REALM

Example:
ktadd -k /tmp/lpr.wayoff.private lpr/wayoff.private@ASTART.COM

8. Thekeytab file containsthekeytabinformation,which is theequivalentinformationfor theserver.

9. Copy eachkeytab file to theappropriateserver (youmight wantto encryptor useasecuretransfer
for this). Putit in the /etc/lpd.keytab file on theserver. Thisfile shouldhave0400 permissions
andownedby daemon or theuserthat lpd will run as.

# � ls -l /etc/lpd.keytab
-rw----- 1 daemon wheel 128 Jan 16 11:06 /etc/lpd.keytab

10. If youwantto haveMIT Kerberos4printingcompatibility, thenyouwill needto setup Kerberos4
servertabs insteadof Kerberos5 keytabs.Assumingthatyouhaveput theKerberos5 keytabin
/etc/lpd.keytab , thenyou extracttheKerberos4 srvtabversionof theKerberos5 keytabusing
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thefollowing commands.Youmustput thekey in the /etc/srvtab file in orderto becompatible
with theKerberos4 support.

h4: {331} # ktuil
rkt /etc/lpd.keytab
wst /etc/srvtab

17.14.3. LPRng Configuration
TheLPRng softwareneedsto beconfiguredsothatit canfind theKerberoslibrariesandincludefiles.
By default, theincludefilesareinstalledin /usr/local/include andthelibrariesin
/usr/local/lib . Usethefollowing stepsto configureLPRng sothatit usesthesedirectoriesduring
configurationandinstallation:

cd .../LPRng
rm -f config.cache
CPPFLAGS="-I/usr/local/include -I/usr/include/kerberosIV" \

LDFLAGS="-L/usr/local/lib -L/usr/lib/kerberosIV" \
./configure

make clean all
su
make install

17.14.4. Printcap Entries
Optionsused:

• auth=kerberos5= useKerberos5authentication

• kerberos_id= destinationserverkey usedbyclients

• kerberos_server_principal= aliasfor kerberos_id

• kerberos_forward_id= destinationserverusedbyserver

• kerberos_forward_principal= aliasfor kerberos_forward_id

• kerberos_keytab= locationof thelpd serverkeytabfile

• kerberos_service= serviceto beused
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• kerberos_life= lpd serverticket lifetime

• kerberos_renew= lpd serverticket renew

Exampleprintcapentry:

pr:
:lp=pr@wayoff
:auth=kerberos5
:kerberos_id=lpr/wayoff.private@ASTART. COM

pr:server
:lp=pr@faroff.private
:auth_forward=kerberos5
:kerberos_id=lpr@wayoff.private@ASTART. COM
:kerberos_forward_id=lpr/faroff.private @ASTART.COM

OR If you want to use Kerberos 4 authentication to the server
pr:

:lp=pr@wayoff
:auth=kerberos4
:kerberos_id=lpr/wayoff.private@ASTART. COM

# support both Kerberos 4 and 5 on server
pr:server

:lp=pr@faroff.private
:auth_forward=kerberos5
:kerberos_id=lpr@wayoff.private@ASTART. COM
:kerberos_forward_id=lpr/faroff.private @ASTART.COM
:kerberos_keytab=/etc/lpd.keytab

Theprintcapconfigurationfor Kerberosauthenticationis verysimple.

Thekerberos_id is theprincipalnameof thelpd server thatclientswill connectto. For backwards
compatibility, kerberos_server_principal canalsobeused.Thisvaluesis usedto obtaina ticket
for the lpd server, andis theonly entryrequiredfor client to serverauthentication.

Theotherentriesareusedby the lpd server. kerberos_keytab entryis thelocationof thekeytabfile to
beusedby theserver. Thiscontainsthepassphraseusedby theserver to authenticateitself andgeta
ticket from theticketserver.

Thekerberos_id valueis alsousedby theserverduringtheauthenticationprocessto makesurethat
thecorrectprincipalnamewasusedby therequestoriginator. Thischeckhassavedmany hoursof pain
in trying to determinewhy authenticationis failing.

Thekerberos_life andkerberos_renew setthelifetime andrenewability of thelpd serverKerberos
tickets.Thesevaluesshouldnot bemodifiedunlessyouarefamiliarwith theKerberossystem.Thereare
extensivenotesin theLPRng sourcecodeconcerningthesevalues.Thekerberos_service value
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suppliesthenameof theserviceto beusedwhengeneratinga ticket. It is stronlyrecommendedthatthe
kerberos_id entrybeusedinstead.

17.14.5. User Envir onment Variab les and Files
In orderto usekerberosauthentication,theuserwill needto obtaina ticket from theKerberosticket
server. This is doneusingkinit .

No otheractionsarerequiredby theuser.

17.15. Using Kerber os 4 for Authentication
LPRng hasbuilt-in supportfor theProjectAthenaextensionsto theRFC1179protocol.Theseprovide
anextremelysimpleauthenticationprotocolusinganinitial credentialexchange.After theinitial
exchangetheusualRFC1179protocolis used.

Duringconfiguration,if thekrb.h (Kerberos4) includefile is found,thenthis is enabledby default.

17.15.1. Printcap Entries
Optionsused:

• auth=kerberos4 useKerberos4authentication

• kerberos_id= destinationserverkey usedbyclients

• kerberos_server_principal= aliasfor kerberos_id

Exampleprintcapentry:

pr:
:lp=pr@wayoff
:auth=kerberos4
:kerberos_id=lpr/wayoff.private@ASTART. COM

Theconfigurationinformationfor Kerberos4andKerberos5is identicalanddiffer only in the
authenticationtype.Notethatonly client to serverauthenticationis supported.
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17.16. Using MD5 for Authentication
LPRng hasbuilt-in supportfor usingMD5 digestsasanauthenticationmethod.Theimplementationis
providedasanexampleof how to adduserlevel authenticationinto theLPRng system.

Themethodusedto doauthenticationis verysimple.Eachuserhasafile containingasetof keys thatare
usedto saltanmd5hash.Theinformationbeingtransferredhasits md5checksumcalculatedusingthis
salt,andis thentransferredto thedestination,alongwith themd5hashresult.At thedestinationthe
serverwill gettheuserid, obtainthesaltvaluefrom a key file, andthencalculatethemd5hashvalue.If
thetwo arein agreement,authenticationis successful.

Thekeyfile usedfor md5authenticationcontainsanid followedby a text stringwhosebinaryvalueis
usedasa hashkey:

id1=key
id2=key

Example:

lpr@h2=tadf79asd%^1asdf
lpr@h1=fdfa%$^&^%$

17.16.1. Printcap Entries
Optionsused:

• auth=md5 useMD5 authentication

• auth_forward=md5 forward usingMD5 authentication

• md5_id= id for server

• md5_forward_id= id for server

• md5_server_keyfile= serverkeyfile

Exampleprintcapentry:

pr:
:lp=pr@wayoff
:auth=md5
:md5_id=lpr@wayoff.com

pr:server
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:auth_forward=md5
:md5_id=lpr@wayoff.com
:md5_server_keyfile
:md5_forward_id=lpr@faroff.com

Themd5_id valueis usedby theclient to obtaina hashkey thatis usedto saltthemd5calculationfor
client to server transfers.Themd5_forward_id valueis usedby theserver to obtaina hashkey thatis
usedto saltthemd5calculationfor server to server transfers.

Themd5_server_keyfile containsthekeysof users;theid sentastheconnectioninformationis used
to obtainthekey from thefile.

To setupmd5authentication,all thatis neededis thefollowing.

• For eachusergeneratea key andplaceit in theserverkeyfile. Thisfile shouldhave theform:

user1@host1=asdfasdfadf
user2@host2=a8789087asddasdf

• Assignakey to theserver, andsetits printcapentryto thiskey.

pr:
:lp=pr@wayoff
:auth=md5
:md5_id=lpr@wayoff.com

• For eachuser, createa userkey file with thefollowing format:

lpr@wayoff = user1@host1 asdfasdfadf

Thefirst entrycorrespondsto themd5_id valuein theprintcap.Thesecondfield is theAUTHUSER
valuesuppliedto theserverandwhich will beusedto look up thekey in theserverskey file. Finally,
thelastfield is thesaltvaluefor themd5calculation.

17.16.2. User Envir onment Variab les and Files
Optionsused:

• MD5KEYFILE=5locationof userkeyfile

TheMD5KEYFILEenvironmentvariablecontainsthepathto theuserkeytabfile.
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17.17. Adding Authentication Suppor t
Additional typesof authenticationsupportcanbeaddedveryeasilyto LPRng by usingthefollowing
conventionsandguidelines.

First, theauthenticationmethodcanbeconnectionbasedor transferbased.Connectionbased
authenticationinvolvestheLPRng clientor serveropeningaconnectionto theremoteserver, having the
authenticationprotocolprovideauthenticationinformation,andthenhaving no furtherinteractionwith
thesystem.This is theeasiestto implementandunderstandmethod.Codeneedsto beprovidedto do a
simpleauthenticationexchangebetweenthetwo endsof theconnection,afterwhich no otheraction
needsto betaken.

Transferbasedauthenticationis morecomplex, but allowsencryptedtransfersof informationbetween
thetwo systems.A connectionis establishedbetweenclient andserver (or serverandserver),andan
initial protocolexchangeis performed.Thentheauthenticationmoduletransfersthecommandor job
informationto thedestination,whereis it unpackedand/ordecrypted.Theinternallpd server facilities
aretheninvokedby theauthenticationmodule,which alsoprovidesadestinationfor any errormessage
or informationdestinedfor theclient. Theauthenticationmodulewill encryptor encodethis information
andthensendit to theclientprogram.This typeof authenticationis morecomplex, but providesahigher
degreeof securityandreliability thanthesimpleconnectionbasedsystem.

17.17.1. Printcap Suppor t
By convention,printcapentriesauth=XXX andauth_forward=XXX specifiesthatauthentication
protocolXXX is to beusedfor client to serverandfor server to server transfersrespectively.

Similarly, theserver receiving anauthenticationrequestmusthavea XXX_id=name entryin theprintcap
or configurationinformation.This allowsseveraldifferentauthenticationprotocolsto beacceptedby a
server.

By convention,printcapandconfigurationentriesof theform XXX_key containconfiguration
informationfor theXXX authenticationprotocol.As partof theauthenticationsupportprocessthe
XXX_key valuesareextractedfrom theprintcapandconfigurationfilesandplacedin a simpledatabase
for theauthenticationsupportmodule.

If you areusinga routingfilter, thenyou canalsoplaceXXX_key informationin theroutingentryfor
eachfile, andthis will beusedfor sendingthejob to thespecifieddestination.

17.17.2. Code Suppor t
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TheLPRng/src/common/sendauth.c file hasthefollowing entriesat theend.

#define SENDING
#include "user_auth.stub"

struct security SendSecuritySupported[] = {
/* name, config_tag, connect, send, receive */
{ "kerberos4", "kerberos", Send_krb4_auth, 0, 0 },
{ "kerberos*", "kerberos", 0, Krb5_send },
{ "pgp", "pgp", 0, Pgp_send },

#if defined(USER_SEND)
USER_SEND

#endif
{0}

};

This is anexampleof how to adduserlevel authenticationsupport.Theuser_auth.stub file contains
thesourcecodefor thevariousmodulesauthenticationmodules.You canreplacethis file with yourown
versionif desired.Thefollowing fieldsareused.

name

Theauthenticationname.Theauth=XXX printcapor configurationvaluewill causethename fields
to besearchedusingaglob match.

config_tag

Whena matchis found,theconfig_tag valueis usedto searchtheprintcapandconfiguration
entriesfor information.If theconfig_tag field hasvalueXXX, thenentrieswith keysXXX_key

will beextractedfor useby theauthenticationcode.

connect

Routineto call to supportconnection level authentication.This routineis responsiblefor
connectionestablishmentandprotocolhandshake. If thevalueis 0, thenthesend field valuewill be
used.

send

Routineto call to supporttransfer level authentication.Thesend routineis provideda file anda
connectionto theremoteserver, andis responsiblefor thetransferringfiles.

TheLPRng/src/common/lpd_secure.c file hasthefollowing informationat theend:
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#define RECEIVE 1
#include "user_auth.stub"

struct security ReceiveSecuritySupported[] = {
/* name, config_tag, connect, send, receive */

#if defined(HAVE_KRB_H) && defined(MIT_KERBEROS4)
{ "kerberos4", "kerberos", 0, 0, 0 },

#endif
#if defined(HAVE_KRB5_H)

{ "kerberos*", "kerberos", 0, 0, Krb5_receive },
#endif

{ "pgp", "pgp", 0, 0, Pgp_receive, },
#if defined(USER_RECEIVE)
/* this should have the form of the entries above */

USER_RECEIVE
#endif

{0}
};

This informationmatchesthesameinformationin thesendauth.c file. Whentheauthentication
requestarrivesat theserver, thename field valuesaresearchedfor a match,andthentheconfig_tag

valueis usedto getextractconfigurationinformationfrom thedatabasefor theprotocol.

Thereceive routineis thencalledandis expectedto handletheremainingstepsof theauthentication
protocol.If theroutineexits with a 0 valuethenthelpd serverexpectsconnection level authentication
hasbeendoneandproceedsto simply transferinformationusingthestandardRFC1179protocolsteps.
A non-zeroreturnvalueindicatesanerrorandanerroris reportedto theotherendof theconnection.

If the receive moduleis to performtransfer level authentication,thenthemodulecarriesout the
necessarystepsto transferthecommandand/orjob information.It thencallsthenecessaryinternal
LPRng routineto implementthedesiredservices.After finishingtherequestedwork, theseroutines
returnto thecalling authenticationmodule,which thenwill transferdata,closetheconnectionto the
remotesystem,andreturnto thecalling system.Thecombinationof 0 returnvalueandclosed
connectionindicatessuccessfultransferlevel authenticationto theserver.

Theuser_auth.stub file containsthefollowing codethatsetstheUSER_SENDvariable:

#if defined(SENDING)
extern int md5_send();
# define USER_SEND\

{ "md5", "md5", md5_send, 0, md5_receive },
#endif
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If theSENDINGvaluehasbeendefined,thiscausestheprototypefor md5_send() to beplacein thefile
andtheUSER_SENDvalueto bedefined.This will causethemd5authenticationinformationto beplaced
in thecorrecttable.

17.17.3. Connection and Transf er Authentication
Ratherthango into adetaileddescriptionof thecode,theuser_auth.stub file containsextremely
detailedexamplesaswell asseveralworking versionsof authenticationinformation.It is recommended
thattheuserstartwith oneof theseandthenmodify it to suit themselves.
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In Academicinstitutions,avoidingprinting accountinghasbeenregardedasa challenge,anongoing
gameof fat catandpoorstarvingmouse,betweentheAdministrationandthedowntrodden,poor, over
chargedstudent.We will disregardthefactthatif moststudentsput asmucheffort into theirstudiesasin
findingwaysto avoid accountingproceduresthenthey would beRhodesScholarmaterial,but I digress...

Therearetwo approachesto printingaccouting:usesoftwaremethodsto determinethenumberof pages
thatshouldbeprintedandusethis astherecordedaccoutinginformation,or usea hardwarelevel
pagecounteron theprinterto accuratelydeterminethenumberof pagesused.While thesoftwaremethod
workswell in a relatively errorandsecuritycompromisefreeenvironmentandwhereprint jobsdo not
jam, for accurateaccounta hardwarelevel pagecounteror someothermethodmustbeused.Thus,in the
following sectionweassumethattheprinterhassomesortof non-volatilepagecountermechanismthat
is reliableandimperviousto poweron/off cyclesandtamperingby theusers,andcanbequeriedby the
printing software.

18.1. Accounting Printcap Options
Theaccountingfacilitiesarecontrolledandenabledby thefollowing entriesin theprintcapfile.

Tag DefaultValue Purpose

af NULL accountingfile name

as "jobstart$H $n $P$k $b $t" accountinginfo for job start

ae "jobend$H $n $P$k $b $t" accountinginfo for job end

accounting_server NULL

achk FALSE

la TRUE do accountingfor ’ local’ printer

ar FALSE do accountingfor ’remote’
transfers

18.2. Accounting File
Accoutinginformationis usuallystoredin thefile specifiedby the :af= option. If theoptionhasthe
formathost%port , thena TCP/IPconnectionis openedto thespecifiedporton theindicatedhost,and
accountinginformationis writtenandreadfrom theconnection,otherwisethevalueis treatedlikea file
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relative to thespoolqueuedirectory. Theport thattheconnectionoriginatesfrom will bein therangeset
by theconfigurationor printcaporiginate_portoption.

Accountinginformationcanbewritten to theaccountingfile by theprint spooler, :of filter, or job file
filter. Thefilters areresponsiblefor makinga connectionto thespecifiedhostandport or openingthe
accoutingfile. Thefollowing is a simpleexampleof accountinginformationwritten to theaccounting
file.

jobstart ’-Hh4.private’ ’-nroot’ ’-Pps’ ’-kcfA938h4.private’ \
’-b1093’ ’-tNov 5 19:39:25’
start ’-p12942’ ’-kcfA938h4.private’ ’-nroot’ ’-hh4.private’ ’-Pps’ \
’-c0’ ’-Fo’ ’-tSun Nov 5 19:39:25 1995’
filestart ’-p12944’ ’-kcfA938h4.private’ ’-nroot’ ’-hh4.private’ ’-Pps’ \
’-c0’ ’-Ff’ ’-tSun Nov 5 19:39:27 1995’
fileend ’-p12944’ ’-kcfA938h4.private’ ’-nroot’ ’-hh4.private’ ’-Pps’ \
’-b3’ ’-c0’ ’-Ff’ ’-tSun Nov 5 19:39:58 1995’
end ’-p12942’ ’-kcfA938h4.private’ ’-nroot’ ’-hh4.private’ ’-Pps’ \
’-b2’ ’-c0’ ’-Fo’ ’-tSun Nov 5 19:39:59 1995’
jobend ’-Hh4.private’ ’-nroot’ ’-Pps’ ’-kcfA938h4.private’ \
’-b1093’ ’-tNov 5 19:39:59’

The jobstart linesis addedby the lpd server, andarespecifiedby the :as printcapoption.Thestart

line is addedby the :of filter. Thisfilter usuallyqueriestheprinterandgetsprinterdependent
accountinginformationsuchasthepagecountervalue.The :of filter is thensuspendedandthejob is
processedby thevariousformatdependentfilters. Theseproducethe filestart andfileend lines.
Thesefilters canalsoquerytheprinterandgetprinterdependentaccoutinginformation.Theend line is
addedby the :of filter whenit terminates.The :of filter mayquerytheprinteragainat this pointand
getthefinal pagecountervaluefor thejob anddeterminethenumberof pages.The :ae optionspecifies
theoutputto beput into theaccoutingfile at theendof thejob.

Theaccountingfile mustexist andwill not becreatedby the lpd server. Theaccountingfile shouldbe
periodicallytruncated.

The :as=... and:ae=... optionsspecifytheformatof theinformationthatthe lpd serverwritesto
theaccoutingfile. Thesevaluesareexpandedusingthesamemethodsasfor thefilter options.For
example:

:as=jobstart $H $n $P $k $b $t
jobstart ’-Hh4.private’ ’-nroot’ ’-Pps’ ’-kcfA938h4.private’ \

’-b1093’ ’-tNov 5 19:39:25’
:ae=jobend $H $n $P $k $b $t

jobend ’-Hh4.private’ ’-nroot’ ’-Pps’ ’-kcfA938h4.private’ \
’-b1093’ ’-tNov 5 19:39:59’
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If theoptionshavetheform :as=|/path ... , thenthespecifiedprogramis run,andis responsiblefor
puttingtheserver level accountinginformationinto theaccoutingfile.

If theformatof the :af optionis :af=host%port andthe :achk optionis set,thenthe lpd serverwill
opentheconnectionto thehost,sendthe :as string,andthenwait for a singleline of text from the
remoteserver. If nothingis reador thefirst word on thereturnline is accept , thenthejob will be
printed.If thevalueis hold , remove , or abort , thejob will beheld,removed,or aborted.Any other
valuewill causethejob to bedeleted.

At theendof thejob the :ae stringwill besentto theserver. No responseis expected.

If theformatof the :as optionis :as=| ... , thenthevalueis assumedto bea filter program.It is
invokedusingtheusualproceduresfor filters,with its STDIN setto theaccountingfile andits outputis
readby the lpd server. If thefilter exits with a 0 exit code,thefilter outputis readandinterpretedasthat
returnedfrom anetwork connection.If theexit codeis JHOLD,JREMOVE, or JABORT, thejob is held,
removed,or aborted.Any otherexit codewill causethejob to beremoved.

18.3. Accessing Printer Hardware Pagecounter s
Thefollowing is from Hewlett-Packarddocumentation,
http://www.hp.com/cposupport/printers/support_doc/bpl02119.html

All HP LaserJet4/5/6family printershavea pagecountfeaturebuilt into thefirmware.However, this
featureworksdifferentlydependingon whichHP LaserJetprinteris beingused.Thefollowing is a
descriptionof how thepagecountfeatureworksfor eachprinterwithin theHP LaserJet4/5/6printer
families.

HP LaserJet 4/4M printers
HP LaserJet 4 Plus/4M Plus printers
HP LaserJet 4P/4MP printers
HP LaserJet 4Si/4Si MX printers
HP LaserJet 4ML printers
HP LaserJet 5P/5MP printers
HP LaserJet 6P/6MP printers

All of theaboveprintersusethesamemethodfor keepingtrackof thenumberof copies.Therearereally
two differentpagecountvalues:PrimaryandSecondaryvalues.Every time apageis printed,whetherit
is aninternaljob (suchasa self-test)or a standardprint job, theSecondarypagecountincreasesby one.
This valueis storedin standardRAM. OncetheSecondarypagecountvaluereaches10, thePrimary
pagecountwill increaseby 10. ThePrimarypagecountvalueis storedin a typeof memorycalled
NVRAM (Non-VolatileRAM). This is important,sinceNVRAM is not clearedwhentheprinteris
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poweredoff. StandardRAM, on theotherhand,is clearedwhentheprinteris turnedoff or reset.Thus,
thePrimarypagecountonly increasesin incrementsof 10.

Example

You havea brandnew HP LaserJet6Pprinterandyou print a self-testpage.Whenyou look on thetest
pagefor thePageCountvalue,you will seethatit says1. Next, youdecideto print a two pageletterand,
afterthat,anotherself-test.Thepagecountvaluenow says4. Internally, theprintersSecondarypage
count(storedin RAM) hasthevalueof 4 while thePrimarypagecount(storedin NVRAM) still hasthe
valueof 0. Now, you turn theprinteroff, thenbackon,andprint anotherself-test.Thepagecountvalue
againsays1 sincethepreviousvalueof 4, storedin RAM, wasclearedwhentheprinterwaspoweredoff.
Finally, print a tenpagedocumentandthenturn theprinteroff. Uponturningtheprinterbackon and
printing out anotherself test,youseethatthepagecountvalueis 11. Internally, theSecondarypage
countvalueis backat1 while thePrimarypagecountvalue(storedin NVRAM) is 10. Addedtogether,
you endup with theresultingvalueseenon theself-testpage.

TheHP LaserJet4L/5L/6L printersdiffer from thatof theotherprintersin thatthey do nothaveany
NVRAM availablefor storingpagecountvalues.Thus,noway existsfor theprinterto retaina page
countvalueoncetheprinteris poweredoff. TheHPLaserJet4L/5L/6L printershaveonly asinglepage
countvaluethatincreasesin incrementsof oneuntil theprinteris poweredoff.

18.4. Reliab le Accounting
In orderto do reliableaccounting,theprintermustbequeueriedfor thecurrentvalueof thepagecounter
at thestartandendof jobsandthis informationstoredin theaccountingfile. The ifhp filter canbe
configuredto obtainthepagecountervaluesandto recordthemat thestartandendof eachpartof a print
job. We canusethe :of filter to readthepagecountervalueat thestartandendof a job, andhave the
otherfile files recordinformationaswell. The ifhp filter will recordthepagecounterinformationwith
the-q option.We needsimply take thedifferenceof thestartingandendingpagecountervaluesto find
thenumberof pagesusedby a job.

start ’-p100’ ’-q20001’ ’-Fo’ ’-kcfA100taco’ ’-uuser’ ’-hhost’ ’-R...
filestart ’-p101’ ’-q20001’ ’-Ff’ ’-kcfA100taco’ ’-uuser’ ’-hhost’ ’-R...
fileend ’-p1’ ’-q20002’ ’-Ff’ ’-kcfA100taco’ ’-uuser’ ’-hhost’ ’-R...
filestart ’-p102’ ’-q20002’ ’-Ff’ ’-kcfA100taco’ ’-uuser’ ’-hhost’ ’-R...
fileend ’-p3’ ’-q20005’ ’-Ff’ ’-kcfA100taco’ ’-uuser’ ’-hhost’ ’-R...
end ’-p5’ ’-q20005’ ’-Fo’ ’-kcfA100taco’ ’-uuser’ ’-hhost’ ’-R...

If for somereasonthejob is killed or terminatesdueto errorconditions,the :of filter maynot getto
recordtheendingvaluefor thejob. Thiscanleadto accountingfiles with thefollowing entries:
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start ’-p100’ ’-q20005’ ’-Fo’ ’-kcfA100taco’ ’-uuser’ ’-hhost’ ’-R...
filestart ’-p101’ ’-q20005’ ’-Ff’ ’-kcfA100taco’ ’-uuser’ ’-hhost’ ’-R...
start ’-p110’ ’-q20005’ ’-Fo’ ’-kcfA101taco’ ’-uuser’ ’-hhost’ ’-R...
filestart ’-p112’ ’-q20010’ ’-Fo’ ’-kcfA101taco’ ’-uuser’ ’-hhost’ ’-R...
end ’-p112’ ’-q20010’ ’-Fo’ ’-kcfA101taco’ ’-uuser’ ’-hhost’ ’-R...

Themissingend is aclearindicationthattheuser’s job hasbeenterminated.We simply usethe
pagecountervaluedeterminedat thestartof thenext job to find thenumbersof pagesusedfor this job.

18.5. \LPRng accounting.pl Utility
TheLPRng accounting.pl utility providesthebasicframework for usingthe :as=| , :ae=| , and
pagecounterinformationwritten to theaccountingfile to do reliableaccounting,andmaybefoundin the
LPRng distribution UTILS directory. Usuallythis is modifiedaccordingto local siteneedsandinstalled
in thefilter directory.

Theutility maintainstheaccountingfile by insertinga STARTrecordat thestartof a job andanEND

recordat theendof thejob. It is assumedthatthelastENDrecordin thefile marksthelastplacethat
accountingwascompleted.

Thefollowing shows theprintcapentryfor usingtheaccounting.pl utility. Thestart andend

optionsareusedto specifythattheutility is beingcalledat thejob startor end.

printer
:af=acct
:as=|/usr/local/libexec/filters/accounting .pl start
:ae=|/usr/local/libexec/filters/accounting .pl end

At thestartof eachjob theutilty writesaSTARTrecordinto theaccountingfile. This recordcancontain
informationsuitablefor useby localsite.Theexit codeandinformationwritten to theutility STDOUTis
usedby the lpd server to determineif thejob is to beprinted.Thisallows job quotasto beimplemented
in asimpleway by having theaccounting.pl utility querya databasewith theuserquotasandreject
thejob if theuser’squotais exceeded.

At theendof thejob, theutilitity will readtheaccountingfile andusetherecordedinformationto update
theaccountinginformation.In orderto make this reliable,thefollowing stepsaretaken.

1. Theaccountingfile is readandscannedfor thelastENDrecord.If thereis none,thenthenext step
startsat thebeginningof theaccountingfile.

2. Thefile is scannedfor STARTlinesandpagecounter informationdeterminedat thestartof a job.
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3. If thelastline in theaccountingfile doesnot indicatesuccessfulcompletetionof thejob andcontain
pagecountinginformation,thentheaccountingprocedureis abandoneduntil thenext job completes
successfully.

4. If thelastline in theaccountingfile indicatessuccessfulcompletion,thenits pagecountervalueis
usedasthelastpagecountervalue.

5. Jobinformationis updatedby finding thestartandendpagecountervaluesfor eachjob. It is
possiblethata job will not haveapagecountervaluerecordedat its start;in thiscasethepageusage
will be0, asit did not evengetinitialized.

6. After determiningtheaccountinginformation,theprocedurewill thenupdateanddatabasesandthe
accountingfile. During this update,interruptsshouldbedisabledandtheamountof time takento
updatetheaccountinginformationand/orfile shouldbeminimized.

Administratorscanusethisscriptasa startingpoint for moreadvancedaccounting.For example,rather
thanjust recordingtheinformation,at thejob startthescriptcanqueryeithera localdatabaseor a remote
server to seeif theuserhaspermissionsto accesstheprinter. At theendof thejob or whenanEND line
is written to theaccountingfile, thelocaldatabaseor remoteaccountingservercanbeupdated.
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Chapter 19. RFC 1179 - Line Printer Daemon
Protocol

RFC1179canbeobtainedfrom theLPRng distribution, in theLPRng_DOC/rfc1179directory, or from
oneof many siteswhich mirror theRFCs.

This RFCis an informationalRFC,whichmeansthattheinformationin it is meantasa guideto users,
andnot asafixedstandard.In addition,theRFCtried to documentthebehavior of theBSD lpd print
server, andleft out many detailsdealingwith errorrecover, errormessages,extensionsto theprotocol,
etc.

In this section,I will try to explainwhatRFC1179specifiesasaprotocol,andmany of theproblems
encounteredin trying to useit.

19.1. Por ts and Connections
Optionsused:

• lpd_port= Port for lpd to acceptconnection

• originate_port= Ports to originateconnectionson

• reuse_addr FLAG SetSO_REUSEADDRflag onconnection

• retry_econnrefused FLAG RetryonconnectECONNREFUSEDerror

• retry_nolink FLAG Retryondeviceopenor connectionffailure

• socket_linger= socket linger timeout

RFC1179requiresthatthe lpd server listenfor TCP/IPconnectionsonport 515.Thisport is registered
with theInternetNamingAuthority, andthe /etc/services file or TCP/IPservicesdatabaseusually
hasanentry:

printer 515/tcp spooler # line printer spooler

RFC1179explicitly statesthatall connectionsto port 515mustoriginatefrom ports721-731.Thereason
for this restrictionis dueto theUNIX conceptof reservedandprivilegedports.By convention,portsin
therange1-1023canonly boundby processeswhoseEffectiveUserID (EUID) is 0 (root). This,
ordinaryuserscouldnot originateaconnectionfrom thereservedor privilegedport range.
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In a UNIX environment,this meansthattheuserprogramslpr , lpq, lprm , andlpc would haveto be
SETUID root.

As experiencehasshown, for securitypurposes,thefewerprogramsthatneedto haveprivilegedstatus,
thebetter. LPRng usesthe lpd_port=printer configurationoptionto settheactualport to beuse.By
default, this is port 515,but canbesetto othervalues.

Therestrictionof originatingportsto 721-731causesanothersetof problems.Partof theTCP/IP
protocolis concernedwith avoidingcommunicationsproblemsresultingfrom thearrival of old or stale
packets.Whena connectionbetweensourcehost, sourceport anddesthost, destport is
made,asetof sequencenumbersis establishedandusedfor sendingandacknowledgementof data.
Whentheconnectionterminates,theTCP/IPprotocolrestrictstheestablishmentof anew connection
betweensourcehost, sourceport anddesthost, destport for aperiodlongenoughfor all stale
packetsto beremovedfrom thesystem.This is approximately10 minuteslong.

In orderto simplify assignmentsof ports,timing out connections,andothermatters,many TCP/IP
packagesdo keeptrackof explicit connectionsoriginating from aport,but simply preventtheport from
beingreusedfor eitheroriginationor receptionof a connection.They do,however, keeptrackof the
activeconnectionsto aport,andperformtimeoutson these.This is usuallymuchsimplerto implement,
asit canbedonewith a list attachedto theport.

This implementationmethodcreatessomeproblemswhena largenumberof connectionsmustbe
originatedfrom arelatively smallnumberof port numbers.Observewhathappenswhenhost1 triesto
senda largenumberof jobsto aserver2. Thefollowing connectionsareestablishedandterminated:
host 1, port 721 andhost 2, port 515 host 1, port 722 andhost 2, port 515 host

1, port 723 andhost 2, port 515 host 1, port 724 andhost 2, port 515 host 1,

port 725 andhost 2, port 515 host 1, port 726 andhost 2, port 515 host 1, port

727 andhost 2, port 515 host 1, port 728 andhost 2, port 515 host 1, port 729

andhost 2, port 515 host 1, port 730 andhost 2, port 515 host 1, port 731 and
host 2, port 515

Now accordingto theRFC1179rulesandtheTCP/IPprotocol,wewill have to wait until oneof these
connectionsterminatesbeforewe canmakeanother. On theoriginatingsystem,if theTCP/IP
implementationdoestimeoutson theoriginatingport,we will haveto wait for thetimeoutto elapse
beforewe canmakea new connection.Unfortunately, thereis no way to find out whatthestatusof the
port is, sowe will haveto try themeachin turnuntil we geta successfulconnection.

TheLPRng codehastried to provideseveralmethodsto dealwith theseproblems.Firstly, the
originate_port=512 1023 optionspecifiestherangeof portsusedto originateconnectionswhenthe
softwareis runningeitherasROOT or SETUID root. By strictRFC1179rules,this shouldbe
originate_port=721 731 , but it turnsout thatmostBSD lpd basedimplementationsonly checkfor
a reservedoriginatingport. By using512portswegetagreatlyreducedrateof errorsdueto lackof ports
dueto pendingtimeouts.
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However, on somesystemswhich areactingasserversfor a largenumberof printersevenincreasingthis
port rangeis insufficient,andstepsneedto betakenusetheoriginatingportnumbersmoreefficiently.
TheBerkeley TCP/IPimplementationgetsockopt() andsetsockopt() allows theuserto
manipulatesomeof theunderlyingtimeoutsandoptionsof theTCP/IPnetwork. Whena TCP/IP
connectionis established,thesetsockopt() facility canbeusedto settheSO_REUSEADDRflag on the
connection.Thisflag effectively setsthetimeoutvalueon theportsandconnectionsto 0, allowing
immediatereuseof theports.Whendoneon anoriginatingendof aconnection,this will allow the
originatingport numberto bereusedimmediately.

It wouldappearthatby settingSO_REUSEADDRon theoriginatingendthatwe havesolvedourproblems.
However, unlessthedestinationendof theconnectionsetsits SO_REUSEADDRflagon theconnection,it
will still doa timeout.Thuswhenwetry to makea connectionfrom a port thatwasactivewithin a short
periodof time to thesamehost,thenit will rejecttheconnectionuntil thetimeoutis over.

Thereuse_addr flag (default off) forcestheLPRng softwareto settheSO_REUSEADDRflagon
originatingconnections.As indicated,this will allow portsto bereusedimmediatelyfor outgoing
connections,ratherthanwaiting for a timeout.

While thereuse_addr flagusuallyallowsusto reuseports,thereis still theproblemof dealingwith
connectionsfailing dueto theremotesiterejectingtheconnectiondueto a pendingtimeoutfrom a
previousconnection.A carefulstudyof theoriginalBSD TCP/IPnetwork codeandof someothers
indicatesthatwhena connectionfailsdueto apendingtimeout,anECONNREFUSEDerrorcodeis
returnedto a connect() systemcall. If thishappensandwesuspectthattheremotesiteis rejectingthe
connectiondueto a timeoutproblem,thenwe shouldretry makingtheconnectionbut from a new port,
andcontinueretryinguntil all possibleportsareused.

Theretry_econnrefused (defaulton)flag is usedto specifythatweretry connectionsin thismanner.
Whenthis is set,aconnection refused errorcausestheconnectionto beretriedusinganew port.
This will berepeateduntil all availableportshavebeentried.

Whenprinting a job andthe lpd serverconnectionto a remotesiteor deviceopenfails, the
retry_nolink (defaulton) will causetheattemptto beretriedindefinitely. Thecombinationof
retry_econnrefused andretry_nolink will providerobustconnectionattemptsto remotesystems.

While theaboveproblemscausedifficultieswhenmakingconnections,therearealsoproblemswhen
terminatingconnections.After closingasocket, theTCP/IPsoftwarewill try to flushany pendingdatato
thedestination.Unfortunately, on somesystemsit will only do thiswhile theprocessis active. Thishas
causedproblemsonsystemswhich terminatea processit hasreceivedanabnormal(signalcaused)
termination.

Thesetsockopt() SO_LINGERoptionallows theuserto specifythatwhena socket is closed
normally, thattheprocessshouldblockuntil pendingdatais flushedor for thesocket_linger period.
If socket_linger is 0, thenno SO_LINGERoperationis done.
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In summary, if youexperienceproblemswith connectionfailuresdueto port exhaustion,first try setting
thereuse_port flag,andyou shouldseea reduction.Checkto ensurethattheretry_econnrefused

andretry_nolink flagsareset,andtheerrorcodein thelog andstatusfiles. If thefailurescontinue,
thentheproblemis causedby theremoteendhaving timeoutlimitationsandthereis little you cando
exceptto setavery long connect_retry interval, sayconnect_retry=120 (2 minutes).

19.2. Protocol Requests and Replies
Optionsused:

• remote_support= Remoteoperationssupported

After a connectionhasbeenestablished,a requestcanbesentto the lpd server. Therequestconsistsof a
singleoctetindicatingtherequesttype,followedby theprinter(or print queue)name,followedby a set
of optionsfor therequest,followedby a LF (line feed)character.

Table 19-1.RFC1179Commands

NNN RFC1179 Operation program

1 yes start print lpc

2 yes transfer a printer job lpr

3 yes print short form of
queuestatus

lpr

4 yes print long form of queue
status

lpr

5 yes remove jobs lprm

6 LPRng do control operation lpc

7 LPRng transfer a block format
print job

lpr

8 LPRng securecommand
transfer

lpc

9 LPRng verbosestatus
information

lpr

After therequesthasbeensent,thena replywill bereturned.In generalthereplyhasthefollowing form:
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\000\n Success
\NNN\n Failure (NNN is error code)
text\n Text or status information

As canbeseen,this protocolis extremelysimple,but therearea setof problemsdueto theloosely
written languageof RFC1179.

1. Firstly, while RFC1179setslimits on thelengthsof commands,it doesnot strictly setlimits on the
characterssetusedin thecommands.Thiscanresultin problemswhentrying to print status
information,headersonbanners,andotherdetails.

2. TheoriginalRFC1179protocoldid notprovideany way to doremotecontrolof queuesor lpd
servers.Thishasbeenaddedto theprotocol.As a sideeffect, if you try to uselpc to controla
non-LPRng printer, it will not work.

3. Youcanspecifythatanetwork printeris non-LPRng by usingtheremote_support=RQVMC option
andspecifytheoperationssupportedby theprinter. ThelettersR, Q, M, andC standfor lpr , lpq,
lprm , andlpc operationsrespectively, andindicatethatthesearesupported.If remote_support

doesnotallow aparticularoperation,thentheLPRng softwarewill not senda corresponding
requestto theprinter. For example,remote_support=R would restrictoperationsto spoolingjobs
only, andtheLPRng softwarewouldnot querytheprinterfor status.

19.3. Job Transf er
Optionsused:

• longnumber FLAG Longjob number(6 digits)

• send_data_first FLAG Senddatafilesfirst

• use_shorthost Useshorthostname

A job transferoperationstartswith a job transferrequest,followedby severalfile transferoperations.At
theendof thefile transfers,theconnectionshouldbeclosed.

A file transferrequesthastheform:

Command Purpose

\001\n abort
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\002nnnncfname controlfile transfer

\003nnnndfname datafile transfer

Theabortoperationis usedto terminatejob transferandindicatethatthejob shouldnot beprocessedfor
printing. Theconnectionwill beclosedandthepartly transferredjob will bediscarded.

Thecontrolfile anddatafile transfercommandshavea length(in bytes)of thefile andthenameof the
file to betransferred.Whenthecommandis received,theserverwill replywith astatusline:

Status Purpose

\000 Accepted,proceed

\nnn Rejectedwith errorcode

Thereply is only a singleoctet.Somedefective implementationsof RFC1179senda LF aftertheoctet,
which makeslife verydifficult. LPRng makesaneffort to detectthesenon-conformingRFC1179
systemsandwill acceptjobsfrom them.However, it will not sendjobsto them.

If LPRng sendsa rejectcode,asanextensionto RFC1179it alsosendsanerrormessage.Notethatthe
valuesfor errorcodesarenotdefined,nor aretheir causes.LPRng usesthefollowing valuesfor error
codes,whichappearto becompatiblewith many, but notall, of theBSD lpd basedsystems:

Code Error

\000 Accepted,proceed

\001 Queuenot acceptingjobs

\002 Queuetemporarilyfull, retry later

\003 Badjob format,donot retry

Whenthesendergetsthereply indicatingsuccess,it sendsthennnn bytesof thecontrolor datafile,
followedby a \000 octet.Thereceiverwill thenreplyasabove;asingle\000 octetindicatingsuccess.

Theaboveprocedureis carriedout until all datafiles andthecontrolfile of a job aretransferred.

RFC1179is silenton thefollowing issues:

1. Whensendinga job, do yousendthecontrolfile first, followedby thedatafile(s),or thedatafiles
first?

2. Whensendingmultiple jobs,canyousendthemonasingleconnection,or doyouhaveto establisha
new connectionfor eachjob?
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LPRng will acceptjobswhetherthey aresentcontrolor datafilesfirst. By default, it sendsthecontrol
file first, followedby thedatafile. If thedestinationsystemrequiresthatthedatafilesbesentfirst, the
send_data_first printcapoptioncanbeusedto forcedatafiles to besentfirst.

RFC1179statesthat:

Thenameof thecontrolfile ... shouldstartwith ASCII "cfA", followedby a threedigit job number, followed
by thehostnamewhich hasconstructedthecontrolfile.

Theshouldin this wordingindicatesthatthis is simply a guideline,andthatotherformatsarepossible.
Someof themajorproblemswith this formatareasfollows:

1. Therestrictionto 3 digits meansthatatmost1000jobscanbein a queue.Strangely, somesystems
generatefarmorethan1000jobsaday, andneedto archive themon a regularbasis.The
longnumber optionwill allow LPRng to usea 6 digit job numberfor files in theprint queue.

2. Thehostnameformatis notspecified.Someimplementationsconsiderthatthis is theshorthost
name,while othersthink it is thefully qualifieddomainname(FQDN).LPRng, by default,will use
theFQDN hostname.However, theuse_shorthost optionwill forceit to useshorthostnamesin
controlanddatafiles.

3. ThecfA controlfile namewasmodifiedto allow thejob priority to beusedastheA letterof the
controlfile. By default, this is A (lowest,i.e. cfA ) andbut canrangeto Z (highest,i.e. cfZ ). All
known spoolersexceptLPRng seemto ignoretheactualvalueof theletter.

19.4. Data File Transf er
As mentionedbeforea datafile is transferredusingthecommandbelow.

Command Purpose

\003nnnndfname datafile transfer

FromRFC1179:

Thedatafile maycontainany 8 bit valuesatall. Thetotalnumberof bytesin thestreammaybesentasthefirst
operand,otherwisethefield shouldbeclearedto 0. Thenameof thedatafile shouldstartwith ASCII "dfA".
This shouldbefollowedby a threedigit job number. Thejob numbershouldbefollowedby thehostname
which hasconstructedthedatafile. Interpretationof thecontentsof thedatafile is determinedby thecontents
of thecorrespondingcontrolfile.

Thereareseveralsurprisesin RFC1179.
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1. Apparentlya job shouldonly consistof a singledatafile. This is a severelimitation, andin factthe
BSD lpr andotherprint spoolersprocessjobswith multiple datafiles. By convention,thesedata
fileshavenamesof theform dfA , dfB , ... dfZ , dfa , dfz .

2. TheRFCdoesnot specifythatthecontrolfile anddatafile job numbersmustbeidentical.Most
implementationsfollow this convention,which simplifieslife tremendously.

3. TheRFCdoesnot specifythatthecontrolfile anddatafile job hostnamesmustbeidentical.Most
implementationsfollow this convention,which simplifieslife tremendously.

4. A zerolengthdatafile doesnot causea datatransferto takeplace.LPRng modifiesthisactionto be
slightly different.Whenazerolengthdatafile transferis indicated,all of theinputuntil the
connectionis closedis usedasthecontentsof thedatafile.

Whenpiping into the lpr program,this canbeveryusefulasit eliminatestheneedto create
temporaryfileson thelocalhost.Notethatsomeprint spoolersdo not usethis interpretation,and
thisoptionshouldbeusedcarefully.

19.5. Contr ol File Contents
Thecontrolfile consistsof asetof lineswhicheitherprovideprinting informationor specifydatafiles to
beprinted.Theinformationlinesstartwith uppercaselettersor digits,while thedatafiles linesstartwith
lowercaseletters.Hereis a samplecontrolfile:

Hh4.private
J(stdin)
CA
Lpapowell
Apapowell@h4+955
Ppapowell
fdfA955h4.private
N(stdin)
UdfA955h4.private

Thefollowing arethelettersandtheirmeaningsin thecontrolfile.

Table 19-2.Control File Lines and Purpose

Letter Defined Purpose

A LPRng Identifier for job
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C RFC1179 Classfor banner page

H RFC1179 Host name

I RFC1179 Indent Printing

J RFC1179 Job namefor banner page

L RFC1179 Print banner page

M RFC1179 Mail When Printed

N RFC1179 Nameof sourcefile

P RFC1179 User identification

Q LPRng Queuename

R LPRng Accounting info

S RFC1179 Symbolic link data

T RFC1179 Title for pr

U RFC1179 Unlink data file

W RFC1179 Width of output

Z LPRng Filter options

1 RFC1179 tr off R font

2 RFC1179 tr off I font

3 RFC1179 tr off B font

4 RFC1179 tr off S font

c RFC1179 Plot CIF file

d RFC1179 Print DVI file

f RFC1179 Print formatted file

g RFC1179 Plot file

k RFC1179 Reserved for useby Kerberized
LPRng clients and servers.

l RFC1179 Print file leaving control
characters

n RFC1179 Print ditr off output file

o RFC1179 Print Postscript output file

p RFC1179 Print file with ’pr’ format

t RFC1179 Print tr off output file

v RFC1179 Print raster file
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z RFC1179 Reserved for futur eusewith the
Palladium print system.

TheA (Identifier)line wasintroducedto recorda uniquesystemwide job identifierfor LPRng submitted
jobs.This is basicallyformedfrom theusername,job number, andhostat thetime of submission.For
example:papowell@h4+955 is job number995submittedby papowell from hosth4.

TheC (Class)line is setby the lpr -C class option,andthevaluecanbeusedto controlprinting. For
example,the lpc class zone commandwould restrictjob printing to only jobswith classzone .

TheH (hostname),P (username),andJ (jobname)fieldsareusedto identify thehostanduserwhichsent
thejob, andto provide informationto bedisplayedby lpq whenreportingjob status.

TheL (print bannerpage)field is onethathascausedmany problemsfor users.RFC1179indicatesthat
its presencecausesthebannerpageto beprinted,andits absencesuppressesbannerpages.The lpr -h

optionsuppressesputtingthis line into thecontrolfile. UsuallytheL field is a duplicateof theP field.

TheM(mail information)field suppliesa mail addressfor LPRng to sendmail to whena job is
completed.SeeJobCompletionNotificationRequestedfor moredetails.

TheN (file name)field is usuallyprovidedto identify thefile namecorrespondingto thedatafile. This
canbeusedto print nameson pageseparators,etc.LPRng largely ignoresthis line.

The I (indent)andW(width) fieldsaresupposedto specifya pageindentandwidth for printing. These
fieldsarepassedto filters if they arepresent.

TheQ(queuename)field is anLPRng extension,andcontainsthenameof theprint queuethejob was
originally sentto. Seeqq printcapoptionfor details.

TheR (accountinginfo) field wasaddedby LPRng to allow aspecifiedaccountto bebilled for job
printing. The lpr -Rname optioncanbeusedto specifytheaccountingname.

TheS (symboliclink) andU (unlink afterprinting) lineswereusedby theoriginalBSD lpd print system
to controlhow it passedfiles to theprint server. LPRng ignorestheselines. In fact,it will removeS lines
andforcetheU linesto referonly to job datafiles. Thisclosesanastysecurityloopholeon non-LPRng
print spoolers.

TheT (pr job title) is usedwith the lpr -p operationto supplya bannerto thepr program.

TheZ (filter options)valueis specifiedwith lpr -Zoption andis passedto thedatafile filters during
theprinting operation.SeeFiltersfor detailson how thethis is usedduringtheprinting process.

All of thelowercaselettersarereservedfor formatspecificationsfor datafiles. In thecontrolfile, these
arefollowedby thenameof thedatafile to which they correspond.While in principledifferentdatafiles
in thecontrolfile canhavedifferentformats,this hasnot beenimplementedin any known spooling
system.SeeFiltersfor detailson how thedatafile formatsareusedduringtheprintingprocess.
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19.6. lpq Requests
TheRFC1179protocolspecifiesthat lpq print statusrequestscanbesentto the lpd server. Thelpq
requestshave theformat:

\003printer [id]* \n short
\004printer [id]* \n long
\009printer [id]* \n LPRng extension- verbose

The lpd print serverwill thenreturnqueuestatusandclosethedataconnection.

RFC1179doesnot statein any mannerwhattheformatof thequeuestatusshouldbe.Thus,
implementorshavebeenfreeto augmentor changethestatusasthey like. EventheBSD lpq status
formathasbeenchangedfrom differentversions.

Seelpq - StatusMonitoringProgramfor informationon theformatsreturned.

The id valuesareusedto selectthejobsto bedisplayed.LPRng displaysany job whoseID, hostname,
or usernameinformationfrom thecontrolfile A, H, or P fieldsmatchany of theid values.

Notethatsincethereis no identificationof theinformationrequestor, thenrestrictionof informationis
almostimpossible.

19.7. lprm Requests
TheRFC1179protocolspecifiesthat lprm job removal requestscanbesentto the lpd server. Thelpq
requestshave theformat:

\005printer user [id]* \n

The lpd print serverwill searchthespecifiedprint queueandremoveany job whoseID, hostname,or
usernameinformationfrom thecontrolfile A, H, or P fieldsmatchany of theid valuesandfor which the
userhaspermissionto performa removal operation.SeePermissionsandAuthenticationfor details.

Most RFC1179compatiblespoolersusetheuserinformationin therequestasthenameof theuser
which spooledthejob. However, in anetwork environmentthis is extremelyeasyto fabricate,andis at
bestaweaktypeof authentication.
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19.8. LPC Requests
LPRng hasextendedtheRFC1179protocolto allow queueandprintercontrolcommandsto besentto
the lpd server. Theformatof thesecommandsare:

\006printer user key [options]

Thefollowing commandsaresupported.

Table 19-3.LPC Commands

Command Operation

Command Operation

active [printer[@host]] checkto seeif server acceptingconnections

abort (printer[@host] | all) terminate server processprinting job

disable (printer[@host] | all) disablequeueing

debug (printer[@host] | all)

debugparms

setdebug level for printer

enable (printer[@host] | all) enablequeueing

hold (printer[@host] | all)

(name[@host] | job | all)*

hold job

holdall (printer[@host] | all) hold all jobs on

kill (printer[@host] | all) stop and restart server

lpd [printer[@host]] get lpd PID for server

lpq (printer[@host] | all)

(name[@host] | job | all)*

invoke lpq

lprm (printer[@host] | all)

(name[@host]|host|job| all)*

invoke lprm

move printer (user|jobid)* target move jobs to new queue

noholdall (printer[@host] | all) hold all jobs off

printcap (printer[@host] | all) report printcap values

quit exit LPC

redirect (printer[@host] | all)

(printer@host | off )*

redirect jobs

release (printer[@host] | all)

(name[@host] | job | all)*

releasejob
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reread [printer[@host]] lpd rereaddatabaseinformation

start (printer[@host] | all) start printing

status (printer[@host] | all) statusof printers

stop (printer[@host] | all) stop printing

topq (printer[@host] | all)

(name[@host] | job | all)*

reorder job

defaultq default queuefor lpd server

local (printer | all) client printcap and configuration information

server (printer | all) server printcap and configuration information

Many of thesecommandssupportextremelyspecializedoperationsfor print queuemanagement,
However, thefollowing arethemostcommonlyusedandaresupportedby theBSD lpd print spooling
systemaswell:

• start, stop, enable, disable Startandstopwill startandstopprinting for a specified
queue.Enableanddisableenableanddisablesendingand/oracceptingjobsfor thequeue.

• abort, kill Abort will causetheprocessdoingtheactualjob printing to beterminated.Kill does
anabort,andthenrestartstheprintingprocess.Thesecommandsareusedto restarta queueprinting
aftersomedisaster.

• topq Placesselectedjobsat thetop of theprint queue.

• status Showsastatusdisplayof theprint spoolson theserver.

Thefollowing commandsareextensionsto thebasicsetprovidedby theBSD lpd system.

• lpq, lprm Invokesthelpq or lprm programfrom lpc. Usefulwhenin theinteractivemode.

• hold, holdall, release Theholdcommandwill causetheselectedjobsto behelduntil
released.Theholdall jobssetsall jobssubmittedto thequeueto behelduntil released.Therelease
commandreleasesjobsfor printing. If a job hashadanerrorandis in theerrorstate,therelease
commandwill causeit to bereprinted.

• move, redirect Themovecommandwill moveselectedjobsto thespecifiedspoolqueue.The
redirectcommandsendsall jobssubmittedto thequeueto besentto thespecifiedqueue.

• active, lpd, reread Theactivecommandwill connectto theserver for theprinter. This is
usedto checkto seeif non-LPRng print serversareactive. Thelpd commandwill connectto the
serverandgettheprocessid (PID) of the lpd server. Therereadcommandcausesa SIGHUPsignalto
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besentto thelpd process,causingit to rereadthe lpd.conf , printcap , andlpd.perms files. This
is donewhenconfigurationinformationhasbeenmodifiedandtheadministratorwantsto havethe
serverusethenew information.

• debug This is a desperationfacility for developersthatallowsdynamicenablingof debug
informationgeneration.Not normallyusedin generaloperation.

• local, server Thesecommandswill print out theconfigurationinformationin thelocal
lpd.conf file, aswell astheprintcapinformationfor thespecifiedprinters;client printswhatthe
LPRng clients(lpr, lpq, ... ) would usewhile server printswhattheLPRng server (lpd)
would useif runningon this host.This is anextremelyusefuldiagnostictool for administrators.Not
normallyusedin generaloperation.

19.9. Bloc k Job Transf er
Optionsused:

• send_block_format FLAG Transferjob asa block

In normaljob transferoperations,thesenderandreceiverhavea handshakeinteractionin orderto
transferaprint job. Eachfile is sentindividually. Thesend_block_format optionforcesaBlock Job
Transferoperation.This causesthesenderto transfera singlefile containingall thejob printing
information,includingcontrolfile anddatafiles.

Thetransfercommandline hastheform:

\007printer size\n

Thereceiverwill returnany acknowledgementof asingle0 octet,andthenthesizebytesof thejob will
betransferredby thesender. At theendof thetransfera single0 octetis added,andthereceiverwill
indicatesuccessby returninga single0 octet.Any othervaluereturnedby thereceiver indicatesanerror
condition.

Thefile transferredby thesenderis simply thecommandlinesthatit wouldhavenormallysentfor job
transfer, followedby thecontrolor datafile values.

19.10. Authenticated Transf er
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RFC1179doesnot provideany authenticationor encryptionmechanismfor thetransferof jobsor
commandsto the lpd print server. TheAuthenticatedTransferoperationwasaddedto allow anencrypted
or authenticatedtransferof print jobsor commands.

Sincetherearevariousrestrictionson theincorporationof authenticationfacilitiesinto programs,
LPRng supportsauthenticationby providing a simpleinterfaceto encryptionprograms.

Theideais thatwhenauthenticationis requiredwhensendinga job, LPRng will generatea block
transferjob asdescribedfor theBlock JobTransferoperation,andtheninvokeasetof programsto
encrytandtransferthefile, andencryptandtransferthereturnedstatus.

Similarly, whensendinga command,thecommandinformationwill beplacedin afile andtheencrypted
file will betransferred.

This techniquemeansthattheprogramsandsupportto doencryptionareexternalto LPRng, andcanuse
any typeof methodthatthey chooseto implementthesecureand/orauthenticatedtransfer.

SeeAuthenticationandEncryptionfor detailson theauthenticationinterface.
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Chapter 20. The Most Frequentl y Asked
Questions

In this section,theMostFrequentlyAskedQuestionshavebeenplaced,togetherwith their answers.You
maynoticethatsomequestionshave thesameanswer, but thesymptomsappeardifferently.

Someof theseanswerswill referenceothermaterialin thisFAQ, or theLPRng manpages.

20.1. Why do I get malf ormed from address errors?
This is thenumberonequestionaskedby mostLPRng userswho try to useLPRng with network
printersor othersystemssupportingRFC1179printing. For detailsaboutLPRng andRFC1179,see
RFC1179andLPRng.

The malformed from address erroris usuallyreportedwhentrying to senda print job from
LPRng to otherBSD lpr or RFC1179lpr implementations,or with network connectedprintersthathave
a built in lpd server. This is dueto thefollowing RFC1179rule:

Serversoriginatea connectionfrom portsin therange721-731.

WHY? Thesearea subsetof the’reserved’ portsin UNIX, andnormaluserscannotopenconnections
from them.Thisprovidesasmallamountof securityfrom UNIX userson thehost’spoofing’aserver.

IMPLICATION: in orderto do usea reservedport, theprogrammusthave rootprivileges.Thismeans
theLPR, lpd, lpq, etc.,programsmustbeinstalledSUID root. Thiscanopenup a canof wormswith
regardto security, but LPRng hasbeendesignedto takeasmuchparanoidcareaspossibleto avoid
problems.

WHAT TO DO: WheninstallingLPRng youwill needto install theexecutablesSUID root. In the
src/Makefile , youcanremovethecommentfrom theline

PERMS=SUID_ROOT_PERMS

andthendo make install . Thiswill install theexecutablesSUID, andownedby root.

20.2. It was working normall y, then I get connection
refused errors
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Thismessageusuallyappearswhenyouhavebeensendinga largenumberof jobsto anetwork printeror
a remotesystem.Thereasonfor this is a combinationtheaboveport 721-731restrictionandtheTCP/IP
timeouts.For details,seeRFC1179andLPRng, but hereis a quickexplanation.

A TCP/IPconnectionis usuallyspecifiedasbetweensrchost:srcport, desthost:destport ,
althoughin practicetheorderof source(src)anddestination(dest)is not important.

Whena connectionis established,eachendof theconnectionexchangesthenecessaryflow controland
errorcontrolinformation.Whenaconnectionis terminated,eachendof theconnectionwill not accept
anotherconnectionfrom thesamehost:port thatwaspreviouslyactive for aspecifiedtimeoutperiod,
usually10 minutes.

SomeTCP/IPimplementationsgo further: they will not allow ANY connectionto beoriginated(via the
bind() systemcall or API) from a port thatwasactive,or acceptedon a port thatwasactive for this
timeoutperiod.

Now let usseewhathappenswhenwe havea clientprogram,whichmustoriginateaconnectionon port
721-731,connectto theserver, whichwaitsfor a connectionon port515.We first try to makea
connectionfrom host:port1.1.1.1:721 to 1.1.1.2:515 . Thefirst time thatwemake theconnection
(or thefirst connection)wesucceed.We cantransfera file, etc.,andthenclosetheconnection.Whenwe
try to reconnectfrom 1.1.1.1:721 to 1.1.1.2:515 we getanerrorsuchas"addressalreadyin use"
or "connectionrefused".

Luckily, wecanuseport722to originateaconnection,andwecanconnectfrom 1.1.1.1:722 to
1.1.1.2:515 . We continueon,until we cometo port731,andthenweneedto wait for our timeouts.

SOLUTION:

It appearsthatmostRFC1179implementationsdonot checkfor theexactport range721-731,but only
thattheconnectionoriginatesfrom a reservedport, i.e. - in therange1-1023.Youcanextendtherange
of portsusedby LPRng by changingthe

originate_port=721 731

valuein thedefaults(LPRng/src/common/defaults.c ) file or in the lpd.conf file. I recommendthe
following:

originate_port=512 1022

This is, in fact,now thedefault in LPRng software.If yougettheinfamousmalformed from

address errormessagefrom yourspooler, thenyou will haveto setoriginate_port=721731,andlive
with adelayedthroughput.
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20.3. Job is not in print queue , but it gets printed!
In theoriginalBSD lpd implementation,the lpr programcopiedusersfiles to aspecialspoolqueue
directory, andthencausedthe lpd server to peekin thedirectoryandprint thefiles.

This typeof operationrequiredspooldirectoryspace,specialSETUID programs,anda slew of
headachesin systemsecurityandmanagement.

TheLPR, lpq, andotheruserprogramsin theLPRng suiteuseTCP/IPconnectionsandtransferjobs
directly to a lpd server runningon a remotehost,or eventhelocalhostif appropriate.Notethatthis type
of operationdoesnot requirea lpd server to runon eachlocalmachine.In fact,youcanhavea single
hostsystemperformingall of yourprinting. This typeof operationis verysimilar to acentralmail server
versusindividualsystems,eachhaving their own mail serverandqueues.

However, someusersrequireor wanttheir jobsto bespooledon thelocal hostsystem,andthen
transferredto theremoteprinter. This is usuallythecasewhensometypeof processing(filtering) is
neededin orderto print thejob correctly. Thereareseveralmethodsthatcanbeusedto forcethis.

Method1: Explicit PrinterAddress

Youcanforcea job to besentdirectly to the pr servicedby the lpd serveronhost by usingtheform:

lpr -Ppr@host file

You canalsosetthePRINTERenvironmentvariableto asimilar form, andgetthesameeffect:

PRINTER=pr@host; export PRINTER;
lpr file

Method2: UserandServerPrintcapEntries

If youwantto havethebenefitsof aprintcapfile, i.e. - youcanusealiasesor abbreviationsfor thenames
of printers,thenhereis acoupleof hints.First, theLPRng softwarescanstheprintcap file for printcap
entries,combininginformationfor thesameprinterinto a singleentry. Informationfoundlaterin the
printcapfile will overrideearlierinformation.In addition,youcantagentriesaseitherbeingusedfor all
utilities or just for the lpd server. Herearea coupleof examples:

# for all utilities
pr:lp=pr@host
# just for lpd
pr:server

:lp=/dev/lp
# more information
pr:check_for_nonprintable@
# -- final result for LPR
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pr:lp=pr@host:check_for_nonprintable@
# -- final result for lpd
pr:lp=/dev/lp:check_for_nonprintable@

As you cansee,theserver keyword indicatesthattheprintcapentryis only for theserver. The lpr
utility will sendthejob to thehost,while the lpd serverwill print it on /dev/lp .

Notethatthe lp=... informationoverridesthe :rp: (remoteprinter)and:rm: (remotemachine)fields
if they arepresent.

Method3: Forcesendingto serveron localhost

The force_localhost printcapor configurationflag forcesnon-lpd applicationsto sendall requests
andprint jobsto theserver runningon thelocalhost.

This methodis similar to thepreviousone,but hasthebenefitthatit canbeconfiguredasa global(i.e. -
appliesto all printers)ratherthanprinterspecific.Youcanput this in the lpd.conf file for general
application,or havea printcapentryof thefollowing form:

# for all utilities
pr:lp=pr@host:force_localhost

The lpd serverwill ignorethe force_localhost flag,andsendjobsto thepr queueon thehost

machine.However, theLPR, lpq, etc.,utilities will sendtheir requeststo theserver runningon thelocal
host.

20.4. Job disappear s and is never printed, but lpr works
This is a ratherdisconcertingproblem,andusuallyoccurswhensendingjobsto eitheranetwork printer
or a nonconformingRFC1179print spooler. For detailsaboutLPRng andRFC1179,seeRFC1179and
LPRng, but hereis a quickexplanation.

An lpd job consistsof a controlfile, which containsinformationaboutthejob, andoneor moredata
files. RFC1179is silenton theorderthatjobsaresent;howeversomeimplementationsREQUIRE that
thedatafilesbesentfirst, followedby thecontrolfile.

SOLUTION:

Setthesend_data_first flag in theprintcapfor theparticularprinter, or in the lpd.conf

configurationfile. This is:

:send_data_first: (printcap)
send_data_first (lpd.conf)
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Notethatsomeprinters/serversINSISTon thecontrolfile first; Youcancleartheflagusing
send_job_first@ if youneedto.

20.5. I get messa ges about bad contr ol file format
RFC1179describesasetof fieldsthatMAY appearin thecontrolfile. It is silentif otheronescanappear
aswell. Unfortunately, someimplementationswill rejectjobsunlessthey containONLY fieldsfrom a
verysmallset.In addition,RFC1179is silentabouttheORDERthefieldscanappear.

LPRng quitehappilywill acceptjobsfrom pooror nonconformingRFC1179spoolerprograms,andfix
themup to beconformant.

If you aresendingjobsto oneof anon-conformingspooler, you canforceLPRng to sendjobswith only
thefieldsdescribedin RFC1179by settingthethe :bk: (BacKwardscompatible)flag in theprintcap
for yourprinter.

20.6. What is RFC 1179, the Line Printer Daemon
Protocol?

RFC1179definesa standardmethodby which print jobscanbetransferredusingtheTCP/IPprotocol
betweenhosts.Thestandardwasdevelopedby simply detailingtheway thata versionof theBSD lpd
softwaredid its job.

FromtheRFCIntroduction:

RFC1179describesaprint server protocolwidely usedon theInternetfor communicatingbetweenline printer
daemons(bothclientsandservers).RFC1179is for informationalpurposesonly, anddoesnotspecifyan
Internetstandard.

Having saidthis, theRFCthengoeson to describetheprotocolusedby a particularimplementationof
lpd. TheproblemwasthattheRFCdid notprovideany way to put extensionsto theoperationsinto the
system,andfailedto specifysuchinterestingdetailsastheorderin which print jobsandtheir
componentscouldbetransferred.

Commentby Patrick Powell �
papowell@astart.com � :

Since1988,therehave beena largenumberof print spoolingsystemsdevelopedwhichclaim RFC1179
conformance,but which aremutuallyincompatible.

Ratherthanlivewith thelimited capabilitiesof theRFC1179standard,LPRng hasextendedthemby adding
capabilitiesto performremotecontrolof print spoolers,encryptedandauthenticateddatatransfers,andother
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operationsmissingfrom theRFC1179specification.However, greateffort wasmadeto bebackwards
compatiblewith olderandotherlpd basedsystems.

LPRng wasdevelopedin orderto beableto bothacceptandprovide interactionswith thesesystems.It doesso
by allowing variousoptionsto beusedto tunehow print jobswould beexchanged.Currently, LPRng canbe
configuredto sendandreceive print jobsbetweena vastnumberof theexistingspoolingsystems.It is flexible
enoughto actasa gateway betweennon-compatiblesystems,andhasprovisionsto transformjobsfrom one
formatto anotherin adynamicmanner.

For a detailedexplanationaboutLPRng andRFC1179,seeRFC1179andLPRng.

20.7. I want to replace lp, lpstat, etc, but my programs
need them

LPRng wasdesignedasareplacementtheBSDprinting system.As such,it inheritedits command
namesandoptionsfrom thelatter. As youmight know, SystemVusesa totally differentsetof
commands,incompatiblewith theBSD ones.

Thegoodnews is thattheLPRng binariesincludeanemulationfor theSystemVcommands.(Seelp
Simulationfor details.Briefly, youcreatelinks to theappropriateprograms,andinvokethemby thelink
names.Actually, theselinksare installedbydefaultin recentversions.

ln -s lpr lp
ln -s lpq lpstat
ln -s lprm cancel

If you maketheselinks, calling lp , lpstat andcancel will giveyoua (partial)SVR4emulation.They
have their own manpages,whichyou shouldreadif youneedtheemulation.

Sinceit is apartial emulation,youshouldn’t expecteverythingto work. In particular, I wouldguessthat
any scriptwhich relieson theoutputformatof oneof yoursystembinarieswill break.Again,seelp
Simulationfor moredetailsor additionalsuggestions.
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Chapter 21. Remote Log ger Operation
Severalsiteshavewanteda way to providecentralloggingof job statusand/orinformation.In orderto
do this, thefollowing functionalityis implementedin LPRng.

21.1. Log ger Network Comm unication
Optionsused:

• logger_destination= logger informationdestination

• logger_pathname= pathnameof tempfile for log information

• logger_max_size= maxsizein K of tempfile for log information

• logger_timeout= timebetweenconnectionattempts

Theprintcap/configurationvariablelogger_destination specifiesa destinationin thestandard
host%port notationusedby LPRng. Hostis thedestinationhost,andcanbeanameor IP address.Port
is theporton thedestinationhost.A TCP/IPconnectionis madeto theindicatedport.

Log informationis save in a temporaryfile specifiedby logger_path , andup to logger_max_size K
bytesof datawill besaved.

If a connectioncannotbemadeto the logger_destination , thenevery logger_timeout secondsa
new connectionattemptwill bemade.If logger_timeout is 0, thenaconnectionattemptwill bemade
every timenew dataarrivesto belogged.

21.2. Log ger Messages
Log messagesconsistof a singleline terminatedwith anewline (\n ) character.

Eachlog messagereportsasystemeventor statuschangeof theLPD server. Whentheconnectionis first
established,acompletedumpof thestatusof theLPD server is sent.After this,only statusupdate
messagesaresent.Theremotemonitorcanforcea statusdumpby simply closingandreopeningthe
connection.
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21.3. Message Format
Eachmessageis encodedasa URI escapedstring.Thatis, non-alphanumericcharactersareencodedas
the3 charactersequence%xx, wherexx is thehexadecimalvalueof thecharacter. Themessagehasthe
formatkey=value , wherekey indicatesthemessagetype.For example:

dump=host=h4.private%0aprinter=t1%0ap rocess =1613%0aupda te_tim e=199 9-03-2
3-

20:32:17.148%0avalue=queue=holdall 0%25250aprinting_aborted=0x0%25250aprinti ng
_disabled=0x0%25250aspooling_disabled=0x0 %25250a%250a%0a

Thefollowing keysareused:

1. dumpA statusdumpof thecurrentcontentsof a print queue.

Eachmessagehasa setof headersanda value.For example,thedecodeddumpmessagefrom the
previoussectionwouldbe:

host=h4.private
printer=t1
process=1613
update_time=1999-03-23-20:32:17.148
value=queue=holdall 0%250aprinting_aborted=0x0%250aprinting_d isabl ed=0x0 %250aspo

oling_disabled=0x0%250a%0a

Eachline consistsof akey andavalue.Thehost key indicatesthehostname,printer is theprint
queue,process is theprocesswhichgeneratedthereportor action,update_time is thetimeat which
thereportwasgenerated,andvalue is thevalueof thereport.

Thedecodedvalue of theabovereportis:

queue=’holdall 0%0aprint-
ing_aborted=0x0%0aprinting_disabled=0x0%0 aspool ing_di s

abled=0x0%0a

Thequeue key providesthecurrentvalueof thequeuecontrolfile.

21.4. Dump Messages
Dumpmessagesaregeneratedat thestartof operations,andconsistof a list of queuestatusmessages.
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21.5. LPD Messages
Theseareusedto indicateLPD startupor changein operation.

Decode: lpd=host=h4.private%0aprocess=1672%0aupda te_tim e=1999 -03-2 3-20:5
1:10.507%0avalue=Starting%0a
host=h4.private
process=1672
update_time=1999-03-23-20:51:10.507
value=Starting
lpd: ’Starting’

21.6. Job Status Messages - UPDATE
Updatemessagesareusedto reportchangesin thequeuecontents,suchasjob arrival.

Decode: update=host=h4.private%0aidentifier=papow ell@h4 +676%0anumber=
...

host=h4.private
identifier=papowell@h4+676
number=676
printer=t1
process=1677
update_time=1999-03-23-20:51:17.197
value=bnrname=papowell%0acf_esc_image =Apapowell@h 4+676%250aCA%250aD1999-

03-
...

Thisupdatemessagereportsthearrival of anew job at thequeue.Thevalue field reportsthecontrolfile
contents:

cf_esc_image=Apapowell@h4+676%0aCA%0a D1999- 03-23- 20:51: 17.151 %0aHh4.as
tart.com%0aJ/tmp/hi%0aLpapowell%0aPpapow ell%0a Qt1%0aN/tmp/ hi%0a fdfA67 6h4.as
tart.com%0aUdfA676h4.private%0a

class=A
date=1999-03-23-20:51:17.151
file_hostname=h4.private
fromhost=h4.private
held=0x0
hf_name=/var/tmp/LPD/t1/hfA676
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hold_class=0x0
hold_time=0x0
identifier=papowell@h4+676
job_time=0x36f86f45
jobname=/tmp/hi
logname=papowell
number=676
priority=A
queuename=t1
size=3
transfername=cfA676h4.private
update_time=1999-03-23-20:51:17.187

Theupdate_time field in thesectionaboveis thetime thatthejob informationwaslastupdated.The
cf_esc_image valueis theURL escapedcontrolfile information.

21.7. Printer Status Messages - PRSTATUS
Thesemessagesreportprintingor otheractivity relatedto a job.

Decode: prstatus=host=h4.private%0aidentifier=pap owell@ h4+676 %0anumber=
676%0aprinter=t1%0aprocess=1692%0aupd ate_ti me=1999-03-2 3-

21:02:04.855%0avalue=
finished ’papowell@h4+676’%252c status ’JSUCC’%0a

host=h4.private
identifier=papowell@h4+676
number=676
printer=t1
process=1692
update_time=1999-03-23-21:02:04.855
value=finished ’papowell@h4+676’%2c status ’JSUCC’
PRSTATUS: ’finished ’papowell@h4+676’, status ’JSUCC”
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Printcap Options

Table A-1. LPRng Options

Option Purposeor Value

ab alwaysprint banner, ignore lpr -h option

achk query accountingserver whenconnected

ae accountingat end (seealsoaf, la, ar, as)

af nameof accountingfile (seealsola, ar)

ah automatically hold all jobs

allow_getenv Allow useof LPD_CONF

allow_user_logging allow usersto requestlogging info using lpr
-mhost%port

allow_user_setting allow pri vilegeduser to impersonateother users

ar enableremotetransfer accounting(if af is set)

as accountingat start (seealsoaf, la, ar)

use_auth authentication type to use

auth_forward authentication type for forwarding

be Banner at End GenerationProgram

bk Berkeleylpd job file format

bk_filter_options Berkeleylpd filter options

bk_of_filter_options Berkeleylpd OF filter options

bkf backwards-compatiblefilters: usesimple
parameters

bl short banner line sentto banner printer

bp Banner GenerationProgram (seebs,be)

bq_format Format of bouncequeueoutput

br Serial port bit rate (seety)

bs Banner at Start GenerationProgram

check_for_nonprintable lpr checksfor nonprintable file
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class_in_status Show job classnamein lpq statusinformation

client Mark printcap entry for client programsonly

cm commentidentifying printer (lpq)

config_file configuration file

connect_grace connectioncontrol for remoteprinters

connect_interval connectioncontrol for remoteprinters

connect_timeout connectioncontrol for remoteprinters

connect_try connectioncontrol for remoteprinters

create_files createspoolqueuefiles

control_filter control file filter

db debug options for queue

default_format default job format

default_permission default permissionfor files

default_printer default printer

default_priority default job priority

default_remote_host default remotehost

default_tmp_dir default dir ectory for temp files

destinations printers that a routefilter may return and we
shouldquery

exit_linger_timeout connectioncloselinger timeout

ff string to sendfor a form feed

filter_ld_path filter LD_LIBRAR Y_PATH value

filter_options filter options

filter_path filter PATH envir onmentvariable

fo sendform feedwhendevice is opened

force_fqdn_hostname forceFQDN hostnamevalue in control file

force_localhost forceclients to sendall requeststo localhost

force_queuename forceuseof this queuenameif noneprovided

fq sendform feedwhendevice is closed

full_time useextendedtime format

generate_banner generatebanner pagefor forwarded jobs
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group EffectiveGroup ID (EGID) for SUID ROOT
programs

hl Header (banner) last, at endof job

ignore_requested_user_priority Ignore requesteduserpriority

incoming_control_filter incoming job control filter

if default (f, l) filter program

ipv6 using IPV6 conventions

kerberos_keytab kerberoskeytab file location

kerberos_life kerberoskey lifetime

kerberos_renew kerberoskey renewaltime

kerberos_forward_principal kerberosremoteprinciple namefor forwarding

kerberos_server_principal kerberosremoteserver principle name

kerberos_service kerberosdefault service

la enablelocal printer accounting(if af is set)

ld leaderstring senton printer open

lf error log file for spoolqueue

lk lock the IO device

lockfile lpd lock file

logger_destination destination for logging information

logger_timeout intervalsbetweenconnectionattempts

logger_pathname temp file for log information

logger_max_size max sizein Kbytes of temp file for log
information

longnumber uselong job number whena job is submitted

lp printer devicenameor specification

lpd_bounce forcelpd to filter job before forwarding

lpd_force_poll forcelpd to poll idle printers

lpd_poll_time interval betweenlpd printer polls

lpd_port lpd listening port

lpd_printcap_path lpd printcap path

lpr_bounce lpr doesfiltering asin bouncequeue

lpr_bsd lpr doesfiltering asin bouncequeue
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mail_fr om mail user fr om username

mail_operator_on_error mail to this operator on error

max_connect_interval maximum time betweenconnectionattempts

max_log_file_size maximum size(in K) of spoolqueuelog file

max_servers_active maximum number of lpd queueservers that can
be active

max_status_line maximum length of statusline

max_status_size maximum size(in K) of statusfile

mc maximum copiesallowed

min_log_file_size minimum size(in K) of spoolqueuelog file

min_status_size minimum sizeto reducestatusfile to

minfr ee minimum amount of fr eespaceneeded

ml minimum number of printable charactersfor
printable check

ms_time_resolution millisecond time resolution

mx maximum job size(1Kb blocks,0 = unlimited)

nb usenonblocking deviceopen

network_connect_grace pausebetweentransferring jobs to remote
printer

nline_after_file N line after file name

of banner output filter

of_filter_options OF filter options

oh Printcap entry valid only on thesehosts

originate_port originate connectionsfr om theseports

pass_env clients passtheseenvir onmentvariables to filters

perms_path lpd.perms files

pl pagelength (in lines)

pr pr program for p format

printcap_path printcap file

ps printer statusfile name

pw pagewidth (in characters)

px pagewidth in pixels (horizontal)
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py pagelength in pixels (vertical)

queue_lock_file queuelock file name

queue_control_file queuecontrol file name

queue_status_file queuestatusfile name

qq put queuenamein control file

remote_support operationsallowed to remotehost

report_server_as server namefor statusreports

retry_econnrefused Retry on connectECONNREFUSEDerrors

retry_nolink Retry deviceopenor connectfailur es

return_short_status return short lpq statuswhen requestarri ves
fr om specifiedhost

reuse_addr setSO_REUSEADDRon outgoingports

reverse_lpq_format reverselpq format when requestarri vesfr om
specifiedhost

rg clients allow only usersin this group accessto
printer

rm remotemachine(hostname)(with rp)

router routing filter, returnsdestinations

rp remoteprinter name(with rm)

rw openprinter for readingand writing

safe_chars additional safecharactersin control file lines

save_on_error save job whenan error

save_when_done save job whendone

sb short banner (oneline only)

sd spooldir ectory pathname

send_block_format sendblock of data, rather than individual files

send_data_first senddata filesfirst in job transfer

send_failure_action failur eaction to takeafter send_tryattempts
failed

send_job_rw_timeout print job read/write timeout

send_query_rw_timeout statusquery operation read/write timeout

send_try maximum number of times to try sendingjob
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sendmail sendmailprogram

server Mark printcap entry for lpd server program only

server_tmp_dir server temporary file dir ectory

sf suppressform feedsseparatingdata files in job

sh suppressheader(banner) pages

short_status_date short (hh:mm) timestamp format for status

short_status_length short lpq statuslength in lines

socket_linger setthe SO_LINGER socket option

spool_dir_perms spooldir ectory permissions

spool_file_perms spoolfile permissions

ss nameof queuethat server serves(with sv)

stalled_time time after which to report active job stalled

stop_on_abort stop processingqueueon filter abort

stty stty commandsto setoutput line characteristics

sv namesof servers for queue(with ss)

syslog_device nameof syslogdevice

tc Include indicated printcap entries in curr ent
entry

tr trailer string to sendbeforeclosingprinter

translate_format translate data format in control file

use_date forcedate in control file

use_identifier forceidentifier in control file

use_info_cache readand cacheinformation

use_shorthost Useshort hostnamefor lpr control and data file
names

user EffectiveUser ID (EUID) for SUID ROOT
programs

wait_for_eof Wait for EOF on connection
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*LPRng and IFHP LICENSE*
GNU GPL and Artistic License

(Version 4, Jan 24, 2000)

Copyright Patrick Powell, Astart Technologies
<papowell@astart.com>

All rights reserved.

You may use "LPRng" or "IFHP" under either the terms of the GNU
GPL License or the Artistic License. These licenses are included
below.

These Licenses apply to the computer software packages known as
"LPRng", "IFHP", and associated files. The "Package" or "Program"
below refers to the programs, files, and associated software which
are distributed as the package.

The "LPRng" Software Package is a copyrighted work whose copyright
is held by Patrick Powell.

The "IFHP" Software Package is a copyrighted work whose copyright
is held by Patrick Powell.

BY MODIFYING OR DISTRIBUTING THE PROGRAM(OR ANY WORKBASED ON THE
PROGRAM), YOU INDICATE YOURACCEPTANCEOF THIS LICENSE TO DO SO, AND ALL
ITS TERMSAND CONDITIONS FOR COPYING, DISTRIBUTING OR MODIFYING THE
PROGRAMOR WORKSBASED ON IT. NOTHING OTHERTHAN THIS LICENSE GRANTS
YOU PERMISSION TO MODIFY OR DISTRIBUTE THE PROGRAMOR ITS DERIVATIVE
WORKS.THESE ACTIONS ARE PROHIBITED BY LAW. IF YOU DO NOT ACCEPT THESE
TERMSAND CONDITIONS, DO NOT MODIFY OR DISTRIBUTE THE PROGRAM.

------------------------------------- ------ ----

Artistic License

The "Artistic License"

Preamble
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The intent of this document is to state the conditions under which
a Package may be copied, such that the Copyright Holder maintains
some semblance of artistic control over the development of the
package, while giving the users of the package the right to use
and distribute the Package in a more-or-less customary fashion,
plus the right to make reasonable modifications.

Definitions:

"Package" refers to the collection of files distributed by
the Copyright Holder, and derivatives of that collection
of files created through textual modification.

"Standard Version" refers to such a Package if it has not
been modified, or has been modified in accordance with the
wishes of the Copyright Holder.

"Copyright Holder" is whoever is named in the copyright or
copyrights for the package.

"You" is you, if you’re thinking about copying or distributing
this Package.

"Reasonable copying fee" is whatever you can justify on
the basis of media cost, duplication charges, time of people
involved, and so on. (You will not be required to justify
it to the Copyright Holder, but only to the computing
community at large as a market that must bear the fee.)

"Freely Available" means that no fee is charged for the
item itself, though there may be fees involved in handling
the item. It also means that recipients of the item may
redistribute it under the same conditions they received
it.

1. You may make and give away verbatim copies of the source form
of the Standard Version of this Package without restriction, provided
that you duplicate all of the original copyright notices and
associated disclaimers.

2. You may apply bug fixes, portability fixes and other modifications
derived from the Public Domain or from the Copyright Holder. A
Package modified in such a way shall still be considered the Standard
Version.
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3. You may otherwise modify your copy of this Package in any way,
provided that you insert a prominent notice in each changed file
stating how and when you changed that file, and provided that you
do at least ONE of the following:

a) place your modifications in the Public Domain or otherwise
make them Freely Available, such as by posting said
modifications to Usenet or an equivalent medium, or placing
the modifications on a major archive site such as ftp.uu.net,
or by allowing the Copyright Holder to include your
modifications in the Standard Version of the Package.

b) use the modified Package only within your corporation
or organization.

c) rename any non-standard executables so the names do not
conflict with standard executables, which must also be
provided, and provide a separate manual page for each
non-standard executable that clearly documents how it
differs from the Standard Version.

d) make other distribution arrangements with the Copyright
Holder.

4. You may distribute the programs of this Package in object code
or executable form, provided that you do at least ONE of the
following:

a) distribute a Standard Version of the executables and
library files, together with instructions (in the manual
page or equivalent) on where to get the Standard Version.

b) accompany the distribution with the machine-readable
source of the Package with your modifications.

c) accompany any non-standard executables with their
corresponding Standard Version executables, giving the
non-standard executables non-standard names, and clearly
documenting the differences in manual pages (or equivalent),
together with instructions on where to get the Standard
Version.

d) make other distribution arrangements with the Copyright
Holder.
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5. You may charge a reasonable copying fee for any distribution of
this Package. You may charge any fee you choose for support of this
Package. You may not charge a fee for this Package itself. However,
you may distribute this Package in aggregate with other (possibly
commercial) programs as part of a larger (possibly commercial)
software distribution provided that you do not advertise this
Package as a product of your own.

6. The scripts and library files supplied as input to or produced
as output from the programs of this Package do not automatically
fall under the copyright of this Package, but belong to whomever
generated them, and may be sold commercially, and may be aggregated
with this Package.

7. C or perl subroutines supplied by you and linked into this
Package shall not be considered part of this Package.

8. The name of the Copyright Holder may not be used to endorse or
promote products derived from this software without specific prior
written permission.

9. THIS PACKAGEIS PROVIDED "AS IS" AND WITHOUT ANY EXPRESSOR
IMPLIED WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED
WARRANTIESOF MERCHANTIBILITY AND FITNESS FOR A PARTICULAR PURPOSE.

This license is based on the Open Source License available from
http://www.opensource.org/artistic-licens e.html

------------------------------------- ------ -

GNU GENERALPUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
675 Mass Ave, Cambridge, MA 02139, USA

Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change free
software-to make sure the software is free for all its users. This
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General Public License applies to most of the Free Software
Foundation’s software and to any other program whose authors commit to
using it. (Some other Free Software Foundation software is covered by
the GNU Library General Public License instead.) You can apply it to
your programs, too.

When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces of it
in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions translate to certain responsibilities for you if you
distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether
gratis or for a fee, you must give the recipients all the rights that
you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know their
rights.

We protect your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.

Also, for each author’s protection and ours, we want to make certain
that everyone understands that there is no warranty for this free
software. If the software is modified by someone else and passed on, we
want its recipients to know that what they have is not the original, so
that any problems introduced by others will not reflect on the original
authors’ reputations.

Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making the
program proprietary. To prevent this, we have made it clear that any
patent must be licensed for everyone’s free use or not licensed at all.

The precise terms and conditions for copying, distribution and
modification follow.

GNU GENERALPUBLIC LICENSE
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TERMSAND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains
a notice placed by the copyright holder saying it may be distributed
under the terms of this General Public License. The "Program", below,
refers to any such program or work, and a "work based on the Program"
means either the Program or any derivative work under copyright law:
that is to say, a work containing the Program or a portion of it,
either verbatim or with modifications and/or translated into another
language. (Hereinafter, translation is included without limitation in
the term "modification".) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of
running the Program is not restricted, and the output from the Program
is covered only if its contents constitute a work based on the
Program (independent of having been made by running the Program).
Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program’s
source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Program a copy of this License
along with the Program.

You may charge a fee for the physical act of transferring a copy, and
you may at your option offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion
of it, thus forming a work based on the Program, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices
stating that you changed the files and the date of any change.

b) You must cause any work that you distribute or publish, that in
whole or in part contains or is derived from the Program or any
part thereof, to be licensed as a whole at no charge to all third
parties under the terms of this License.

c) If the modified program normally reads commands interactively
when run, you must cause it, when started running for such
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interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide
a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this
License. (Exception: if the Program itself is interactive but
does not normally print such an announcement, your work based on
the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If
identifiable sections of that work are not derived from the Program,
and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which is a work based
on the Program, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the
entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or
collective works based on the Program.

In addition, mere aggregation of another work not based on the Program
with the Program (or with a work based on the Program) on a volume of
a storage or distribution medium does not bring the other work under
the scope of this License.

3. You may copy and distribute the Program (or a work based on it,
under Section 2) in object code or executable form under the terms of
Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable
source code, which must be distributed under the terms of Sections
1 and 2 above on a medium customarily used for software inter-

change; or,

b) Accompany it with a written offer, valid for at least three
years, to give any third party, for a charge no more than your
cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be
distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,
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c) Accompany it with the information you received as to the offer
to distribute corresponding source code. (This alternative is
allowed only for noncommercial distribution and only if you
received the program in object code or executable form with such
an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for
making modifications to it. For an executable work, complete source
code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to
control compilation and installation of the executable. However, as a
special exception, the source code distributed need not include
anything that is normally distributed (in either source or binary
form) with the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program
except as expressly provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program is
void, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under
this License will not have their licenses terminated so long as such
parties remain in full compliance.

5. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify or
distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying
the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the
Program), the recipient automatically receives a license from the
original licensor to copy, distribute or modify the Program subject to
these terms and conditions. You may not impose any further
restrictions on the recipients’ exercise of the rights granted herein.
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You are not responsible for enforcing compliance by third parties to
this License.

7. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you
may not distribute the Program at all. For example, if a patent
license would not permit royalty-free redistribution of the Program by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under
any particular circumstance, the balance of the section is intended to
apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system, which is
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to
be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding
those countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates
the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions
of the General Public License from time to time. Such new versions will
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be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.

Each version is given a distinguishing version number. If the Program
specifies a version number of this License which applies to it and "any
later version", you have the option of following the terms and conditions
either of that version or of any later version published by the Free
Software Foundation. If the Program does not specify a version number of
this License, you may choose any version ever pub-

lished by the Free Software
Foundation.

10. If you wish to incorporate parts of the Program into other free
programs whose distribution conditions are different, write to the author
to ask for permission. For software which is copyrighted by the Free
Software Foundation, write to the Free Software Foundation; we sometimes
make exceptions for this. Our decision will be guided by the two goals
of preserving the free status of all derivatives of our free software and
of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSETHE PROGRAMIS LI-
CENSEDFREE OF CHARGE, THERE IS NO WARRANTY

FOR THE PROGRAM,TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISESTATED IN WRITING THE COPYRIGHTHOLDERSAND/OR OTHERPARTIES
PROVIDE THE PROGRAM"AS IS" WITHOUT WARRANTYOF ANY KIND, EI-

THER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIESOF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS
TO THE QUALITY AND PERFORMANCEOF THE PROGRAMIS WITH YOU. SHOULDTHE
PROGRAMPROVEDEFECTIVE, YOU ASSUMETHE COST OF ALL NECESSARYSERVICING,
REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIREDBY APPLICA-
BLE LAW OR AGREEDTO IN WRITING

WILL ANY COPYRIGHTHOLDER, OR ANY OTHERPARTY WHOMAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAMAS PERMITTED ABOVE, BE LI-

ABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIALDAM-

AGES ARISING
OUT OF THE USE OR INABILITY TO USE THE PROGRAM(INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDEREDINACCURATEOR LOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAMTO OPER-

ATE WITH ANY OTHER
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PROGRAMS), EVEN IF SUCH HOLDEROR OTHERPARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

END OF TERMSAND CONDITIONS

Appendix: How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest
possible use to the public, the best way to achieve this is to make it
free software which everyone can redistribute and change un-

der these terms.

To do so, attach the following notices to the program. It is safest
to attach them to the start of each source file to most effectively
convey the exclusion of warranty; and each file should have at least
the "copyright" line and a pointer to where the full notice is found.

<one line to give the pro-
gram’s name and a brief idea of what it does.>

Copyright (C) 19yy <name of author>

This program is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY;without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software
Foundation, Inc., 675 Mass Ave, Cambridge, MA 02139, USA.

Also add information on how to contact you by electronic and paper mail.

If the program is interactive, make it output a short notice like this
when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) 19yy name of author
Gnomovision comes with ABSOLUTELYNO WARRANTY;for de-

tails type ‘show w’.
This is free software, and you are welcome to redistribute it
under certain conditions; type ‘show c’ for details.
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The hypothetical com-
mands ‘show w’ and ‘show c’ should show the appropriate

parts of the General Public License. Of course, the commands you use may
be called something other than ‘show w’ and ‘show c’; they could even be
mouse-clicks or menu items-whatever suits your program.

You should also get your employer (if you work as a programmer) or your
school, if any, to sign a "copyright disclaimer" for the program, if
necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program
‘Gnomovision’ (which makes passes at compilers) writ-

ten by James Hacker.

<signature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your pro-
gram into

proprietary programs. If your program is a subroutine library, you may
consider it more useful to permit linking proprietary applica-

tions with the
library. If this is what you want to do, use the GNU Library General
Public License instead of this License.

334



Appendix C. Testing and Diagnostic Facilities
TheLPRng codehastheability to runasnon-setuidsoftware,andto usethenon-defaultTCP/IPports
for communication.This facility allowsaTestVersionto berun in parallelwith thenormalLPRng
software.

To simplify testingandportability issues,asimpletestversionof thespoolqueuesandjobshasbeen
suppliedwith theLPRng distribution. Thesequeuescanbeplacedin a suitablelocation(/tmp is
common)andtheLPRng softwaretested.

Thetestversionof thesoftwarewill usetheLPD_CONFenvironmentvariableto specifythelocationof
theconfigurationfile. It will readthisconfigurationfile onstartupandusethevaluesto overridethe
normaldefaults.Sincea usercouldmaliciouslysetup their own configurationfileswith valuesthat
couldcompromisesystemsecurity, it is stronglyrecommendedthatthetestversionis not madeSETUID
root. In fact,theLPRng codewill chattermessageswhentheLPD_CONFability is enabledandit is run
asroot.

C.1. Compiling the Test Version
Edit src/Makefile , anduncommenttheindicatedline. Thenrun make to regeneratethedistribution.

#### ****** TESTING AND SECURITY LOOPHOLE******************************
# Define GETENVto allow the LPD_CONFIG environment
# variable to be used as the name of a configuration file. In non-

testing
# systems, this is a security loophole.
#CF := $(CF) -DGETENV

C.2. Setting Up The Test Version Spool Queues
TheLPRng TESTSUPPORT directorycontainsa setof shellscriptsandfiles thatneedto beinstalledin
theappropriatedirectory. Thefollowing stepsareused.

1. First,you needto setupyourHOSTenvironmentvariableto thefully qualifieddomainnameof
yourhostandyourUSERenvironmentvariableto yourusername.This is donein orderto get
valuesto put into theTestVersionconfigurationfiles.
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2. In theTESTSUPPORT directory, edit theMakefile , andspecifythelocationof theTest

Version spoolqueues.Thedefault locationis /tmp ; sinceon mostsystemsthesefilesaredeleted
or areavailableto everybody, amoresecurelocationshouldmostlikely beused.DO NOT USETHE
RAWTESTFILEDIRECTORY. Thesefilesneedto becopiedandplacedin anotherdirectory.

3. TheLPD_CONFenvironmentvariableshouldbesetto thelocationof theinstalledlpd.conf file.

4. In theTESTSUPPORT directory, run make. This will copy andinstall thenecessaryfiles.

Example:

CSH:
setenv HOST {fully qualified domain name};
setenv USER ‘whoami‘
setenv LPD_CONF/tmp/LPD/lpd.conf
set path=( /tmp/LPD $path )
unsetenv PRINTER

Example:
setenv HOST h4.private
setenv USER papowell
setenv LPD_CONF/tmp/LPD/lpd.conf
set path=( /tmp/LPD $path )
unsetenv PRINTER

Bourne Shell:
HOST={fully qualified domain name}; export HOST;
USER=’whoami’; export USER
LPD_CONF=/tmp/LPD/lpd.conf.$HOST; export LPD_CONF
PATH=/tmp/LPD:$PATH; export PATH
PRINTER=; export PRINTER

Example:
HOST=h4.private; export HOST
USER=papowell; export USER
LPD_CONF=/tmp/LPD/lpd.conf.$HOST; export LPD_CONF
PATH=/tmp/LPD:$PATH; export PATH
PRINTER=; export PRINTER

cd TESTSUPPORT
make

C.3. Running the Test Version Software
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Setyourcurrentdirectoryto thelocationof thecompiledTest Version executables.Executethe
variousexecutablesusing./cmd , or set. asthefirstentryin thePATH . If it is not thefirst entry, then
thestandardsystemexecutableswill beused.

1. Run ./checkpc . thiswill print out thevariousvaluesfor thespoolqueuesin theTest Version

setup.If the t1 , t2 ,... spoolqueuesarenot displayed,makesurethattheLPD_CONFenvironment
variableis setcorrectlyandthatyouareusingtheTest Version executable.

2. Run ./checkpc -f . This will fix up the(deliberatelyintroduced)problemsin thespoolqueues.

3. Next, run ./lpd -F in onewindow, andthenrun ./lpq -a in anotherwindow. This will check
thattheserver is working.

4. Youcannow amuseyourselfby sendingjobs,settinguppermissionschecking,andotherchores.

5. Wheneverythingappearsto beworking correctly, youcanthenremovetheTest Version flag
from thesrc/Makefile , recompile,andinstall theLPRng software.
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