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The LPRnNg softwareis anenhancedextended andportableimplementatiorof the Berkeley Ipr print spooler
functionality. While providing the sameinterfaceandmeetingRFC117%equirementstheimplementatioris
completelyindependenandprovidessupportfor thefollowing featureslightweight(no databaseseeded)pr, Ipc,
andlprm programsgynamicredirectionof print queuesprinter poolingandloadbalancingautomatigob holding;
highly verbosediagnosticsglient programsdo not needto run SETUID root; greatlyenhancedecuritychecksjoad
balancingacrosamultiple printers;anda greatlyimproved permissiorandauthorizatiormechanismThesource
softwarecompilesandrunson awide varietyof UNIX systemsandis compatiblewith otherprint spoolersand
network printersthatusethelpr interfaceandmeetRFC117%equirements.

The companionifhp print filter is usedwith the LPRng to provide hardwarelevel supportfor PostScriptPCL, text,
andotherprinters.Theifhp filter alsoprovidesdiagnosticanderrorinformationaswell asaccountingnformation.

The LPRng distribution alsohasa setof easilycustomizablgrogramso producebannempagedor job
identification. The SVR4Ip andlpstatfunctionalityis provided by a setof emulatorprogramsandLPRng canbe
easilyintegratedwith the SambaSMB supportpackage For usersthatrequiresecureand/orauthenticategrinting
supportLPRng supportKerbeross, MIT Kerberost extensiongo LPR, PGR andsimpleMD5 based
authenticationAdditional authenticatiorsupportis extremelysimpleto add.

Impor tant: THIS DOCUMENTATION AND THE DESCRIBED SOFTWARE IS PROVIDED BY THE AUTHORS
"AS I1S" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE AUTHORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
DOCUMENTATION, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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Preface

1. Introduction

The LPRng Print Spoolemrovidesthe essentiaprinting servicesor UNIX andUNIX-lik e operating
systemslt canbeconfiguredto work optimally in small,large,andenterprisdevel ervironments.The
LPRng Print Spoolethasa companiorithp Print Filter which providesprinterlevel supportand
communicationThis documents designedo bethesinglebasicreferencdor the LPRng software;the
ifhp PrintFilter is distributedseparatelyandhasadditionaldocumentation.

2. Acknowledg ements

| would like to thankall of the LPRng userswho sorelentlesslytried theincrediblenumberof
permutation@ndcombinationof printersandsoftware,andwhoserequestgor justonemore featuie
led to thedevelopmenbf the software.

3. Shell Prompts

Thefollowing tableshowvs the default systempromptandsuperuseprompt. Theexampleswill usethis
promptto indicatewhich useryou shouldbe runningthe exampleas.

User Prompt
Normaluser %
root #

4. Typographic Conventions

Thefollowing tabledescribeshetypographiaconventionsusedin this book.

Meaning Examples

Thenameof commandsfiles, anddirectories.On Edit your.login file.
screercomputerutput.
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Usels -a tolist all files.

You have mail.

Whatyoutype,whencontrastedvith on-screen % su Password:

computeroutput.

Manualpagereferences. Usesu(1)to changeusernames.
Userandgroupnames Onlyroot candothis.
Emphasis You mustdorthis.

Commandine variablesyeplacewith therealnameTo deleteafile, typerm fil enane
or variable.

Environmentvariables $HOME is your homedirectory

5. Notes, warnings, and examples

Within thetext appeamnoteswarnings,andexamples.

Note: Notes are represented like this, and contain information that you should take note of, as it may
affect what you do.

Warning Warnings are represented like this, and contain information warning you about possible
damage if you do not follow the instructions. This damage may be physical, to your hardware or to
you, or it may be non-physical, such as the inadvertent deletion of important files.

Examplesarerepresentetik e this, andtypically containexamplesyou shouldwalk through,or show
you whattheresultsof a particularactionshouldbe.
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Chapter 1. Introduction

Printingis oneof the essentiakervicegprovidedby computersystemsUserswantreliableandeasyto
usemethodsof printing thatrequirea minimumamountof effort to usedandunderstandOn singleuser
systemswith a directly attachedprinterthey perceve thatthe printing processs simply a matterof
storingor spoolingafile, andthentransferringt to theprinterin atimely mannerIn theclassical
multi-usersystemsgachuserexpectsto sharea commonprinterwith oneor moreusersthe print
spoolingsystemprovidesarbitrationandsharingof the printeramongthevarioususers.In anetwork
basednulti-usersystemtheremaybeoneor moreprinterssharedby multiple userson mary different
systemsThe print spooleswill needto cooperatdo provide print servicego theusersin asimplean
predictablemanner

1.1. What is LPRng?

TheLPRnNg print spoolersoftnarewasdevelopedto aflexible andscalableapproacho eachof these
printing problems.It hasbeenusedsince1988in extremelydemandingacademigrinting ervironments
suchasUniversityof MinnesotaMIT, andRutgerscommerciakompaniesuchasDow Jonesand
Abbot Pharmaceuticalgswell asbeingdistributedwith Linux, FreeBSD andothersystemsEachof
theseenvironmentshasa uniquesetof problemsdemandingrariousconfigurationandadministratve
capabilities For example the simplesingleusersystemwith asingleor limited numberof printers
requireseasyconfigurationandsimplediagnostigoroceduresyhile the network basedprinting system
requireshighly robusterrorlogging,authenticationandfailover support.LPRng providesa highly
flexible configurationsystemthatallows it to performoptimally in all of theseervironments.

LPRng mimicsmary of thefeaturesof thevintage or legacyBerkeley (Universityof California-
Berkeley) Line Printer(LPR) packagdoundon Berkeley derivativesof the Unix operatingsystem.
LPRng will printadocumenwith little or no knowledgeof the contentor specialprocessingequiredto
print thedocumenbn a stand-alonenachineor in a distributedprinting environment.New (ascompared
to Berkeley LPR) featuresnclude:lightweightlpr, Ipc andlprm programsgdynamicredirectionof print
gueuesautomatigob holding, highly verbosediagnosticsload balancinggueuesgnhancedecurity
(SUID notrequiredin mostervironments) andeasyconfiguration.

LPRng startedife atthe University of Waterlooin 1986asPLP (PublicLine Printer),areplacementor
theoriginal BSD Ipd code.Thiswasaone-shoeffort by theauthor Patrick Powell, to developfreely
redistributedcodewithout therestrictionsof the BSD/AT&T licenseandwould allow non-licensedites
to fix andpatchproblems.From1988to 1992individualsandgroupsaddedfeatureshacled,slashed,
andmodifiedthe PLP code,coordinatedargely by JustinMason(<jmason@iona.ie  >) who startecthe
LPRng mailinglist.

In 1992while at SanDiego StateUniversity Prof. Powell redesignedndreimplementedhe PLP code
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Chapterl. Introduction

andnamedheresultLPRng. Thegoalsof the LPRng projectwereto build asener systemthatwasas
closeto userabuseproof aspossiblethatwould provide servicedimited only by theinherentcapacities
of thesupportsystem RFC1179%compliant,andwith extensive delhuggingcapabilitiesto allow quick and
easydiagnosticof problems.

In early 1999the codebasefor LPRng wasagainreoganizedn orderto provide acommonmethodfor
runningon non-UNIX platformssuchasMicrosoft Windows NT, Apple Rhapsodyandembedded
systems.

As a ssideeffect of this work, mary securityproblemsthatcoulddevelopwereidentifiedandstepstaken
to ensurethatthey werenot presenin LPRng. For example LPRng clientssuchaslpr, Iprm, Ipc, and
Ipg run asordinaryusersprogramsandeventhelpd senercanrun asa useroncea network port has
beenopened Boundscheckingis performedon all input andformatting(for example,snprintf() rather
thansprintf() is used),aswell asotherpreventive measuresvereapplied.

1.2. Additional Resour ces

ThemainLPRng documentatioris the LPRng-HONTO, whichis availablein severalformats.
InformationaboutLPRng andthe latestreleasecanbe foundonthe LPRng webpage
http://www.astart.com/LPRng.html

Thereis alsoamailing list atlprng@Iprng.com(mailto:lprng-request@Iprng.co?subject=subscrike).
To postto thelist you mustsubscribeéby sendingsendanemailto Iprng-request@Iprng.com
(mailto:lprng-request@Iprng.coPsulject=sulscribe) with the messagesubjector body containingthe
word ‘subscribe’or ‘help’.

Severalpresentationsf LPRng andprint spoolingsoftwarehave beenmadeat the Large Installation
SystemAdministrator(LISA) conferencesThepresentatiomtthe LISA 98 conferencas in the
PawverPointfile LISA98.ppt  in the LPRng distribution documentation.

1.3. Frequentl y Asked Questions

Therearealist of FrequentlyAsked Questionghatappearegularly onthe LPRng mailing list. SeeThe
Most FrequentlyAsked Questions.

1.4. License , Copyright, and Disclaimer
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TheLPRng Print Spoolerandtheifhp Print Filter softwarearedistributedunderthe GNU Public
License(GPL) andtheArtistic License(license.txt).Userscanchooseo redistritute or usethe software
underalicensethatis appropriatefor their purpose Otherlicensesanddistribution agreementare
availableby contactingAStArt Technologieghttp://www.astart.comjor information.

THE MATERIAL IN THESESOFTWARE PACKAGESAND DOCUMENTSIS PROVIDED
WITHOUT FEEAND AS-ISWITH NO WARRANTY REGARDINGFITNESSOF USEFORANY
PURPOSETHE AUTHORAND ALL CONTRIBUTORSARE NOT LIABLE FORANY DAMAGES,
DIRECT ORINDIRECT, RESULTING FROM THE USEOF THE SOFTWARE ORANY
INFORMATION PROVIDED IN THIS DOCUMENT.

1.5. Commer cial Suppor t

AStArt Technologieghttp://www.astart.comprovidescommerciasupportandenhancement®r the
LPRng andothernetwork software. AStArt providesnetwork andsystemconsultingservicedor UNIX
andNT systemsaswell asrealtime andnetwork software.

1.6. Web Site

Web Page:http://www.astart.com/LPRng.html

1.7. FTP Sites

Main FTP Site:
ftp://ftp.astart.com/pub/LPRNEJS)

Mirrors:

ftp://ftp.sage-au.ay.au/plo/printing/spmler/lprng (AU)
ftp://sunsite.ualberta.ca/pub/Mirror/LPRHEA)
ftp://ftp.informatik.uni-hamiorg.de/mb/os/unx/utils/LPRng(DE)
ftp://ftp.uni-paderborn.d/pu/unix/printer/dp/LPRng(DE)
ftp://ftp.chembio.ntnu.nofgb/mirrors/LPRNgNO)
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ftp://ftp.mono.og/pubLPRNg(UK)
ftp://ftp.cs.columbia.edu/pub/ehives/plg/LPRng(US)
ftp://ftp.cs.umn.edu/pub/LPRAYS)
ftp://uiarchive.uiuc.edu/pulpaclages/LPRngUS)
ftp://uabgate.ualericsson.se/pubnix/LPRnNgSE)

1.8. Mailing List

To join theLPRng mailing list, pleasesendmail to Iprng-request@Iprng.coifmailto:
Iprng-request@Iprng.conyith theword 'subscribein the BODY.

The LPRng mailinglist is archived on http://www.findmail.com/list/lprng

1.9. PGP Public Key

The LPRng distributionshave an MD5 checksuntalculatedwhich is thensignedwith a PGPpublic
key. Hereis the key for validatingthe checksums:

Type Bits/KeylD Date User ID
pub  1024/00D95C9D 1997/01/31  Patrick A. Powell \
<papowell@astart.com >

---BEGIN PGP PUBLIC KEY BLOCK---
Version: 2.6.3i

MQCNAzLYygTQAAAEEANBWSfPYjN3wSANPIXWE3BvsMUxjip0 cN2sY5qrdody |hn

gbAspBopR+tGQfyp5T7C21yfWRRNfXmoJ3FVt gToAsJUYmzoFY08eDx+rmSqgClLe
rdJjX8aG8jVXpGipEo9U4QsUK+OKzx3/y/OaK  4cizoW gKvyll 4lEzDs A2VydAAUT
tCdQYXRyaWNrIEEuIFBvd2VsbCA8cGFwh3dlb GxAYXNYXJOL mNvbTEIAJUDBRAO
XonoiUTMOwDZXJOBAQ2cBAC7zU9Fn3sC3x0US+3vjh g/qA+Gjb5Fil dJd4so Ic4

vIvtfOUL/1/rGipbR+AO0XHpHzJUMP9Z{JzKZj aK/d0z BNIS3i +Jnypy peQiAq 09t

FVOOyUCwDfWybgAORuAa2V6UJInAhvj/7TpxMmCApola Ib4yFy KunHa8aBxN+17Ro
rrQIUGFOcmljayBBLIBQb3dIbGwgPHBhcG93Z  WxsQHMKc3UuZ WR1PoKIQMFEDLY
gTSIRMw7ANIcnQEBYBYD/0zTeoiDNnl+Njale i6+6z6 0akqO70gFVx0FG3aP3kRH
WIDhdtFaAuaMRh+RItHfFfcHhw5K7jiddgKiT gGfj5V t30dHYkeeh/s ddggf9 YnS
tpjOUSNfrotPTUw39n6YTgS5/aW0OPQfO9dx7j VUcGead1TGXTe9mihD MwDJI4J14
=3Zbp

---END PGP PUBLIC KEY BLOCK---
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1.10. References and Standar ds

1.10.1.

1.10.2.

1.10.3.

Thefollowing referencesindstandard$iave beenusedin thedevelopmenif the LPRng software.

RFCs

During the earlydevelopmenbf the Internetdevelopersdid not wantto go throughthelaboriousprocess
of developingformal standardsindapplyingto a standard®ody suchastheEIA, IEEE, or ISO. Instead,
they calledthe standardslocumentdhey developedRequestdor Comments].Thesesoonbecameale
factostandardsandwith theformal acceptancef the TCP/IPprotocolasa network standardgejure as
well.

You cangetcopiesof the RFCsfrom literally hundredf network sites,including http://www.isi.edu,
http://imwww fags.og/rfcs,NIS.NSENET (ftp://NIS.NSENET), RFC.JVNC.NET(ftp://RFC.JVNC.NET),
or FTRISI.EDU (ftp://FTRISI.EDU).

The[RFC1179- Line PrinterDaemonProtocol]ldescribeshe protocolusedto transferjobsfrom client
programto print sener. SeeRFC117%or morea discussiorof this protocolandmoredetailsaboutthe
RFC.Therfc1179.txtfile is includedin the LPRng distribution documentation.

PostScript

PostScripis oneof thedefactostandardgor print jobs. The AdobeCorporation
(http://www.adobe.comprovidesanexcellentsetof reference$or the PostScriptanguageThey have
mademary of theseavailablefor downloadingfrom their websitesor have publishedhemin bookform.

The[PostScript_anguageReferenceManual] containsa greatdealof technicalinformationaboutthe
PostScript.anguageandis thelanguageeferencenanual.

The[PostScript_anguageTutorial andCookbookl]is a very nice andeasyto readintroductionto
PostScripprogrammingandhassomevery usefulutilities. Combinedwith GhostScriptandthe gv
displayprogramyou canvery easilylearnto write your own smallPostScripprogramsandmore
importantly canlearnto understandhe contentsof PostScripfiles.

The[PostScript_anguagdProgramDesign]is the companiorto the [PostScript_anguageTutorial and
Cookbook],andhasmorecomplex examplesof PostScripprogramsMore importantly it also
introducesalthoughwithout explanation the PostScripDocumentStructuringCorventionsdescribedn
AppendixG of the The[PostScript_anguageReferenceManual]. This alonemakesit useful.

HP PCL 5
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1.10.5.
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The Hewlett-Packard(HP) PCL PrinterLanguagés the secondde-factostandardor print jobs.
Currently Hewlett-Packardmakesdocumentatiorior PCL availablethroughtheir [DeveloperProgram].
Youwill needto registerandthensearchheir sitefor the [PCL 5 PrinterLanguageReferenceManual].

HP PJL

The Hewlett-Packard(HP) PrinterJobLanguages usedto controlvariousfeaturesof HP printers.The
[PrinterJobLanguageReferenceManual]is alsoavailablefrom Hewlett-Packard(http://www.hp.com)
throughtheir [DeveloperProgram].

PDF

The PortableDocument-ormat(pdf ) wasdevelopedby Adobeto bea moreusefulmethodof
distributing documentatiorfior view by online systemsandsoftware. The[PortableDocument-ormat
ReferencéManual]is availablefrom Adobe (http://www.adobe.com)While pdf is notuseddirectly asa
print job languageit is oneof the morecommonformatsfor files thatneedto beprinted. It canbe
corvertedto PostScripby mostpdf viewerssuchasGhostScripindAdobeAcrobat.
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Chapter 2. Installation

Thebasiccomponent®f the LPRng systemarethe executablesindthe databaséiles. This section
dealswith generatingandinstallingthe executabldfiles.

2.1. Getting Source Code and Suppor t Programs

1. Obtainthelatestor stableversionof the LPRng sourcecodefrom aLPRng FTP Site.

2. Obtainthelatestor stableversionof theifhp filter sourcecodefrom aLPRng FTP Site. Thisfilter
is usedto supportPostScriptPCL, andtext printers.

3. Obtainthefollowing GNU programgrom oneof the mary GNU SoftwareMirror Sites
(http://www.gnu.og) andinstall them. Seethe directionsin the GNU Zip distribution for details.
GNU gzip CompressiotJtility

Usedto generatehe compressetlPRng distribution.

GNU tar Archive Utility

GNU (http://www.gnu.og) tar supportggzip compressiomnddecompressioandis usedto
generatehe LPRng distribution.

GNU make

LPRng requiresGNU (http://www.gnu.og) make for configurationandinstallation.

GNU gccCompileror ANSI C Compiler

LPRng requiresandANSI C compiler If youdo nothave anANSI C compilerthenpleaseuse
the GNU (http://www.gnu.og) gcccompiler

4. SolarisSparcandX86 Binariesfor GCCandMake canbe obtainedfrom http://sunfreevare.com/.

5. While thefollowing arenot essentiato LPRng they areusedby theifhp filter.

file - File IdentificationUtility
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The OpenSourceutility by lan F. Darwin canbe obtainedfrom ftp://ftp.astron.com/pub/file.
Thisis a greatlyimprovedversionof the original UNIX file utility andmaybeusedby theifhp
filter to dofile recognition.

gs- GhostScript

GhostScriptanbe obtainedfrom http://www.cs.wisc.edu/~ghosbf
http://www.ghostscript.comGhostScripis a PostScripinterpretertthatallows youto translate
PostScripto variousprintercompatibleformatssuchasPCL, aswell asdisplayingthe codeon
aterminal. You might alsowantto getthe PDF extensionghatallows GhostScripto readand
print PDFfiles.

gv - Ghost\iew

Of courseyouwill wantto getthegv programthatusesGhostScripto displayPostScripbn an
X terminal. It canbeobtainedirom http://wwwthep.physik.uni-mainde/~pass/gv/

2.2. PATH Environment Variable and Utilities

Make surethatdirectorywhereyou you have installedthe GNU toolsis oneof thefirst entriesin the
shellsearchPATH ervironmentvariable.For example,if you have installedthe utilities in the (default)
directory/usr/local/bin , this shouldbe oneof thefirst entriesin the PATH. For example:

PATH=/usr/local/bin:/bin:/sbin:/usr/b in

If you arecompilingthedistribution on a Solarissystemyou will needto usethe utilities in the
[usr/ccs/bin directory Thisdirectorymustbein the PATH after thedirectorywherethe GNU
utilities have beeninstalled.For example:

PATH=/usr/local/bin:/bin:/sbin:/usr/b in:/us r/ccs/  bin

Checkto seethatthe GNU make utility andnotthe default OS make is beingusedby default. Usemake
-v to determinewhatversionyou areusing:

h4: {1} % make -v
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GNU Make version3.78,by RichardStallmanandRolandMcGrath.
Copyright (C) 1988-1999

2.3. Network Mounted File System and Spool Directories

Warning It is strongly recommended that the print spool directories and essential printer configuration
file files should NOT be in an NFS mounted file system or on a file system which is NFS exported.

TheLPRng Ipd print sener makesheavy useof file locking to coordinateandsynchronizgrocess
actiities. Giventhe historicalandongoingproblemsof file locking on andNFS mountedfile system,
notto mentionthe high overheador doingfile locking in a distributedervironment,it is strongly
recommendethatspooldirectoriesNOT be on anNFSmountedpartitionor on a partitionthatis NFS
exported.

This warningextendsto othernetwork file systemsaswell.

In addition,the configuratiorfile suchas/etc/printcap mustbeavailableor printingwill not
function. Careshouldbetakento ensurehatthesefiles arestableandavailableat all times.

2.4. Daemon User and Daemon Group

Thelpd seneris startedat systeminitialization time andinitially runsasROOT (Effective UID 0). It
performsall file andotheroperationsvith non-privileged userdaemon Effective UID andgroupdaemon
Effective GID, anddoesasetuid()  to theseUID andGID valueswhenrunningprograms.Theclient
programssuchaslpr operatewith the effective userlDs of the userwhich startecthem.

Most UNIX systemsalreadyhave userdaemon andgroupdaemon, or asimilarones.If suitableuserand
grouplDs arenot presenthenthe appropriatesystemadministratiortools shouldbe usedto createthem.
The configuration-with-userid=UID and-with-groupid=GID canbeusedto specifytheuserand
groupIDs. TheuserlD mustnot have login capability

2.5. Configuration
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The LPRng packageconsistf thefollowing executablesandconfiguratiorfiles:

« Ipd - thelpd print sener program

« lpr,Ipq, Iprm, Ipc, andlpstat client programdor printing, statusqueriesjob removal, sener
configurationandSystemV Ipstat emulationrespectiely.

« printcap
 Ipd.conf
e Ipd.perms

print queuedatabaséile whichis usedby all the senerandclientprograms
LPRng configurationoptionswhichis usedby all the senerandclient programs

permissiorinformationwhich is usedby thelpd senerto controluseractions.

LPRNng usegthe configure scriptgeneratedby the GNU (http://www.gnu.og) autoconf utility to

. Theseareusedby GNU (http://www.gnu.og) make to compileandinstall
the LPRng software. Thefollowing Makefile
locationof the LPRng software:

generatea setof Makefiles

variablesandvaluesaresetby configure to specifythe

ConfigureVariable Default Value Expandedefault Value |Override

S{prefix} /usr/local -prefix=PATH

${exec_prefix} ${prefix} usr/local -execprefix= PATH

${bindir} ${exec_prefix}/bin usr/local/bin -bindir= PATH

${sbindir} ${exec_prefix}/shin ust/local/sbin -sbindir= PATH

${libexecdir} ${exec_prefix} ust/local/libexec -libexecdir= PATH
/llibexec

${sysconfdir} ${prefix}/etc usr/localletc -sysconfdir= PATH

${mandir} ${prefix}/man usr/local/man -mandir= PATH

Theseareusedto install thefollowing files:

ConfigureVariable Files

${bindir} lpr, Iprm, Ipg, Ipstat

${sbindir} Ipc, checkpc, Ipd

${libexecdir}/filters Ipf,  pclbanner, psbanner, Ipbanner

${sysconfdir} Ipd.conf, Ipd.perms, printcap

${mandir}yman[1-9] man pages

You cansetexplicit valuesfor the pathsby usingthe override-name=PATH. For example:
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configure -prefix=/usr -sysconfdir=/etc \
-mandir=/usr/share/man

\Variable \Value Files

${bindir} usr/bin usr/bin/{lpr,Iprm,lpq,lpstat}

${sbindir} usr/shin usr/shin/{lpc,checkpc,|pd}

${libexecdir}/filters usr/libexec/filters usr/libexec/filters{Ipf, pclbanner
psbannedpbanner}

${sysconfdir} etc etc/{lpd.conf,Ipd.perms,pntcag

${mandir}/man[1-9] usr/share/man usr/share/man/man[1-9]/{man
pages}

In additionto thesestandardtonfigure optionsthe following optionsprovided.

-disable-setuid

Install the executablesvithout setuidROOT permissionsNon-setuidclientsandprogramsare
inherentlymoresecureghanSETUID programsandsystemadministratorsvould bewell advised
to install themwithout SETUID root permissionsPleaseseeSecurityConsiderationgor more
detailsaboutthis option.

-enable-priv_ports.

Requireconnectiongo thelpd senerto comefrom a privilegedport (rangel-1023).By default
LPRng will allow connectiongrom ary port. PleaseseeSecurityConsideration§or moredetails
aboutthis option.

-disable-force_localhost

Thedefault LPRNng configurationassumeshatall printing will bedonevia alpd print spooler
runningon thelocal hostsystem.However, mary largersitespreferthatall usersdo their printing
via afew centralseners,anddo notrunlpd senerson usersystemsThe

-disable-force_localhost configuratiorsetsthe default valueof theforce_localhost
valueto false , by defaultallowing the LPRng clientsto connectdirectly to Ipd senersonremote
hosts.

-disable-require_configfiles

By default,thelpr, Ipg, Iprm, andlpc clientsrequirethelpd.conf  andprintcap filesto be
presenbnthelocalhost.The-disable-require_configfiles literal removesthisrequirement.
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-enable-kerberos

Includesupportfor Kerberos authenticatedransfers.

-enable-mit_kerberos4

Includesupportfor MIT Kerberost authenticatedransfers.

-disable-kerberos_checks

Disablecheckdor kerberossupportibraries,etc.

-with-lpddir=DIR

Chapter2. Installation

Ipd executabladirectory(default ${sbindir}). For historicalconfigurationcompatibility.

-with-filterdir=DIR

Filter directory(default ${libexecdir}/filters). For historicalconfigurationcompatibility.

-with-lpd_conf_path=PATH

Pathof Ipd.conf  file. For historicalconfigurationcompatibility.

-with-lpd_perms_path=PATH

Pathof Ipd.perms file. For historicalconfigurationcompatibility.

-with-printcap_path=PATH

Pathof printcap  file. For historicalconfigurationcompatibility.

-with-ld_library_path=PATHLIST

SettheLD_LIBRARY_PATH ernvironmentvariableof filters to this value.

-with-filter_path=PATHLIST

Setthe PATH ernvironmentvariableof filters to this value.
-with-userid=NAME

RunLPRnNg asthis user default daemon
-with-groupid=NAME

RunLPRnNg asthis group,defaultdaemon
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-with-lockfile=PATH

Thelockfile path. Thiswill be expandedo PATH.seneror PATH.portallowing multiple LPRng
senersto run onasinglehost.

-with-filterdir=PATH
Locationof thefiltersinstalledby LPRng.

-with-chooser_routine=NAME

nameof chooseroutineprovidedby user

-with-order_routine=NAME

nameof orderroutineprovidedby user

-with-user_objs=NAME

objectfile with routinesprovided by user

-with-user_include=NAME

includefile with templatedor routinesprovidedby user

-disable-strip

Do notstrip the executabledeforeinstalling. For dehugginganddiagnostigurposes.

It is recommendethatyou useoneof thefollowing configurations:

1. If you alreadyhave a print spoolingsysteminstalledandwantto install LPRng for testingpurposes
or asanalternatve to the existing systemandkeepyour existing print spoolingsystemuse:

Jconfigure

use defaults for file locations and permissions:

lusr/local/{bin,sbin,libexec/filters, man}
requires Ipd to run on the local host
executables installed setuid ROOT

2. If youhave manualpagesdn /usr/share/man , your existing print spoolingsystemhasexecutables
in /usr/bin  and/usr/sbin , andyouwantto replaceyour existing print spoolingsystemuse:

Jconfigure -prefix=/usr -sysconfdir=/etc \
-mandir=/usr/share/man
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executables and files in
/usr/{bin,sbin, libexec/filters}
lusr/share/man/man[0-9]
requires Ipd to run on the local host
everything installed setuid ROOT

3. If youhave manualpagesdn /usr/share/man andallow jobs (by default) to be sentdirectly to the
sener host(lightweightoperation) use:

Jconfigure -prefix=/usr -sysconfdir=/etc \
-mandir=/usr/share/man -disable-force_localhost

executables and files in
lusr/{bin,sbin,libexec/filters}
/usr/share/man/man[0-9]
does not require Ipd to run on the local host
everything installed setuid ROOT

2.6. Printcap, Ipd.conf , and Ipd.perms files

Theprintcap  file containsthe definitionsof the print queuesusedby LPRng, andis locatedin the
directoryspecifiedby the configuratior${sysconfdir} value.For acompletedescriptionof the
printcap file seePrintcapDatabaself your systemdoesnot have anexisting printcap ~ file thena
dummy/dfile similar to thefollowing is installedby default:

# dummy printcap file
Ip:cm=Dummy Printcap  Entry:
:Ilp=/dev/null
:sd=/var/spool/lpd/%P

Thelpd.conf s locatedin the ${sysconfdir} directoryandprovidesconfigurationsettingsfor both
theLPRng clientandsener programs For acompletedescriptionof thelpd.conf ~ file see
ConfigurationFile, DefaultsandOverrides.During installationthe

${sysconfdir}/lpd.conf.template is createdwith thedefault LPRng informationandif thereis
not anexisting ${sysconfdir}/Ipd.conf file is copiedto it.

Thelpd.perms is locatedin the ${sysconfdir} directoryandis only by Ipd to determineuser
permissiongor printing activities. For acompletedescriptionof thelpd.perms  file seePermissions

27



Chapter2. Installation

andAuthenticatiorfor details.During installationthe Ipd.perms.template file is installedin the
${sysconfdir}/lpd.perms.template andif thereis notanexistinglpd.perms file is copiedto it.

By default,the LPRng client programdpr, Ipq, Iprm, andlpr c will requirealpd.conf  andprintcap
file to beinstalledonthelocal host. You canrelaxthis requiremenby settingusingthe
-disable-require_configfile configurationoption. You canalsocreateemptyfiles to satisfythe
programrequirements.

2.7. Checking System Installation with checkpc

The checkpcprogramis usedto make surethatthe spooldirectoriesandfiles usedby LPRng have the
correctpermission@ndarein place.By default, checkpcwill checkpermissionandreportif thereare
ary problems.You shouldrunthisasroot . For example:

h4: {2} # checkpc

Warning - No configuration file  ’'letc/lpd.conf’

Warning - No Ipd only printcap file  found in ‘/etc/lpd_printcap’

Warning - ** cannot open ’/var/run/lpd.printer’ - 'Permission denied’
Warning - bad directory - Ivar/spool/lpd/lp

Warning - Printer Ip"  spool dir ’/var/spool/lpd/lp’ needs fixing

In the above example,checkpchasdiscoveredthatthelpd.conf  file is missing.Thisis a serious
problemandindicatesthatthe softwaremaybeincorrectlyinstalled.

Thelpd only printcap messagés usuallyof concernto administratorsvho wish to usesomeof
LPRng’s moreexotic configurationoptions.lt is possibleto have separatgrintcap ~ files for clientand
sener programs.Thisis usefulwhenprintcap files getextremelylargeandcutsdown substantiallyon
systemmanagemenproblems.

Thepermission  denied messagéor /var/run/lpd.printer is seriousasthelpd seneruseshis
asalockfile.

Thebad directory  messagaboutthe spooldirectoryis usuallycausedy wrongpermission®r a
missingdirectory

Thecheckpc -f (fix) optioncausesheckpcto take actionto rectify errors.Thecheckpc -f -V
(verbosepptioncauseghefixup actiity to bedisplayedawell:

h4: {3} # checkpc -f -V

Checking for configuration files 'letc/Ipd.conf’
found ‘/usr/local/etc/lpd.conf’, mod 0100644

Checking for printcap files ‘letc/printcap’
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found ‘/usr/local/etc/printcap’,
Checking for Ipd only printcap
DaemonUID 1, DaemonGID 1
Using Config file  '/etc/lpd.conf
LPD lockfile "Ivar/run/lpd.printer’
Checking directory: "Ivar/run’
directory ‘Ivar’
directory ‘Ivar/run’
checking  ’/var/run/lpd.printer’

Checking printer ‘Ip

Checking directory: "Ivar/spool/lp’

files
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mod 0100644
"letc/lpd_printcap’

file

directory ‘Ivar’

directory "Ivar/spool’

directory "Ivar/spool/lp’

file  ’'control.lp’, zero length file  unchanged in 1 hours
file  ’status.lp’, zero length file  unchanged in 1 hours
file  ’status’, zero length file  unchanged in 1 hours
file  ’log’, zero length file  unchanged in 1 hours

file  ‘acct’, zero length file  unchanged in 1 hours
checking  ’control.lp’ file

checking ’status.lp’ file

checking ’status’ file

cleaning  ’status’ file, OK bytes: no truncation

checking ‘’log’ file

cleaning ’log’ file, OK bytes: no truncation

checking ’'acct’ file

cleaning  ’acct’ file, OK bytes: no truncation

checkpcwill createthespooldirectoriesandarny missingdfiles, andfix the permission®f existingfiles.

2.8. Compilation and Install

Onceyou have decidedon the configurationyou wantandunderstandvhatfiles needto beinstalled,
thenyou arereadyto dotheinstall. It is extremelysimpleto extractthefiles, configure compileand

install the software:

h4: {4} %agunzip -c LPRng- <version>.tgz |
h4: {5} %cd LPRng-<version>

h4: {6} % ./configure [

h4: {7} % make clean all

tar xvf -

configuration options ]
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h4: {8} % su # you must do the followi ng conmands as root
h4: {9} # nake install

h4: {10} # # if checkpc did not run, do the next command
h4: {11} # checkpc -f

h4: {12} # # check to see if the server is running

h4: {13} # | pq

Duringinstallationyou maygetanerrormessagéndicatingthatthelpd file could notbeinstalledor the
Ipd sener couldnotbestarted.If thisis thecasethencarryouttheappropriatestepsin UpdatingPrint
SpoolerSoftwareand StartupScriptsto remove the existing print spoolingsoftwareandthentry to
reinstallLPRng. You shouldalsoto checkthe SystemSpecificNotessectionfor ary systemspecific
installationrequirements.

While the LPRng installationscriptstry hardto setupthelpd senerin place,youwill still needto
rebootyour hostandmake surethatthe variousprinting facilitiesareworking correctlyafterreboot.

2.9. Installation Problems

Readthe notesfor your OSin sectionSystem-dependenbtesfor specificinstallationhelp (if ary).

Thefollowing is alist of commonlyencounteregroblemsandtheir solution. If thesedo not solve your
problem thensendmail to thelprng@Iprng.commailing list. Youwill haveto subscribeo thelist in
orderto postto thelist.

1. Make complainsabouta malformedmake or Makefile ~file, illegal syntaxin thefile, orillegal
entriesin thefile. Youaremostlikely notrunningGNU Make. You mustuseGNU make or you
shouldbea Unix Wizardableto masterthe mysteriesof corverting GNU Makefilesto yourlocal
systemmake. It is easierto simply install GNU make.

2. The C Compilercomplainsaboutmissingfiles or hasa large numberof errors.Usegccinsteadof
your vendors C compiler

configure -with-cc=gcc

If therearemessageaboutmissingsystenfiles, thenyou mostlik ely have anincompletesetof
systeminclude files,ortheinclude do notproperlyreferencentherrequiredincludefiles, or the
includefiles arelocatedin anunusuallocation. If you areusinggccthenmake surethatthegccwas
carriedout correctlyon your system.The easiestvay to assurehis is to recompileandreinstallthe
gcccompiler
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3. If you have checledyour compilerinstallationandarestill missinglibrariesor files thenthe

include filesmaybein /usr/local/include andlibrariesmaybein /usr/local/include
andthesedirectoriesmay not searchear usedby the compilerby default. This canbefixedby
usingthe-with-cppopts= and-with-ldopts= configureoptions.

configure \
-with-cppopts="-l/ust/local/include -l/usrfinclude/kerberosIV" \
-with-ldopts="-L/usr/local/lib -L/usr/lib/kerberosIV"

4. The softwarecompilesbut will notrun onthe system.Make surethatyou have followedyour
systemspecificrulesfor compilingandinstallingsetuid ROOTprogramson your system.You
mayneedto staticallylink your executables.

5. The softwarewascompiledon onesystemandcopiedto anothersystemput will notrunonthe
othersystem.Try compilingthe softwareon thetargetsystem.If it compilesandruns,thenyou
mostlikely have anissuewith librariesor OperatingSystemVersions.

After you have installedthe LPRngsoftwareandrebootedyour systemdo the following commands:

h4: {14} # |1 pq
Printer: Ip@astart
Queue: no printable jobs in queue

If you do not getstatusdisplayedor you getsomeothererrormessagethenthe following area seriesof
testscanuseto checkthatLPRng is installedcorrectly

Firstwewill runlpd in theforegroundandareusedto make surethatour systemconfigurationis correct.
Youwill needroot permissiongo dothefollowing steps.Stoptherunningcurrentlyrunninglpd
processNext, runlpd in foregroundmode:

h4: {15} # ps -aux | grep | pd
daemon 240 0.0 0.0 1292 0 ?? IWs -
0:00.00 Ipd: Ipd Waiting
ha: {16} # kill 240
h4: {17} # checkpc -f
h4: {18} # /usr/local/bin/lpd -F -D1
Fatal error - Another print spooler is using TCP printer port

If you gettheabove errormessagethenyou have eithernotterminatedherunninglpd sener, thereis
anothemprocessisingTCP/IPport 515, or you arenot startingthelpd senerasROOT. Seethe System
SpecificNotesfor detailson how to resohe theseissues.

Correctthe problemandthenrestartthe sener. You shouldseethe outputindicatedbelow:
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h4: {19} # /usr/local/bin/lpd -F -D1

1999-04-05-14:35:14.023 astart27  [2667] Waiting Ipd:  LOOP START
1999-04-05-14:35:14.024 astart27 [2667] Waiting Get_max_servers: \
getrlimit returns 256
1999-04-05-14:35:14.024 astart27 [2667] Waiting Get_max_servers: \
returning 128
1999-04-05-14:35:14.025 astart27 [2667] Waiting Ipd: \
max_servers 128, active 0
1999-04-05-14:35:14.025 astart27 [2667] Waiting Ipd: \
starting select timeout ‘'yes’, 600 sec

Now from anothemwindow do thefollowing commands:

h4: {20} # | pq
Printer: Ip@astart
Queue: no printable jobs in queue

At this pointyour LPRng softwarehasbeeninstalledandtested.Seethe UpdatingPrint Spooler
SoftwareandStartupScriptsfor detailson how to automaticallystartlpd atboottime.

2.10. Updating Print Spooler Software and Startup
Scripts

2.10.1.

If you arereplacingyour existing print spoolingspoolingsystemyou mustshutdowvn andremove the
existing print spoolersoftwarebeforeinstallingthe LPRng software. This processs fairly system
dependentandrequiresa smallamountof systemexpertise.

To assisin this procesghe LPRng installationhasa setof preinstall , postinstall , preremove ,
andpostremove  scriptsin thedistribution thatmaybe suitablefor your local systemuse.If thesefail to
work duringthe systeminstallation,you will needto carryout the stepsdescribedchereby hand.

SunOS, Linux, and BSD Derived Systems

The SunOS Linux , andBSDderivedsystemsuchasBSDi, FreeBSD, OpenBSQ andothersusea
versionof thelegacyor vintage Ipd print senerandthelpr, Iprm, Ipg, andlpc client programsBy
corvention,mostof the printing relatedprogramsarein the/usr/bin  , /usr/sbin  , /usr/libexec ,
and/usr/ucb  directories.
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Thelpd print spooleris startedby eithertherc startupscriptor by a startupscript/gfile in the
letc/re.dfinit.d or /etc/init.d directory You canfirst locatethe startupcommandssfollows.

1. Usethefind(2) utility to searchthe/etc directoryfor thefile thatcontainsthe startupcommand.

h4: {21} # cd /etc
ha: {22} # find . -type f -exec grep -I Ipd {} \; -print
Jrc.local

2. Examineeachof thefiles foundfind theonethatstartsthelpd print spooler You cansimply
commentbutthe commancbr changet to startthe LPRng Ipd print sener.

h4: {23} # nore /etc/rc.|ocal

if [ -f /etc/printcap -a -f Jusr/libexec/lpd ] ; then
lusr/libexec/lpd ;

fi

-- change this to

if [ -f /etc/printcap -a -f Jusr/shin/lpd ] ; then
{usr/sbin/lpd ;

fi

3. If youhave anexisting printcap  file, thenyou shouldeithercopy thisto thelocationusedby
LPRng or make asymboliclink to it.

Next wekill the currentlyrunninglpd process.

h4: {24} # ps -auxw |grep | pd

papowell 23932 00 03 224 184 p3 S+ 10:40AM 0:00.01 grep Ipd
daemon 17763 0.0 0.2 448 120 ?? IWs 29Mar99 0:01.35 (Ipd)
h4: {25} %kill 135

h4: {26} %kill 135

135: No such process

Next, you shouldremove or renamehe existing print systemexecutablesThefollowing exampleshavs
how to usethefind utility to trackdown candidates.

h4: {27} # find /usr -type f -name Ip\* -print >/tnp/candi dates
ha: {28} # find /sbin -type f -name Ip\* -print >>/tnp/candi dates
h4: {29} # cat /tnp/candi dates

lusr/bin/lpunlock

usr/bin/lpgall.faces
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lusr/bin/lpq <--- old
usr/bin/lpr <--- old
lusr/bin/lprm <--- old

usr/bin/Iptest

/usr/doc/samba-1.9.18p10/examples/pri

/usr/man/manl/lpg.1
/usr/man/mani/lpr.1
/usr/man/manl/lprm.1
/usr/man/manl/Iptest.1
/usr/man/mand4/lp.4
/usr/man/man8/Ipc.8
/usr/man/man8/Ipd.8
lusr/shin/lpc
Jusr/sbin/lpd
lusr/sbin/Ipf

hd: {30}
hd: {31}
hd: {32}
hd: {33}
hd: {34}
hd: {35}

After all this, you shouldnow run checkpc

h4: {36} # checkpc -f

ha: {37} # Ipd

h4: {38} # |pq

Printer: lw4@h2 'Hp : LaserWriter

Queue: no printable jobs in queue

Status:  job ’root@h2+884’ removed at 11:27:25.864
Filter_status: done at 11:27:25.766

h4: {39} # |lpr /etc/notd

h4: {40} # |pq

Printer: lw4@h2 'Hp : LaserWriter

Queue: no printable jobs in queue

Status: job ’'root@h2+888’ removed at 11:27:25.864
Filter_status: done at 11:33:17.020

Finally, you shouldrebootyour machineandmake surethatthelpd print sener startscorrectly

H* o H R B H

<-- old

<-- old

<-- old
mv /usr/bin/lpq /usr/bin/lpg.old
mv /usr/bin/lpr /usr/bin/lpr.old
my /usr/bin/lprm/usr/bin/lprmold
mv /usr/sbin/lpc /usr/shin/lpc.old
mv /usr/sbin/lpd /usr/sbin/lpd.old
mv /usr/sbin/lpf /usr/sbin/lpf.old

nter-a ccount ing/lp
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-acct

-f (asroot)to make surethatthe LPRng configurations
preseniandcorrectlysetup, andthenstartlpd by hand.You shouldtry to uselpq to seeif the spool
gueuesarepresenandsetup correctlyandthe systemis functional.
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2.10.2. Solaris, HP-UX, and other SysVR4 Derived Systems

Theoriginal SysVR4(SystemV, Releasel) softwaredid nothave ary supportfor RFC117%etwork
printing (Berkeley Ipd). Supportfor thiswasaddedn awide variety of differentways. Thereareawide
rangeof differentwaysthatthis wasdone,but mostarebasedon the following systemor process
structure.

Thelpsched procesg/usr/lib/lp/lpsched/ ) procesgperformsmary of thefunctionsof the
LPRng andBSD Ipd sener. This processs responsibldor overseeingob printing andstarting
processefor handlingthe print queueon thelocal host. This processnustbe shutdown andthe
runningprint spoolingsenersterminatedoeforeLPRng canbe correctlyinstalled.While thereis no
simpleandreliablemethodof shuttingdown arunninglpsched processandtheassociatetetwork
servicesit is simpleto preventthe procesgrom beingstarted.

Thepreinstall.solaris scriptis afile in the LPRng distribution thatcontainsmostof the
commandseededo removethe SolarisSystemV printing software. Theseareexplainedin detailin the
sectionsbelow. The proceduresutlinedbelov canbeusedon otherSystemVR4systems.

#!/bin/sh

# This is an effort to automate the setup

# needed to install the LPRng software on the

# Solaris 0OS. This is effectively a one way path.

# You are warned.

PATH=/etc:/usr/etc:/usr/bin:/bin:/sbi n:/usr /sbin: $PATH
# remove the initd entry and links

for i in /letc/rc*.d/*Ip ; do

b=‘basename $i‘;

d=‘dirname  $i;

mv $i $d/UNUSED.$b.UNUSED
done
# rename files
renameit () {

for i in $ ; do
if [ f $ -a " - $iold ] ; then
echo "renaming $i $i.old";
mv $i  $i.old
fi
done
}
renameit  /ust/bin/lp [usr/bin/lpstat /usr/sbin/lpadmin \
lusr/sbin/Ipfilter lusr/sbin/lpforms Jusr/sbin/lpmove \
lusr/shin/Ipshut lusr/shin/Ipsystem lusr/shin/lpusers \
lusr/ucb/lpc Jusr/ucb/lpq [usr/ucb/lpr Jusr/ucb/lprm \
lusr/ucb/Iptest lust/lib/Ip/lpsched lusr/lib/Ip/lpNet

# remove the cron entry
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if [ -f /Ivar/spool/cron/crontabs/Ip ] ; then
mv /var/spool/cron/crontabs/Ip \
Ivar/spool/cron/UNUSED.crontabs.Ip
fi
# comment out inetd.conf entry

if egrep printer /etc/inetd.conf >/dev/null 2>\& ; then
mv /etc/inetd.conf /etclinetd.conf.bak
sed -e ’'s/Mprinter/# printer/’ <letcl/inetd.conf.bak \

>/etc/inetd.conf
fi
# remove the nlsadmin entry
nlsadmin -r Ipd tcp
nlsadmin -r Ip tcp
echo REBOOTSYSTEMand then install LPRng

First,youwill needto removethe/etc/rc  startupfilesin the/etc/rc*.d directorieghatstartthe
Ipsched processseetheinit  programmanpagefor details.You canfind thesefiles by using:

ha: {41} # cd /

ha: {42} # find . -type f -exec grep -l Ipsched {} \; -print >/tnp/files
h4: {43} # cat /tnp/files

/etc/rc0.d/K20Ip

/etc/rc2.d/K20Ip

letc/rc2.d/S80Ip

letc/init.d/Ip

h4: {44} #1s -1 * cat /tnp/files '

Irwxrwxr-x 1 root bin 1 Dec 29 23:39 /etc/rc0.d/K20Ip -> .[.Jinit.d/lp
Irwxrwxr-x 1 root bin 1 Dec 29 23:39 /etc/rc2.d/K20lp -> .[.[init.d/lp
Irwxrwxr-x 1 root bin 1 Dec 29 23:39 /etc/rc2.d/S80Ip -> .[.Jinit.d/lp

-rWXr-r- 5 root sys 460 Sep 1 1998 /etc/rcS.d/K39Ip

You canremovethesefiles, or simply commentout all of the executablecommandsn the
Jetc/init.d/lp file. Next, find all of the printing relatedcommandsandrenamehem.For example:

h4: {45} # find /usr -type f -name Ip\* -print >/etc/printingfiles
h4: {46} # cat /tnp/printingfiles

lusr/bin/lp

usr/bin/Ipstat

lusr/lib/Ip/bin/lp.cat

Jusr/lib/Ip/bin/Ip.set

lusr/lib/lp/bin/Ip.tell

Justr/lib/Ip/IpNet

lusr/lib/Ip/lpsched
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lusr/lib/Ip/lpdata
/usr/sbin/lpadmin
lusr/shin/Ipfilter
Jusr/sbin/Ipforms
Jusr/sbin/lpmove
lusr/sbin/lpshut
usr/sbin/Ipsystem
lusr/sbin/lpusers
/usr/ucb/lpc
lusr/uch/lpq
Jusr/ucbl/lpr
Jusr/uch/lprm
lusr/uch/Iptest
h4: {47} # vi /tnp/printingfiles # renpve ones you want to save

h4: {48} # for i in*‘ cat /tmp/printingfiles * ; do
> if [ -f $i -a’!” -f $i.old] ; then m $i $i.old ; fi;
> done
On somesystemgheremaybeacron file /var/spool/cron/crontabs/Ip whichis usedto to

periodicallyupdateandroll over errorlogs. You maywantto remove this file or commentutits
contents.

Checkthe/etc/inetd.conf file for aline like the onebelow andcommentt out. Thisline is not
presenbnall systems.

printer stream tcp nowait root /ust/lib/print/in.Ipd in.lpd

Usenlsadmin toforcethe TCP/IP listener  toreleasaheport, asillustratedbelow. This maynotbe
presenbnall system.

h4: {49} # nlsadmin -v tcp
Ipd  \x00020203000000000000000000000000 ENABLED \
NORPC root NOMODULES /var/spool/lp/fifos/listenBSD #
0 \x00020ACE000000000000000000000000 ENABLED \
NORPC root NOMODULES /ust/lib/safinlps_server #
Ip  NOADDR ENABLED NORPC root NOMODULES
Ivar/spool/lp/fifos/listenS5 #
h4: {50} # nlsadmin -r |pd tcp
h4: {51} # nlsadmin -r Ip tcp

Runpmadm -I asshowvn below.

h2.private: {2y # pmadm -1
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PMTAG PMTYPE SVCTAG FLGS ID <PMSPECIFIC>
zsmon ttymon ttya u root /dev/term/a I - [Jusr/bin/login
zsmon ttymon ttyb u root /dev/term/b I - [lusr/bin/login

If you seezsmon entriesfor SystemVipsched supportthenusepmadm -r to remosethem.These
may notbe presenbn all system.Seethe pmadmmanpagefor detailsonthe-r literal.

You mustnow reboot thehost.
h4: {52} # shutdown -y "Wiooga! Whooga! Dive! Dive! System going down."
Whenthesystenrebootsmake surethatthereis no procesdisteningon port 515 (printerport) by using:

h4: {53} # telnet |ocal host 515

If you canconnectthenthereis a problembeyondthe scopeof theseinstructions.

Compileand/orinstall the LPRng software.Make surethatthe LPRng startupfiles have beeninstalled
correctlyin /etc/init.d/lprng andthatthe symboliclinks to thefile have beenmadecorrectly The
LPRng startupfile will usuallyhave thefollowing contentsandyou shouldusethe samefilename
formatsthatthelp startupfiles hadfor thelinks to the/etc/init.d/Iprng startupfile:

LPD_PATH=/usr/sbin/lpd

SHOWALL=-¢e
case "$1" in
start)

# Start daemons.
/bin/echo "Starting Ipd:  \c"
${LPD_PATH}

/bin/echo

stop)
# Stop daemons.
/bin/echo "Shutting down lIpd: \c"
kil -INT ‘ps ${SHOWALL} \

| awk /lpd/ print  $1;}" >/dev/null 2>8&1

/bin/echo " server stopped”;

*)
echo "Usage: $0 {start|stop}"
exit 1

esac
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Startthelpd senerandthentestit;

h4: {54} # checkpc -f
h4: {55} # /usr/sbin/lpd (or /usr/local/shin/lpd)
h4: {56} # |pq
Printer: Ip
Queue: no printable jobs in queue

Emulation for UNIX SystemV Ip and Ipstat

Many utilities in the UNIX SystemV ernvironmentrequirethelp, Ipstat, andcancel programsit is
almostimpossibleto modify theseutilities, asmary arevintage softwarewhichis unsupportear which
would betoo costlyto update.In orderto supporttheseapplicationd PRng emulateghelp, Ipstat, and
cleanprograms . Seethe LPRng manpagedor Ip, Ipstat, andcancelin the LPRng distribution for
detailsandcompatibility.

TheLPRng Ipstat emulatoracceptghelpstat commandine optionsreturnsstatusin aformatthatis
closeto theonethatcommonlpstat implementationseturn. Unfortunately dueto thewide variety of
differentmodificationsandvendorversionsof Ipstat thereareslight differencedetweerthethis status
andthe statusreturnedby the original Ipstat. If thisis thecasethenthereis little to do but to modify the
sourcecodefor Ipstat andcompileaversionthatimplementgherequiredformat.

If thelpr programis invokedwith the namelp, it will simulatethelp options.This canbe doneby
makinga symboliclink to thelpr programor by makingacopy of thelpr programwith the namelp.

h4: {57} # cd /usr/bin

h4: {58} #1In -s lpr Ip
h4: {59} # Ip /tnp/hi
request id is root@h4+489

Finally, if thelprm programis invokedwith the namecancelit will simulatethecancelcommand.This
canbedoneby makinga symboliclink to thelprm programor by makinga copy of thelprm program
with thenamecancel

h4: {60} # cd /usr/bin

h4: {61} #In -s |Iprmclean
h4: {62} # clean 489

clean 513

Printer Ip@h9:
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checking perms ’root@h9+513'
dequeued ’'root@h9+513’

Many vintage or legacyapplicationshave fully qualifiedpathsto thelp andlpstat executablesandit
may be necessaryo make additionalsymboliclinks or copiesof the LPRng executablego satisfytheir

pathnameequirements.

h4: {63} # In -s /fusr/bin/lpr [usr/ucb/lpr

2.12. SAMBA and LPRng

The SMB network protocolis usedby mary Microsoft OperatingSystemgo implementfile andprinter
sharing.SAMBA is a UNIX packagehatimplementghe SMB protocolandprovidesa simpleandeasy
way to importandexportfile systemsandprinterfacilities. Thewebsite for SAMBA is
http://www.samba.ay. The SAMBA codeis extremelyeasyto install andthe SWAT (SambaNeb
AdministrationTool) makesconfigurationalmosttrivial.

The Seethe SAMBA doc/text/Printing.txt andrelateddocumentatioffior detailson printing. In
thesamba.conf file [global]  sectionorin the SWAT pagefor printing configurationyou needto
specifythethatyouwantto have Sambahandleprinting, theprint , Ipg, andlprm commanddo beused
whenauserprintsajob, asksfor status,or removesajob, andatemporarydirectoryto hold print jobs
whenthey aresubmitted.Thefollowing is a simpleexampleof to setup printing for authenticatedsers.

[printers]
path = /var/spool/lpd/samba
# -- do not use the Samba default path = /tmp
print ok = yes
printing = lprng
load printers = yes

guest ok = no

printcap  file /etc/printcap

print  command = lusr/bin/lpr -P%p -r %s
Ipg command = Jusr/bin/lpq -P%p

Iporm  command = lusr/bin/lprm -P%p %j
Ippause command = Jusr/sbin/lpc hold %p %j
Ipresume command =  /usr/sbin/lpc release  %p %)
queuepause command = /usr/shin/lpc -P%p stop

gueueresume command = /ust/shin/lpc

-P%p start
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1. Sambawill make a copy of thefilesto be printedin the directoryspecifiedby path . If the print
operatiorfails thensometimesheprintfile is left in thedirectory Thedirectoryshouldbe examined
periodicallyandfiles olderthena dayshouldberemoved. Thefollowing commandcanbe usedto
dothis,andshouldbe putin afile thatis periodically(onea day) executedby the cron facility:

find  /var/spool/lpd/samba -type f -mtime 2d -exec rm -f {} \;

2. Youmustspecifythe print methodasprinting = lprng . Thiswill allow Sambato parsethe
LPRnNg Ipg statusformatcorrectly

3. Youmustputall of the printerswhich Sambahasaccesdo in theprintcap ~ file. Your Sambasener
may supportreadingthe printcapfile by usinga program.In this casethe printcapfile entrycanbe
oneof thefollowing:

[printers]
#
printcap file
# or
printcap file

|/usr/local/libexec/filters/getpc

|/usr/bin/lpc client all

#!/bin/sh
# getpc program
lusr/bin/lpq -as | /bin/sed -e ’'sl/[@:].*p’

Thelpc client  all commandwill generatehe printcapentriesfor all of the printers. Thiswas
doneto supportSambaandotherprintergatavay systems.You canalsousea simplescriptto
modify the outputof the printer statuscommandasshawn in the example.

4. If youwantto allow all usersto print without usingauthenticationthenlpr  -U%U@%8&usedpr to
actasthoughuser%Uon host%Mvasthe originatorof thelpr requesinsteadof the Sambasener
processThis makesjobsappeato be spooledby the userandcommandsppeato originatewith
theuser Theuseof this optionis restricted;seetheallow_user_settingonfigurationoptionfor
details. Theoptioncanalsobe usedwith the otherLPRngcommandsaswell.

[printers]
guest ok = yes
print  command = [usr/bin/lpr -U%U@%HP%p -r %s
Ipg command = lusr/bin/lpq -U%U@%HP%p
Iporm command = [usr/bin/lprm -U%U@%HPY%p %)j
Ippause command = lusr/shin/lpc -U%U@%HMHold  %p %)j
Ipresume command = {usr/sbin/lpc -U%U@%lelease  %p %j
gueuepause command = /ust/shin/lpc -U%U@%HP%p stop
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queueresume command = /usr/shin/lpc -U%U@%HP%p start

2.13. Security Concerns

While the LPRng softwarehasbeenwritten with securityasthe primary goalthereis alwaysthe
problemwith undetecteerrorsin the LPRng softwarethatwhenexploitedcouldcompromisesystem
security Themostseriousconcernis thatof gainingROOT (UID 0) permissions.

The simplestway to handlethis problemis to notinstall LPRngwith setuid ROOTpermissionsClient
programswill beableto connecto thelpd sener. Sincethelpd seneris startedby the systemstartup
scriptwith effective UID root, it is theonly programin this suitethatwill have anprivilegeduserid.

A moreradicalstepis to runthelpd senerasa non-priilegeduserentirely. However, theRFC1179
protocolspecifieghatthelpd TCP/IPportis 515andlpd requiresroot permissiongo openandbind to
port515. Thelpd senercanusethesetuid()  systemcall afterbindingto this portdo dropROOT
capabilities.However, in orderto fully compatiblewith RFC1179)pd mustoriginateconnectiongrom
areservedoortin therange721-731 althoughin practiceport 1-1023seemso beacceptable.

If inter-operabilitywith nonL.PRng print spoolerds notdesiredthenit is trivial to configureLPRng to
useanon-privilegedportby usingthelpd.conf  file. For example,in the/etc/lpd.conf file, you
only needto changetheindicatedines:

# Purpose: Ipd port
#  default Ipd_port=printer
Ipd_port=2000

Now all the LPRng applicationswill connecto port 2000to transferfjobsandaskfor status.You can
alsousethis facility to establisha private setof print spoolersvhich canbe usedfor testingSeeTesting
andDiagnosticFacilitiesfor moredetails.

Somelegacyprint filters arenot meta-har-escapgroof. For example,supposehata userdecidedo
spoolajob asfollows:

h4: {64} # lpr "-3';rm-rf /;"'" /tnp/a

Thiswould createa job file with theline:

Jm -rf [

andgetspassedo aprint filter as
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lusr/local/printfilter Jrmo -rf Y

Theobsenantreademwill obsenethattheaboveline mayhave themosthideousconsequencesiit is
processedby a shell. For this reasorthe LPRng softwaretakesextremeprecautionsandsanitizescontrol
file contentsandfile namessothatthey do not containary controlor metacharacters.
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Thefollowing area setof suggestionandrecommendation®r specificsystems.

3.1. Solaris

The SunMicrosystemsSolarisprinting systemis derivedfrom the SystemV UNIX system Pleasesee
the Solaris,HP, andSysVR4Derived Systemsnstallationinformationfor a detaileddescriptionof how
to install LPRng andremove the SolarisPrint Services.

If youwantto simply forwardjobsfrom a Solarissystento a BSD print spoolingsystemyou canusethe
following commandsgo createa printer. Checkyour specificsystemreferencesndmanpagedor

options:
h4: {65} # | psystem -t bsd servernane # add server
h4: {66} # | padnmin -p pr -s servername -T unknown -1 any # set up printer
h4: {67} # accept pr # enable queueing
h4: {68} # enable pr # enable printing
h4: {69} # | pstat -t # show status

scheduler is running
system for pr: servername
Ip accepting requests since Mon Aug 6 12:00:00 PST 2000

Printer: pr@servername 'Hp : Laserwriter’ (printing disabled)
Queue: 1 printable job
Rank Owner/ID Class Job Files Size Time
1 papow-
ell@h4+207 A 207 h4.023205 3 18:24:54

Theabove commandswill createthe necessargirectoriesandfiles for the printer. If youwantto usethe
Ip -0 option syntaxto passoptionsto the LPRngprint spooleryouwill have to enablethis by hand.
The/etc/printers.conf (thismaybein someotherdirectorybesidegetc ) needgo be modifiedso
thatit allows optionsto be passedisingthe Solariscorvention,whichis to putthemonthe S or Oline of
thecontrolfile. For example:

#

# The preferred method of modifying this file is through the use of
# Ipset(1M) or fncreate_printer(1M)

#

pr:bsdaddr=servername,pr,Solaris:

_default:use=pr:
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Thebsdaddr=host,printer[,Solaris] indicatesthattheentryis for aremoteRFC1179rinteron
senerhost with nameprinter . TheSolaris  optionindicatesthatthe Solarsextensiongo the
RFC1179rotocolareto beused.

3.2. Linux

Thereis no universalway to install LPRng cleanlyon all of thedifferentLinux systemsThe major
difficulty is thefragmentatiorin thevariouslibraries,locationof files, andsystemdependenciedf the
LPRnNg installationproceduredoesnotinstall the softwarecorrectly pleaseusethefollowing remedial
steps.

1. Checkthe LPRng website http://www.astart.com/LPRng.htnandseeif thereis a Linux Release
RPM or otherbinarydistribution for your versionof Linux. If not,thenyouwill haveto doasource
install.

2. Obtainthe sourcedistribution andfollow theinstructionsoutlinedin othersectiongo compileand
install the software. Usethefollowing configurationoptionswhich correspondo Linux:

h4: {70} # ./configure -prefix=/usr -sysconfdir=/etc -
mandi r =/ usr/ shar e/ man

h4: {71} # make clean all install

h4: {72} # checkpc -f

3. Youmay needto modify your existing printcapfile by addingthe :bkf flagasshowvn below, or
replacethe entrieswith otherfilters.

Ip:\

sif=/usr/local/llibexec/Ipr/hplaserjet 3\
:bkf:\ # added to the printcap by hand

4. Testthe systemby printing afile. If this doesnotwork, thenyouwill haveto determineaf the
problemis in the print spoolingsoftwareor in thefilter. Seethe sectiononifthp for directionson
how to replacethevendorsuppliedfilters with ifhp.

3.3. AIX
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This informationwassuppliedby Dirk Nitschke (mailto:nitschle@math.unihamirg.de) asof August
1997,anddescribediow to installthe LPRng packageon aworkstationrunningAIX 4.1.xandpossibly
3.x.xaswell. Dirk would beinterestedn any commentsr corrections.

Printingon AIX systemss different. AIX providesa generalqueueingacility andprinting is only one
way to useit. You submita print job to a print queueusingoneof thecommandsgprt oreng. Youcan
usetheBSD or SystemV printing commanddpr or Ip, too. Theqgdaemon watchesll (general)queues
andknows how to handleyour job. A (general)queueis definedin thefile /etc/qconfig . Theformat
of thisfile is differentfrom theprintcap  format.

OK, how to replacethe AlX printing system?Thereis no groupdaemon on AlX. Thereforeyou haveto
changehedefault groupfor file ownershipandprocesgermission®r createa daemon userandgroup.
We decidedo usetheprintg  group;onreflectionit would have beeneasierto have createda daemon
group. Theuserdaemon existson AlX but we have choseripd astheuserwho runslpd andall filters
andownsthe spoolingdirectories.You canchangehevaluesfor group anduser in your Ipd.conf

file orin the sourcesrc/common/vars.c . Thisis anexamplefor Ipd.conf

# Purpose: group to run SUID ROOT programs
#  default  group=daemon

group=printq

# Purpose: server user for SUID purposes
#  default  user=daemon

user=lpd

Compileandinstallthe LPRng packageCreateyour printcap , spoolingdirectoriesaccountingand
logfilesandsoon. Don't forgetto usecheckpdo make surethatall the permissionsresetcorrectlyand
thenecessarfiles arecreated.

Thenstopall print queuesiefinedon your workstation.Use

# chque -g queuename -a "up = FALSE"

for this (yes,blanksaround= areneeded).

If you have local printersattachedo your systemyouwill have anlpd running. Stopthis daemorusing
SMIT (Print Spooling,ManagePrint Sener, Stopthe Print Sener Subsystem)Choosingbothalso
removeslpd from /etc/inittab . Maybeit’s fasterto do this by hand:

h4: {73} # topsrc -p pid of /usr/sbin/lpd
h4: {74} # rmitab "I pd"

Now deleteall print queuesnanagedy gdaemon definedon your system.You canuseSMIT for this or
thecommandg$mk,ch,rm}que , {mk,ch,rm}quedev , {mk,ch,rm}virprt . The SMIT fastpathis
smit  rmpq.
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To startthe new Ipd at systemstartupyou have to addanentryto /etc/inittab
h4: {75} # nkitab "I pd:2:once:/full/path/lpd"

Somework hasto be doneif have have alocal printerattachedo your workstation.You have to createa
devicefile like/dev/lp0 . The SMIT fastpathfor thisis smit mkdev. ChoosePrinter/Plotter ,
thenPrinter/Plotter Devices ,thenAdd a Printer/Plotter . To createa parallelprinter
device selectthe following:

Plotter type: opp Other parallel printer
Printer/Plotter Interface: parallel
Parent Adapter: ppa0 Available

Now definethe characteristicef thedevice:

Port Number: p

Optionp is for parallel.Goto thefield:

Send all characters to printer UNMODIFIED no

andselectyes | We have hadalot of troublewith no. Thisis veryimportant! Expecterroneousutputif
you chooseno. If you have alreadycreateda devicefile, changehe characteristicsEMIT’s fastpathis
smit chdev .

Finally removeall AIX printingcommandsike gprt, Ip, cancel Ipg, andlprm. Youwill find alot of
themin /usr/bin . Do notremove enq andfriendsif you wantto usethegeneralqueueingacility.

Now you canstartyour new Ipd.

3.4. AppleT alk Suppor t

Netatalkis usedto communicatdrom TCP/IPto AppleTalk printersandvice versa.The Netatalk
distribution FAQ is at: http://www.umich.edu/~rsug/netatalRlso, The University of Melbourneweb
site http://www.cs.mu.oz.au/appletalkasadditionaltutorial andinstallationinformation. In addition,
AndersBrownworth’s Web pagehttp://thehamptons.com/anders/netathlisa usefulcollectionof
informationfor Linux users.

The University of Michigandoesnt seemto be doinganything morefor netatalk, andAdrian Sunhas
continueddevelopment.You'll find his updatesat ftp://ftp.cobaltnet.com/pubAers/asun/testiigde has
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improvednetatalk considerablyoverthelastUMich version.Documentatioron netatalk is,
unfortunatelyalmostnon-existent.

Therearea coupleof very active mail lists for Netatalk:netatalk-admins@umich.edu
(mailto:netatalk-admins@umich.edandlinux-atalk @netspace.g(mailto:linux-atalk @netspace gy.

After you have installedandgottennetatalk working you canusethefollowing AppleTalk configuration
file to print from a Macintoshto anLPRng printer.

Your 32 Character Printer Name:\

:pr=|/your/path/to/lpr -Pprintername:\
:op=username.for.printing:\
:pd=/your/path/to/ppd/files/yourprinter.p pd:

Examples:

Student  Printers:\

:pr=|/usr/bin/lpr -Pstudent:\

:op=root:\

:pd=/var/spool/lpd/student/HP4000.PPD:
HP 2500c:\

:pr=|/usr/bin/lpr -Php2500c:\

:op=root:\

:pd=/var/spool/lpd/hp2500c/HP2500.PPD:
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A print spooleris a programthatacceptgrint jobs (which areusuallyoneor morefiles) from a program
or network interface,storeshemin a spoolqueue andthensendghemto a printeror anotherprint
spooler Usuallytherearefacilitiesto submitjobs, checkon the currentjob statusyemove jobsfrom
spoolqueuesandperformadministratve functionssuchasstartingor stoppingprinting.

A print spooleris a client/sener application.The client programsareusedto submitjobsto the print
spoolemprogramwhich performsthe actualprinting operationsin orderto carryouttheseoperationsthe
sener mayneedto useotherprogramsgo corvertprint job files into a formatacceptableo a printer, or
performvariousaccountingor administratve functions.

4.1. Overview

B S + E— +ot B — + [ — +
| program | -> | Ilpr | -> ] Ilpd | ->| filter | -> | printer |
R S + +o—t R S— B — + [ — +
* * |
printcap \%
+ot — + [ — +
| Ipd | -> | filter | -> | printer |
+ot — + [ — +
Figure 1

Figurel shavs the flow of databetweertheindividual component®f the LPRng print spoolingsystem.
A program(or user)will usethelpr programto sendafile to thelpd senerovera TCP/IPconnection.
Thelpd senerwill storethefile temporarilyin a spoolqueuedirectory Theinformationneededy the
Ipr andlpd programgo carryoutthis activity is storedin theprintcap  (usuallycalledthe

/etc/printcap ) databaséile.

Thelpd sener sortsthe queueentriesanddetermineshe print order It will selectajob to beprinted,
opena connectiorto the printer, andthenuseafilter programto corvertthefile contentsnto aformat
suitablefor the printer. If thefile doesnot needcornversion thenthelpd senerwill sendthefile directly
to theprinter,

Thelpd sener canalsoforward jobsto anotherprint sener over anetwork connectionpptionally
sendinghemthrougha filter aswell. The destinatiorsener canin turn forwardthejob or sendit to a
printer.
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The protocolor commandsisedto do this job forwardandtransferarespecifiedoy RFC1179.This
protocolspecifieshow thelpr clientprogramsendsajob to thelpd sener, aswell ashow thelpd sener
forwardsjobsto anothersener. In additionto job submissionRFC1179%pecifiescommandso obtain
gueuestatusto removejobsfrom the queueandto startandstopprint queues.

4.2. Sample Printcap Entry

As describedn the Print SpoolingOverview, theinformationin theprintcap  databasés usedcontrol
printing operationsWhile thereis no RFC specifyingits formator content thereis a strongdefacto
standardor its format. For acompletedescriptionof theprintcap ~ databasseePrintcapDatabasefor
alist of all of theprintcap  andconfigurationoptionsseelndex To All The ConfiguratiorandPrintcap
Options.

Hereis a sampleprintcapsuitablefor useby the LPRng clients:

LPRng :lIp
Ip:Ip=lp@h4.private

Vintage BSD :rp:rm
Ip:rp=lp:rm=h4.private

The:lp=lp@h4.private printcapentrytells the client programghatjobsfor thelp printeror print
gueuearesentto thelp print queuequeueon hosth4.private . This canalsobe specifiedusingthe The
legacyBSD:rp and:rm . The:rp= queueoptionspecifieghe print queuerm= hostoptionspecifieghe
host.Whenbothlp and:rp:rm arepresenthe:lp optionhasprecedence.

Ontheprintsenerthefollowing is asampleprintcapentry suitablefor thelpd sener:
Ip:
:Ip=/dev/Ip0

:sd=/var/spool/lpd/%P
filter=/usr/local/libexec/filters/ithp

The:sd= directoryoption(spoolqueuedirectory)specifieghe directorywhereprint jobswill beplaced.
The%Pwill bereplacedwith the nameof thespoolqueue.The:lp literal is now the pathto the output
devicethelpd senerwill useto printthejob. The filter literal specifieghefilter programto useto
procesghejob beforesendingto the outputdevice.

Hereis anotherexampleof a printcapentry usingthe %Pnotation:

Ip:Ip=%P@h4.private
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Thisentrywill causeall jobssenttothelp spoolqueueto besenttothelp queueonserver . %Xstrings
in the printcapentriesareexpandedasshown:

Key ReplacedBy

%P printcapentry primary name(printer)

%6Q gueuerequested

%h shorthostname(host)

%H fully qualifiedhostname(host.dns.whateer)
%R remoteprinter (rp value)

%M remotehost(rm value)

%D datein YYYY -MM-DD format

4.3. Setting Up the Tutorial Configuration

The previoussectionhasgivenavery high level view of printing operationandshovn a sampleof some
printcapfiles. In orderto do experimentwith theseL PRngfacilities,we will needto beableto modify
theprintcap  informationandtry varioussystemconfigurations.

We will usea seriesof simpleprintcapentriesduringthis tutorial. We will assumehatthe LPRng
systemis usingthe /etc/printcap file. If your systemis configuredto useanotherone,thenyou can
malke a symboliclink from /etc/printcap or you cansimply useyour defaultprintcap ~file.

Save theexistingprintcap  file andthencreatea new printcapfile with the contentsasshowvn below.
Youwill needto have ROOT (superuserpermissiongo changethefile andperformsomeof the
maintenanceperations.

h4: {76} # cd /etc
h4: {77} # nv printcap printcap.orig
h4: {78} # vi printcap
# printcap file contents:
| p: sd=/ var/ spool /| pd/ %
:force_l ocal host
lp=/tnp/lp
| p2: sd=/ var/ spool / | pd/ %P
:force_| ocal host
lp=/tnp/lp2
h4: {79} # # set perm ssions so everybody can read file
h4: {80} # chnod 666 printcap
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We save theoriginal printcap ~ file andcreatea new one.We give thefile world writable permissionso
thatlaterwe canmodify this file without needingto have root permissionsTheprintcap  file hastwo
entries:lp andlp2 . Eachprint queueonthesenerneedsa spoolfile to hold print jobs,jobs,andthe

:sd valuespecifiedts location. The %Pvalueis replacedwith the nameof the printerwhenit is used.In
classicaBSD operationeachhosthasanlpd print spoolerrunningon the local host(we uselocalhostin
this manualfor simplicity). Fileswerecopiedto spooldirectorieson thelocalhostandthenthenprint
spoolerwould sendthemto the destinationwhich could be anotherprint spooler This meantthateach
localhostmachinehadto have a print spoolerandspoolqueuedirectorystructure Managemenof this
becomewery difficult in large organizationsTheforce_localhost forcesthis modeof operationand
meanghatthelpd senerandclientsmustrun onthe samehost.

We usefiles for the outputdevices(:lp= ) sothatwe canseeeasilyview the output(andalsoto save
trees).We will alsoneedto have somesimpletestfiles. Createthefiles usingthefollowing commands.

h4: {81} # cp /dev/null /tnp/lp

h4: {82} # cp /dev/null /tnp/lp2

h4: {83} # chnmod 666 /tnp/lp /tnp/lp2
h4: {84} # echo hi >/tnp/hi

h4: {85} # echo there >/tnp/there

We will useadummy/glpd.perms file thatallows all usergto do anything. Thisis usefulfor testing,but
dangerousn aworking ervironment.

h4a: {86} # # we nodify the Ipd.pernms to allow an ordinary user to control
h4: {87} # nv | pd.perns |pd.perns.orig

h4: {88} # echo "DEFAULT ACCEPT" >l pd. perns

h4: {89} # chnod 666 | pd. perns

Finally we runcheckpc to make surethatour printcapis correctandto createthe necessargpool
directories:

h4: {90} # checkpc -f -V
Checking printer Ip’

Checking directory: 'Ivar/spool/lp’
directory ‘Ivar’
directory "Ivar/spool’
directory "Ivar/spool/lp’
Warning - changing ownership  ’/var/spool/lp’ to 1/1
checking  ’control.lp’ file
checking ’status.lp’ file
checking ’status’ file
cleaning  ’status’ file, OK bytes: no truncation
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checking ’log’ file

cleaning ’log’ file, OK bytes: no truncation
checking ‘acct’ file
cleaning  ’acct’ file, OK bytes: no truncation
Checking printer 'Ip2’
Checking directory: "Ivar/spool/lp2’
directory ‘Ivar’

h4: {91} # | pc reread
h4a: {92} # | pd
h4: {93} # |pq
Printer: Ip@h4
Queue: no printable jobs in queue

Checkpc performsconsisteng checkson the printcapfile andspoolqueueentries.Thecheckpc  -f

(fix) optionwill changegpermission@ndcreatedirectoriesandcanonly be executedoy ROOT. Checkpc
hasotherfunctionsaswell - you canview printcapinformation,seedefault configurationvalues,and
remove junk files from spoolqueueswith it.

Thelpc reread commandsendsarequesto thelpd senerto rereadthe configurationandprintcap
information. Thelpd commands addedasinsurancean caseyour Ipd seneris notrunning. Theexit
commandestoresrdinaryuserprivileges,andthelpq commands usedto checkthatthe seneris
running.Finally, we checkto seethatthelpc reread commands acceptedrom anordinaryuser

4.4. Restoring Original Configuration

To restorethe original configurationyou simply needto restorethe original printcap ~ andlpd.perms
file andthenrestartthelpd sener. TheseoperationgequireROOT permissions.

h4: {94} # su
h4: {95} # cd /etc R cd /usr/local/etc
h4: {96} # nmv printcap.orig printcap

h4: {97} # nv | pd.pernms.orig | pd. pernms

h4: {98} # checkpc -f

h4: {99} # | pc reread

h4: {100} # rm-rf /var/spool/lpd/lp /var/spool /Il pd/lp2
h4: {101} # rm-f /tnp/lp /tnp/lp2
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4.5. Printing a File and Checking Status

Try thefollowing commandsThe commandsppeaiafterthe prompt,andsampleoutputthatyou might
seeis shown.

h4: {102} % | pr -V /tnp/hi

Version LPRng-3.6.14

sending job ’papowell@h4+238’ to Ip@localhost
connecting  to ’localhost’, attempt 1
connected to ’localhost’

requesting printer Ip@localhost

sending control  file  'cfA238h4.private’ to Ip@Ilocalhost
completed sending ’'cfA238h4.private’ to Ip@localhost
sending data file 'dfA238h4.private’ to Ip@Ilocalhost
completed sending ’'dfA238h4.private’ to Ip@localhost

done job ’papowell@h4+238’ transfer to Ip@Ilocalhost

Thelpr -V (Verbosepptioncausedpr to print statusoutput. As you canseefrom theabove lines, it
first triesto connecto thelpd seneronhostlocalhost , thensendsa print reques{whichis accepted),
thensendsa contmol file containinginformationaboutthe job anda datafile or files which arecopiesof
thefiles to beprinted.

If youcheckthe/tmp/lp  file andyouwill find thata copy of /tmp/hi  hasbeenwrittento it. By
default,thelpd print spooleractsasa storeandforwardsystemacceptindiles to be printed,holding
themin the print queue andthenforwardingthemto the destinatiorsystemor outputdevice.

You canusethelpg commando view the statusof the print job.

h4: {103} %Il pq

Printer: Ip@h4

Queue: no printable jobs in queue

Status:  job ’papowell@h4+238’ removed at 09:39:03.256

If youwantto seemorestatusnformation,uselpg -l ,lpg -l ,orevenlpg -L.The-L providesalL
thestatus.

h4: {104} %Il pq -I

Printer: Ip@h4

Queue: no printable jobs in queue

Status:  Ip@h4.private: job ’papowell@h4+238’ printed at 09:39:03.112
Status:  job ’papowell@h4+238’ removed at 09:39:03.256

h4: {105} %Il pqg -1

Printer: Ip@h4
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Queue: no printable jobs in queue

Status: finished ‘papowell@h4+238’, status 'JSUCC’ at 09:39:03.108
Status:  subserver pid 8240 exit status 'JSUCC' at 09:39:03.110
Status:  Ip@h4.private: job  ’papowell@h4+238’ printed at 09:39:03.112

Status:  job ’papowell@h4+238’ removed at 09:39:03.256

h4: {106} %Il pqg -L

Printer: Ip@h4

Queue: no printable jobs in queue

Status:  subserver pid 8240 starting at 09:39:03.105

Status:  accounting at start at 09:39:03.105

Status:  opening device ’/tmp/lp’ at 09:39:03.105

Status:  printing job ’'papowell@h4+238’ at 09:39:03.106

Status: no banner at 09:39:03.107

Status:  printing data file  'dfA238h4.private’, size 3 at 09:39:03.107
Status:  printing done ’papowell@h4+238’ at 09:39:03.107

Status:  accounting at end at 09:39:03.108

Status:  finished ‘papowell@h4+238’, status 'JSUCC’ at 09:39:03.108
Status:  subserver pid 8240 exit status 'JSUCC' at 09:39:03.110
Status:  Ip@h4.private: job ’papowell@h4+238’ printed at 09:39:03.112
Status:  job ’papowell@h4+238’ removed at 09:39:03.256

Therearedifferentstatusformatsavailableaswell. Thelpg -s (summary)roducesasingleline of
statusperspoolqueuewhile thelpg -v (verboseproducesutputthatis very suitablefor processing
with programssuchasPerl or awk:

h4: {107} %lpqg -s

Ip@h4 0 jobs

h4: {108} %l pq -v

Printer: Ip@h4

Printing: no

Aborted:  no

Spooling: no

Queue: no printable jobs in queue

SPOOLCONTROL=

Status:  subserver pid 8240 starting at 09:39:03.105

Status:  accounting at start at 09:39:03.105

Status:  opening device '/tmp/lp’ at 09:39:03.105

Status:  printing job ’papowell@h4+238’ at 09:39:03.106

Status: no banner at 09:39:03.107

Status:  printing data file  'dfA238h4.private’, size 3 at 09:39:03.107
Status:  printing done ’'papowell@h4+238’ at 09:39:03.107

Status:  accounting at end at 09:39:03.108

Status: finished ‘papowell@h4+238’, status 'JSUCC’ at 09:39:03.108
Status:  subserver pid 8240 exit status 'JSUCC' at 09:39:03.110
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Status:  Ip@h4.private: job ’papowell@h4+238’ printed at 09:39:03.112
Status:  job ’papowell@h4+238’ removed at 09:39:03.256

If youcheckthe/tmp/lp  file andyouwill find thata copy of /tmp/hi  hasbeenwrittento it. By
default,thelpd print spooleractsasa storeandforward systemacceptindiles to be printed,holding
themin the print queue andthenforwardingthemto the destinatiorsystemor outputdevice.

4.6. Selecting the Print Queue

In the previous sectionwe usedthe default print queue How doesLPRng determinewhatprint queueto
use?First, you canexplicitly specifytheprinterusingthelpg -Pprintqueue  optionandthelpg -a
orlpg -Pall toselectall print queues:

h4: {109} % lpg -Plp

Printer: Ip@h4

Queue: no printable jobs in queue
h4: {110} %I pqg - Pl p2

Printer: Ip2@h4

Queue: no printable jobs in queue
h4: {111} %lpg -a

Printer: Ip@h4

Queue: no printable jobs in queue
Printer: Ip2@h4
Queue: no printable jobs in queue

Youcancombinethelpg -a with thelpg -s optionfor asummarylisting:

h4: {112} %lpg -a

Printer: Ip@h4

Queue: no printable jobs in queue
Printer: Ip2@h4

Queue: no printable jobs in queue
h4: {113} %lpg -s -a

Ip@h4 0 jobs

Ip2@h4 0 jobs

Thereis anothemway to explicitly specifythe printqueuedistedby lpg -a ; seetheall PrintcapEntry
for details.

56



Chapter4. Print SpoolingTutorial

Userscansettheir default printer by usingthe PRINTER (highestpriority), LPDEST (next), NPRINTER
(next), andNGPRINTER(lowestpriority), ervironmentvariables.For example:

h4: {114} % setenv PRI NTER | p2

h4: {115} %I pq

Printer: Ip2@h4

Queue: no printable jobs in queue
h4: {116} % unsetenv PRI NTER

h4: {117} %I pq

Printer: Ip@h4

Queue: no printable jobs in queue

If theprinteris not specifiedon thecommandine or by the ervironmentvariablesthenthefirst printer
in the printcapdatabasevill be usedandthenthedefault printerin the configurationdatabaseandfinally
thecompiletime default. PrinterandSener Informationfor details.

4.7. Controlling the Print Queue

Thelpc commands usedto examineandcontrolthe print seneroperation.Thelpc status command
displaystheadministratve statusof aprint queuejpc enable andlpc disable enableor disable
spoolingto theprint queueandthelpc stop andlpc start commandstopandstartprinting (or
transfers)f jobsin the print queue.

Let'slook atthe statusdisplayedwhenwe usethesecommands:

h4: {118} % | pc status

Printer Printing Spooling Jobs  Server Subserver Redi-
rect Status/(Debug)

Ip@h4 enabled enabled 0 none none

h4: {119} % | pc status all

Printer Printing Spooling Jobs  Server Subserver Redi-
rect Status/(Debug)

Ip@h4 enabled enabled 0 none none

Ip2@h4 enabled enabled 0 none none

h4: {120} %I pc

Ipc >status

Printer Printing Spooling Jobs  Server Subserver Redi-
rect Status/(Debug)

Ip@h4 enabled enabled 0 none none

Ipc >status  all
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Printer Printing Spooling Jobs  Server Subserver Redi-
rect Status/(Debug)

Ip@h4 enabled enabled 0 none none

Ip2@h4 enabled enabled 0 none none

Ipc >quit

Thelpc commandtanbeusedin commandine or interactve modeasshavn above. Whenusedwith no
parameterd will runin interactve mode,readingoneor morecommandgrom its standardnput
(STDIN). Thelpc status commandshownstheadministratve statusof the selectprint queue.Theall
gueuenameselectsall print queuedor display As shavn in the abore example,both print queueave
printing andspoolingenabledandthereareno jobsin the print queue.The ServerandSubserver
informationshowsif thereis a processwhichis printing jobs,andits helperprocesghatdoesthe actual
communicatiorwith the printer,

It might be puzzlingat first why LPRng usestwo processefor this operationput thereasoris very
simple.Many operatingsystemimplementationhiave memoryleaksthatcausehe actualprocesssizeto
grow asit runs. Thisis especiallytrueif alargenumberof databasesuchasthe passverd, Domain
NameSener, or othersystemdatabasés consultedrequentlywith differentqueries.Sincethisis
usuallydonequitealot by the processwvhich dealswith the actualprinting, the printing processwvould
soongrow very largeandthendie whenit could nolongerobtainmorememory The Serverprocesswill
fork or createa child processSubserveprocesghatis responsibldor the printing of a singlejob. When
thejob printing hasbeencompletedthe Subserveprocesawill exit andthe Serverprocesswill then
createanotherchild until thereareno morejobsto be printed. The RediectandDelug fieldswill be
discussedh latersections.

Now let’s usethe basicspoolqueuecontrolcommands:

h4: {121} % | pc disable

Printer: Ip@h4

Ip@h4.private: disabled

h4: {122} %I pq

Printer: Ip@h4  (spooling disabled)
Queue: no printable jobs in queue
h4: {123} % | pc enable

Printer: Ip@h4

Ip@h4.private: enabled

h4: {124} %I pq

Printer: Ip@h4

Queue: no printable jobs in queue
h4: {125} % | pc stop

Printer: Ip@h4

Ip@h4.private: stopped

h4: {126} %I pq
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Printer: Ip@h4 (printing disabled)
Queue: no printable jobs in queue
h4: {127} %l pc start

Printer: Ip@h4

Ip@h4.private: started

h4: {128} %l pq

Printer: Ip@h4

Queue: no printable jobs in queue

As we cansee thelpc commandalsoreportson the statusof the print queue Let's seewhathappens
whenwe print to a stoppedjueue:

h4: {129} % | pc stop

Printer: Ip@h4

Ip@h4.private: stopped

h4: {130} % | pr /tnp/hi

h4: {131} % lpr /tnp/hi /tnp/there
h4: {132} %I pq

Printer: Ip@h4  (printing disabled)
Queue: 2 printable jobs

Server:  no server active

Rank Owner/ID Class Job Files Size Time
1 papow-
ell@h4+17920 A 17920 /tmp/hi 3 18:14:22
2 papow-
ell@h4+17922 A 17922 [tmp/hi,/tmp/there 9 18:14:30
h4: {133} % | pc status
Printer Printing Spooling Jobs  Server Subserver Redi-
rect Status/(Debug)
Ip@h4 disable enabled 2 none none

Thelpc statusshowvs thatwe have two jobs spooled.The Rankfield shavs the order, the Owner/ID
shavstheuniquejob ID thatis assignedo thejob andthe Classfield is thejob class(this maybe
changedwith thelpr -C class option). TheJob field shavs the job numberassignedo thisjob in
this particularspoolqueue While the ID valuenever changessa job movesthroughthe LPRng
systemthe job numberis specificto a particularspoolqueueandmay changef ajob is forwardedto
anotherspoolqueuethathasa job with the samegob number The Sizefield is thetotal numberof
printablebytesin thejob, andthe Timefield shavs thetimestampassociatedavith thejob.

Now let’s startthe print queueandwatchwhathappens.

h4: {134} % | pc start
Printer: Ip@h4
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Ip@h4.private: started

h4: {135} %Il pq

Printer: Ip@h4

Queue: 2 printable jobs
Server. pid 17928 active
Unspooler: pid 17929 active

Status:  opening device ’/tmp/lp’ at 18:14:43.921
Rank  Owner/ID Class Job Files Size Time
active  papow-
ell@h4+17920 A 17920 /tmp/hi 3 18:14:22
2 papow-
ell@h4+17922 A 17922 /tmp/hi,/tmp/there 9 18:14:30

h4: {136} % lpqg -1

Printer: Ip@h4

Queue: 2 printable jobs

Server: pid 17928 active

Unspooler: pid 17929 active

Status:  printing job ’papowell@h4+17920’ at 18:14:43.921
Status:  no banner at 18:14:43.921

Status:  print-

ing data file 'dfA017920h4.private’, size 57 at 18:14:43.922
Rank  Owner/ID Class Job Files Size Time
active  papow-

ell@h4+17920 A 17920 /tmp/hi 3 18:14:22
2 papow-

ell@h4+17922 A 17922 [tmp/hi,/tmp/there 9 18:14:30

The Rankvalueof thefirst job hasbeenchangedo active andthereis new Statusnformation.If we
uselpg -l we canseethetimesthatthevariousprint operationsarecarriedout, anddetailsof their
succes®r failure.

We canalsousethelpc commando seethe statusof a particularjob. We canselectjobsby theuser
name thelD, or thejob number For example:

h4: {137} % | pc stop

Printer: Ip@h4

Ip@h4.private: stopped

h4: {138} % echo hi |Ipr

h4: {139} % echo there | |pr

h4: {140} % echo test |Ilpr

h4: {141} %I pq

Printer: Ip@h4  (printing disabled)
Queue: 3 printable jobs

Server: no server active
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Status:  job 'papowell@h4+17922’ removed at 18:15:13.981
Rank Owner/ID Class Job Files
1 papow-
ell@h4+17959 A 17959 (stdin) 3
2 papow-
ell@h4+17962 A 17962 (stdin) 6
3 papow-
ell@h4+17970 A 17970 (stdin) 5
h4: {142} %I pg 17970
Printer: Ip@h4 (printing disabled)
Queue: 3 printable jobs
Server: no server active
Status: job 'papowell@h4+17922’ removed at 18:15:13.981
Rank Owner/ID Class Job Files
3 papow-
ell@h4+17970 A 17970 (stdin) 5
h4: {143} % | pg papowel |
Printer: Ip@h4  (printing disabled)
Queue: 3 printable jobs
Server:  no server active
Status:  job ’papowell@h4+17922’ removed at 18:15:13.981
Rank Owner/ID Class Job Files
1 papow-
ell@h4+17959 A 17959 (stdin) 3
2 papow-
ell@h4+17962 A 17962 (stdin) 6
3 papow-
ell@h4+17970 A 17970 (stdin) 5
h4: {144} %lpg -s 17970
Ip@h4 1 jobs
h4: {145} %Il pg -s papowel |
Ip@h4 3 jobs
h4: {146} % | pg -s nobody
Ip@h4 0 jobs
We uselpg -Pqueuename to selectaspecificprint queueandipg -a orlpg
queues:
h4: {147} %lpc -a stop
Printer: Ip@h4
Ip@h4.private: stopped
Printer: Ip2@h4
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Ip2@h4.private: stopped

h4:

{148}

%l pc -Pall start

18:23:24

18:23:30

18:23:35

18:23:35

18:23:24

18:23:30

18:23:35

Size Time

Size Time

Size Time

-Pall  to selectall
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Printer: Ip@h4

Ip@h4.private: started
Printer: Ip2@h4
Ip2@h4.private: started

You canusethelpc commandn interactivemode:

rect

rect

h4: {149} %Il pc

Ipc >status

Printer Printing Spooling Jobs  Server Subserver Redi-
Status/(Debug)

Ip@h4 enabled enabled 3 17990 17993

Ipc >status  all

Printer Printing Spooling Jobs  Server Subserver Redi-
Status/(Debug)

Ip@h4 enabled enabled 3 17990 17993
Ip2@h4 enabled enabled 3 none none

Ipc >stop Ip

Printer: Ip@h4
Ip@h4.private: stopped
Ipc >start  Ip

Printer: Ip@h4
Ip@h4.private: started
Ipc >quit

Thelpc topg commanccanbeusedto putajob (or jobs)atthe headof the spoolqueue.This
commands very usefulwhensomejob requirespriority service.You canselectthejob by usingthejob
numberor thejob ID.

h4: {150} % | pc topq I p 17970

Printer: Ip@h4

Ip:  selected ’papowell@h4+17970

Ip@h4.private: started

h4: {151} %I pq

Printer: Ip@h4

Queue: 3 printable jobs

Server: pid 17999 active

Rank Owner/ID Class Job Files Size Time
active  papow-

ell@h4+17970 A 17970 (stdin) 5 18:23:35
1 papow-
ell@h4+17959 A 17959 (stdin) 3 18:23:24
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2 papow-
ell@h4+17962 A 17962 (stdin) 6 18:23:30

4.8. Job Removal

Occasionallywe print afile andthenchangeour mind andwantto cancelthejob. Thelprm command
allows usto dorthis.

h4: {152} % pq

Printer: Ip@h4  (printing disabled)

Queue: 3 printable jobs

Server: no server active

Status:  job ’papowell@h4+17922’ removed at 18:15:13.981

Rank Owner/ID Class Job Files Size Time
1 papow-
ell@h4+17959 A 17959 (stdin) 3 18:23:24
2 papow-
ell@h4+17962 A 17962 (stdin) 6 18:23:30
3 papow-
ell@h4+17970 A 17970 (stdin) 5 18:23:35

h4: {153} % | prm
Printer Ip@h4:
checking perms ’papowell@h4+17959’
dequeued ’papowell@h4+17959’
h4: {154} % pq
Printer: Ip@h4  (printing disabled)
Queue: 2 printable jobs
Server: no server active
Status:  job ’papowell@h4+17922’ removed at 18:15:13.981

Rank Owner/ID Class Job Files Size Time
1 papow-

ell@h4+17962 A 17962 (stdin) 6 18:23:30
2 papow-

ell@h4+17970 A 17970 (stdin) 5 18:23:35

h4: {155} % | prm 17970
Printer Ip@h4:
checking perms ’papowell@h4+17970
dequeued ’papowell@h4+17970’
h4: {156} % | pq
Printer: Ip@h4  (printing disabled)
Queue: 1 printable job
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Server: no server active
Status:  job ’papowell@h4+17922’ removed at 18:15:13.981
Rank  Owner/ID Class Job Files Size Time
1 papow-
ell@h4+17962 A 17962 (stdin) 6 18:23:30

By default,thelprm commandemovesthefirst job in the queuethatthe userhaspermissiorto remove.
Also, asshowvn in the example,you canremove ajob by specifyingthejob ID or thejob number If you
specifyausername youremoveall of theusersjobs. This canbe dangerous:

h4: {157} %I pq

Printer: Ip@h4  (printing disabled)

Queue: 3 printable jobs

Server: no server active

Status:  job ’papowell@h4+17922’ removed at 18:15:13.981

Rank Owner/ID Class Job Files Size Time
1 papow-
ell@h4+17962 A 17962 (stdin) 6 18:23:30
2 papow-
ell@h4+18499 A 18499 /tmp/hi 3 18:56:00
3 papow-
ell@h4+18501 A 18501 /tmpl/there 6 18:56:02

h4: {158} % | prm papowel |

Printer Ip@h4:

checking perms ’papowell@h4+17962’
dequeued ’papowell@h4+17962’
checking perms ’papowell@h4+18499’
dequeued ’papowell@h4+18499’
checking perms ’papowell@h4+18501’
dequeued ’papowell@h4+18501

h4: {159} %l pq

Printer: Ip@h4  (printing disabled)
Queue: no printable jobs in queue
Status:  job ’papowell@h4+17922’ removed at 18:15:13.981

Thespecialuserall matchesll jobsin aprint queue Clearlyyou shouldbe carefulnotto specifylprm
all by accidentEvenmoredangerouss thefollowing command:

h4: {160} %l prm-a all

As you mightsurmisethisremovesall printjobsin all queueswhichis anexcellentway to purge
print queuesf all jobs.
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4.9. Print Job Filters

A printerusuallyunderstandsneor morePrint Job Languages Filessentto this printermustbein one
of theselanguagesndhave theappropriatgob format control characters, or otherinformation. The
mostcommonPrint JobLanguagesrePostScripgndPCL.

In orderfor a printerto reliably print ajob, it needgo beresetto a known configuration.This is usually
doneby sendingt a specialstart of job andendof job command.Thesecommandsgliffer from printerto
printer, andevendepencbn thetype of print job languagehatthe print job is in. Somevintage line
printersalsohave a setof proprietaryescapesequencethatareusedto setup mamgins,form size,and
otherprinting characteristicsUsually a setupstring of theseescapesequenceseedgo be sentto the
printerbeforethefile canbe printed.

In orderto handletheseproblemsthe LPRng systemusesafilter programto provide the setof escape
sequencesr carryouttheinitialization requiredfor a printer. Thefilesin aprint job areassigned lower
casdetterformatusingthelpr formatoptions;thedef aultformatisf . Thel (literal or binary)formatis
usedto indicatethatthefile shouldbe passedlirectly to the printer, or have atthe mosta minimalamount
of processingSeePrint JobFormatsfor moreinformationaboutformatsandtheir usewith filters.

We will setupaverysimplefilter anduseit to demonstratéow thelpd spoolerusest. First, setupthe
ftmpltestf file asshavn below.

#!/bin/sh
# tmpltestf - test filter for LPRng
PATH=/bin:/usr/bin; export PATH

echo TESTF $0 "$@" >&2
echo TESTF $0 "$@"
echo ENV

set

echo LEADER

/bin/cat

echo TRAILER

exit O

Let uscarefullyexaminethescriptline by line. Thefirst coupleof linesarestandardoilerplate You
shouldalwayssetthe PATH valuein afilter scriptor usefull pathnamesThisis agoodpracticeasit
ensureshatonly the specifieddirectorieswill be searchedor commands.

Thenext linesechothecommandine argumentdo file descriptor2 (STDERR)andto STDOUT.We
will soonseehow this informationis displayedby the LPRng software.We thenusetheset command
to list the shellvariablego STDOUT, print LEADER to STDOUT,copy STDIN to STDOUT, andprint
TRAILER to STDOUT.We exit with azeroresultcode.

We cantestour script,with the resultsshavn below:
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h4: {161} % chnod 755 /tnp/testf

h4: {162} % echo hi |/tnp/testf -al
TESTF /tmpltestf -al

TESTF /tmp/testf -al

ENV

USER=papowell
HOSTNAME=h4

PATH=/bin:/usr/bin

LEADER
hi
TRAILER

Let'snow usethisfilter. Editthelp printcapentrysoit hascontentdindicatedbelow, usecheckpc
to checkthe printcap,andthenuselpc reread to restartthelpd sener.

Ip:sd=/var/spool/lpd/%P
:force_localhost
lp=/tmpl/lp
filter=/tmp/testf

Executethefollowing commandsdo printthe/tmp/hi  file andobsenetheresults:

h4: {163} %cp /dev/null /tnp/lp

h4: {164} % | pr /tnp/hi

h4: {165} %lpqg -1111

Printer: Ip@h4

Queue: no printable jobs in queue

Status:  Ip@h4.private: job ’papowell@h4+26593’ printed at 21:37:21.312

Status:  job ’papowell@h4+26593’ removed at 21:37:21.323

Status:  subserver pid 26683 starting at 21:39:21.908

Status:  accounting at start at 21:39:21.908

Status:  opening device /tmp/lp’ at 21:39:21.909

Status:  printing job ’papowell@h4+26681’ at 21:39:21.909

Status: no banner at 21:39:21.909

Status:  printing data file  'dfA026681h4.private’, size 3, IF fil-
ter ‘testf at

21:39:21.909

Status:  IF filter msg - 'TESTF /tmp/testf -Apapowell@h4+26681 -CA -
D2000-04

-11-21:39:21.877 -Ff  -Hh4.private -J/tmp/hi -Lpapowell  -Plp -Qlp -aacct
b3 -div

f
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ar/tmp/LPD/Ip -edfA026681h4.private -f/tmp/hi -hh4.private -j026681 -
kcfA026681h

4.private -166 -npapowell  -sstatus -t2000-04-11-21:39:21.000 -w80 -x0 -
y0 acct’

at 21:39:21.914

Status: IF filter finished at 21:39:22.070

Status:  printing done ’papowell@h4+26681’ at 21:39:22.070
Status:  accounting at end at 21:39:22.070

Status: finished '‘papowell@h4+26681’, status 'JSUCC’ at 21:39:22.070
Status:  subserver pid 26683 exit status 'JSUCC’' at 21:39:22.072
Status:  Ip@h4.private: job ’papowell@h4+26681’ printed at 21:39:22.072

Status: job 'papowell@h4+26681’ removed at 21:39:22.085
h4: {166} % nore /tnp/lp

TESTF /tmpltestf -Apapowell@h4+26681 -CA -D2000-04 -11-21:39:21.877 -Ff

-Hh4.private -J/tmp/hi -Lpapowell  -Plp -Qlp -aacct -b3 -d/vartmp/LPD/Ip

-edfA026681h4.private -f/tmp/hi -hh4.private -j026681 -
kcfA026681h4.private

-166 -npapowell  -sstatus -t2000-04-11-21:39:21.000 -w80 -x0 -y0 acct

ENV

USER=papowell

LD_LIBRARY_PATH=/lib:/usr/lib:/usr/5I ib:/us rfucbl ib

HOME=/home/papowell

PRINTCAP_ENTRY=Ip
:force_localhost
filter=/tmp/testf
:Ip=/var/tmp/Ip
:sd=/var/tmp/LPD/Ip

PS1=%

OPTIND=1

PS2=>
SPOOL_DIR=/var/tmp/LPD/Ip
LOGNAME=papowell

CONTROL=Hh4.private
Ppapowell
J/tmp/hi
CA
Lpapowell
Apapowell@h4+15850
D2000-04-26-18:13:55.505
Qlp
N/tmp/hi
fdfA015850h4.private
UdfA015850h4.private
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PATH=/bin:/usr/bin
SHELL=/bin/sh
LOGDIR=/home/papowell
IFS=

PRINTER=Ip

LEADER

test Test

TRAILER

Thecp commandclearsoutthe/tmp/lp  file we areusingasa dummyoutputdevice. Thelpr
commandorintsthe/tmp/hi  file andthelpg -l commandshaws the statusnformation. The
statusnformationnow containgheline thatthetestf  scriptwroteto STDERR.Thelpd sener
capturedilter STDERRmessageandputsit themin the spoolqueuestatusfile.

As we seefrom thelpq status)pd passes largenumberof commandine optionsto our filter. These
optionsandtheir meaningsarediscussedn detailin Filter Command_ine OptionsandErnvironment
Variables We will discusghesein moredetailin the next section.

If welook atthe/tmp/lp  file, we seethecommandine optionsandvaluesof the shellvariables.For a
full discussiorof the environmentvariablespassedo afilter seeFilter Command.ine Optionsand
EnvironmentVariables.Themoreinterestingervironmentvariablesincludethe PRINTCAP_ENTR
variable,whichis a copy of the printcapentryfor this printer, andthe CONTROL variable,whichis a
copy of the controlfile for thetheprint job.

4.10. Control Files and Filter Options

In the previous sectionwe setup a simplefilter andlookedat whatcommandine optionsand
ervironmentvariableswerepassedo thefilter. Thecommandine optionsarediscussedn detailin
Filter Command.ine OptionsandEnvironmentVariables.A print job consistof a contmol file that
containsinformationaboutthe job anda setof datafiles thataretheinformationto be printed.Hereis
thecontrolfile for thejob thatwe printed:

Hh4.private

Ppapowell

J/tmp/hi

CA

Lpapowell
Apapowell@h4+15850
D2000-04-26-18:13:55.505

Qlp
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N/tmp/hi
fdfA015850h4.private
UdfA015850h4.private

Eachinformationline in the controlfile startswith anuppercaséetter, andexceptfor thefew options
listedin thetablebelow, thesearepasseasthe correspondingommandine options.For full details
aboutthe exactformatof the controlfile seeJobFiles.

Table 4-1. Filter Options

Control File Filter Option Purposeor Value
- PPrinter Print queuename- printcap
information
- HHost Host Name
P - nUser UserLogin Nameof job
originator
J - JJob name Ipr -J option or file name
C - CClass Print class(lpr -C option)
L - LBanner Banner pagerequest
A - AJobid JobId
D - DDate Date or time information
Q - Queue Original Print queuejob was
sentto
N - NFilename Filename
f - Ff Format information for datafile

With theexceptionsof the-F , -n and-P commandine literals,the commandinesoptionshave the
samevalueasin the controlfile, andif they arepresenthelpd spoolerwill putthemonthecommand
line. Thecontrolfile Uline is usedto indicatethatthe datafile for the job shouldberemovedafter
printing. Thisline is not usedby mostprint spoolersout mustbeincludedin ajob file to meetRCF1179
andvintage print spoolerrequirements.

Sometimesve wantto passonly a small subsebf thesecommandine optionsto afilter or provide them
in aspecificorderin orderto be compatiblewith legacyprint filters. LPRng providesseveraldifferent
waysto do this, andwe will explorehow to controlcommandine options.

If thefilter entrystartswith -$ , this suppressethe automaticadditionof commandine options;we can
thenaddour own optionsto thecommandine. Modify the printcapentryto have thefollowing form:

69



Chapter4. Print SpoolingTutorial

Ip:sd=/var/spool/lpd/%P
:force_localhost
lp=/tmpl/Ip
filter= -$ /tmpltestf 'SP’ $OP -X$-P ${lp} G\072

Letsprint our/tmp/hi  testfile andthenlook atthelpq status:

h4: {167} %cp /dev/null /tnp/lp
h4: {168} % | pr /tnp/hi

h4: {169} % lpqg -1111

Printer: Ip@h4

Status:  IF filter msg - 'TESTF /tmp/testf -Plp -P Ip Xlp \
-Ylp  /tmpllp G’ at 01:20:21.560

The-$ suppressetheaddingthe defaultliteralsto thefilter commandine. You canpassspecific
optionsusing$X; if theoptionhasanon-nullvaluethenit will be expandedn thefollowing format:

Option Value Expansion

$X -X <value >

$0X -X <value >

$-X <value >

${name} printcap option value if value nonzero length
\nnn single  printable character

$* all  options expanded using $X

Commandine optionscanbe groupedandpassedasa singleargumentby enclosingthemin singleor
doublequotes.You shouldbe awarethatLPRng hasanextremelyprimitive way of handlingquotes.
Whenthe/bin/sh  -¢ parameters notusedthethecommandine is brokenon spacesandeachunit is
passedsanindividualargument.If thefirst characteaftera spaces a quote(singleor double),the next
guoteis found,andthenentireelementis thenusedasa singleparameterSubstitutionof $X parameters
is thendone.As a specialcasewhenyou have a $0X, this causes split andall of the stringpreviousand
includingthe-X flagis passedsasingleoptionandall of the optionvalueandfollowing arepasseas
anotheroption. If theresultof theexpansions azerolengthparametethenit is removedfrom the
parametelist. Whenthe/bin/sh  -¢ is usedthecommandine is notbroken,andall non-emptyoption
valuesareenclosedn singlequotes.

The${name} optionis usedto passa printcapoptionvalue.For example,you canpassthevalueof the
printcapoptionform asshawn belown. You canexperimentwith this by usingthe/tmp/testf filter and
printcapshavn below.

printcap:
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Ip:sd=/var/spool/lpd/%P
:force_localhost
lp=/tmpl/Ip
filter=/tmp/testf -F  ${form}
:form=payroll

h4: {170} %cp /dev/null /tnp/lp
h4: {171} % | pr /tnp/hi

h4: {172} %lpqg -1111

Printer: Ip@h4

Status: IF filter msg - 'TESTF /tmp/testf -F payroll’ at 09:55:31.276

If we have alegacyprint filter thatwasoriginally written for the BSD print spoolerthenwe mayfind
thatit requiresa smallnumberof commandine optionsin avery specificorder We canusethe :bkf
(BSD KompatibleFilter or BacKwardscompatibleFilter) flag to passsuitableoptions.Modify the
printcapentryto have thefollowing form:

Ip:sd=/var/spool/lpd/%P
:force_localhost
lp=/tmpl/Ip
filter=/tmp/testf
bk

Letsprint our/tmp/hi  testfile andthenlook atthelpq status:

h4: {173} %cp /dev/null /tnp/lp
h4: {174} % | pr /tnp/hi

h4: {175} %lpqg -1111

Printer: Ip@h4

Status: IF filter msg - 'TESTF /tmp/testf -Plp  -w80 -166 \
-Xx0 -y0 -Ff -Lpapowell -J/tmp/hi -CA -n papowell \
-h  h4.private acct’ at 08:07:46.583

Finally, therearetimeswhenwe would lik e the print filter to be a simpleshellcommandor to chain
severalprogramsogetherin a simplepipeline. While thisis possibleusinga print filter, you canalsodo
thisin thefilter specificationlIf yourfilter specificatiorstartswith a parenthesig§( ) or containsthe |O
redirectionfor pipeto(| ), inputredirection(<), or outputredirection(>) thenthelpd senerwill usethe
:shell  configurationoptionvalue(default/bin/sh ) andexecuteit using:
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${shell}  -¢ "( &} )"

If thisis done,thenno commandine optionsareaddedo thecommandHowever, expansionof $X
parameterarestill done.Modify the printcapentryto have thefollowing form:

Ip:sd=/var/spool/lpd/%P
:force_localhost
lp=/tmpl/Ip
filter=(echo "PREAMBLE"; /tmp/testf; echo "APPENDIX")

Letsprint our/tmp/hi  testfile andthenlook atthelpq status:

h4: {176} %cp /dev/null /tnp/lp
h4: {177} % | pr /tnp/ hi

h4: {178} % lpqg -1111

Printer: Ip@h4

Status:  printing data file  'dfA018881h4.private’, size 3, IF fil-
ter ’echo’ at 09:22:11.476
Status:  IF filter msg - 'TESTF /tmp/testf at 09:22:11.510

Status: IF filter finished at 09:22:11.514

If we examinethe/tmp/lp  file we find:

PREAMBLE

TESTF /tmpltestf

ENV

USER=papowell

LD_LIBRARY_PATH=/lib:/usr/lib:/usr/5I ib:/us rfucbl ib

PRINTER=Ip
LEADER

hi

TRAILER
APPENDIX

As we expected ho optionswerepassean thecommandine. If the printcapis modifiedto have the
following contentsthenyou will see:

Ip:sd=/var/spool/lpd/%P
:force_localhost
lp=/tmpl/Ip
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filter=(echo "PREAMBLE"; /tmp/testf $*; echo "APPENDIX")
h4: {179} % | pr /tnp/hi
h4: {180} %lpqg -1111
Printer: Ip@h4

Status:  IF filter msg - 'TESTF /tmp/testf -Apapowell@h4+18941 \

-CA -D2000-04-29-09:27:30.700 -Ff  -Hh4.private -Jitmp/hi \

-Lpapowell  -Plp -Qlp -aacct -b3 -d/vartmp/LPD/Ip \

-edfA018941h4.private -f/tmp/hi -hh4.private -j018941 -
kcfA018941h4.private \

-I66 -npapowell  -sstatus -t2000-04-29-09:27:30.864 -w80 -x0 -

y0 acct’ at 09:27:30.879

Usingthe shellinvocationis especiallyusefulwhenyou may have a parametethathasanemptystring
value,andneedto passthis asacommandine parameterModify the /tmp/testf filter, the printcap,
andexecutethefollowing commands:

printcap:
Ip:sd=/var/spool/lpd/%P
:force_localhost

lp=/tmpl/Ip
filter=( Itmpltestf -F '${form}’ )
:‘form=
#!/bin/sh
# tmpltestf - test filter for LPRng
PATH=/bin:/usr/bin; export PATH

echo TESTF $0 "$@" >&2

echo TESTF $0 "$@"

while test $# -gt¢ 0 ; do
echo "PARM '$1';
shift;

done

echo LEADER

/bin/cat

echo TRAILER

exit O

h4: {181} %cp /dev/null /tnp/lp
h4: {182} % | pr /tnp/hi

h4: {183} % lpqg -1111

Printer: Ip@h4

73



4.11.

Status: IF filter msg - 'TESTF /tmp/testf -F
h4: {184} %nore /tnp/lp

TESTF /tmp/testf -F

PARM’-F’

PARM”

LEADER

hi

TRAILER
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at 09:59:27.365

As you cansee thereis a parameterarenotvisible whenprintedbut still have acommandine option

value.Thisis dueto thecombinationof the $'{form}

Filter Environment Variables

andusingthe filter=(...)

form.

In this sectionwe will look furtheratthe ervironmentvariablespassedo thefilter. We printedthe shell

variablevaluesfor thefilter atthestartof thefile:

h4: {185}
/tmp/testf
ENV
CONTROL=Hh4.private

Ppapowell

J/tmp/hi

CA

Lpapowell

Apapowell@h4+105

D2000-04-12-15:27:26.662

Qlp

N/tmp/hi

fdfA105h4.private

UdfA105h4.private
HOME=/home/daemon
LD_LIBRARY_PATH=/lib:/usr/lib:/usr/5I
LOGDIR=/home/daemon
LOGNAME=daemon
OPTIND=1
PATH=/bin:/usr/bin:/usr/local/bin
PRINTCAP_ENTRY=Ip

:force_localhost

filter=/tmpl/testf

%cat /tmp/lp

-Plp -P Ip Xlp -Ylp /tmp/lp G’ at

ib:/us  r/ucbl

01:20:21.560
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Ip=tmp/lp
:sd=/tmp/LPD/Ip
PRINTER=Ip
PS1=%
PS2=>
SHELL=/bin/sh
SPOOL_DIR=/tmp/LPD/Ip
USER=daemon

LEADER
hi
TRAILER

TheHOME, USER,SHELL, PS1,andPS2variablesareusuallysetby the shell,andarereflectthe
informationfor the UID of theuserrunningthe shell.

The PATH andLP_LIBRARY_PATHaresethy thelpd senerto valuesspecifiedn the printcapor
configurationinformation. It is recommendethatuserssettheseto site specificvaluesif thedefaultsare
not suitablefor their sites.

Thelpd senersetsthe PRINTER,PRINTCAP_ENTRYandCONTROL environmentvariablesaresetto
the printername printcapentry, andthe controlfile for the print job. Thisinformationis very usefulto
filters thatmustmake decisionshasedn valuespassedo the print senerin the controlfile, andwhich
canalsouseparameteri the printcapentryto controltheir actions.

4.12. Using Command Line and Printcap Options In
Filter s

Oneof the problemscommonlyencounteregroblemin writing afilter is gettingthecommandine
values.The UNIX POSIXStandardprovidesa C Languagegetopt functionthatcanbe usedfor
commandine options,andsome but notall shellimplementationfiave a correspondinghellgetopt
function. Also, mary timesit would be usefulto getthe valuesof the printcapoptions.Thesecouldbe
usedto specifyoptionsor operationghatarenot easilydoneby passingcommandines.

- Obsenethatall thecommandine optionsaresingleletters.If we settheshellvariablesto the
correspondingptionvalue,thenwe couldaccesshemby using$x, wherex is the optionletter There
is anexceptionto thisrule, whichis the-c commandine literal, whichfor varioushistoricaland
compatibilityreasongloesnot take avalue.But if it is presentwe mightaswell assignt thevaluel.
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- Obsenethatby corventionall printcapoptionshave lowercasenamesof two or moreletters,andthat
all environmentvariableshave all uppercaseetters.If we setshellvariableswith the corresponding
printcapentryvalues thenwe canaccesshemusingsliteral . If we needto createalocal shell
variablefor use ,we canusemlIxeEd caseandnothave a conflict.

Thedecode_args_with_sh  scriptwhichisin theUTILS directoryof the LPRng distribution follows
thesecorventionsandsetsthe appropriateshell variables We have alsoincludea bit of codethatwill
extractthecontrolfile controlline valuesandput theminto variablesaswell.

Save the current/tmp/testf filter file in /tmp/testf.old andreplaceit with thefollowing:

#!/bin/sh
# this is an example of how to use /bin/sh and LPRng
# to get the command line and printcap option  values
# and set shell variables from them
# Note that we use a couple of variables
#PATH=/bin:/usr/bin
Args=""
vAr=""
vAlue=""
VAls=""
i="
TH=""
Debug=1
if -n $Debug ; then
set >/tmp/before
fi
Args="$@"
if -n $Debug ; then
echo "$@" >>/tmp/before
fi
while expr "$1" : -¥ >/dev/null ; do
VAr='expr  "$1" @ (V).
VAlue=‘expr  "$1" = -\(M)
case "$VAr' in
- ) break;;
c ) c=1;
[a-zA-Z] )
if test "X$vAlue" = "X" ; then shift; VAlue=$1; fi;
eval $vAr="$vAlue’;
#setvar  $vAr "$vAlue"

esac;
shift;
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done

# set shell variables to the printcap options
# flag ->  flag=1

# flag@ -> flag=0

# option=value -> option="value’

#

setpcvals 0 {

while test "$#" -gt 0 ; do

iI=$1

if expr "$il" oo >/dev/null : then
VAr=‘expr  "$il" DO AN\ =
vAlue=‘expr "$il" AN ] | ] e [ VS
if test "X$VAr' = "X" ; then
VvAr=‘expr  "$il" DtoE(Y)@
vAlue=0;

fi

if test "X$VAr' = "X" ; then
vAr=‘expr  "S$il" A T () I
vAlue=1;

fi

if test "X$vAr" 1= "X" ; then

eval $vAr="$vAlue’;
#setvar  $vAr "$vAlue"

fi
else
VAr=‘expr  "$il" SO AN
if test "X$VAr' 1= "X" ; then
eval Printer="$vAr"
fi
fi;
shift
done

}

# set shell variables to the printcap options
# flag ->  flag=1

# flag@ -> flag=0
#
#

option=value -> option="value’
setcontrolvals 0 {
while test "$#" -gt 0 ; do
iI=$1
VAr=‘expr  "$il" " RH\([A-Z]).
vAlue=‘expr Sl A-ZNRY)
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Letsprint our tmp/hi

if test "X$vAr't 1= "X" then
eval S$VvAr="$vAlue’;
#isetvar  $vAr "$vAlue";
fi;
shift
done
}
Tf=$IFS
IFS="
setpcvals  $PRINTCAP_ENTRY
setcontrolvals $CONTROL
IFS=$Tf
#
# restore  argument list
set - $Args
Args=""
VAr=""
vAlue=""
VAls=""
="
T=""
if test -n "$Debug" then
set >/tmpl/after
echo "$@" >>/tmp/after
diff  /tmp/before ltmp/after
fi
/bin/cat
exit O

testfile andthenlook attheresultsin /tmp/lp

h4:
h4:
h4:
Oal
> e=dfA021771h4.private
2a4,6

> |1=66

> s=status

> L=papowell

{186}
{187}
{188}

% cp /dev/null
% | pr /tnp/hi
%nore /tnp/lp

[tp/lp

Chapter4. Print SpoolingTutorial
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10a15,17

> j=021771
> C=A

> J=/tmp/hi
12a20

> a=acct
33a58

> Printer=Ip
hi

As we seefrom the output,shellvariableshave the valuesof our commandine andprintcapoptions. It
is left asanexercisefor thereaderto addthenecessargxport  statementso causehesevaluesto be
exportedto subshellslt is notrecommendethatawholesalesxport of the shellvariablesbe done,but
only selectecbnes.

The paranoidandsecuritymindedreadewill seesomepossiblesecurityproblemwith this script. The
eval $vAr="$vAlue’  commandsetsthevalueof theshellvariable$vAr tothevalue$vAlue . The
$vAr variableis alwaystakenfrom eithera singleletteror is the nameof anoptionin the printcapfile.
Clearlythe printcapfile mustnotbe modifiableby users andshouldhave the samesecurity
considerationgsary othersystemconfiguratiorfile. Thevaluesof the$vAlue aretakendirectly from
the controlfile, whosecontentsareunderthe controlof the originatorof the print job request.

For this reasor_PRng takestheratherbrutal stepof sanitizingthe controlfile. Only alphanumericer a
charactein thelist @/:()=,+-%_  areusedin the controlfile; all othersreplacedoy theunderscorg )
characterln addition,all filters arerun asthelpd userspecifiedn thelpd.conf  configuratiorfile.

Thefollowing is anexampleof how to extractthe sameinformationin Perl:

#!/usr/bin/perl
eval ‘'exec /usr/bin/perl -S $0 ${1+'s@"Y
if ~ $running_under_some_shell;
# this emulates #! processing on NIH machines.
# (remove #! line above if indigestible)

use Getopt::Std;
my(%args,%options);
# get the arguments

getopt(
"a:b:cd:e:f:g:h:izj:l:m:n:o:p:q:r:s:tiu VWX oyizt .
"A:B:C:D:E:F:G:H:I:1J:L:M:N:O:P:Q:R:S:T: U:vV:w: Xiy:zZ: ",
\%args );
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# set :key=value - > $option{$key}=%value
# set key@ - > $option{$key}="0"
# set :key - > $option{$key}="1"
map {
if( - mMs*([=]+)=()/ i
$options{$1}=$2;
} elsif( m/MNs*([*=]+)\@$/ N
$options{$1}="0";
} elsif( m/Ms*:([=]+)/ )
$options{$1}="1";
} elsif( m/Ms*([M]+)/ )
$options{"Printer"}=$1;
}

} splitt  "\n",  $ENV{PRINTCAP_ENTRY’));

# get the control file  entries

map {
it mMsHA-Z])(F)/ N
$options{$1}=$2;
} elsif( m/Ms*([a-z])/ )i
$options{’Format}=$1;
}

} split(  "\n",  $ENV{CONTROL});

ThePerlGetopt::Std  routineparseghe commandine optionsandputstheir valuesin the%args hash
variablewherethey canbeaccessedsing$args{'x} . Similarly, themapandsplit functions
procesgshe PRINTCAP_ENTR andCONTROL ervironmentvariableandset%options with the
printcapentry optionsandthe valuesfrom the controlfile. The mapfunctioncouldbereplacedy a
foreach loop, but thisis Perl: Thele is more thanonewayto do it andno tutorial would be complete
without atleastonemind stretchingexamplethathasthe readereachingfor thereferencemanual.

4.13. Filter Exit Codes

Thelpd senerusesheexit codeof thefilter to determindf thefilter wassuccessfubr unsuccessful.
TheFilter Exit Codessectiondiscusseshesevaluesin detail,but herearethe mostimportant:

0-JSucCC

A JSUCCexit codeindicategthatthefilter wassuccessfuin doingits work.
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1-JFAIL

A JRAIL exit codeindicatesthatthefilter wasunsuccessfuh doingits work, possiblydueto a
transientconditionsuchasout of paper printerjam, etc.,but anadditionalattemptmight be
successfulUsuallythelpd senerwill try atmostsend_tryattemptseforegiving up.

2-JABORT

A JABORT exit codeindicatesthatthefilter wasunsuccessfuh doingits work andhasdetectech
conditionthatwould make it impossibleto print thejob. In addition,the printermayrequire
administratve attention,andthe print gueueoperationmay needto be suspendedntil the problem
is rectified.

3-JREMOVE

The JREMOVE exit codewill causethejob to beremovedfrom the print queue.

6-JHOLD

The JHOLD exit codewill causethejob to betemporarilypreventedfrom printing until releaseby
thelpc release command.

OtherValues

Usuallyary othervalue,includingexit dueto asignal,is treatedasa JABORT exit, andthe same
actionis taken.

It shouldbe obviousthatthefilter exit codeis very important,andthatcareneedgo betakento return
thecorrectvalue.

4.14. Job Formats and Filter Selection

In the previous sectionswe discussedhow a print filter wasexecutedandhow it couldbeused.Now we
will look athow thelpd spoolerchooses print filter program.Let usre-examineour exampleprint job
controlfile:

Hh4.private

Ppapowell

J/tmp/hi

CA

Lpapowell
Apapowell@h4+105
D2000-04-12-15:27:26.662
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Qlp

N/tmp/hi
fdfA105h4.private
UdfA105h4.private

Eachdatafile for a print job hasanamewith theformatdf Xnnrh4.private . Thedf is usedto indicate
thatthefile is adatafile, andtheremaindeiis a uniquenamefor thefile in thejob. The X partof the
namemustbe anupperor lower casédetter, settinga limit of 52 differentfilesin a singleprint job.

ThefdfA105h4.private line in thecontrolfile specifieghatwe areto print thejob usingthefilter for
thef format;thefile printing informationconsistof theformatassignedo thefile andthe nameof the
file. In thelegag/ BSD print spoolersthis formatwasusedto selectthe print filter to beused.LPRng
hasexpandedhis by providing a defaultfilter specification.

Table 4-2. Job Formats and Filter Selection

Ipr commandline option Control File Line Printcap Option For Filter Filter Commanc
(default) fdfAnnn iif=/path /path -Ff ...

-b or -I [dfAnnn iif=/path /path ... -Ff -c
-p pdfAnnn ;if=/path pr | format f filte
-c,-d, -n, -r, -t, -v, -FX XdfAnnn Xf=/path ... /path -FX

any format XdfAnnn filter=/path ... /path -FX

Table4-2 shavs theratherbaroquerelationshipbetweerthe formatoptionsspecifiedby thelpr
commandandtheway thatlpd useshem. Thereasorfor this compleity liesin thevarious
implementationgndvariationsthatoccurredduringthe developmentanddeploymentof the original
BSD print spoolingsoftware.

Hereis the complete arcaneandbaroquesetof rulesthatareusedto selectandprint filters. The def ault
formatusedby Ipr is f ; unlesssomeotherformatis specifiecthisis used.Thelpr -b andlpr -l
(binary andl iteralliterals)arearequesto Ipd to do aslittle processingspossibleof thisfile before
printingit. Lpd usethe:if filter for formatsf andl ;thel literal causeshethe-c filter commandine
flagto beusedaswell. Thelpr -¢,-d,-n,-r ,-t ,and-v optionscausethecorrespondindgormatto be
used,andfor Ipd to usethefilter specifiecby the printcapoption:Xf , whereX is the specifiedformat.

Thelpr -p (pretty-printliteral) selectg format,andlpd is supposedo usethe programspecifiedby
the:pr printcapoptionto formatthefile andthenprocesgshe outputof this programaccordingto format
f . Unpredictableesultsmay occurusingthis facility.

thelpr -FX allowsyouto explicitly specifyformatX whereX is alower caseetter, andlpd will usethe
filter specifiedby printcapoption:Xf , whereX is the specifiedformat. If thereis no:Xf printcapliteral
valuethenthe printcap:filter literal valuewill beusedasthefilter, andif thisis undefinedhenthe
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file will be passedvithout processinghroughto the printing device.

If afilter is not specifiedfor theformatthenthe defaultfilter specifiedby :filter=/path filter is used,
andif thereis no default, thenthe outputis sentdirectly to the outputdevice.

If the:fx= formatsis presenin aprintcapentry; it specifiegheformatsthatareallowed. For example,
#fx=lfv  wouldallow only formatsl , f , andv to beusedon a particularspoolqueue.

SomexXf optionshave pre-assignedheaningsandcannotbe usedfor filter selection.

PrintcapOption Purpose

PrintcapOption Purpose

.af=/path AccountingFile

.ff=formfeed Form FeedString

;if=/path filter (I,b,p,fformats)

filter=/path Defaultfilter

:If=/path Log file

:of=/path OFfilter

:sf suppresgorm feedbetweerjob files

The:of filter is aspecialcaseandis usedfor bannerprinting andaccountingpurposesSee OF Filter
for details.

4.15. The Jaggies - LF to CR-LF Conversion With Ipf

Whenprinting to vintagehardcopy devicesor to printersthatsupporta text mode,mary UNIX users
discoverthattheir outputsuffersfrom a caseof thejaggies.

Input file:

This is
a nice day

Output:

This is
a nice day
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UNIX systemgerminatdineswith asingleNL (new line) characterThis causeshe printerto move
down oneline on the printing pagebut doesnot changéts horizontalpositionandprint the next
characteattheleft mamgin. Thisis doneby usingthe CR (carriagereturn)characterYou needto corvert
thesingleNL to a CR-LF combinationandthelpf filter suppliedwith LPRng doesthis.

First,locatethelpf filter. You canfind it by usingthecommand:

h9: {160} % find /usr/ -type f -name |pf -print
lusr/libexec/lpr/Ipf

We will first seewhatthe outputis like withoutlpf, andthenseewhatit does.Modify thelp printcap
entryasshavn below andthenuselpc  restart  to restartthelpd sener.

Ip:sd=/var/spool/lpd/%P
:force_localhost
lp=/tmpl/Ip

Printafile andview the outputusingthefollowing commandslIf youdo nothave the od (octaldump)
program try usinghexdump or someotherappropriatgprogramthatdisplaysthe numericalcontentsof
thefile.

h4: {189} %cp /dev/null /tnp/lp
h4: {190} % | pr /tnp/hi
h4: {191} %od -bc /tmp/lp
0000000 150 151 012

h i \n
0000003

Now we will usethelpf filter. Modify the printcapasshovn belov anduselpc  reread to causdpd to
rereadthe configurationinformation.

Ip:sd=/var/spool/lpd/%P

:force_localhost

lp=/tmpl/Ip

# modify the path to Ipf appropriately
filter=/usr/local/libexec/filters/Ipf

Now reprintthefile:

h4: {192} %cp /dev/null /tnp/lp
h4: {193} % | pr /tnp/hi
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h4: {194} %od -bc /tnmp/lp

od -bc /tmp/lp

0000000 150 151 015 012
h i \r \n

0000004

As youseepf changeghelLF to aCR-LF sequence.

4.16. Job File Format Conversion with Filters

Oneof themajorproblemsthatfacenew userso UNIX printing is whenthey have a printerthathasa
proprietaryprint job format,suchasthe HP DeskJetseriesof printers.The solutionto this problemis
quite simple: generateyour outputin PostScriptandthenusethe GhostScriptprogramto corvertthe
GhostScripbutputto aformatcompatiblewith your printer.

#!/bin/sh

lusr/local/bin/gs -dSAFER -dNOPAUSE -q -sDEVICE=djet500 \
-sOutputFile=- - & exit O

exit 2

This simpletutorial examplesuffersfrom someseriousproblems.f you accidentallysenda
non-PostScripfile to theprinterGhostScripwill detectthis andexit with anerrormessagéut only after
trying to interprettheinputfile asPostScriptlf theinput file wasatext file, this canresultin literally
thousand®f errormessageandhundredsf pagesf useles®utput.

In orderto make a morerobustfilter we needto meetthefollowing minimumrequirements:

1. Thefile type shouldbe determinedandonly files thatarePostScripshouldbe passedo
GhostScript.

2. We may have somecorversionroutinesthatcanconvertfilesinto PostScripfiles andthenwe can
sendthemto GhostScripfor rastercorversion.

3. If we cannotcorvertafile, thenwe shouldsimply terminatethe printing andcausehe spoolerto
removethejob.

Theifthp PrintFilter programis a companiorto the LPRng softwareanddoesthis type of operation.In
addition, Thereareseveral otherutilities thatcanbe used.The magicfilter developedby H. PeterAnvin
http://www.debian.og is distributedwith DebianLinux. Theapsfilter by AndreasKlemm
http://mww.freebsd.og/~andrea/index.html is alsowidely used althoughnow mostof its functionality
is directly availablein LPRng. Finally, the a2ps(Ascii to PostScripticorverterby Akim Demaille
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(demaille @inf.enst.frandMiguel Santangsantana@st.coni§ availablefrom
www-inf.enst.fr/~demaille/a2pd his packagerovidesavery nice setof facilitiesfor massaging,
mangling,bending twisting, andbeingdownright nastywith text or otherfiles.

Sincethisis atutorial, we will demonstrata simpleway to make your own multi-formatprint filter, and
provideinsiteinto how thesemorecomplex packagesvork.

Thefile utility developedby lan F. Darwin usesadatabasef file signatureto determinewvhatthe
contentsf afile are.For example:

h4: {195} %cd /tnp

h4: {196} % echo hi >hi

h4: {197} %gzip -c hi >hi.gz

h4: {198} % echo "% PS- Adobe-3. 0" >test.ps
h4: {199} %gzip -c test.ps >test.ps.gz

h4: {200} %file hi hi.gz test.ps test.ps.gz

hi: ASCIl text

hi.gz: gzip compressed data, deflated

test.ps: PostScript document text conforming at level 3.0
test.ps.gz: gzip compressed data, deflated

h4: {201} %file - <test.ps
standard  input: PostScript document text conforming at level 3.0

If we aregivenafile, we cannow usefile to recognizethefile typeandif thefile typeis suitablefor our
printerwe cansendit to the printer, otherwisewe canrejectit. Thefollowing is a simpleyetvery
powerful shellscriptthatdoesthis.

#!/bin/sh
# set up converters
gs="/usr/local/bin/gs -dSAFER -dNOPAUSE -q -sDEVICE=djet500 \
-sOutputFile=/dev/fd/3 - 3>&1 1>&2"
a2ps="/usr/local/bin/a2ps -q -B -1 -M Letter -borders=no  -o-"
decompress=""
# get the file type
type=‘file - | tr AZ a-z | sed -e s/ * 19"
echo TYPE $type >&2
case "$type" in
*gzip_compressed* ) decompress="gunzip -c |" compressed="compressed"
esac

# we need to rewind the file
perl -e "seek STDIN, 0, 0O;"

if test "X$decompress" 1= "X" ; then
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type="'$decompress head | file - | tr A-Z a-z | sed -e 's/ *1g™;
echo COMPRESSEDYPE $type >&2
# we need to rewind the file
perl -e "seek STDIN, 0, O;"
fi
case "$type" in

*postscript* ) process="$gs" "

*textt ) process="$a2ps | $gs"

*)
echo "Cannot print type $compressed '$type™ >&2
# exit with JREMOVEstatus
exit 3

esac

# in real life, replace ’'echo’ with ’exec’

echo "$decompress S$process”
# exit with JABORTIf this fails
exit 2

Copy thisto the/tmp/majik  file, andgiveit 0755 (executablepermissionsHereis anexampleof the
outputof thescript:

h4: {202} % /tnp/majik <test.ps.gz

TYPE standard_input:_gzip_compressed_data,_ deflat ed...
COM-
PRESSEDTYPE standard_input:_postscript_document_text _confo rming_ at_le vel 3. 0O
gunzip -c | [/usr/local/bin/gs -dSAFER -dNOPAUSE -q -sDEVICE=djet500 \
-sOutputFile=/dev/fd/3 - 3>&1 1>&2

h4: {203} % /tnp/mejik </tnp/hi
TYPE standard_input:_ascii_text

lusr/local/bin/a2ps -q -B -1 -M Letter -borders=no  -o- \
| /usr/local/bin/gs -dSAFER -dNOPAUSE -q -sDEVICE=djet500 \
-sOutputFile=/dev/fd/3 - 3>&1 1>&2

Thefirst partof the scriptsetsup a standardsetof commandshatwe will usein thevariouscorversions.
A full blown packagdor conversionwould usea databaser setupfile to getthesevalues.We thenuse
thefile utility to determinetheinputfile type. The outputof thefile utility is translatedo lower caseand
multiple blanksandtabsareremoved.

We useasimpleshellcase statemento determindf we have acompressefile andgetadecompression
programto use.We reapplythefile utility to thedecompressefile (if it wascompresseddndgetthefile

type.
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Finally we useanothercase statemento gettheoutputconverterandthenwe runthecommandFor
tutorial purposeswe useanecho ratherthananexec sowe canseetheactualcommandratherthanthe

output.

Justfor completenesdjereis majikperl :

#!/usr/bin/perl
eval ’exec /usr/bin/perl
if ~ $running_under_some_shell;

-S $0 ${1+'$@"Y

# this emulates #! processing on NIH machines.
# (remove #! line above indigestible)

my($gs) = "/usr/local/bin/gs -dSAFER -dNOPAUSE -q -sDEVICE=djet500 \

-sOutputFile=/dev/fd/3 - 3>&1 1>&2%
my($a2ps)="/usr/local/bin/a2ps -q -B -1 -M Letter -borders=no  -0-";
my($decompress,$compressed,$process,$ type);
$decompress=$compressed=$process=$typ e=""
# get the file type
$type = * file -
$type =~ tr [A-Zla-z/;
$type =~ si\s+/_/g;
print STDERR"TYPE $type\n”;
($decompress,$compressed) = ("gunzip -c |', “gzipped")

if(  $type =~ /gzip_compressed/ );

print  STDERR"decompress $decompress\n®;
unless( seek STDIN, 0, 0 ){

print "seek STDIN failed - $h\n"; exit 2; }
ift  $decompress ne "™ ){

$type = ‘' S$decompress file -

$type =~ tr [A-Z/a-zl;

$type =~ sihs+/_/g;

print STDERR"COMPRESSEDTYPE $type\n";

unless( seek STDIN, 0, 0 ){

print  "seek STDIN failed - $hn"; exit 2; }

}
$_ = $type;

if(  /postscript/ )
$process="$gs";
} elsif( /_text_/ )
$process="$a2ps |
} else {
print STDERR"Cannot
# JREMOVE
exit 3;

$gs"

print

$compressed

‘$type™ >&2;
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}

exec "$decompress S$process”;
print  “"exec failed - $N\n"
exit 2;

4.17. The ifhp Filter

Theifhp PrintFilter is the companiorprint filter suppliedwith LPRng andis normallyinstalledtogether
with the LPRng software.IFHP supportsaawide varietyof PostScriptPCL, text, andrasterprinters,and
canbeconfiguredto supportalmostany type of printerwith a streambasednterface.It provides
diagnosticanderrorinformationaswell asaccountingnformation. It recognizes wide rangeof file
typeshby usingthefile utility andthe patternmatchingtechniquedemonstrateth the previoussection,
andcando selectve corversiondrom oneformatto others.

ThePostScripeindPCL printerjob languagesresupportedy mostprintermanugcturers However, in
orderto have ajob printedcorrectlythefollowing stepsmustbetaken.

1. Theprintermustbe putinto aknown initial stateby sendingt theappropriateesetstringsor
performinga correctsetof IO operations.

2. If accountings beingdone,thenthe printeraccountingnformationmustbe obtainedandrecorded.
SeeAccountingfor moreinformationaboutL PRng supportfor accounting.

3. Thefile to be printedmustbe checledto seeif it is compatiblewith the printer, andif not,aformat
corversionprograminvokedto corvertit to therequiredformat.

4. If theuserselectsa setof printerspecificoptionssuchaslandscapenode,duplex printing, multiple
copiesor specialpapertheappropriateeommandsnustbe sentto theprinterto selecttheseoptions.

5. Thefile mustbetransferredo the printerandthe printeris monitoredfor ary errorconditions.

6. Any requiredendof job commandsaresentto the printer, andthe printer monitoredfor error
conditionswhile thejob finishesprinting.

7. If accountings beingdone,the printeraccountingnformationsuchaspagecountandtime used
mustbe obtainedandrecorded SeeAccountingfor moreinformationaboutLPRng supportfor
accounting.

Theifhp filter usestheithp.conf ~ databasdile to determinethe actionsandcommandsppropriatdor
variousmodelsof printers.Seetheifhp documentatioffior detailsaboutthe formatandcontentsof this
file. Thedefaultprinterusedby theifhp filter is the HP LaserJe#M Plus,which supportsPostScript,
PCL,andPJL.Thesedefaultswill alsosupportaverywide varietyof printersthatsupportboth
PostScripandPCL.
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Now we will usetheifhp filter. Find the pathto theifhp filter usingthefind commandaswe did in the
previousexercise.Modify the printcapasshavn below anduselpc  Ipd to restartipd.

Ip:sd=/var/spool/lpd/%P

:force_localhost

lp=/tmpl/Ip

# modify the path to ifhp appropriately
filter=/usr/local/libexec/filters/ithp

Now reprintthefile, andthendisplay/tmp/lp  usingatext editorsuchasvi or emacsthatshavs control
characters:

h4: {204} %cp /dev/null /tnp/lp
h4: {205} % | pr /tnp/hi

h4: {206} %vi /tnmp/lp
N%-12345X@PJL

@PJL JOB NAME= "PID 405" DISPLAY = "papowell"
@PJL RDYMSGDISPLAY = "papowell"
@PJL USTATUSOFF

@PJL USTATUSJOB = ON

@PJL USTATUSDEVICE = ON

@PJL USTATUSPAGE = ON

@PJL USTATUSTIMED = 10

@PJL ENTER LANGUAGE= PCL

NEN &N &K2GN&SOCN]&I00M 9N (sOPM(s 10.00H ~](s40 99Thi
NEN%-12345X@PJL

@PJL RDYMSGDISPLAY = "papowell"
@PJL EOJ NAME= "PID 405"

@PJIL USTATUSOFF

@PJL USTATUSJOB = ON

@PJL USTATUSDEVICE = ON

@PJL USTATUSPAGE = ON

@PJL USTATUSTIMED = 10

@PJL RDYMSGDISPLAY = ™
N%-12345X

Theoutputnow containsall of the controlsequenceandsetupcodesneededo print atext file onthe
printer. For detailson the exactmeaningof eachof theseentries,seethe PCL andPJLdocumentation.

4.18. PostScript and the ithp Filter
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Therearesomeprintersthatonly supportPostScriptWe will shav how to configuretheithp filter to

supporttheseprinters.Createthe /tmp/one.ps ~ PostScripfile:

%!PS-Adobe-3.0

%%one page (i.e. - a page with a 1 on it)
/Courier  findfont 200 scalefont setfont

72 300 moveto (1) show

showpage

This PostScripfile startswith the standard?ostScripheader %! or theacceptablalternatve \004%! .
If aPostScripfile doesnot startwith eitherof thesetwo charactesequencethe printermaybehaein

unexpectedways. Theifhp filter will checkto make surethatthefile startswith thesesequences.

Modify theprintcapasshown belov anduselpc  Ipd to restartipd.

Ip:sd=/var/spool/lpd/%P
:force_localhost
lp=/tmpl/Ip
# modify the path to ifhp appropriately
:ifhp=model=ps
filter=/usr/local/libexecffilters/ifhp

Now print thefile tmp/one.ps , andthendisplaythe outputin /tmp/lp  usingatext editorsuchasvi

or emacsthatdisplayscontrolcharacterén avisible format:

h4: {207} %cp /dev/null /tnp/lp
h4: {208} % | pr /tnp/one.ps

h4: {209} %vi /tnp/lp

"D%!

%!PS-Adobe-3.0

%%one page (i.e. - a page with a 1 on it)
%%/ Times-Roman

/Courier

findfont 200 scalefont setfont
72 300 moveto

(1) show

showpage

D

As you cansee the PostScripbD (Control-Dor \004 ) Endof Jobcharacterfiave beenprefixedand

appendedo thefile. Thiswill ensurehatthejob will be handledproperlyby the printer.
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4.19. PCL and the ithp Filter

While PostScripis the mostwidely supportPrint JobLanguagetherearelarge numberof printersthat
supportonly PCL. Theifhp filter hassupportfor a PCL only printer.

Modify theprintcapasshonvn belon anduselpc  Ipd to restartipd.

Ip:sd=/var/spool/lpd/%P

:force_localhost

lp=/tmpl/lp

# modify the path to ifhp appropriately
:ifhp=model=pclonly
filter=/usr/local/libexec/filters/ithp

Now print thefile tmp/hi , andthendisplaythe outputin /tmp/lp

usingatext editorsuchasvi or
emacsthatshaws controlcharacters:

h4: {210} %cp /dev/null /tnp/lp
h4: {211} % | pr /tnp/ hi

h4: {212} %vi /tnmp/lp

NEN &N &k2GN&SOCM&I00N 97 (S0P (s

10.00H ~|(s40 99Thi
/\]E

The outputnow containghe necessarfPCL startof job, formatsetup,andendof job sequenceseeded
to printona PCL printer.

4.20. GhostScript and the ithp Filter

We saw in previoussectionshow to useGhostScripfor formatcorversion.We will now explore moreof
thefunctionality of GhostScripaindhow it is integratedinto theifhp filter. We will choosea simple
example:providing supportfor printing PostScrippnanHP DeskJe660 color printer.

We startby determiningthe optionsthat GhostScriptvould needto do theformatcorversion.Thegs
-help optionliststhe outputdevicesyour versionof GhostScripsupports:

h4: {213} %gs -help
GNU GhostScript 5.10 (1998-12-17)
Copyright  (C) 1997 Aladdin  Enter-
prises, Menlo Park, CA. All rights reserved.
Usage: gs [switches] [filel.ps file2.ps ]

Most frequently used switches: (you can use # in place of =)

92



Chapter4. Print SpoolingTutorial

-dNOPAUSE no pause after page | -
q ‘quiet’, fewer messages

-g <width >x<height > page size in pixels | -
r<res > pixels/inch resolution

-sDEVICE= <devname> select device | -
dBATCH exit after last file

-sOutputFile= <file > select output file: - for stdout, [command for pipe,
embed %d or %Id for page #
Input  formats: PostScript PostScriptLevell PostScriptLevel2 PDF

Available devices:
x11 x1lalpha x1lcmyk x11lmono sxlcrt ap3250 appledmp bjl0e bj200 bjc600
bjc800 cdeskjet  cdjcolor cdjmono ¢dj500 cdj550 cp50 declj250  deskjet
djet500c  dnj650c epson eps9mid eps9high epsonc ibmpro imagen iwhi iwlo
iwlg jetp3852 laserjet lab0 1a70 la75 la75plus Ibp8 lips3 In03 1250
liet2p liet3  ljet3d lietd  lj4dith lietplus Ip2563 m8510 necp6 0ce9050
okil82 paintjet pj pjetxl pjxI  pjxI300  r4081 sj48 st800 st-
color t4693d2
t4693d4 t4693d8 tek4696 xes dfax-
high dfaxlow faxg3 faxg32d faxg4 tiffcrle
tiffg3 tiffg32d tiffg4 bmpmono bmp16 bmp256 bmpl6ém cgm-
mono cgm8 cgm?24 cif
mgrmono mgrgray2 mgrgray4 mgrgray8 mgr4 mgr8 pcx-
mono pcxgray pcx16 pcx256
pcx24b  psmono pbm pbmraw pgm pgmraw pgnm pgnmraw pnm pnmraw ppm ppmraw
sgirgb  tifflzw tiffpack tiffl12nc tiff24nc bit bitrgb  bitcmyk pngmono
pnggray pnglé png256 pnglém pdfwrite nullpage
Search path:
lusr/share/ghostscript/5.10
/usr/share/ghostscript/fonts
For more information, see /usr/share/ghostscript/5.10/doc/use.txt.
Report bugs to ghost@aladdin.com; use the form in bug-form.txt.

As you cansee thesenamesarenot very intuitive, but the GhostScripprintersupportdocumentatiorat
http://www.cs.wisc.edu/~ghost/printbtml or thedocumentatiorshippedwith the GhostScript
distribution hasmuchmoredetail. We discover from this documentatiorthatthe cd550 driversupportsa
wide rangeof printers:

cdj550
HP DeskJet 550C (3.53)
HP DeskJet 560C (3.53)
HP DeskJet 600 (5.10) black (1bit/pixel) and color (32bit/pixel)
HP DeskJet 660C (3.53)
HP DeskJet 660C (5.10)
HP DeskJet 682C (4.01) Use gamma=0.3
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HP DeskJet 683C (3.33, 4.03)
HP DeskJet 693C (4.03) 24bit/pixel Is this a CMYor a CMYKprinter?
Probably CMYKin which case 32bit/pixel can be used.
HP DeskJet 694C (5.03) Works in color. 690C, 692C, 693C and 694C
are all software variations.
HP DeskJet 695C (5.50) Works in color.
HP DeskJet 850 (3.53) 300dpi CMYK/(32bit/pixel) See also cdj850.
HP DeskJet 870Cse (4.03) (16 or 32 bits/pixel) Use ljetd  de-
vice for B/W.
See also ¢dj850.
HP DeskJet 895Cxi (5.03, 5.50) Does not work with c¢dj850.
HP DeskJet 970 (5.50) Some pages contain small black boxes,
lines or missing characters.
HP OfficeJet 590 (5.50)
Olivetti ip450 (5.50)
Xerox XJ6C (5.50)
May work with other HP Color DeskJet print-
ers that use a CMYKink cartridge.
Any printer that works with this device will proba-
bly work in black and white
with  djet500 and cdjmono.

Createthe/tmp/testgs file with thefollowing contents:

#!/bin/sh

gs_device=cdj550

exec /usr/bin/gs -q -dSAFER -dBATCH -sDEVICE=${gs_device} \
-sOutputFile=-

Runthe following commanddo procesghe/tmp/one.ps  file andview the outputwith atext editor:

h4: {214} % /tnp/testgs </tnp/one.ps >/tnp/out.iny
h4: {215} %vi /tnp/out.ing
A*rbCA[*t300RMN&I2aolEN[*01d2Q....

As you see we have donethe conversioncorrectly We couldevenpassthe GhostScriptevice asa
commandine argument,in anervironmentvariable,or extractit from the nameof theexecutableln
practiceit turnsoutthatmayneedto specifynot only the GhostScriptevicebut alsoa setof resolution
optionsto do corversions.

Theifhp filter’s ghostscript printersupportimplementsa robustversionof this simplecorversion
filter. It usesthegs_device optionto specifythe GhostScriptlevice andgs_options  to specifythe
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andadditionaloptions.It alsousesthe a2psprogramto do text to PostScriptorversionaswell. Modify
thelp printcapasshavn below, anduselpc reread to restartthesener.

Ip:sd=/var/spool/lpd/%P
:force_localhost
lp=/tmpl/Ip
:ifhp=model=ghostscript,gs_device=cdj550
Afilter=/usr/local/libexec/filters/ithp

Printthefile /tmp/one.ps , displaythelpq statusasshown below, andthendisplaythe outputin
ftmp/lp  usingatext editorsuchasvi or emacsthatshows controlcharacters:

h4: {216} %cp /dev/null /tnp/lp
h4: {217} % | pr /tnp/one.ps
h4: {218} %l pq

Filter_status: initial job type 'POSTSCRIPT' at 03:50:38.141
Filter_status: job type ‘raw’, converter "lusr/bin/gs

-dSAFER -dBATCH -q -sDEVICE=cdj550 -sOutputFile=- - ' at 03:50:38.141
Filter_status: started  converter "lusr/bin/gs

-dSAFER -dBATCH -q -sDEVICE=cdj550 -sOutputFile=- - ' at 03:50:38.146
Filter_status: converter  done, output 1251 bytes at 03:50:38.790

h4: {219} %vi /tnp/lp
A*rbC*t300R"N&I2a0lEN*01d2Q....

Next, print thefile /tmp/hi , displaythelpq statusasshavn below, andthendisplaythe outputin
ftmp/lp  usingatext editorsuchasvi or emacsthatshows controlcharacters:

h4: {220} %cp /dev/null /tnp/lp
h4: {221} % | pr /tnp/ hi
h4: {222} %I pq

Filter_status: job type ‘raw’, converter
"lusr/bin/a2ps -q -B -1 -M Letter -borders=no  -o-
| /usr/bin/gs -dSAFER -dBATCH -q
-sDEVICE=cdj550 -sOutputFile=- - ' at 03:52:12.423
Filter_status: started converter
"lusr/bin/a2ps -q -B -1 -M Letter -borders=no  -o-
| /usr/bin/gs -dSAFER -dBATCH -q
-sDEVICE=cdj550 -sOutputFile=- - ' at 03:52:12.426
Filter_status: converter  done, output 183 bytes at 03:52:13.206
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h4: {223} %vi /tnp/lp
A*rbCM*t300RMN&I2a0lEN*01d2Q....

As shavn by thelpq statusabove,thea2psprogramwasinvokedto corvertatext file into PostScript,
whichwasthenrasterizedy GhostScript.

4.21. Printcap Basics

In the previous sectionsve have usedsimpleprintcapentriesto definehow to setup filters andpass
parameterso them.We will now examinethe printcapdatabasé moredetail.

Therearethreewaysthatthe LPRng senerandclient softwaregetstheir configurationinformation.

« Compiletime settingswhich setthe default valuesfor the configuratiorinformation.

« Alpd.conf file thatcontainsvaluesthatoverridethe compiletime defaults. This informationcan
effectthe behavior of thelpd senerandclients.

- Printcapentrieswhich have configurationinformationfor individual print queuesTheinformationin
theprintcapentriesfor thequeueoverridethelpd.conf  andcompiletime defaults.

- Commandine andervironmentvariablevalues.Thesecanbe usedto overrideor selectparticular
configurationinformationor to selectoneof a setof optionsfor use.

Eachprint queueor printerhasa namewhich is usedto look up the printcapinformationfor the printer.
The /etc/printcap file is thedefaultlocationfor the printcapinformation,althoughit canalsobe
obtainedfrom databasseners,or generatedby programs.Seethe Using Programslo GetPrintcap
Informationsectionfor details.

We will usea morecomplex printcapfile to explorehow LPRng getsthe printcapinformation. Putthe
following linesin the/etc/printcap file:

# client entry

Ip:tc=.client
Ip2:tc=.client
.client:

lp=%P @localhost
:force_localhost

Ip:server

:cm=The Main Print Queue
lp=/tmpl/lp
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‘tc=.common

Ip2:server
:.cm=The Second Print Queue
lp=/tmp/ip2
:tc=.common

.common:
:sd=/var/spool/lpd/%P
‘mx=0

Thelpc client commands very usefulto seehow LPRng usesthis printcapinformation:

h4: {224} %l pc client
Config

h4: {225} %l pc client all
Config

:lpd_port=2000
:printcap_path=/var/tmp/LPD/printcap

Names
..client=.client
;.common=.common
Ip=lp
Ip2=Ip2
:main=Ip

All
Ip
Ip2

Printcap  Information

Ipjmain
:force_localhost
Ip=%P@Iocalhost

Ip2
:force_localhost
Ip=%P@Iocalhost

Thelpc client commandshonsthevaluesin thelpc.conf  file; sincewe have notenteredary
valuesin thisfile, we have no entriesprinted.

Thelpc client all commandshownsall of theconfigurationandprintcapinformation,andis the
handiesbnefor systemdehugginganddiagnosticsThe Nameinformationis the namesof the printcap
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entriesthathave beenfoundin the databasandis listedin sortedorder The All areentriesthat
correspondo actualqueuesor printersandarelistedin the orderthatthey appeatin the printcapor
accordingto anorderspecifiedby the systemadministrator(Seetheall  PrintcapEntry for details.)

Queueor printernameanuststartwith analphanumericharacterandcontainonly alphanumerics,
hypheng- ) andunderscore§ ). To avoid known andnastyproblemswith sendingandreceving print
jobsfrom casesensitve andcasensensitve systems|.PRng brutally lowercasesll printcapentry
namesandprinternames.

Theprintcapfile is processedby readingit line by line andcomposingheindividual printcapentries.
Eachentryhasannameandoneor morealiases.The entriesin the printcapassigrnvaluesto options.
Thesecanhave theformat:

option=string value \n with escapes
flag # equivalent to flag=1
flag@ # equivalent to flag=0

option#value # equivalent to option=value

An optionwill havethelastvaluethatoccursin the printcapentry.

Ourexampleshavstheuseof thetc (termcapnclude)facility. The:tc valueis alist of printcapentries
thatshouldbe prefixedto the start of the printcapentryin which it appearsThis allows optionsto be set
in the printcapentrywhich will overridethevaluesin the:tc includedentry. For corveniencethe
optionsaredisplayedn sortedordet

TheLPRng clientsandlpd senermayrequirea differentsetof optionsfor the samespoolqueue.The
clientsrequireoptionswhosevaluestell the clientshow the contactthelpd senerandtransfera print job
or querytoit. Thelpd senerneedsptionsthattell it how to eitherprint ajob or forwardit to another
Ipd sener. The:client  or:server optionmarksa printcapentryasfor clientor Ipd seneruseonly;
unmarledentriesareusedby bothsenerandclient. Thelpc client commandshavstheprintcap
informationthatthe LPRng clientswould use.For example,hereis whatthelpd senerwould use:

h4: {226} % | pc server all
Config

:lpd_port=2000
‘printcap_path=/var/tmp/LPD/printcap

Names
..client=.client
;.common=.common
Ip=Ip
:Ip2=Ip2
‘main=Ip
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All
Ip
:Ip2

Printcap  Information

Ipjmain

:cm=The Main Print Queue
:force_localhost

lp=tmp/lp

:mx=0

:sd=/var/spool/lpd/%P

server

Ip2

:cm=The Second Print Queue
:force_localhost

lp=tmp/Ip2

:mx=0

:sd=/var/spool/lpd/%P

server

Whenwe selecttheserver printcapinformation,we seethatthe:sd optionhasbeenaddedandthe
Ip replacedwith new values.

We canusethe:oh (on thishost)optionto mark printcapentriesfor useby a selectedsetof hosts.For
example:

Ip:0h=10.0.0.0/255.255.255.0,*.privat e,!10. 0.0.10
lp=%P@10.0.0.10

The:oh optiontakesalist of IP addresseandmasksor glob patternsandappliestheseto the IP
addresseer list of Fully QualifiedDomainNamesfor the currenthost.If thereis afor atleastonelP
addres®r patternin thelist matchthenthe entryis used.An exclamationmark(! ) invertsthe senseof
thematch,andtheentryis usedif the matchfails.

Finally, we canusethewildcard  facility to causea default printcapentryto beused:
Ip|*:cm=Wildcard Alias - %P=lp, %Q=wanted
Ip=%P@10.0.0.10

*:cm=Wildcard Name- %P=wanted, %Q=wanted
p=%P@10.0.0.10

The LPRng softwarefirst searcheshe printcapinformationfor anexactmatch.If noneis foundthenit
searchesor thefirst wildcard entrythatmatcheghe printername.If thewildcardis usedasanalias,
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thentheprintcapentryis simply selectedor use,with the printernameandqueuenameselectedas
shavn above. We canalsousepartialmatchingaswell:

Ipllp_*
:Ip=%P@10.0.0.10

qtlqt_*
:Ip=%P@10.0.0.12

In the exampleabove thefirst entrymatchedp andall printernamesstartingwith Ip_ , while the second
entrymatchesyt andall printernamesstartingwith gt_ . This canbe usefulwhensettingup a family of
spoolqueuesasdiscussedn latersections.

4.22. Printcap Information From Programs and
Databases

Theremary administratorstoresysteminformationon a databassenerandhaving programsor
utilities gettheir configurationinformationfrom this sener. The useof thedatabaseallows easiersystem
administratiorandalsocentralizeghe administration Ratherthanbuild in the varioustypesof database
accessthe LPRngsoftwareallows the useof programso obtainprintcapinformation. This notonly
allows ary typeof databas¢o be used but alsoremovesary legal or licenserestrictionsonthe
redistrikution of theactualsoftware.

We will usevery simpleexampleto shov how you canusea programto getprintcapinformation. First,
you mustconfigurethe LPRng softwareto usea programto getthefilter information. Thisis doneby
settinga valuein thelpc.conf  file (usually/etc/Ipd.conf or /usr/local/etc/Ipd.conf ). Copy
yourlpd.conf file to Ipd.conf.bak andthenaddthefollowing line to theendof thefile:

printcap_path=|/tmp/getpc
h4: {227} %cd /etc

h4: {228} %cp | pd. conf | pd.conf. bak
h4: {229} % echo 'printcap_path=|/tnp/getpc’ >>Ipd.conf

Next, editthe/tmp/getpc  file andsetits valuesasshawvn below.

set /tmp/getpc:

#!/bin/sh
# /tmplgetpc
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echo PROG$0 "$@" >>/tmpl/trace
cat >>/tmpl/trace

cat <<EOF

Ip:Ip=test@host

EOF

exit O

h4: {230} % chnod 755 /tnp/ getpc

h4: {231} % echo testing | /tnp/getpc -aoption
Ip:Ip=test@host

h4: {232} % cat /tnp/trace

PROG/tmp/getpc -aoption

testing

After you have testedthe getpcscript,usethelpc client  all command:

h4: {233} % lpc client all
Config
:lockfile=/varitmp/LPD/Ipd
:lpd_port=2000
:printcap_path=|/tmp/getpc

Names
Ip=lp

All
p

Printcap  Information

Ip

Ip=test@host

h4: {234} %cat /tnp/trace

h4: {235} %cat /tnp/trace

PROG/tmp/getpc -Pall  -aacct -166 -sstatus \

-t2000-05-05-08:40:51.000 -w80 -x0 -y0O acct
all
PROG/tmp/getpc -Pall  -aacct -166 -sstatus \
-t2000-05-05-08:40:51.000 -w80 -x0 -yO acct

*

As seenfrom the/tmp/trace  file, thegetpc programis invokedwith the standardilter parameters.
The-P commandine literal is setto the nameof the printcapentry andthe nameof the entryis written
to thefilter’s STDIN. If theentryis notfound,thenthewildcardprintcapentrywill berequestedThe-P
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literal is not setto *, asthis hasthe possibility of openinga securityloopholewhena shellscriptparses
thefilter'scommandine options.

Yourestoretheoriginallpd.conf  file to restorethe systemto normaloperation.

h4: {236} %cd /etc
h4: {237} %cp | pd. conf. bak | pd. conf

Whenusingthe programmethodto returninformation,specialconsideratiorshouldbe givento theall
requestlf thereis notanexplicit all  entry, thenthe programshouldtake appropriatestepsto enumerate
thevaluesin thedatabasegr reportthatthereis amissingall  entryto theappropriateadministratve
authority

4.23. Store and Forwar d Spool Queues

Up to now we have assumedhatassociateavith eachspoolqueues a hardwareprinting device. Whena
job is sentto thespoolqueuethelpd senerwill take actionsto filter it andthensendit to the printing
device.

However, we canalsohave store andforward spoolqueuesThesequeueactto simply buffer jobsand
thenforwardthemto anotherspooler Thefollowing printcapentry shovs how you canspecifya store
andforwardqueue.

# store and forward using classical BSD :rm:rp
Ip:rp=pr:rm=host

:sd=/var/spool/lpd/%P

:server
# store and forward using LPRng Ip=pr@host
Ip:Ip=pr@host

:sd=/var/spool/lpd/%P

:server

Thelegagy :rp  (remoteprinter)and:rm (remotehost)formatcanbeusedto specifythe print queueand
destinatiorhostfor jobssentto this queue.TheLPRNg :Ip=pr@host  formatsenesthe samefunction,
andhasprecedenceverthe:rm:rp  form.

Edit the printcapfile soit hascontentdndicatedbelow, usecheckpc -f to checktheprintcap,andthen
uselpc reread torestartthelpd sener.

Ip:force_localhost
Ip:server
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:sd=/var/spool/lpd/%P
Ip=Ip2@localhost
Ip2:force_localhost
Ip2:server
:sd=/var/spool/lpd/%P
lp=/tmp/ip2

Executethefollowing commanddo printthe/tmp/hi  file andobsenetheresults:

trol
ing
ing
ing

fer

h4: {238} % | pr /tnp/hi
ha: {239} % lpq -111
Printer: Ip@h4 (dest Ip2@localhost)

Queue: no printable jobs in queue

Status:  sending con-

file  'cfA029h4.private’ to Ip2@localhost at 09:39:57.719
Status:  completed send-

'cfA029h4.private’ to Ip2@Ilocalhost at 09:39:57.724

Status:  send-

data file  'dfA029h4.private’ to Ip2@localhost at 09:39:57.727
Status:  completed send-

'dfA029h4.private’ to Ip2@Ilocalhost at 09:39:57.925

Status:  done job ’papowell@h4+29’ trans-

to Ip2@localhost at 09:39:57.926

Status:  subserver pid 29031 exit status 'JSUCC’' at 09:39:57.953
Status:  Ip@h4.private: job ’papowell@h4+29’ printed at 09:39:57.961
Status:  job ’papowell@h4+29’ removed at 09:39:57.993

Printer: Ip2@h4

Queue: no printable jobs in queue
Status: no banner at 09:39:58.054
Status:  printing data file  'dfA029h4.private’, size 3 at 09:39:58.054

Status:  printing done ’papowell@h4+29’ at 09:39:58.054

Status:  accounting at end at 09:39:58.054

Status:  finished ‘papowell@h4+29’, status 'JSUCC’ at 09:39:58.054
Status:  subserver pid 29033 exit status 'JSUCC’' at 09:39:58.056
Status:  Ip2@h4.private: job ’papowell@h4+29’ printed at 09:39:58.056
Status:  job ’papowell@h4+29’ removed at 09:39:58.069

As we seefrom the statuspur job wassentto thelp spoolqueudfirst. It wasstorethereandthenthelpd
senertransferredt to thelp2 spoolqueuewhereit wasprintedto thefile /tmp/ip2
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4.24. Modifying Jobs In Transit - Bounce Queues

Oneof themajorproblemswith storeandforwardoperationis thatthe destinatiorspoolqueuemay not
actuallybea spoolqueue- it canbeaprinter. Many network printersprovide anRFC1179%compatible
network interfaceandact, for job forwardingpurposeslik e a hostrunningalimited capabilityBSD print
spooler

Unfortunately thesenetwork printersdo not supportfilters, andjobs mustbe carefully tailoredto meet
theirlimited requirementsDo do this we needto apply afilter to modify thejob in transit,andthen
forwardthemodifiedjob. Traditionally, this is doneby usingthelpd_bounce flag, which causedpd to
procesghejob usingthefiltersin the printcapentry, andconcatenatingull filter outputto a singlefile.
This singlefile is thenforwardedto the destination.Thereasorfor thesinglefile is thatin filtering the
job multiple copiesof files maybe made andthe numberof print files may exceedvarioussystemlimits.

Edit the printcapand/tmp/testf files sothey have the contentsandicatedbelow, give /tmp/testf
executablepermissionsusecheckpc  -f to checktheprintcap,andthenuselpc reread to restartthe
Ipd sener.

# set [tmp/testf to contain the following
# and chmod 755 /tmp/testf

#!/bin/sh

echo TESTF $0 $@

/bin/cat

exit O

# printcap
Ip:force_localhost
Ip:server
:sd=/var/spool/lpd/%P
Ip=Ip2@localhost
:lpd_bounce
filter=/tmp/testf
Ip2:force_localhost
Ip2:server
:sd=/var/spool/lpd/%P
lp=/tmp/ip2

Executethefollowing commanddo printthe /tmp/hi  file andobsenetheresults:

h4: {240} % | pr /tnp/hi

h4: {241} %lpqg -1111

h4: {242} %lpqg -1111

Printer: Ip@h4 (dest Ip2@localhost)
Queue: no printable jobs in queue
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Status: no banner at 09:55:53.681

Status:  printing data file  'dfAO86h4.private’, size 3, IF fil-
‘testf’ at 09:55:53.683

Status: IF filter finished at 09:55:53.713

Status:  printing done ’papowell@h4+86’ at 09:55:53.714

Status:  sending job ’papowell@h4+86’ to Ip2@Ilocalhost at 09:55:53.734
Status:  connecting  to ’localhost’, attempt 1 at 09:55:53.735

Status:  connected to ’localhost’ at 09:55:53.739

Status:  requesting printer Ip2@localhost at 09:55:53.740

Status:  sending con-

file  'cfA086h4.private’ to Ip2@localhost at 09:55:53.752

Status:  completed send-

'cfA086h4.private’ to Ip2@Ilocalhost at 09:55:53.757

Status:  send-

data file  'dfAO86h4.private’ to Ip2@localhost at 09:55:53.758

Status:  completed send-

'dfA086h4.private’ to Ip2@localhost at 09:55:53.939

Status:  done job ’papowell@h4+86’ trans-

to Ip2@localhost at 09:55:53.940

Status:  subserver pid 29088 exit status 'JSUCC’' at 09:55:53.980
Status:  Ip@h4.private: job  ’papowell@h4+86’ printed at 09:55:53.983
Status:  job ’papowell@h4+86’ removed at 09:55:53.998

Printer: Ip2@h4

Queue: no printable jobs in queue

Status:  subserver pid 29092 starting at 09:55:54.005

Status:  accounting at start at 09:55:54.005

Status:  opening device ’/tmp/Ip2’ at 09:55:54.005

Status:  printing job ’papowell@h4+86’ at 09:55:54.005

Status: no banner at 09:55:54.006

Status:  printing data file  'dfA086h4.private’, size 298 at 09:55:54.006
Status:  printing done ’papowell@h4+86’ at 09:55:54.006

Status:  accounting at end at 09:55:54.006

Status:  finished ‘papowell@h4+86’, status 'JSUCC' at 09:55:54.006
Status:  subserver pid 29092 exit status 'JSUCC’' at 09:55:54.008
Status:  Ip2@h4.private: job  ’papowell@h4+86’ printed at 09:55:54.008
Status:  job ’papowell@h4+86’ removed at 09:55:54.020

We have displayeda bit morestatusinformationsothatwe canseewhattheactionsthelp queues
doing. It first printsthejob to atemporaryfile, usingthetestffilter. Thenit sendshe contentsof the
temporaryfile tothelp2 queue.Thelp2 queuerecevesthecorvertedjob andthenprintsit to the

Itmp/Ip2

file in turn.

Whenabouncequeueprocessesa job, asinglefile is producedandthe controlfile for thejob is modified
to have a singledatafile with thebq_format  (defaultf ) literal format. This is very usefulif you are
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trying to usethelpr -K (print copies)optionandaretrying to sendjobsto a systemthatdoesnot
handleit properly

4.25. Banner Printing and the OF filter

Banneror headeipagescanbe printedat the beginning,end,or bothatthebeginningor end. The
following flagscontrolhow andwherebannersareprinted. Theseflagsarelistedin orderof precedence.

:sh
Suppressall bannemprinting or headepages.This preventsary bannergrom beinggeneratedby
thelpd print spoolerandif presenin a clientprintcapentry, will causdpr notto putany banner
printing informationin the controlfile. Evenif this flagis not presentthenLPRng will notprinta
bannemunlessa bannerprinting programis specifiedwith the:bp, :bs , :be , or:sb option.

:ab
Printabanneror headepage evenif theuserhasnotrequesteadne.The:sh optionhas
precedenceverthe:ab option.

:hl
Thebannenheader)s atthe end(lastpage)of thejob.

‘bs=/... and:be=/... and
The:bs and:be optionsspecifythatabanneipageis to be generatedtthe startandendof thejob
respectiely, usingindicatedfilter program.If the:hl flag hasbeenset,only the:be will beused.

bp= ...
If thereisno:bs or:be valuewhenprinting a banneratthe startor endof thejob respectiely,
thenusetheindicatedfilter programto generateabanner

:'sb and:bl=....
If thereis no programspecifiedto generateéhebannerandthe:sb flagis set,sendthe:bl (banner
line) stringto the printer.

:of=filter

A filter usedto processhannersandothernon-jobfile information.
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:suspend_of_filter

Controlswhetherthe:of filter is suspendedr hasits inputterminated.

Thepclbanner, psbanner, andlpbanner programsarepartof the LPRng distribution andareusually
installedin thesamelocationasthe LPRng supportedilters. They producea PCL, PostScriptpr text
bannerespectiely.

The OFfilter (:of=/path ) is usedto procesdannepagesandto do arny necessargetupto initialize the
printerto handlebannempages Thisfilter hasthe following unusuabehaior:

- It mustbeexplicitly specifiedn the printcapfile. It is not run by default.

If specifiedjt is startedat the beginning of job printing andstayspresenthroughoutheentirejob
printing session.

- Whenprinting individualfiles, the:of filter is senta specialsuspendourself two charactestring,
\031\001 . Thiswill causehe:of filter to senditself a SIGSUSHsuspendsignal.

- The:of filterisrestartedvhenary informationnot partof a print job file, suchastheinitialization
string(:ld option),terminationstring(:ld  option),or form feedsat start(:fo ), end(:fq ), and
betweerjob files (:ff_separator ), andwhenbannersaregeneratedby the:bp , :bs , :be , or:sh
optionandneedto besentto the printer.

This ratherbaroquébehaior is mostly historicalin origin, andis very muchembeddedn the existing
documentatiomndmethodologie®f the BSD print spoolingsystem.Originally, whena printer port was
openeda specialdevice initialization stringwassentby the printer port device driver; this usually
resultedin anextra pageof paperbeingejectedby the printer. By openingthe device onceandthen
keepingit open,theprint spoolerwould avoid thewastedpaper Thereasorfor suspendinghe:of filter
wassimply to save the overheadf creatinganextra processes.

Unfortunatelythe:of filter suspensiotehaior is now a problemratherthanabenefit. For example,
for mary devicesto finish printing a pagecorrectlythefilter mustbe closedin orderfor it to flush buffers
andfor the low level driversto properlyfinish. In orderto provide this functionality, the
suspend_of_filter@ flagcanbeused.Thiswill causethelpd senerto closethe:of filtersinput,
ratherthansendingt the suspendstring,andto restartanew :of filter processvhennecessary

Filter s and Ipr or Client Side Processing

We have shovn how thelpd print spoolercanuseafilter programto do formatcornversion.Most of the
time userswantthe print spoolerto controlthe corversionprocessasit will dothejob corversionin the
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backgroundandallow theuserto proceedwith othertasks.However, it is possibleto requesthatthelpr
applicationprocessnput jobswith a print filter andsendthe processedutputto thelpd print spooler

Thelpr -X optionis usedto specifyafilter to be usedto procesdiles. Thisfilter is invokedoncefor each
inputfile, with the sameoptionsandernvironmentvariablesaswould be usedby thelpd print spooler
We will useasimpleexampleto shon how this capabilitycouldbe usedin practice.Createthe

ftmp/pass file with thefollowing contentsandgive it executablepermissionasshovn below:

#1/bin/sh
# Itmpl/pass file
echo LEADER

cat
echo TRAILER
exit O

h4: {243} % chnod a+x /tnp/pass

Edit the printcapfile soit hascontentdndicatedbelow, usecheckpc -f to checktheprintcap,andthen
uselpc reread torestartthelpd sener.

Ip:force_localhost

Ip:server
:sd=/var/spool/lpd/%P
lp=/tmpl/Ip

Executethefollowing commanddo printthe/tmp/hi  file andobsenetheresults:

h4: {244} %l pc stop Ip

Printer: Ip@h4

Ip@h4.private: stopped

Printer: Ip2@h4

Ip2@h4.private: stopped

h4: {245} % | pr -X /tnp/pass /tnp/hi
h4: {246} %lpg -a

Printer: Ip@h4  (printing disabled)
Queue: 1 printable job

Server:  no server active

Rank Owner/ID Class Job Files Size Time
1 papowell@h4+659 A 659 /tmp/hi 27 08:04:03
h4: {247} % cat /var/spool /Il pd/lp/*

LEADER

hi

TRAILER
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As we seefrom theexample,our filter hasprocessedheinput file andaddedthe LEADERand TRAILER
strings.In practice the actualprocessingf theinputjob would befar moreelaborateandmaydo such
thingsasincorporatefiles or othermaterialavailableonly onthelocal system.

4.27. Moving Jobs From Queue to Queue and

Redirecting Queues

Thelpc move commands usedto move jobsin onequeueto anotherqueueon anindividual basis,
while thelpc redirect commandedirectsall incomingjobsto anew queue.Edit the printcapfile so
it hascontentdndicatedbelow, usecheckpc -f to checktheprintcap,andthenuselpc reread to

restartthelpd sener.

Ip:force_localhost
Ip:server
:sd=/var/spool/lpd/%P
Ip=Ip2@localhost
Ip2:force_localhost
Ip2:server
:sd=/var/spool/lpd/%P
lp=/tmp/ip2

Executethefollowing commandsgo print the /tmp/hi

h4: {248} %l pc stop Ip | p2

Printer: Ip@h4

Ip@h4.private: stopped

Printer: Ip2@h4

Ip2@h4.private: stopped

h4: {249} % | pr /tnp/hi

h4: {250} % lpg -a

Printer: Ip@h4 (printing disabled)
Queue: 1 printable job

Server:  no server active

Rank Owner/ID Class Job Files
1 papow-
ell@h4+659 A 659 /tmp/hi
Printer: Ip2@h4  (printing disabled)
Queue: no printable jobs in queue

h4: {251} % | pc nove | p papowel | |p2
Printer: Ip@h4

file andobsenetheresults:

Size Time

3 08:04:03
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Ip:  selected ’papowell@h4+659’
Ip@h4.private: move done
h4: {252} %lpg -a
Printer: Ip@h4  (printing disabled)
Queue: no printable jobs in queue
Status:  job ’papowell@h4+659’ removed at 08:19:24.962
Printer: Ip2@h4  (printing disabled)
Queue: 1 printable job
Server:  no server active
Rank Owner/ID Class Job Files Size Time
1 papow-
ell@h4+659 A 659 /tmp/hi 3 08:19:24

We first stopthe queuesothatthejobswill remainin them.Wethenusethelpc move fromqueue
id toqueue commando selectajob in thefromqueueandmoveit to thetoqueue A list of job
numbersjob IDs, or glob patterngo matchjob IDs canbe usedto selectthejob.

Thelpc redirect fromqueue toqueue will causeall incomingjobsto beredirectedo the
specifiedqueue.You canexecutethefollowing commandsndobsene theresults.

h4: {253} % lpc redirect Ip | p2

Printer: Ip@h4

forwarding to ’lp2’

Ip@h4.private: redirected

h4: {254} %lpg -a

Printer: Ip@h4  (printing disabled) (redirect Ip2)

Queue: no printable jobs in queue
Printer: Ip2@h4  (printing disabled)
Queue: no printable jobs in queue

h4: {255} % | pr /tnp/hi
h4: {256} % lpg -a
Printer: Ip@h4  (printing disabled) (redirect Ip2)
Queue: no printable jobs in queue
Status:  job ’papowell@h4+935’ removed at 09:08:21.410
Printer: Ip2@h4  (printing disabled)
Queue: 1 printable job
Server: no server active
Rank Owner/ID Class Job Files Size Time
1 papow-
ell@h4+935 A 935 /tmp/hi 3 09:08:21

To turnredirectionoff, uselpc  redirect queue off asshown in theexamplebelow:

h4: {257} %l pc redirect | p off
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Printer: Ip@h4

forwarding off

h4: {258} %l pq

Printer: Ip@h4  (printing disabled)

Queue: no printable jobs in queue

Status:  job ’papowell@h4+935’ removed at 09:08:21.410

4.28. Print Job Classes, User Requested Job Priority ,
and Form Suppor t

TheLPRng softwareallows usersto assigna classnameto print jobsusingthelpr  -Cname option.
This causeshelpr commando puttheline Cnamein the controlfile. By default, the (uppercasedfirst
letter of the classnameis usedto assigna userrequestegbriority to thejob, with A beingthe default
lowestpriority andz beingthe highest.

Theignore_requested_user_priority printcapoptioncanbeusedto ignorethe userrequested
priority andjobswill beprintedin the normalfirst-in first-outorder

LPRng alsomakesuseof the classinformationto do form supportandrestrictprinting to a specificset
of classesBy defaultthe job classinformationis ignored,butthelpc class commancdcanbeusedto
specifyoneor moreclassegactuallyglob patterns}o beprinted. This facility canbe usedto do support
printing of jobsthatrequirea specificform setup.Hereis a simpleexampleof how to usethis facility.

Edit the printcapfile soit hascontentdndicatedbelow, usecheckpc -f to checktheprintcap,andthen
uselpc reread torestartthelpd sener.

Ip:force_localhost
Ip:server
:sd=/var/spool/lpd/%P
Ip=Ip2@localhost
Ip2:force_localhost
Ip2:server
:sd=/var/spool/lpd/%P
lp=/tmp/ip2

Executethefollowing commandso printthe/tmp/hi  file andobseretheresults:

h4: {259} % lpc class Ip red
Printer: Ip@h4
classes printed ’'red’
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Ip@h4.private: class updated

h4a: {260} % pq

Printer: Ip@h4 (classes red)
Queue: no printable jobs in queue
h4: {261} % | pr /tnp/hi

h4: {262} %Il pq

Printer: Ip@h4 (classes  red)
Queue: no printable jobs in queue
Holding: 1 held jobs in queue
Server: no server active

Rank Owner/ID Class Job Files Size Time
holdclass papow-
ell@h4+82 A 82 /tmp/hi 3 09:29:52

h4: {263} % | pr -Cred /tnp/hi

h4: {264} %I pq

Printer: Ip@h4 (classes red)

Queue: no printable jobs in queue

Holding: 1 held jobs in queue

Server: no server active

Status:  job ’papowell@h4+89’ removed at 09:30:13.569

Rank Owner/ID Class Job Files Size Time
holdclass papow-
ell@h4+82 A 82 /tmp/hi 3 09:29:52

As seenin theexample,we setthe queueclassto red , andthensenta (default) classA job to the printer.
It wasnot printed,andis listedwith holdclass  status.We sentanotherjob which wasimmediately
printed.

We canchangehe print queueclassat ary time, andthennew classwill thencontrolwhatjobsare
printed. To disablethe classselectionusethelpc class queue off command.

h4: {265} % | pc class Ip off
Printer: Ip@h4

all classes printed
Ip@h4.private: class updated

4.29. Holding and Releasing Jobs

The LPRng softwarehasa wide rangeof facilitiesto hold or temporarilypreventjobsfrom printing.
Jobscanbeindividually heldor all jobs submittedto a queuecanbe helduntil releasedy anoperator
Someadministratoraisetheholdall ~ facility anda cron scriptto causgobsto be printedat specific
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times.Thelpc holdall commandcausesll jobssubmittedto aqueueto be helduntil releasedvith
thelpc release commandThelpc noholdall commandlisablegheholdall operation.

Edit the printcapfile soit hascontentdndicatedbelow, usecheckpc -f to checktheprintcap,andthen
uselpc reread torestartthelpd sener.

Ip:force_localhost
Ip:server
:sd=/var/spool/lpd/%P
Ip=Ip2@Ilocalhost
Ip2:force_localhost
Ip2:server
:sd=/var/spool/lpd/%P
lp=/tmp/ip2

Executethefollowing commanddo printthe/tmp/hi  file andobsenetheresults:

h4: {266} % | pc holdall Ip

Printer: Ip@h4

Ip@h4.private: holdall on

h4: {267} %Il pq

Printer: Ip@h4 (holdall)

Queue: no printable jobs in queue
h4: {268} % | pr /tnp/hi

h4a: {269} % pq

Printer: Ip@h4 (holdall)

Queue: no printable jobs in queue
Holding: 1 held jobs in queue
Server: no server active

Rank Owner/ID Class Job Files Size Time
hold papow-
ell@h4+213 A 213 /tmp/hi 3 09:45:05

h4: {270} % | pc release I p 213

Printer: Ip@h4

Ip:  selected ’papowell@h4+213’

Ip@h4.private: started

h4: {271} % pq

Printer: Ip@h4 (holdall)

Queue: no printable jobs in queue

Status:  job ’papowell@h4+213' removed at 09:45:22.570
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Thelpc holdall commanccausesll jobsto beheld. We spoolajob, andthenusethelpc release
commando releasdgheselectedob. We disabletheholdall  operationusingthelpc noholdall
command.

h4: {272} % | pc noholdall Ip
Printer: Ip@h4
Ip@h4.private: holdall off

You canalsousethelpc hold commando selectindividualjobsin aspoolqueueto be held. This
commands usefulif thereis a setof jobswhich requirespecialhandlingor printing atalaterdate.The
following exampleshavs how this commands used.We usethelpc  stop andlpc start commands
to simulatethe normaldelaysin print spoolingoperations.

h4: {273} %l pc stop Ip

Printer: Ip@h4

Ip@h4.private: stopped

h4: {274} % pq

Printer: Ip@h4 (printing disabled)
Queue: no printable jobs in queue
Status:  job ’papowell@h4+495’ removed at 10:10:50.629
h4: {275} % | pr /tnp/hi

h4: {276} % | pr /tnp/ hi

h4: {277} % | pq

Printer: Ip@h4  (printing disabled)
Queue: 2 printable jobs

Server:  no server active

Rank Owner/ID Class Job Files Size Time
1 papow-

ell@h4+459 A 459 /tmp/hi 3 10:40:32
2 papow-

ell@h4+461 A 461 /tmp/hi 3 10:40:34

h4: {278} % | pc hold I p 459
Printer: Ip@h4
Ip:  selected ’papowell@h4+459’
Ip@h4.private: updated
h4: {279} %I pq
Printer: Ip@h4 (printing disabled)
Queue: 1 printable job
Holding: 1 held jobs in queue
Server:  no server active
Rank Owner/ID Class Job Files Size Time
1 papow-
ell@h4+461 A 461 /tmp/hi 3 10:40:34
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hold papow-
ell@h4+459 A 459 /tmp/hi 3 10:40:32

In the next examplewe show how to usethelpc  hold commando selectandhold anindividualjob.
Thenwe startthe queueandseewhathappens:

h4: {280} % | pc start
Printer: Ip@h4
Ip@h4.private: started
h4: {281} %Il pq
Printer: Ip@h4
Queue: no printable jobs in queue
Holding: 1 held jobs in queue
Server:  no server active
Status:  job ’papowell@h4+461’ removed at 10:41:24.873
Rank Owner/ID Class Job Files
hold papow-
ell@h4+459 A 459 /tmp/hi 3 10:40:32
h4: {282} %l pc release | p 459
Printer: Ip@h4
Ip:  selected ’papowell@h4+459’
Ip@h4.private: started
h4a: {283} %1 pq
Printer: Ip@h4
Queue: no printable jobs in queue
Status:  job ’papowell@h4+459’ removed at 10:41:39.457

Size Time

As we see theheldjob is not printeduntil we releaset, andthenis processediormally.

Theprintcap:ah (autohold)optionhasthe sameeffectasthelpc holdall commandout its actions
cannotbedisabledby thelpc noholdall command.

4.30. Load Balance Queues and Printer Pools

A LoadBalanceQueueprovidesa way to usemultiple printersfor a singleprint queue.All jobsare
normally sentto themainor loadbalancequeuewhich thendispatcheshejobsto serverqueuesor
printersthatdo the actualprinting asthey becomeavailable.You canalsosendjobsto theindividual
sener printersif they have specialprocessingr setupgequiredfor aparticularjob. Becausall of the
sener printersaresharedoy theloadbalancequeuethey aresaidto bein a printer pool.
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Edit the printcapfile soit have the contentdndicatedbelow, createthe/tmp/lp2  and/tmp/lp3  files
with 0777 permissionsyusecheckpc -f to checktheprintcap,andthenuselpc reread torestarthe
Ipd sener.

# printcap
Ip:force_localhost
Ip:server
:sd=/var/spool/lpd/%P
:sv=Ip2,Ip3
Ip2:force_localhost
Ip2:server
:ss=lp
:sd=/var/spool/lpd/%P
lp=/tmpl/ip2
Ip3:force_localhost
Ip3:server
:ss=lp
:sd=/var/spool/lpd/%P
lp=/tmp/Ip2

The:sv=...  optionflagsthequeueasaloadbalancequeueandlists the queueghatareusedfor load
balancing.The:ss=...  optionflagsthe queueasasenerfor aloadbalancequeueandspecifieghe
nameof theloadbalancequeue Whenajob is sentto theload balancequeuethe lpd senerchecksto
seewhich sener queuesreavailableandthenthefirst oneto becomeavailable.

Executethefollowing commanddo printthe/tmp/hi  file andobsenetheresults:

h4: {284} %I pq

Printer: Ip@h4 (subservers Ip2, Ip3)

Queue: no printable jobs in queue

Status:  job ’papowell@h4+42’ removed at 07:29:57.924
Server Printer: Ip2@h4  (serving Ip)

Queue: no printable jobs in queue
Server Printer: Ip3@h4  (serving Ip)
Queue: no printable jobs in queue

h4: {285} % | pr /tnp/hi
ha: {286} % pq
Printer: Ip@h4 (subservers Ip2, Ip3)
Queue: 1 printable job
Server. pid 4063 active
Status:  waiting  for subserver to finish at 07:31:08.074
Rank Owner/ID Class Job Files Size Time
1 papow-
ell@h4+62 A 62 /tmp/hi 3 07:31:07
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Server  Printer: Ip2@h4  (serving Ip)

Queue: no printable jobs in queue

Server Printer: Ip3@h4  (serving Ip)

Queue: no printable jobs in queue

h4: {287} %l pq

Printer: Ip@h4 (subservers Ip2, 1Ip3)

Queue: no printable jobs in queue

Status: no more jobs to process in load balance queue at
Server Printer: Ip2@h4  (serving Ip)

Queue: no printable jobs in queue

Server Printer: Ip3@h4  (serving Ip)

Queue: no printable jobs in queue

Status:  job ’papowell@h4+62’ removed at 07:31:10.311

Thefirst Ipg commandshowvs how the statusis displayedfor aloadbalancequeue- the queueandits

07:31:12.317

sener queuesreshovn aswell. Next, we uselpr to printajob (job id papowell@h4+62 ). We thenuse
acoupleof Ipg commanddgo seehow thejob is first sentto thelp queuewhich thenforwardsit to the
Ip3 queuewhichthenprocesseg andremovesit. (For purpose®f demonstrationve have artificially

slowed down the operationof theload balancequeuesothatthejobswill remainin the queuefor
sufficienttime for usto displaytheir status.)We cansendanotherjob to theload balancequeue:

h4: {288} % | pr /tnp/hi

h4: {289} %l pq

Printer: Ip@h4 (subservers Ip2, Ip3)

Queue: no printable jobs in queue

Status: no more jobs to process in load balance queue at
Server Printer: Ip2@h4  (serving Ip)

Queue: no printable jobs in queue

Status:  job ’papowell@h4+89’ removed at 07:37:15.936
Server  Printer: Ip3@h4  (serving Ip)

Queue: no printable jobs in queue

Status:  job ’papowell@h4+81’ removed at 07:36:40.116

Thistime we seethatthejob wasputin Ip2 . Thenormalloadbalancequeueoperatioris to usethe

senerqueuesn roundrobinordet

While this simpleconfigurationis suitablefor alarge numberof configurationstherearesituations

07:37:17.953

wheresener queuemustbe choserdynamically For example,if thesener queuesareactually
transferringobsto remoteclientsthenassoonasthejob is sentto theremoteclientthe queueappears
emptyandavailablefor use.To correctlycheckto seeif thequeueis available,the statusof theremote

gueueor destinatiorof the sener queuemustbe checled.
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To handlethis situation,a:chooser  programor filter canbe used.Whentheloadbalancegueueis
trying to decidewhereto sendajob, it first checksthe sener queuedo seeif they areenabledor
printing. If a:chooser programis specifiedn theloadbalancequeueprintcapentry, thenit is started
with the normalfilter optionsandernvironmentvariables supplementedsdiscussedbelon. The
:chooser programwill readallist of candidatequeuedrom its STDIN, write thechoseroneto its
STDOUT,andthenexit. Thelpd senercheckshe:chooser exit code- if it is zero(successfuljhen
thechosermueueis usedotherwisethe exit codeis usedfor theresultvalueof processindghejob. This
allows the chooseiprocesdo notonly controlthe destinatiorof thejob but alsoto hold, remove, or abort
thejob handlingprocesslf the:chooser doesnotspecifya queuethenthejob is skippedandanother
jobis chosen.

Onesideeffect of the usinga chooserprogramis thatwhile therearejobsthatcanbe processedh the
gueuethelpd senerneeddo periodicallycheckto seeif a senerqueuehasbecomeavailable.If it did
this continuallythena very high load would be put on the system.Instead the chooser_interval
optionspecifiesa maximumtime in secondgdefault 10 secondspetweerthetimesthatthelpd sener
checksto seeif thereis anavailablesener.

Edit the printcapfile soit have the contentdndicatedbelow, createthe/tmp/lp2  and/tmp/lp3  files
with 0777 permissionsThencreatethe/tmp/chooser.script with the contentdndicatedbelow, and
giveit 0755 (executablepermissionsMake surethatthe pathto thehead programusedin
chooser.script is correct.Usecheckpc -f tochecktheprintcap,andthenuselpc reread to
restartthelpd sener.

# printcap
Ip:force_localhost
Ip:server
:sd=/var/spool/lpd/%P
:sv=Ip2,Ip3
:chooser=/tmp/chooser.script
Ip2:force_localhost
Ip2:server
:ss=lp
:sd=/var/spool/lpd/%P
lp=/tmp/Ip2
Ip3:force_localhost
Ip3:server
:ss=lp
:sd=/var/spool/lpd/%P
lp=/tmp/ip2

# /tmp/chooser.script

#!/bin/sh
echo CHOOSERB0 $@ >>/tmp/chooser
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set >>/tmp/chooser
/usr/bin/head -1
exit O

Now runthefollowing commands:

h4: {290} % | pr /tnp/hi
h4: {291} %lpqg -I111
Printer: Ip@h4 (subservers Ip2, Ip3)

Queue: no printable jobs in queue
Status: CHOOSERselected  ’lp3’ at 14:02:50.605
Status:  transferring ‘papowell@h4+178’ to sub-

server ’Ip3’ at 14:02:50.614
Status:  transfer ‘papowell@h4+178’ to subserver lIp3’ fin-

ished at 14:02:50.624
Status:  job ’papowell@h4+178’ removed at 14:02:50.632
Status:  starting subserver 'Ip3’ at 14:02:50.632
Status:  waiting  for server queue process to exit at 14:02:50.651
Status:  subserver pid 10182 exit status 'JSUCC’' at 14:02:52.872
Status: no more jobs to process in load balance queue at 14:02:52.879
Server Printer: Ip2@h4  (serving Ip)

Queue: no printable jobs in queue
Server Printer: Ip3@h4  (serving Ip)
Queue: no printable jobs in queue

Status:  waiting  for subserver to exit at 14:02:50.748

Status:  subserver pid 10183 starting at 14:02:50.820

Status:  accounting at start at 14:02:50.821

Status:  opening device /tmp/Ip3’ at 14:02:50.833

Status:  printing job ’papowell@h4+178’ at 14:02:50.834

Status:  processing  'dfA178h4.private’, size 3, format 'f, \
IF filter 'none - passthrough’ at 14:02:50.838

Status:  printing finished at 14:02:50.839

Status:  accounting at end at 14:02:50.839

Status: finished ‘papowell@h4+178’, status 'JSUCC’ at 14:02:50.841
Status:  subserver pid 10183 exit status 'JSUCC’' at 14:02:50.843
Status:  Ip3@h4.private: job  ’papowell@h4+178’ printed at 14:02:50.856

Status:  job ’'papowell@h4+178’ removed at 14:02:50.871

As you seefrom the exampleabove,the CHOOSERselectedp3 for use.Let uslook atthe
ftmp/chooser  file andseehow the chooser.script programwasrun:

CHOOSERApapowell@h4+113 -CA -D2000-06-01-14:02:13.313 -Hh4.private \
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-J/tmp/hi -Lpapowell -Plp -Qlp -aacct -b3 -d/vartmp/LPD/Ip -
hh4.private \
-j113  -kcfA113h4.private -I66 -npapowell  -sstatus -t2000-06-01-
14:02:13.379
-w80 -x0 -y0 acct
USER=papowell
LD_LIBRARY_PATH=/lib:/usr/lib:/usr/5I ib:/us rfucbl ib
HOME=/home/papowell
PRINTCAP_ENTRY=Ip
:chooser=/var/tmp/LPD/chooser
lp=tmp/lp
:sd=/var/tmp/LPD/Ip
server
:sv=Ip2,Ip3

Ip2=change=0x0
done_time=0x1
held=0x0
move=0x0
printable=0x0
printer=Ip2
printing_aborted=0x0
printing_disabled=0x0
queue_control_file=control.lp2
server=0
spooldir=/var/tmp/LPD/Ip2
Ip3=change=0x0
done_time=0x2
held=0x0
move=0x0
printable=0x0
printer=Ip3
printing_aborted=0x0
printing_disabled=0x0
qgueue_control_file=control.lp3
server=0
spooldir=/var/tmp/LPD/Ip3
PS1=%
OPTIND=1
PS2=>
SPOOL_DIR=/var/tmp/LPD/Ip
LOGNAME=papowell
CONTROL=Hh4.private
Ppapowell
J/tmp/hi
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CA

Lpapowell
Apapowell@h4+113
D2000-06-01-14:02:13.313
Qlp

N/tmp/hi

fdfA113h4.private
UdfA113h4.private

As you cansee the programis invokedwith the sameoptionsasa normalfilter. In addition,the printcap
informationfor eachsener queues passedn anervironmentvariablewith the nameof the sener
gueue.This meanghatif thereis informationneededy the chooseprogramto testfor the availability
of hardware,etc.,this canbe placedin the printcapinformation.

Oneof thelimitations of usingthe:chooser programis thatyou may have a high overheadassociated
with runningthe program.The LPRng softwareprovidessupportfor linking in a userprovidedroutine
thatdoesthe samething asthe:chooser program.This routinehasthefollowing API or interface:

Printcap  Option:  chooser_routine

chooser_routine@ - default - do not use chooser routine
chooser_routine - use chooser routine
Configuration:
configure -with-chooser_routine=name -with-user_objs=objectfile.o
defines the CHOOSER_ROUTINEompilation option to name
includes the objectfile.o in the library.

extern int CHOOSER_ROUTINE§truct line_list *servers,

struct  line_list *available, int  *use_subserver );
servers: all subserver queues for this load balance queue
available: subserver queues to choose from
use_subserver: chosen subserver queue
RETURNS:
0 - use the ’use_subserver value as index into servers

list for server to use
I= 0 - set job status to value returned.

Seethe LPRng/src/common/Ipd_jobs.c andLPRng/src/common/user_objs.c filesfor details
of theseners,available,anduser_subsemrparametersTheuser_objs.c  file providesasimple
templatethatcanbe usedasa startingpoint for amorecomplex routine. You shouldmodify the codein
theuser_objs.c  file andthenusethe configureoptionsshavn aboveto causeheuser_objs.c  file to
be compiledandlinkedinto the LPRng executables.
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4.31. Routing Jobs To Print Queues

A routingqueusis similar in concepto aloadbalancequeuein thatit transfersajob to a (different)print
gueue put thejob destinatioris choseratthetime thejob is submittedio the queueratherthanat the
time thejob is removedfrom the queue A routingqueuecanmodify thejob controlfile, multiple copies
of thesamegob canbe sentto the sameor differentprinters,andthejob canbe held,rejected or
processeimmediately

Edit the printcapfile soit have the contentdndicatedbelow, createthe/tmp/lp2  and/tmp/lp3  files
with 0777 permissionsCreatethe/tmp/router.script with the contentsandicatedbelow, andgive it
0755 (executablepermissionslUsecheckpc -f tochecktheprintcap,andthenuselpc reread to
restartthelpd sener.

# printcap
Ip:force_localhost
Ip:server
:lp=/dev/null
:sd=/var/spool/lpd/%P
‘router=/tmp/router.script
Ip2:force_localhost
Ip2:server
:sd=/var/spool/lpd/%P
lp=/tmp/ip2
Ip3:force_localhost
Ip3:server
:sd=/var/spool/lpd/%P
lp=/tmp/ip2

# [tmp/router.script

#1/bin/sh

/bin/cat <<EOF
dest Ip2

copies 2

Cred

end

dest Ip3

end

EOF

exit O
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Therouter.script will write theroutinginformationto its STDOUT. For our example,we wantthe
destinatiorip2 to gettwo copiesof thejob andwe wantto changetheclassto red . Now runthe
following commands:

h4: {292} %l pc stop all

Printer: Ip@h4

Ip@h4.private: stopped

Printer: Ip2@h4

Ip2@h4.private: stopped

Printer: Ip3@h4

Ip3@h4.private: stopped

h4a: {293} %1 pq

Printer: Ip@h4 (dest Ip@Ilocalhost) (printing disabled) (destina-

tions Ip2, Ip3)

Queue: no printable jobs in queue
Printer: Ip2@h4  (printing disabled)
Queue: no printable jobs in queue
Printer: Ip3@h4  (printing disabled)
Queue: no printable jobs in queue

h4: {294} % | pr /tnp/hi

h4: {295} %l pq

Printer: Ip@h4 (dest Ip@Ilocalhost) (printing disabled) (destina-
tions Ip2, Ip3)

Queue: 1 printable job

Server: no server active

Rank Owner/ID Class Job Files Size Time
1 papow-
ell@h4+235 A 235 /tmp/hi 3 16:14:22
- papowell@h4+235.1 ->lp2 <cpy 0/2 >
- papowell@h4+235.2 - >Ip3
Printer: Ip2@h4  (printing disabled)
Queue: no printable jobs in queue
Printer: Ip3@h4  (printing disabled)
Queue: no printable jobs in queue

The statusreportedfor the spooledob indicatesthatthejob is routedto Ip2 , andthattwo copieswill be
sent.The:destinations optionin the printcapentry causedpq to displaythe contentf the
specifiedqueuesNow executethefollowing commands:

h4: {296} % | pc start
Printer: Ip@h4
Ip@h4.private: started
h4: {297} % pq
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Printer: Ip@h4 (dest Ip@Iocalhost) (destinations Ip2, Ip3)
Queue: no printable jobs in queue

Status:  job 'papowell@h4+235’ removed at 16:14:37.491
Printer: Ip2@h4  (printing disabled)

Queue: 2 printable jobs

Server: no server active

Rank Owner/ID Class Job Files Size Time
1 papow-

ell@h4+235.1C1 A 235 /tmp/hi 3 16:14:36
2 papow-

ell@h4+235.1C2 A 236 /tmp/hi 3 16:14:37

Printer: Ip3@h4  (printing disabled)
Queue: 1 printable job
Server:  no server active
Rank Owner/ID Class Job Files Size Time
1 papow-
ell@h4+235.2 A 237 /tmp/hi 3 16:14:37
h4: {298} % nore /var/spool /| pd/I| p2/cfA235*
Hh4.private
Ppapowell
J/tmp/hi
Cred
Lpapowell
Apapowell@h4+235.1C1
D2000-06-01-16:03:25.237
Qlp
N/tmp/hi
fdfA235h4.private
UdfA235h4.private

As you cansee two copiesof thejob hasbeentransferredo Ip2 andoneto Ip3 , eachwith adifferent
job number If we examinethe controlfile for thejobsin thelp2 spoolqueuewe will find thattheC or
classinformationhasbeenchangedo red .

For detailsaboutall of the capabilitiesof theroutingfilter, seeDynamicRouting.Hereis a summaryof
theinformationthattheroutingfilter canputinto theroutingfile.

destqueue

Routethis job to queue . Thequeue@host form will transferthejob to the queueonthenamed
host.

copiesN

SendN copiesof thisjob to thedestination.
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priority C

Setthejob priority letterto C, whereC is a singleuppercasdetter.

Cvalue

Setthecontrolfile line startingwith Cto Cvalue .

Theexit statusof theroutingfilter controlshow thejob will be processedlf the exit codeis JISUCC(0),
thenthejob will beprocessediormally, JHOLD will hold thejob until releasedJREMOVE will remove
thejob, andsoforth.

4.32. Job Options and the Z Contr ol File Entry

Many printershave specialcapabilitiessuchasprinting in landscapenode,duplex printing, binding,or
stapling. Thesecapabilitiesareusuallyinvoked or enabledoy the print spoolersendingspecialprinter
controlcommandgo the printerbasecdn valuesit findsin the controlfile. The LPRng print spooler
useghez line in the controlfile to specifytheseoptions,while otherprint spoolerssuchasthe Sun
MicrosystemsSolarislp systempasshemontheSline.

Jobformattingoptionsarespecifiedusingthelpr -z option. Thelpr programconcatenatethe-Z
optionsandputsthemin the controlfile asasinglez line. For example:

h4: {299} % | pc stop

Printer: Ip@h4

Ip@h4.private: stopped

h4: {300} % | pr -Zthis -Zthat /tnp/hi
h4: {301} % cat /var/spool/lp/cf*
Hh4.private

Ppapowell

J/tmp/hi

CA

Lpapowell

Zthis,that

Apapowell@h4+115
D2000-05-05-10:05:41.351

Qlp

N/tmp/hi

fdfA115h4.private

UdfA115h4.private

As we see the Z optionshave beenputinto the controlfile onthez line. The Z optionvaluesarepassed
to filters onthecommandine asthe-zZ commandine option. Thesevaluesareusedby theifhp filter to
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determinewhatcontrolcommandgo sendto the printerandhow to formatthe print job output.Because
eachprinteris differentandsupportsa differentsetof capabilitiest is impossibleto have a setof job
optionssupportecacrossall printers. Thefollowing aresupportedy theithp configurationwhere
possible Many of theseoptionsrely on the printer supportingPostScripor having theappropriatePCL
commandgo dotheindicatedoperation.

. -ZlandscapeZportrait- seleclandscape@r portraitorientation.

« -Zduplex -Zsimplex - selectduplex (bothsidesof a page)or simplex (singlesideof a page)printing.
« -Zletter-Zlegal-Zledger-Za4-Za5-Zervelope-Ztranspareng- selecta papersize

« -Zinupper-Zinmiddle-Zinlower - selectinput mediafrom theappropriaténputtray

« -Zmanual selectinputfrom the manualfeed

Setting Job Options Using the Printcap

An alternatie to this methodof usinglpr andthe-z optionis to definea setof spoolqueuesvhich will
putthe necessarpptionsinto thejob controlfile. Thiscanbedoneby thelpr programwhenthejob is
generatedor by thelpd spoolerwhenthejob is processedThe Theoptionsspecifiedby the

:prefix_z ,:append_z ,and:delete_z areprefixed,appendedor deletedfrom the currentsetof z
controlfile optionsby thelpr programwhenthejob is submittedandthey arespecifiedn the printcap
for thequeue pr by thelpd spoolerwhenthejob is submittedto the queue We canusethis capapbility
to configureprint queuedo a desiredsetof Z optionsinto the controlfile. For example:

landscape:lp=%P@server
landscape:server:tc=.common
Ip=raw@server:append_z=landscape:delete_z =portr ait
raw:server:tc=.common:lp=....

filter=/usr/local/libexec/filters/ifhp

:lpd_bounce
.common:sd=/var/spool/lpd/%P

Whenajob is sentto thelandscape queuethecontrolfile z line will havetheportrait ~ option
removedandthelandscape optionappendedThe:delete_z  valuesareglob patternsandoptions
thatmatchareremovedfrom the optionlist. Optionsareassumedo be separatethy commasor
semicolonsn theoptionlist.

Converting SystemV Options to LPRng Options
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OnsomeSystemVIp print spoolersthelp -o option , putstheoptioninformationinto thecontrolfile
S line, andon othersystemsn the putsthe optioninformationinto the controlfile Oline. To corvert
theseoptionsto LPRNg Z optionsusethe :prefix_option_to_option=from,from... to facility
to prefix thefrom controlfile linesto theto controlfile line. For example:

# System V to LPRng - S and O to Z options
convert:server:tc=.common
Ip=raw@server:prefix_option_to_option=S,0 4
# LPRng to System V O options
convert:server:tc=.common
Ip=raw@server:prefix_option_to_option=2 (0]

4.32.3. Selecting a Single Option - Muliple Queues

Hereis anexampleof how you cansetup queueghatwill appendheappropriatez optionto select
landscapenode,do duplex printing, or selectiegal or ledgersizepaper:

landscape:lp=%P@server
landscape:server:tc=.common
Ip=raw@server:append_z=landscape
duplex:lp=%P@server
duplex:server:tc=.common
Ip=raw@server:append_z=duplex
ledger:Ip=%P @server
ledger:server:tc=.common
Ip=raw@server:append_z=ledger
legal:lp=%P @server
legal:server:tc=.common
Ip=raw@server:append_z=legal
raw:server:tc=.common:lp=....
filter=/usr/local/libexec/filters/ithp
:lpd_bounce
.common:sd=/var/spool/lpd/%P

The problemwith this methodis thatfor eachoptionwe needto definea queuewhoseonly purpossds to
appendheappropriateoptionandthenforwardthis to the main print queue.

4.32.4. Selecting Multiple Options - Single Queue
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In the previous sectionwe shoved how to setup a queuethatwould appenda singleoptionto the
controlfile Z line. If we wantto have combinationf optionoptionsspecifiedby the printernamethen
we will haveto createalargenumberof queuesachwith a differentsetof optionsandeachappending
differentsetof values.The problembecomesompoundeavhenwe have mary printers,eachof which
requiresheseoptions.

The solutionto this problemoriginatedwith the apsfilter programwritten by AndreaskKlemm and
ThomasBueschgensThey madethe obsenerationthatif we know the nameof the print queuethenwe
canusethis nameto selectoptionsfor theprinter. The LPRng providesthis functionality by using
wildcard queuesandediting or filtering the controlfile whenthejob is submittedto the spoolqueue.

Theincoming_control_filter=/path optionspecifiesafilter thatprocessetheincomingjob
controlfile. It shouldbe usedto updateand/ormodify informationon the optionlinesof the controlfiles
of incomingjobs. It readsthe controlfile onits STDIN, writesthe new controlfile onits STDOUT,and
thenexits. A 0 exit codevaluecausesiormalprocessingf thejob, JHOLDwill holdthejob, andary
othervaluewill causehejob to bediscarded.

Thefollowing shavs how we cansetup a singlequeuethatwill allow variouscombination®f optionsto
beselectedby theformatof thequeuename:

# for clients

prlpr_*:Ip=%Q@server

# for server

pr|pr_*:server

:tc=.common:lp=....

:incoming_control_filter=/usr/local/libex ecf/fil ters/lu pdate_ z
filter=/usr/local/libexec/filters/ithp

:lpd_bounce

.common:sd=/var/spool/lpd/%P

Thepr andpr_* aliaseswill matchprinterpr all print queuenamesstartingwith pr_ . We canthenuse
varioussuffixesto selectjob options.Thefollowing filter programusesthe _landscape ,_legal ,and
_ledger suffixesto setthecorrespondingptionin the z file. This programandotherareavailablein
theLPRng distributionin the UTILS directory You shouldnotethatadditionaloptionscanbe specified
asdesired.

#

#!/usr/bin/perl

# update_z script:

# Determine the options according to the format of the queue name

# Inspired by the psfilter code of Andreas Klemm
# and Thomas Bueschgens
# First, get command line arguments
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#
use Getopt::Std;
my(%args,$Q,$Zopts, @file);
getopts(
"A:B:C:D:E:F:G:H:1:.J:K:L:M:N:O:P:Q:R: S:T:U: VW:X: Y:zZ:"
"a:b:cd:e:f:g:h:izj:k:l:m:n:o:p:q:r:s tuv o owixy iz
\%args );
# read stdin
@file = <STDIN>;
$Zopts = "
# first use command line  Queue name
$Q = $args{"Q"};
ift  not $Q and (($Q) = grep(/*Q/,@file)) )
# next use control file  Queue name
chomp $Q if $Q;
}
# now we split up the name and use as parameters for Z options
while(  $Q =~ /_([*_1+)/g )
# you can add them or test and then add them
if(t  $1 eq "landscape"”
or $1 eq "legal"
or $1 eq "ledger" )
$Zopts .= " $1"
}
}
iflt  $Zopts ){
# remove leading comma
$Zopts = substr(  $Zopts, 1 );
#replace  or prefix Z options
ift  not (grep { s/$/,$Zopts/ if /~z; } @file) )}
print  "Z" . $Zopts . "\n";
}
}
print @file if( @file );
exit O

Example Input Control file:

Zover
Qlp_landscape_ledger

Modified  output:
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Zover,landscape,ledger
Qlp_landscape_ledger

The Perlscriptfirst useshegetopts  functionto parsethe commandine options.If thereis nota
commandine -Q optionthenthecontrolfile Qline is usedafterstrippingthetrailing nevline. Thequeue
nameis thensplit up into partsseparatetby underscore¢ ) andthoseusedasoptionnamesAs shavn
in the example theliteral valuesareplacedin the controlfile. You canalsousethefollowing code
segmentto translateshortformsof optionsinto longerones:

while(  $Q =~ /_([*_1+)/g )
# you can add them or test and then add them

Zopts .= "landscape" ift $1 eq "ld" );
Zopts .= "ledger" ift  $1 eq "11" ),
Zopts .= "|legal" ift $1 eq "15" ),
Zopts .= "a4" if( $1 eq "ad" ),

Interfacing to Non-LPRng Spooler s

Giventhelarge numberof defectve RFC1179mplementationshatarecurrentlyin use,therewill come
atime whentheadministratomwill discoverthattheir printerwith its built-in network interface,the
non-UNIX basedorint spooleron amainframeor evenanew print spooleronanewv OSdistribution will
notacceptobsfrom the LPRng system.Usuallythisis causedy the presenceabsenceor orderof
linesin thecontrolfile beingsentto theremotesystem.To dealwith this particularproblem,the:bk ,
:control_file_line_order , :nline_after_file , and:control_filter optionsareused.

The:bk (BSD Kompatibility) optioncauseghelpd senerto remove all but anextremelysmallsubsebf
linesfrom the controlfile, andto putthelinesin themostcommonlyusedorder In additionit will make
the controlanddatafiles namesxtremelyshortandsimple. This almostalwayssolvescompatibility
problemswhensendingobsto oldervintage print spoolersor UNIX systems.

If this doesnot solve the problem thenyou canspecifythe allowed controlfile linesandtheir order
usingthecontrol_file_line_order=... option. For example,

control_file_line_order=CJPMD would allow only controlfile linesstartingwith C, J, P, M andD,
andthis orderin the controlfile. Notethatthis doesnot provide missingline values,it only controlsline
valuesthatarepresenin thecontrolfile. You shouldalsousethe:bk optionaswell.
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You mightruninto somereally unusuaimplementationsvherethe controlfile N (file name)information
mustcomeatfter the controlfile name.Thisis forcedby the:nline_after_file option.

If thesehorrible kludgesdo not solve your compatibility problemsthenwe turn to the very largehammer
andeditthecontrolfile. Thevery laststepbeforetransferingthe controlfile to theremoteseneris to
filter it usingthe:control_filter=/path programspecifiedn the printcap.The

:control_filter readsthe controlfile from STDIN andwritesthe modifiedcontrolfile to STDOUT.
No consisteng checkingor validity checksaredoneon the new controlfile andtheresultis transferred
directly to theremotesystem.If the:control_filter exits with a 0 statusthenthe normalprocessing
continues Any otherstatuswill causethetransferoperationto beabortedandanerrorreported.

4.34. Debugging, Tracing, and Log Files

The LPRng softwarewasdesignedandwritten to provide ashigh alevel of diagnostidnformationas
possible.Thiswaslargely in partdueto the problemswith portability, codingerrors,andotherhuman
frailties. Approximately80% of the LPRng sourcecodeconcernstself with checkingreturnvalues
from systemfunctionsandproducingerrormessagesjehuggingandtracinginformation,andvarious
facilitiesusedfor regressiortestinganddiagnosis.

Theapproachusedby LPRng is to producetraceoutputfor the LPRng clientsor log files for thelpd
sener thatshav the variouseventsor flow of informationthroughthe LPRng system.Thereareseveral
classe®r typesof actionsthatcanbetraced,andvariouslevelsof traceinformationgeneratedThe
interfaceusedto controltheseactionsarethecommandine -D literals flagsandthelpc debug
command.

First,we will look athow you canusethe detuggingfacilitiesfor the clients. Enterthefollowing
commands:

h4: {302} %lpr -D=
debug usage: -D [ num | key=num | key=str | flag | flag@ | flagtN J*
keys recognized: network[+N,@], database[+N,@], Ipr[+N,@],
Ipc[+N,@], Iprm[+N, @], Ipg[+N,@], test=num, job=num, log[+N,@]
h4: {303} %Il pr -V /tnp/hi
LPRng-3.6.14beta32, Copyright ~ 1988-

2000 Patrick  Powell, <papowell@astart.com >

sending job ’papowell@h4+981’

connecting  to ’localhost’,
connected to ’localhost’

requesting printer Ip@localhost

to Ip@localhost
attempt 1

sending control  file  'cfA981h4.private’ to Ip@Ilocalhost
completed sending ’'cfA981h4.private’ to Ip@localhost
sending data file  'dfA981h4.private’ to Ip@Ilocalhost
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completed sending ’'dfA981h4.private’ to Ip@Ilocalhost
done job ’papowell@h4+981’ transfer to Ip@localhost
h4: {304} % Ilpr -D1 /tnp/hi

2000-06-02-

09:38:08.707 h4 [13991] Ipr Get_printer: original printer " <NULL>’
2000-06-02-

09:38:08.708 h4 [13991] lpr Get_all_printcap_entries: starting
2000-06-02-

09:38:08.708 h4 [13991] lpr Select_pc_info: looking  for ‘all’, depth 0
2000-06-02-

09:38:08.708 h4 [13991] lpr Select_pc_info: returning " <NULL>’
2000-06-02-

09:38:08.708 h4 [13991] lpr Select_pc_info: looking for ', depth 0
2000-06-02-

09:38:08.708 h4 [13991] lpr Select_pc_info: returning » <NULL>’
2000-06-02-

09:38:08.708 h4 [13991] lpr Dump_line_list: Get_all_printcap_entries-

All_line_list - 0x8094384, coun
Thelpr -D= causeshelpr (andotherLPRng programs}o shav whatdeluggingflagsareavailable.

Thelpr

-V flagcausedpr to runin verbosenodeandshow its activities. Finally, we uselpr -D1 to

enablethe simplestievel of delugging. Thiswill produceatraceof thevariousactvities thatlpr carries
out. Try lpr -D2,lpr -D3, andsoforth to seetheincreasingamountof detailthatyou get.

The networkanddatabasedehug flagsturn on deluggingfor the network facilitiesandthe database

(Ipd.conf , printcap , andlpd.perms ) lookups.Letsseewhatlpr -Dnetwork shawsus:
Ch4: {305} %I pr -Dnetwork /tnp/hi
Ip:  getconnection: START host localhost, timeout 10, connection_type 1
Ip:  getconnection: fqdn found localhost.private, h_addr_list count 1
Ip:  Link_dest_port_num: port 2000 = 2000
Ip:  getconnection: sock 3, src ip 127.0.0.1, port 65209
Ip:  getconnection: dest ip 127.0.0.1, port 2000
Ip:  getconnection: connection  to ’localhost’ socket 3, er-
rormsg 'No Error
Ip:  Link_send: host ’localhost’ socket 3, timeout 6000
Link_send: str "Blp

Ip:

count 4, ack 0x80447a0

Ip:  Link_send: final status NO ERROR

Ip:  Link_send: host ’localhost’ socket 3, timeout 6000
Ip:  Link_send: str '“B135 cfA276h4.private

', count 22, ack 0x8044370

Ip:  Link_send: final status NO ERROR
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Ip:  Link_send: host ’localhost’ socket 3, timeout 6000
Ip:  Link_send: str ’'Hh4.private

Ppapowell

J/tmp/hi

CA

Lpapowell

Apapowell@h4+276

D2000-06-02-09:44:52.369

Qlp

N/tmp/hi

fdfA276h4.private

UdfA276h4.private

', count 136, ack 0x8044370

Ip:  Link_send: final status NO ERROR

Ip:  Link_send: host ’localhost’ socket 3, timeout 6000
Ip:  Link_send: str '~C3 dfA276h4.private

', count 20, ack 0x8044310

Ip:  Link_send: final status NO ERROR

Ip:  Link_send: host ’localhost’ socket 3, timeout 6000
Ip:  Link_send: str ", count 1, ack 0x8044310

Ip:  Link_send: final status NO ERROR

As we see we geta detailedexpositionof the network connectiorandtransfersteps.If you needor want
moredetail,try usinglpr  -Dnetwork+2 orlpr -Dnetwork+3 . Youmaywantto try Ipr

-Ddatabase andobsenetheactionsof thelpr programasit extractsinformationfrom thelpd.conf
andprintcap files. If you needor wantmoredetail,try usinglpr  -Ddatabase+2 or lpr
-Ddatabase+3

If you needto tracetheactvities of thelpd sener, it becomeslittle morecomplex. Thelpd senerhasa
singlelisteningprocesghatforks andcreatesndividual processeo handleincomingrequestsDehug
or diagnosehe mainprocessctionsby usinglpd -D... . Youmayalsowantto uselpd -F to keep
thesenerin theforegroundsoyou cankill it off easily Needlesgo say you shouldalsoredirectthe
STDERRandSTDOUT sothatit goesto afile sothatyou canexaminethevoluminousrecordsat your
leisure. Thefollowing showvs atypical mainlpd processleluggingsessiorusingthe C Shell.

h4: {306} % lpd -F -D1 >&tnp/logfile &

[2] 14299
h4: {307} %tail -f /tnp/logfile
2000-06-02-

09:53:39.716 h4 [14300] Waiting Read_server_status: select status 1
2000-06-02-

09:53:39.716 h4 [14300] Waiting Read_server_status: read status 1
2000-06-02-

09:53:39.716 h4 [14300] Waiting Dump_line_list: Read_server_status \
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- input - 0x8047980, count 0, max 0, list 0Ox0

2000-06-02-

09:53:39.716 h4 [14300] Waiting Read_server_status: select status O
2000-06-02-09:53:39.716 h4 [14300] Waiting Ipd:  LOOP START
2000-06-02-

09:53:39.716 h4 [14300] Waiting Get_max_servers: getrlimit returns 64
2000-06-02-09:53:39.716 h4 [14300] Waiting Get_max_servers: returning 32
2000-06-02-09:53:39.716 h4 [14300] Waiting Ipd: max_servers 32, active 0
2000-06-02-

09:53:39.716 h4 [14300] Waiting Ipd:  starting select timeout ‘yes’

~C
h4: {308} % j obs
[1] - Running Ipd -F -D1 >& /tmp/logfile

ha: {309} % kill %

We startthe deluggingsessiorby runningthelpd senerin foregroundmode. This causest to sendits
outputto STDOUTandSTDERR.We redirectbothof theseto afile andputthelpd senerin the
backgroundThenwe usetail -f toreadfrom thelog file. Finally, wekill off thelpd sener.

This methodis extremelydifficult to use,asall of the outputproducedy the senerandits subprocesses
is sentto a singleoutputfile. If we wantto dehugtheactionsconcerninga singlequeuethenwe canuse
thequeudog file andlpc  debug commandnstead.Thefollowing optionscontroldetuggingof an
individual print queue.

If=log

Thelog file for the queue.The queuesener processwill openthis file andplacedelugging
informationinto thisfile.

max_log_file_size=nnn

Themaximumsizeof thelog file in K bytes.Whenthe queuesener procesdirst opensthisfile it
will checkto seeif thefile is largerthanthe maximumesize.If it is, thenit will truncatet. A zero
(0) valuesuppressruncation.

min_log_file_size=nnn
Whenthelog file is truncatedonly thethelastnnnK bytesareretained.
db=options

Thesearedehuggingoptionsfor the spoolqueue.Theseoptionsarepermanenandcannotbe
changedy usingthelpc debug facility.
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Thelpc debug commands usedto setthe dehuggingoptionsin forcefor thespoolqueue.Thisis done
by writing thedehug optionsinto the spoolqueuecontrolfile. Let usseehow we canusethis facility to
tracethe actionsof printing afile.

Edit the printcapfile soit have the contentdndicatedbelow, createthe/tmp/lp  and/tmp/lp2  files
with 0777 permissionsUUsecheckpc -f tochecktheprintcap,andthenuselpc reread torestartthe
Ipd sener.

# printcap
Ip:force_localhost
Ip:server
:Ip=/dev/null
:sd=/var/spool/lpd/%P
JIf=log
Ip2:force_localhost
Ip2:server
:sd=/var/spool/lpd/%P
lp=/tmp/Ip2
JIf=log

Now executethefollowing commands:

h4: {310} %I pq

Printer: Ip@h4

Queue: no printable jobs in queue
h4: {311} % | pc debug Ip 1

Printer: Ip@h4

debugging override set to 'l

Ip@h4.private: updated

h4: {312} % | pc status

Printer Printing Spooling Jobs  Server Subserver Redi-
rect Status/(Debug)

Ip@h4 enabled enabled 0 none none Q)

h4: {313} % | pr /tnp/hi
h4: {314} % nore /var/spool /I pd/Ip2/log

2000-06-02-

10:10:50.589 h4 [14496] (Server) Ip:  Update_spool_info: printer Ip’
2000-06-02-10:10:50.590 h4 [14496] (Server) Ip:  Do_queue_jobs:  print-

able 1, held 0, move 0
2000-06-02-10:10:50.590 h4 [14496] (Server) Ip:  Do_queue_jobs: af-

ter Scan_queue next fd 5
2000-06-02-10:10:50.590 h4 [14496] (Server) Ip:  Do_queue_jobs: MAIN LOOP
2000-06-02-

10:10:50.590 h4 [14496] (Server) Ip:  Do_queue_jobs:  Susrl before scan 0
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2000-06-02-
10:10:50.591 h4 [14496] (Server) Ip:  Do_queue_jobs:  chooser ' <NULL>’, chooser_routine

Thelpc debug commandsetsthedeluglevelto 1. We canusethelpc status commando seewhat
dehugflagsor actionsarecurrentlyspecifiedfor the spoolqueue We thensenda job to thespoolqueue
andexaminethelog file contents.

Eachline in thelog file hasatimestampthe nameof the host,the processd thatproducedt, anda
headingthattells the actionor actiity thatthe processs performing,andthe nameof the print queue
thatis beingprocesse@ndatracemessageBy corvention,thetracemessagdists the nameof the
routinethatprocessed andthenthe actualinformation. Somemessagemay extendover severallines,
but eachline hasthe standarcheadeiat the startof theline.

Thedefaultdehug or traceactionsweredesignedo traceproblemswith printing, asthesearethe most
common.However, you canalsousethelpr, Ipc, Iprm, or Ipg optionto causehelpd senerto tracethe
actionsduringthe executionof anlpr, Ipc, Iprm, or Ipq request.

Thelog optionis usedto testvariousloggingfacilitiesandis usuallynot usedfor generalpurpose
dehugging.
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The LPRnNg softwareis atrue setof client/sererapplicationsThe LPRng clients,lpr, Ipq, Iprm, and
Ipc connecto alpd senerusinga TCP/IPconnection.This meanghatyou musthave TCP/IP
networking enabledon your workstationto useLPRnNg.

However, you do not needto have anexternalnetwork connectiorto the Internet.For mostsinglesystem
usersthelpd seneris runningon the sameworkstationasthe client program,andtheclientswill simply
talk to thelocalhost

5.1. Printer and Server Information

Optionsused:

+ PRINTER,LPDEST,NPRINTERNGPRINTEREnvironmentvariables

« force_localhost FLAG forceclientsto sendrequestgo localhost

WhenanLPRng clientsuchaslpr, Ipg, Iprm, or Ipc needs¢o communicatevith a print sener, theonly
informationthey normally needis:

1. Theremoteprinter(:rp ) valueto beusedin requestdo thelpd print sener. Thisis sometimes
referredto asthe printer or print queuename.

2. Theremotesener (:rm ) whichis the The IP addres®r hosthnameof the print servetr

3. Theoriginal queuenamespecifiedby the userwhich maybe usedaspartof thejob informationsent
to theprint sener.

LPRng hasseveralwaysto specifythe printer queueandserverinformation.

5.2. Command Line -Pprinter@host

The-P printer@host literal explicitly providesa printerandsenervalue.Thisis equialentto the
printcapentry shovn below:
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Ipr  -Plaser@10.0.0.1

equivalent to printcap entry:
laser:lp=laser@10.0.0.1

Ipg -Plp@myserver

equivalent to printcap entry:
Ip:Ip=lp@myserver

5.3. Command Line -Pprinter

Usethe printcapentrywith thenameor aliasprinter ~ andusetheinformationin thatprintcapentry.
Example:

Ipr  -Plp
look up printcap entry for ’lp’

5.4. PRINTER, LPDEST, NPRINTER, and NGPRINTER

Environment Variables

If nocommandine optionis specifiedthe LPRng clientswill usethefirst definedPRINTER,LPDEST,
NPRINTER,or NGPRINTERenvironmentvariablevalueandwill usethevalueasthoughspecifiedasa
-P$PRINTER commandine literal. If thevaluehastheform -Pprinter@host  theprint queuewill be
printer onsenerhost andnotconsulttheprintcapdatabaself thevaluehastheform printer  then
theprintcapwill besearchedor aprinter  printcapentry For example:

export PRINTER=laser@10.0.0.1; Ipr
equivalent to printcap entry:
laser:lp=laser@10.0.0.1

export PRINTER=pr; lpr

look up printcap entry for ’lp’

5.5. Wildcar d Printcap Entry
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If you specifya printcapnameor aliasas* (wildcard),thenif the LPRng systemcannotfind a printcap
with the exactnamethenthefirst matchingwildcardwill beused.For example:

pr|*:rm=server
Ipr  -Ppr2 will  match, and result in a printcap entry
pr|pr2:rm=server

*|pr:rm=server

lpr  -Ppr2 will  match, and result in a printcap entry
pr2|pr:rm=server

5.6. First Printcap Entry

If you do not specifyaprinteronthecommandine or in the ervironmentvariablesthenLPRng will
searchthe printcapandusethefirst valid printcapentryastheprinter. It will usethefirst onefoundas
thedefault.

5.7. Default Printer and Server Host

Optionsused:

«+ default_remotehost= defaultrm (remotehost)

«+ default_printer= defaultrp (remoteprinter)

If theprecedingstepsdo notyeild a printer, thenthe default_printer anddefault_remote_host

valuesfrom thelpd.conf  configuratiorfile will beused.If thereis no configuratiorfile, thenthe
compiletime defaultswill beused.

Usingthefallbackvaluesis usuallynot a desirableeventandmay indicatethatyou have amisconfigured
host,sothe compiletime defaultsareusuallysetto missingprinter@localhost to provide an
anng/ing messagéor users.

5.8. Force Connection to Localhost
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Optionsused:

. force_localhost FLAG forcelocalhostto beremotehost

Thelegag/ BSD print spoolerrequiredanipd print senerto berunningon eachhost. During theinitial
stageof developmentanddeplgyment,thedefault LPRng configurationanddeploymentwasto always
allow lightweightoperationthatis, clientswould alwaysconnecto the remotehostspecifiedn the
printcap.

While this default wasappropriatdor experiencedsystemadministratorshovice administratoror those
who hadalreadyconfiguredprint spoolingsystemsandsimply wantedto upgrad€foundthemseles
confusedy this change This problemresultedn over 700 postinggto the LPRng mailinglist in afive
yearperiod.

This problemwassolvedby providing aforce_localhost optionin the configurationandsettingthe
defaultvalueto 1 or TRUE. Whenthis optionis TRUE, thenall LPRng clientswill connecto thesener
onthelocalhostunlessthey usethelpr -Pserver@host commandine form. If lightweightoperation
is wanted theadministratoicaneithercompilethe LPRng softwarewith the appropriatesalueor can
explicitly settheforce_localhost@ flag.

# default:
Ip:lp=lp@10.0.0.1:...
lpr -Plp ->

Ip:Ip=Ip@localhost:...

lpr -Plp@10.0.0.1 ->
Ip:lp=lp@10.0.0.1 (no other options)
Ip:Ip=lp@10.0.0.1:force_localhost@:..

lpr -Plp ->

Ip:lp=lp@10.0.0.1....

To disable at compile time:
configure -disable-force_localhost

5.9. User ldentification

Optionsused:

- allow_user_setting= privilegeduses
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Whenanclient programsendsa commando thelpd senerit mayneedto provide the nameof theuser
whois originatingtherequesfor service.This nameis obtainedby looking up the UID of the user
runningtheclientin theappropriataiserinformationdatabaseif theinformationis notfoundtheUID is
usedinstead.Also, theclient machinehostnamanayalsobe neededThisis usuallydeterminedy
usinga DNS lookupandtrying to determinef thereis a canonicabr Fully QualifiedDomainNamefor
thehostandusingthis.

Thelpr -U name@host (andfor Ipq, Iprm, andlpc) optionallows privilegedusersto causethe client
softwareto usethe name valueastheoriginatorandhost asthemachinename.This allows privileged
usersto impeisonateotherusers.Thisis mostusefulfor programssuchasSambaandPCNFS which
needto actasproxiesfor users.

By default, ROOT (UID 0) is theonly userthatcanmasqueradasanothemuser The

allow_user_setting=name,name... configurationoptioncanbeusedto specifya list of namesor
UIDs thatcanalsoperformmasquerading-or example,if the Sambasenerwasrunningasusersamba,
thenallow_user_setting=samba would allow it to specifythe nameof print job originatorasa

remoteuser andtheremoteuserwould not needa login accounton the system.
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Thelpr clientprogramis usedto submitajob to a print spooler It doesthis by collectinginformation
aboutthejob, puttingit in a controlfile, andthensendingthe controlfile andfilesto be printedto the
print sener. Thelpr commandine optionsareusedto controlor specifythe valuesplacedin the control
file andhow thejob is to betransferredo the remotehost. In addition,thereareprintcapor configuration
level optionsthatprovide a further degreeof administratve control over additionalfacilities. You canget
thecurrentlysupporteccommandine optionsby usingthe following command:

h4: {315} %lpr -=

Ipr:  lllegal option =
usage summary: Ipr [-Pprinterf@host]] [-A] [-B] [-Cclass] [-Fformat] [-
Jinfo]

[-(K|#)copies] [-Q] [-Raccountname] [-Ttitle] [-Uuser[@host]] [-V]
[-Zoptions] [-b] [-m mailaddr] [-h] [-1 indent] [-1 [w num] [-]
[-Ddebugopt ] [ filenames .. ]

-A - use authentication specified by AUTH environment  variable

-B - filter job before sending

-C class - job class

-D debugopt - debugging flags

-F format - job format
-b,-l - binary or literal format
c,d,f,glm,ptv are also format options

-J info - banner and job information

-K copies, -# copies - number of copies

-P printer[@host] - printer on host

-Q - put ’'queuename’ in control file

-Raccntname - accounting information

-T title - title for ’'pr (-p) formatting

-U username - override user name (restricted)

-V - Verbose information during  spooling

-Z options - options to pass to filter

-h - no header or banner page

-i indent - indentation

-m mailaddr - mail final status to mailaddr

-r - remove files after  spooling

-w width - width to use

PRINTER, NPRINTER environment variables set default printer.

If you areinterestedn the exactdetailsof thejob transfer controlfile, anddatafile formats,pleasesee
RFC1179- Line PrinterDaemonProtocolfor the exactdetails.
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6.1. Job Format Options

Optionsused:

« default_format= defaultprint job format(f)

- fx= supportedormatsfor printing

Thelegagy or vintageBSD print spoolingsystemassignedtachjob a format. This formatwasusedby
thelpd senerto selectanappropriatdilter programthatwould procesghejob andformatit correctly
for theprinter. By cornvention,lower casdetterswereusedto specifyjob formats.

TheLPRnNg lpr clientsupportghelegacg or vintageBSD formats,andalsoprovidesthe-Fx literal to
allow additionformatsto be specified If aformatis specifiedthedefault_format value(usuallyf ) is
used.Thefx=...  optionvalueis alist of the (lower case)haractergorrespondingo the formats
allowedfor a spoolqueue For example,fx=flv ~ would allow only jobswith formatf, | , orv to be
spooledio aqueue By default, all job formatsareallowed.

A coupleof job formatsthatrequirespecialtreatmenttheb (binary)andits aliasthel (literal) format,
andthep (prettyprint) format. The-b or-I commandine literal will selectob format! (literal) for the
job. By default,jobsmarkedwith | formataresupposedo have a minimumamountof handlingand
passedlirectly to a printer. Thep (pretty print) formatis justthe opposite- thesgobsaresupposedo be
pretty printedaccordingto the variousfacilitiesavailableto thelpd print spooler

6.2. Job Pretty Printing, Banners, Priority , and
Accounting

Optionsused:

« ab FLAG alwaysprint banner
- sh FLAG suppessheader(banner)
Thelegag or vintageBSD pretty printing facility supportallowed userso specifythetitle (-T title ),

indentation(-i indent ), width (-i indent ) of outputfor prettyprinting. Theseprobablywill not
have ary effect, but their valuesareplacedin the controlfile andsentto thelpd sener.

Thejob name(-J name) andno bannempage(-h ) literalsalsocauseanformationto be placedin the
controlfile. The-J valueis usedto specifyajob nameon abannempage,andis placedin the controlfile.
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The-h (noheaderhasthestrangesffect of not puttingbannernameinformationin the controlfile.
Apparently if you do nothave a namefor your bannethenno namewill besent.

If the:sh optionis explicitly specifiedn a printcapentryfor thelpr client,thenit hasthe effect of the
-h literal. However, the:ab (AlwaysPrint Banner)optioncanbeusedon the print senerto always
forceabannetto be printedevenif theuserdoesnot specifyabanner

Finally, the-R literal allows additionalaccountingnformationto be placedin the controlfile.

6.3. Job Class and Priority

Optionsused:

 break_classname_priority_link FLAG classnameloesnot setpriority
« default_priority= defaultpriority

« ignore_requested_user_priority FLAG ignore requestediserpriority

The-Cclass informationis usedplacedin the controlfile; the default classandpriority is setby the
default_priority option (defaultA). Thefirst letter of the classinformationis uppercasedndthen
usedasthejob priority.

Thebreak_classname_priority_link optioncausedpr to placeclassinformationin thecontrol
file but notto useit to setthejob priority. Thisis usuallyusedin institutionswhereusersshouldnot
specifytheir priority. Finally, theignore_requested_user_priority is actuallyusedby Ipd to
ignorethe priority requestedby users.

6.4. Job Copies and Job Size

Optionsused:

« mc=maximurmumberof copies

« mx=maximurjob size(Kbytes)

The:mc (maximumnumberof copies)and:mx (maximumjob size)optionsareusedby boththelpr and
Ipd programs.Thelpr -Kn orlpr -#n optionsetsthe numbersof copieswantedto n; if thisis larger
thanthe:mc valuethenthelpr clientwill not print thejob andthelpd senerwill discardthejob with an
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error. Thejob sizeis the productof the numberof copiesandthe sumof theindividualfile sizes.Thisis,
in effect, thetotal numberof bytesto betransferredo the printer. If thejob sizeis largerthanthe:mx
limit, thenthelpr clientwill notprint thejob andthelpd senerwill discardthejob with anerror.

6.5. Job Completion Notification Requested

Optionsused:

« allow_user_logging FLAG uses cansendstatus

« lpr_bsd FLAG Ipr -mactsaslegacyBSDflag

Thelpr -m mailaddr optionwill putthespecifiedmailaddrvalueinto the controlfile. How thisis
processeds left to the particularsenerimplementation Seethe Abnormal Terminationsectionfor
details.

LPRng extendsthelpr -m mailaddr to allow mail addressesf theform

host[%port][/(TCP|UPD)] , andwhenthejob is beingtransferredr printedthelpd senerto opena
connectiorto the specifiedTCP/IPaddressandsendjob progressnformation. This is a security
loopholeandtheallow_user_logging flag mustbe presento allow this operation.

Thelpr_bsd will causethelpr -m optionnotto take anargumentasin the BSD Ipr, andwill place
theusersnameandhostinformationin the controlfile asthe destinatiorfor notification.

6.6. Remove Files After Spooling

Thelpr -r optionis extremelydangerousndhasprovento befatalto alarge numberof system
administratorssoit shouldbe usedwith caution.Unfortunatelyit is usedin alarge numberof shell
scriptsandby defaultin avastnumberof programssoit is presenin the LPRng software.

Its actionis quite simple. After sendingthe print job to the spoolerit will try to unlink the originalfiles.
It will dotheunlinking operationastheoriginal user but if the original userhadpermissiongo remove,
say /etc/password , thenthefile will beremoved.

6.7. The -Z Passthr ough to Filter Options
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Optionsused:

« append_z= Appendvaluesto Z optionslist

. prefix_z= Prefixvaluesto Z optionslist

- remove_z= RemwevaluesfromZ optionslist

« prefix s to z FLAG Prefixcontmol file Sto Z information

« prefix s to z FLAG Prefixcontmol file Z to Sinformation

By corventionall of thevaluesspecifiedwith thelpr -z optionareplacedin thejob controlfile and

passedo thelpd sener, which turn passeshemto the print filters. This allows usersto passoptionsthat
arenotpartof theRFC117%epetoireto filters.

In additionto this simplemethodof providing options,we canhave thelpr andlpd systemsaddoptions
to thecontrolfile information. Theprefix_ z andappend_z optionsallow usto putZ optionsatthe
startor endof the userprovidedlist; theremove_z removesspecifiedoptionsfrom thelist.

Theprefix_s_to_z andprefix_z to_s optionsareusuallyusedby thelpd sener, andprovidesa
simpleway to havethe SystemVip -0 option valuesputinto theZ optionsvalue. Thisis very useful
whenexisting SysVIp print spoolingsystemseedto beinterfacedto LPRng andtheoptionsneedto be
handledn ameaningfulmanner Theprefix_z_to_s is similarly usedwhenyou wantto forwardjobs
to a SysVspoolingsystemandhave the optionspasseaorrectly

If presenin theprinterconfigurationthevariousrequestedctionsarearedoneby thelpr client, thelpd
seneron job receptionandthelpd seneragainon job processingThis redundang ensureghatjobs
which aresentto this queuearrive at this queue pr areprocessedtby this queuehave the optionsset
appropriately

6.8. Record Queue Name in Control File

Optionsused:

« qq FLAG Insertqueuenameinto contol file

. force_queuename= Queuenam# beused

The:qq usequeuenameptiontells LPRng to recordthe queuenamethata job wasoriginally queued
to in the controlfile asthe Qinformation. Theforce_queuename-=... entryforcesthe queuenameto
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bethespecifiedvalue. For example thefollowing printcapentryandlpr commandwill resultin afilter

beingpassedhe argumentsshavn below.

#printcap
prl_landscape|prl_portrait|pr_raw
filter=/...filter

:lp=/dev/pr
‘qq
Ipor  -Pprl_landscape Ipr  -Pprl_portrait
control file -
Qprl_landscape Qprl_portrait
filter command line:
-Qprl_landscape ... -Qprl_portrait

Theforce_queuename canbeusedfor forcea specificvalueinto thecontrolfile Qinformation.

john|tom|frank
filter=/...filter
:lp=/dev/pr
:force_queuename=office

Ipr  -Pjohn
control file -

Qoffice

filter command line:
-Qoffice

6.9. Check For Nonprintab le File

Optionsused:

« check_for_nonprintable FLAG lpr chedsfor non-printablefile

« ml=minimumnumberof printable characters
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By defaultlpr doesnot checkfiles for for non-printablecharactergi.e., escapeharactersat the startof
theprintfile. You cansetthecheck_for_nonprintable flag to causadt to doso. The:ml value
specifiegthenumberof charactershatareto bechecled. Clearly; if it is 0, nonewill bechecled.

6.10. Job Filtering By LPR

Optionsused:

« lpr_bounce FLAG Ipr doesfiltering

Someuserswvould lik e theadvantage®f thefiltering andprocessingapabilitiesof alpd daemorwithout
runningalpd daemorontheir system.By having thelpr programprocesshejob by passingt through
thevariousfilters andthensendthe outputof thefilters asthe print job you cangetthe desiredeffect.

# Simple example of an Ipr_bounce entry
bounce

:lpr_bounce

Ip=Ip@remote

filter=/usr/local/bin/Ipf

Thelpr_bounce flag,if presenin the printcapentry, will force Ipr to procesghejob usingthe
specifiedfilters andsendthe outputsof thefilters to the remoteprinterfor furtherprocessing.

6.11. Restrict Queue Use to Group Members

Optionsused:

- rg= Restrictedgrouplist

The:rg valuespecifiesaalist of groups.If this valueis presentuseof a printeror operations restricted
to only userdn aparticulargroup. This checkis doneby boththelpr clientandthelpd senerif the
optionis present.
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6.12. Fixing Bad Contr ol Files and Metacharacter s

Optionsused:

- safe_chars= additionalsafecharactersfor contmol file

RFC1179definesa simpleprotocolandstandardor print jobsto beinterchangedbetweerprint spooling
systemsUnfortunately thereweresomemajor mistalesin not specifyingthe exactform thattext would
take whenplacedin the controlfile.

By default, LPRng will brutally convertanon-conformingRFC1179%ontrolfile into onethatis
acceptabléo most,if notall, existing RFC1179mplementationsin orderto preventproblemswith
LPRnNg ruthlesslypurgesall charactersdut upperandlower caseletters,spacestabs,and

-_.@()=+% fromthecontrolfile, replacingsuspiciousharactersvith underscorg ). In addition,
LPRng will ruthlesslyregenerateontrolfile entriesanddatafile namessothatthey arecompliantwith
all known RFC1179mplementations.

For someinstallationsthe default setof safecharactersnaybeoverly restrictive. For example,vintage
softwaremay generatdiles with # charactersn theJ line of the controlfile. Thereplacemenof this
characteby underscordg_) may causeotherapplicationswvhich usethe controlfile informationto stop
working. The:safe_chars  optionallows theuserto specifyanadditionalsetof safecharacterén the
Ipd.conf  configuratiorfile(s).

For example,:safe_chars=#"  would allow the# and" characterso appeain the controlfile.

6.13. Minimum Spool Queue Free Space

Optionsused:

« minfree= Sizein Kbytes

If thisvalueis non-zerothenthelpd receving sener checksto seethatthereis the specifiedhumberof
Kbytesof file spaceavailablebeforeacceptingajob. If thereis notenoughspacehenthejob is rejected.

6.14. FQDN Host Information
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Optionsused:

- force_fqdn_hostname FLAG Updatecontrol file with FQDN name
. use_shorthost  FLAG shortcontol anddatafile names
Somelpr clientsdo not puta FQDN hostnamein their controlfile. Theforce_fqdn_hostname  flag

will causdpd to puta FQDN hostnamein the controlfile. This optionwill assumehatthe domainis
wherethe connectiororiginatedfrom.

SomesystemgannothandleFQDN hostname controlanddatafile formats. The use_shorthost
optionwill sendcontrolanddatafiles with very shortnamego the remoteprint sener.
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Thelpq programis the mainmethodusedto monitorqueuesYou canobtainthe availableoptionsby

using:

h4: {316} %lpqg -=

Ipg:  llegal option =

usage: Ipg [-aAclV] [-Ddebuglevel] [-Pprinter] [-tsleeptime]

-a - all printers

-C - clear screen before update

-l - increase (lengthen) detailed status  information
additional | flags add more detail.

-L - maximum detailed status  information

-n linecount - linecount lines of detailed status  information

-Ddebuglevel - debug level

-Pprinter - specify  printer

-S - short (summary) format

-tsleeptime - sleeptime  between updates

-V - print  version information

7.1. Ipg Queue Selection (Ipg -Pprinter , Ipg -a)

If noqueues specifiedthenthedefaultqueues used with -Pprinter@host

causingadirect

connectiorto thenamedhost. The-a literal selectsall queues.

7.2. Ipq Job Selection

Jobsareselectedby providing ajob numberor glob patternthatis matchedo the usernameandand
job identifier. If multiple patternsareprovidedeachis appliedin turn againsthe jobsin a queueuntil all
have beentried. If any oneof the patternamatchthenthejob statuss displayed.

If no selectioninformationis providedor theall

displayed.

7.3. Ipg Short Format (Ipq -s)

patternis providedthenall jobsin thequeueare

151



Chapter7. Ipq - StatusMonitoring Program

Thisis oneline perspoolqueue:

% Ilpg -sa

tl@astart110 (printing disabled) 1 job

t2@astart110 (routed/bounce to tl@h10.private) 0 jobs
t3@astart110 (forwarding to t3a@h10.private)
t3a@astart110 (forwarding to t2@h10.private)
td@astart110 (subservers t5, t6) 0 jobs

tS5@astart110 (serving t4) 0 jobs

t6@astart110 (serving t4) 0O jobs

Notethatthe nameof the printer/hosts first, followedby optionalstatusnformation,followedby the
numberof jobs. Only printcapentrieswith spoolqueuesave ajobswordin thelastposition. The-a
literal forcesstatusfor all queuesor thequeuesn theall  printcapentryto bereturned.

Thestalled_time (default 120secondsprintcapoptioncanbe usedto setatime afterwhich active
jobswill bereportedasstalled.

7.4. Ipg Long Format (lpq, Ipg -, Ipg -L)

Thisis thedefault statusdisplay It is anicely formatted extremelyverboseormatthatis suitablefor
humblehumaninterpretation For example:

% Ilpg -a

Printer: tl@astart110 'Test  Printer 1" (printing disabled)
Queue: 1 printable job

Server:  no server active

Status:  finished operations at 09:44:00

Rank Owner/ID Class Job Files Size Time
1 papow-

ell@astart110+202228663 A 10663 /tmp/hi 3 20:22:29
Printer: t2@astart110 'Test  Printer 2’ (routed/bounce to tl@h10.private)
Queue: no printable jobs in queue

Status:  finished operations at 16:30:08

Printer: t3@astart110 (forwarding to t3a@h10.private)
Printer: t3a@astart110 (forwarding to t2@h10.private)
Printer: td@astart110 (subservers t5, t6)

Queue: no printable jobs in queue

Status:  finished operations at 09:44:06

Server  Printer: tb@astart110 (serving t4)

Queue: no printable jobs in queue
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Status:  finished operations at 09:44:06
Server Printer: t6@astart110 (serving t4)

Queue: no printable jobs in queue

Status:  finished operations at 09:10:00

Thelpg -l (longerinformation)optioncausesnoreof the statusnformationto be printed. You can
useincreasinghumberoflpg -1 options( Ipq -l alsoworks)to getmorestatus.Use Ipq -L for
themaximumamountof statusnformation.

7.5. Ipg Verbose Format (Ipg -v)

Thisusesanextensionto the RFC1179rotocol,andis supportecnly by LPRng. Theamountof
informationdisplayeds thebrutal,andin effectdoesa total databaselumpof the LPD. This hasbeen
developedin orderto provide diagnosticandstatusinformationfor databasethatneedto keeptrack of
job progresghrougha spoolqueue.

% lpg -v

Printer: tl@astart110
Comment: Test Printer 1
Printing: no

Spooling: yes

Queue: 1 printable job
Server: no server active

Status:  accounting at end ’'papowell@astart110+094352860’ at 09:44:00
Status:  printing '‘papowell@astart110+094352860’, closing de-

vice at 09:44:00
Status:  printing '‘papowell@astart110+094352860’, finished at 09:44:00
Status:  subserver status 'JSUCC' for ’papowell@astart110+094352860’ \

on attempt 1 at 09:44:00
Status:  finished operations at 09:44:00
Job: papowell@astart110+202228663 status= 1
Job: papowell@astart110+202228663 CONTROL=
- Hh10.private
- Ppapowell
- Jitmp/hi
- CA
- Lpapowell
- Apapowell@astart110+202228663
- Qtl
- fdfA010663h10.private
- N/tmp/hi
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- UdfA010663h10.private

Job: papowell@astart110+202228663 HOLDFILE=
- active O

- done O

- hold O

- move O

7.6. Job Taking Too Long - Stalled

Optionsused:

. stalled_time=  secondsfterwhich to reporta stalledactivejob

Thestalled_time optionis actuallyusedby thelpd senerto reportthatajob hasbeenactive more
thantheindicatedtime with no changean state.This is usefulfor spottingthingssucha printersthatare
out of paperandsoforth.

7.7. Configuring Format and Displayed Information

Thefollowing sectiondescribeoptionsthatareusedby thelpd senerto controlhow it will returnstatus
informationto alpg request.

7.7.1. Display Class Information

Optionsused:

« class_in_status FLAG showclassnamein status

Settingtheclass_in_status optioncauseghe classnameratherthanpriority to be displayedn the
statusnformation.

7.7.2. Reverse Short and Long Ipg Formats
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Optionsused:

« reverse_lpg_format= FLAG reverselpq statusformatfor specifiedemotesystems

VariousSolarisandotherSystemV implementationsupportan RFC1179nterfaceto remoteprinters.
Unfortunatelythereis a problemin thatwhenthey senda statusrequestthe statusformatis reversed.
Thatis, whenLONG statusformatis wanted they sendSHORT, andvice versa.

Thereverse_lpg_format= specifiealist of printersor IP addressefor whichthelpd senerwill
returnLONG statuswhenSHORT is requestedandvice versa.For example:

reverse_lpg_format=*.eng.com,130.192. 0.0/16

will causehostswhoseFully QualifiedDomainName(FQDN) endsin eng.com or from subnet
130.192.0.0 to havereversedstatusreturned.

7.7.3. Status Line Length and Line Count

Optionsused:
« return_short_status= returnshortlpq statusfor specifiedemotesystems
« short_status_length= shortlpq statuslengthin lines

In orderto becompatiblewith nond1.PRng client programssomeadministratorsvould like Ipd to return
ashortor brief statusto normalstatusqueries.

Thereturn_short_status= specifiesalist of printersor IP addressefor whichthelpd sener will
returnanabbreviatedstatuswhenLONG statusis requestedFor example:

return_short_status=*.eng.com,130.192 .0.0/1 6
short_status_length#3

will causehostswhoseFully QualifiedDomainName(FQDN) endsin eng.com or from subnet
130.192.0.0 to getonly 3linesof detailedstatusreturned.

7.7.4. Ipq Status Format Determined by Requesting Host Address
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Optionsused:

« force_lpg_status= forcelpq statusformatfor specifiedemotesystems

In orderto be compatiblewith nonLPRng client programswhich aretotally unpredictablethis allows
theadministratoito specifytheformatfor Ipq statuswhenrequestsarrive.

Theforce_lpg_status= specifiesalist of formatsandprintersor IP addressefor whichthelpd
senerwill returnstatusin the specifiedformat. The entryhasthe formatKEY=list;KEY=list...
whereKEY iss for shortandl for longformat,andlist is alist of hostsor IP addressed-or example:

force_lpq_status=s=pc*.eng.com,130.19 2.12.0 /24,)= sun*.e ng.com

will causehostswhoseFully QualifiedDomainName(FQDN) matchegc*eng.com or from subnet
130.192.12.0  to getshortstatusreturnedandhostswhich matchsun*.eng.com getlong status.
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- Job Removal Program

Thelprm programis usedto remove jobsfrom a print queue.You canobtainthe availableoptionsby

using:
h4: {317} %lprm-=
Iprm:  lllegal option =
usage: Iprm [-A] [-a | -Pprinter] [-Ddebuglevel] (jobid|user|'all’)*
-a - all printers
-A - use authentication
-Pprinter - printer (default PRINTER environment  variable)
-Uuser - impersonate  this user (root or privileged user only)
-Ddebuglevel - debug level
-V - show version information
user removes user jobs
all removes all jobs
jobid removes job number jobid
Example:
Iorm  -Plp 30" removes job 30 on printer Ip
Iorm  -a’ removes all your jobs on all printers
Iorm -a all removes all jobs on all printers
Note: Iprm removes only jobs for which you have removal permission

8.1. Iporm Queue Selection (Iprm -Pprinter , lprm -a)

If noqueuds specifiedthenthedefault queueis usedwith -Pprinter@host
connectiorto thenamedhost. The-a literal selectsall queues.

causinga direct

8.2. Iprm Job Selection

Jobsareselectedby providing ajob numberor glob patternthatis matchedo the usernameandand
job identifier. If multiple patternsareprovidedeachis appliedin turn againsthe jobsin a queueuntil all
have beentried. If any oneof the patternamatchthenthejob statuss displayed.

If no selectioninformationis providedthenthe usernameperformingtherequesis usedasthe selection
pattern,andonly thefirst job thatmatchess removed.

Theall patternwill matchall jobsin thequeue.
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Theusermusthave permissiorto controlthe queueor to remove a selectedob in orderfor job removal
to succeed.
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Thelpc commands the mainway thatthelpd seneris controlled.Hereis the helpinformation
displayedby thecommand:

h4: {318} %lpc -=

Ipc:  lllegal option =
usage: Ipc [-Ddebuglevel][-Pprinter][-Shost][-Uus ername ][-V] [command]
with  no command, reads from stdin
-Ddebuglevel - debug level
-Pprinter - printer or printer@host
-Shost - connect to Ipd server on host
-Uuser - identify command as coming from user
-V - increase information verbosity
commands:
active (printer[@host]) - check for active server
abort (printer[@host] | all) - stop server
class printer[@host] (class | off) - show/set class printing
disable (printer[@host] | all) - disable  queueing
debug (printer[@host] | all) debugparms -
set debug level for printer
down (printer[@host] | all) - disable  printing and queueing
enable (printer[@host] | all) - enable queueing
hold (printer[@host] | all) (name[@host] | job | all)* - hold job
holdall (printer[@host] | all) - hold all jobs on
kill (printer[@host] | all) - stop and restart server
Ipd (printer[@host]) - get LPD PID
Ipq (printer[@host] | all) (name[@host] | job | all)* -
invoke | pq
Iprm (printer[@host] | all) (name[@host]|host|job| all)* -
invoke | prm
msg printer message text - set status message
move printer (userljobid)* target - move jobs to new queue
noholdall (printer[@host] | all) - hold all jobs off
printcap (printer[@host] | all) - report  printcap values
quit - exit LPC
redirect (printer[@host] | all) (printer@host | off )* -
redirect jobs
redo (printer[@host] | all) (name[@host] | job | all)* -
release job
release (printer[@host] | all) (name[@host] | job | all)* -
release job
reread (printer[@host]) - LPD reread database information

159



Chapter9. Ipc - Administation Program

start (printer[@host] | all) - start  printing

status (printer[@host] | all) - status of printers

stop (printer[@host] | all) - stop  printing

topq (printer[@host] | all) (name[@host] | job | all)* -

reorder  job
up (printer[@host] | all) - enable printing and queueing
diagnostic:

defaultq - show default queue for LPD server
defaults - show default  configuration values
client (printer | all) - client config and printcap information
server  (printer | all) - server config and printcap

Most of thelpc commandine optionsarecommonto all LPRng Clients,with the exceptionof the-S
server literal. This optionallowsthelpd hostto beexplicitly specified.

Thelpc commandganbe classifiedasinformational queuemanajement problemmanajementjob
sdcheduling anddiagnostic

9.1. Informational Commands - status, active, reread

Eachspoolqueuehasa SpoolControl File, andthelpc  status commandlisplaysselectedralues
from thisfile.

Thelpc active commandconnectdo the print senerandgetsthe ProcessD of thelpd processThis
is usefulto determindf thelpd seneris runningon the print sener.

Thereread commandonnectgo thelpd print senerandrequestshatthe senerrereadheprintcap
Ipd.conf ,andlpd.perms databaséiles.

9.2. Queue Management - enable, disab le, up, down

Theenable anddisable command®nableanddisablequeuingor sendingobsto the print queue.
Theup commandcombinegheenable andstart commandsvhile thedown commandcombineghe
disable andstop commands.

9.3. Printing Management - start, stop, up, down

Thesecommandsreusedto startandstopprinting. Theup combinesstart andenable , while down
combinesstop anddisable
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9.4. Problem Management - abort, redo, Kkill

Thesecommandsreusuallyusedwhenthereis a problemprinting ajob. Theabort commands used
to kill off all printing actiity associateavith ajob. It alsohasthe sideeffect of stoppingprinting onthe
print queue.Theredo commandwill redoor attemptto reprintajob. Thekil commandombineghe
abortandredocommandandis usefulwhenthereareproblemswith thejob currentlybeingprintedand
it shouldbereprinted.

9.5. Job Scheduling -topq, holdall, noholdall, hold,
release

Thetopg commanceffectively putsthe selectjob or jobsatthetop of the queuefor printing.

Theholdall , noholdall , andrelease commandsmplementa simpleholdingqueuefor jobs. By
default,holdall  is disabled Whentheholdall commandenablest, thenjobswill remainin thespool
gueueuntil explicitly releasedvith therelease command.

Thehold commanctanalsobeusedto hold individual jobsuntil released.

9.6. Queue Management - class, redirect, move

Theclass commands usedto restrictprinting to jobswhoseclassvalue,setusingthelpr -C class
option,is in the classlist or matcheneof the classesThis allows the administratotto restrictprinting.
For moredetailsandanexampleof its use,seeForm Support.

Theredirect commandallowstheadministratoito acceptgobsatthis queueandthento havethem
forwardedor redirectedo anotherprint queue.This is usefulwhena printertemporarilyis unavailable.

Themove commandallows anindividualjob (or jobs)to beforwardedor redirectedo anotherprint
queue.
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Utility

The checkpc(checkprintcapfile) is oneof the mostusefulutilities in the LPRng package.

It will readall the configuratiorfiles, printcapfiles andtestswhetherdevicesaresetup correctly
Optionally, it will alsosetthe permissiondor spooldirectoriesanddevice files. Additionally, it will
truncatethe accountingandlog files to a maximumsize. Anotherusefor checkpcis to remove old
entriesfrom queuedirectories.

For anew installation,you will wantto run

checkpc -f -V
to setthe permissionsight. The-f flag instructsthe programto correctfile permissionsif youdon't
runthisasROOTyou'll receve awarningaboutthatfactandarny chown(2) callswill (mostlik ely) fail.

The programreportseverythingit changesSinceit isn’t too clever aboutsomethings(visit the man
page),you shouldkeepaneye ontheoutput,andrunit againif neededlf it keepdfailing, changethe
permissiongourself.

10.1. Maintenance
Later, youwill wantto usecheckpcfor the daily maintenancef your system.l have thisline in user
Ip 'scrontab:
32 5 * * * checkpc -t 10K -A3 -r >/dev/null 2>&1

This job will:

1. truncateall log andaccountindilesto 10KB (-t  10K). Actually, it will keepthelast10K from the
file, startingona completdine.

2. removeall stalefiles olderthanthreedays(-A3 -r ).

I’'m redirectingoutputto /dev/null  , because&heckpcis alittle noisyto my taste.(But too noisyis
betterthantoo silent:)
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10.2. Printcap Information

You canusecheckpc -V -P to examineprintcapsandtell youwhatthey contain.This s identicalto
thelpc server all operationput with ahigherlevel of verbosity
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Chapter 11. Printer Communication and
Protocols

Commoncommunicatiormethodsbetweenra printeranda hostsystemarenetwork connectionsparallel
ports,or serialports;while Fibre Channel SCSI,USB, FireWire, InfraRed,andotherinteresting
technologiehave beenusedthey areeithervery specializedr notdirectly supportby the LPRng
software. In this sectionwe will discussNetwork, Parallel Port,andSerialPrinters,aswell asthe
differentprotocolsandstandardshatapplyto them.

11.1. Network Printer s

Themostflexible andhighestthroughputprinterinterfaceis via a network (TCP/IP)connection Most
high performanceprintershave a built in network interface,or you canattachthemto a printer server
boxwhich providesa network interface. The network interfaceusuallysupportsmultiple network
printing protocols.Themostcommonarethe LPD (RFC1179) Socket API, AppSoclet, SMB, and
Novell Netwareinterfaces.LPRng directly supportshe LPD (RFC1179)andSoclet API interfacesand
you canusethe smbclient programfrom the SambaSoftware Packagefor the SMB interface.

11.2. RFC1179 (LPD) Connection

In this modeof operatiorthe print sener actuallyoperatesasa very limited BSD print spooler These
limitationsinclude:

1. No errormessagesr statuscapability

2. Limited or very primitive bannerprinting. On somesystemst maybeimpossibleo turn banner
printing off.

3. Onmostknown print senershigh connectioractivity causedy multiple systemsattemptingto get
statusor spooljobs may causecatastrophidailure of theprinter.
For theabove reasonsysingRFC117%o transferjobsto a printer shouldberegardedastheleast

desirableoption. PleaseseeThe RFC1189Protocolfor a detaileddiscussiorof the RFC1179rotocol.

In orderto usethe RFC117%ransferoperationyou musthave a printcapentryfor the printerthat
provides:
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- ThelP addres®r nameof theprinterthatcanberesohedto anlIP address

« Thenameof thespoolqueueIn practice thisis usuallyusedonly to determinewhich of several
printerportson the print senerthejob will besentto, or whattype of processinghe print sener will
do. Most cardsusuallydo notdo ary processingandsimply passthejob throughto the printer.

Thefollowing is anexampleof asimpleprintcapentrythatcanbe usedto senda job to aremoteprinter
usingthe RFC117%rotocol:

# LPRng syntax
# :p value is ‘’where to print the job’

Ip:
lp=raw@10.0.0.1

# OR Vintage BSD Print Spooler Syntax
# (LPRng supports this as well)
# rp = remote printer, orm = remote machine or host

Ip:
:rp=raw:rm=210.0.0.1

If youwishto transferjobsto a print spoolemwithout usingthefull LPRng Ipr program the Perl
lpr_in_perl programin the LPRng Distribution UTILS directorycanbe usedfor testingandtutorial
purposes.

11.3. Socket API

The Soclet APl is averyflexible job transferprotocol. It is widely supportby mostPrint Sener
manufcturerswith the Hewlett PackardJetDirectsettingthe defactostandardThe Soclet API is
extremelysimple.

1. Theuserestablishea connectiorto TCP/IPportonthe Printeror Network Print spooler The HP
JetDirectusesport 9100by default, but otherportsareusedaswell. This connectiormayberefused
if the printeris busyprintingajob.

2. Whenthenetwork connectionis establishedo a systemwhich hasaninternal printer or for which
theNetwork Print Spooleris anintegral partof the systemthe printerusuallyflushesall internal
buffersandreadiedtself to receve a new job. However, whenyou areusinganexternalPrint Sener
box, you mayneedto sendspecificinitialization sequence® the printerto ensurehatit is reset
correctlyandis readyto receve new jobs.
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3. Whentheconnectioris made all bytessentto the connectiorareeithertransferredo andexternal
interfaceto directly to a print buffer usedby the printer’s Print Engine.

4. Theconnectioris bidirectional,andinformationsentto the externalport by anexternalprinteror
errormessageandstatusgeneratedby the printer’'s Print Enginewill betransferredverthedata
link to theuser

5. The Network Printspoolerwill keepthe connectioropenuntil it is closedby theuser During this
periodit may continueto reportstatusor otherinformationsuchasprinterOn Line, paperoutages,
andsoforth.

6. If theconnectiorto the printeris half-closed thatis, theshutdown() network systemcall is used
to indicateto theremoteprinterthatno furtherdatawill besent,thenthe printermayimmediately
terminatethe network connection.This meanghatno furthernetwork or statusmessagewill be
sentto theuser

7. If the connectioris to a ExternalPrint Sener, thenusuallythe connectiorcanbeimmediately
re-establishedt is theresponsibilityof the userto ensurethata the printerhasfinishedits work
beforesendinga new job.

8. If theconnectioris to aninternalPrint Sener, thenusuallythe printerwill notallow the connection
to bemade,or will refuseall datatransferson the connectioruntil the printerfinisheswith the
previousjob andall internalbuffershave beencleared.

Thefollowing is a sampleprintcapshaving how to usethe Soclet API:

Ip:
# make a socket connection to port 9100
:lp=10.0.0.2%9100

You canusethe netcat(http://www.|0pht.com/~weld/netcatdtility by Hobbit <Hobbit@avian.org >
to testthatthe Socletinterfaceis availableandworking. If ellipse.ps is atestfile, then: Thesimplest
andeasiestvay to print afile to a network printerappears

nc printer.ip.addr 9100 < file
Example:
nc 10.0.0.25 9100 < ellipse.ps

11.4. AppSoc ket TCP/IP Protocol
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The AppSocletinterfaceis supportedy Tektronixandsomeotherprintervendors It is similarto the
Soclet API, with a coupleof significantdifferences.

1. Theprinterhastwo portsfor network connectionsa TCP port 9100for TCP/IPstreamconnections
anda UDP portfor UDP pacletconnections.

2. Whena0 lengthUDP packetor a UDP paclket containingonly CR/LF is sentto UDP port9101,the
printerwill returnapacletto the sendercontainingprint statusinformation. Thisinformation
indicatesthe printerscurrentstatus(busy, idle, printing) andary errorconditions.

3. Theformat,reliability, andrepeatabilityof the UDP formatandinformationis totally
undocumentedandthe UPD portfacility shouldberegardedas,atbest,anadvisoryfunctionof the
printer.

4. To sendajob to the printer, a connectiorto TCP portis made.This connectiorwill berefusedwhile
theprinteris busyor hasa connectiorto anotherhost.

5. Whenthe TCP connectionis establishedtheinformationto be printedcanbe sentoverthe TCP
connectionBytessenton this streanmwill beplacedin the input buffer of the Print Engineand
processed.

6. An endof job (EOJ)sequencéndicationin the datastreamwill causehe printerto terminatethe
connectionThisis differentthanthe Soclet API, wherethe printerwill keepthe connectioropen.
Thismeanghatif thePostScriptCTRL-D (endof job) characteis sentin ajob, thenthe connection
will beterminated.

7. Somemodelsof printersmodify this behavior slightly andwill notterminatethe connectionput will
simply ignoreary datafollowing the EOJindication.

8. SomeprinterssupportbidirectionalAppSoclet communicationandwhile the connections open
will returnerrorindicationsor statusinformation.

9. Onceall thedatahasbeenrecevedandthejob hasfinishedprinting, the connectiorwill be
terminatedoy the printer.

Theifhp filter, oneof the helperprogramsor LPRnNg, is usedwith LPRng to provide AppSoclet
support.For details,pleaseseethe [[FHP-HOWTOY] in theifhp Distribution (http://www.private/)and
Tektronix P450andFamily for details. Thefollowing is a typical printcapentryfor the AppSoclet
protocol. Theactualnetwork connectiorto the printeris madeby theifhp filter:

Ip:
# LPRng opens a dummy connection for consistency
:Ip=/dev/null
# we pass the ifhp filter options  indicating that the
# Tektronics printer will  need the appsocket protocol
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# and to use port 35 at 10.0.0.1 to make the connection

# The ifhp filter may open and close the connection  several
# times during the file transfer in order to ensure that
# the printer handles the job correctly.
;ifhp=model=tek,appsocket,dev=10.0.0.1%35
filter=/usr/local/libexec/filters/ithp

11.5. Network Print Server Boxes

A networkprint serveris usuallya box (externalmodel)or cardin a printer (internalmodel)which hasa
network connectiorto a TCP network andsoftwareto implementa LPD print sener. If it is anexternal
model, The parallelor serialport of the printeris connectedo the box, andthe print sener may support
multiple printers.If it is aninternalmodel,the seneris usuallynothingmorethana Network Interface
Controlleranda ROM containingsoftwarethatthe microprocessoin the printeruses.

The print sener may supportmultiple printing protocols,suchasRFC117XTCP/IPprinting usingthe
LPD print protocol),Novell PrinterProtocols, SMB print protocols,andAppleTalk protocols.Oneof the
obsenedproblemswith Network Printsenersis thatwhile they canusuallysupportoneprotocoland
oneuseratatime quitewell, whenyou try to usemultiple protocolsand/ormultiple userstry to transfer
print jobsto the printer, the printermaybehae in avery odd manner Usuallythis resultsin a printer
failing to finish ajob currentlybeingprinted,andunableto accepinew jobs.

Severalof thenewer modelsof print senershave SimpleNetwork ManagemenProtocol(SNMP)agents
built into them,andcanprovide detailedinformationabouttheir internalfunctions.By usinga SNMP
managesuchasSunNetmanager HP-Operiew, you canmonitoryour network printersactivities.

| recommendhatyou useonly asingleprotocolto sendjobsto theprinter. If youcan,l alsorecommend
thatyou usea print spoolerandhave only a singlehostsystemsenda job to the printer.

My bestadviceon connectingo network printersis notto usethethebuilt-in LPD sener, but to usethe
direct TCP/IPconnectiorto the print engine.Usuallythisis doneto particularTCP/IPportonthe
printer. Forthe HP JetDirectandotherHP productsthisis usually TCP port9100.

Onceyou have thedirectconnectionyou cannow usevariousfilters to preprocesshe print job, insert
PJLandPCL commandsor corverttext to PostScriptor PCL for betterprint quality.

11.6. Network Print Server Configuration Information

Thefollowing is alist of print senermanuficturersmodels,andwith hintson how to accesgheseboxes
with variousprotocols.
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Table 11-1. Network Print Server Configuration Information

(http://www .cannon.condji ve

Manufactur er Model RFC1179Port Name |Sendto TCP port
(rp=XXX)
Cannon Printer Cannon460PS, no hard[xjdir ect - Unknown if supported

Cannon460PShard
drive

Xj print - print
immediately,xj hol d -
print later

- Unknown if supported

Digital Productsinc.
(http://www .digprod.con

NETPrint Print Sewer
n/)

PORTn, wheren is port
on sewver

- Unknown if supported

ElectronicsFor Imaging
Inc.
(http://www .efi.com/)

Fiery RIP i series

nor mal g or urgent q

- Unknown if supported

Fiery RIP XJ series

Xj print

- Unknown if supported

Fiery RIP XJ+ and Sl
series

print _Mbdel ,e.g
pri nt _DocuCol or

- Unknown if supported

(http://lwww .emulex.conggver

Fiery modelsZX2100, print - Unknown if supported
ZX3300, X2, X2e -
Emulex Corp. NETJet/NETQueprint [PASSTHRU - Unknown if supported

Extended Systemsinc. |[ExtendNetPrint Server [Pri nt er n, wherenis |- Unknown if supported
(http://lwww .extendsys.com/) port on sewver -

Hewlett-Packard JetDirectinterface card |r aw 9100

(http://www .hp.com/)

Hewlett-Packard JetDirectMultiport port 1 - rawl, port |[port 1-9100,port 2-
(http://www.hp.com/) [Server 2 - raw2, etc. 9101,etc.

I-Data
(http://www .i-data.com/

Easycom10 Printserver

par 1 (parallel port 1)

- Unknown if supported

(http://lwww .printers.ibm

2haniyl 24PS

Easycom100 LPDPRT1 - Unknown if supported
Printserver -
IBM Network Printer 12,17, PASS - Unknown if supported
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Lantr onix EPS1,EPS2 EPS_X_S1 (serial) 3001 (port 1), 3002(port
(http://www .lantr onix.cam/) port 1, EPS_X P1 2), etc.

(parallel) port 2,

etc.
QMS \Various Models RAW 35 (AppSoclet)
(http://www .gms.com/)
Tektronix 'Tektronix printer PS (PostScript), PCL  [9100(AppSocket on
(http://lwww .tek.com/colpetprinkecsids (PCL), or somemodels)

AUT O(Auto-selection
betweenPS,PCL, or
HPGL). Not reliable.

RoseElectronics Micr oserve Print Ip 9100
(http://www .rosel.com) |Servers
Xerox Models 4505,4510, PASSTHRU 2501 (AppSocketon
(http://lwww .xerox.com/}4517,4520 somemodels)
Model 4512 PORT1 10001 (programmable)
Model N17 RAW 9100
ModelsN24and N32  |RAW 2000
Models 4900,4915, PS 2000
4925,C55
DocumentCentre | p - Unknown if supported
DC220/230 -

All compaty, brand,andproductnamesarepropertiesof their respectre owners.

HP JetDirect Interface

TheHP JetDirectinterfaceis oneof themostwidely usedfor network printers.For thisreasonit alsohas
themostwidely known setof problems.The useris stronglyurgedto upgradeto the latestversionof
firmwareavailablefor the unit. Problemswith olderversionsof firmwareincludesystemlockupsthat
requirepoweruplevel resets.

Newer versionsof the HP JetDirectinterfacehave a Web Browserbasedconfigurationsystem After you
have assignedn IP addresgo the printeryou canconnecto the configurationportandconfigurethe
printerusingthebrowser If youruninto configurationproblemsthenyouwill mostlikely needto use
the Microsoft Windows basedletDirectConfigurationSoftwareto resetor reconfigurethe printer.

OlderHPJetDirectardscanbe configuredonly throughthroughthe front panelor througha setof
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network files. Hereis a summaryof the methodsusedfrom UNIX systemspr to usewhenyou are

desperateo configurethe printer.

11.7.1. Setting Up IP Networking and Address

You cansetthe network addresgrom thefront panel.Resetheprinter, putit in offline mode.andthen

usetheMENU, +-, SELECTkeys asfollows:

MENU - > MIO MENU(use MENUto display MIO MENU)

ITEM -> CFG NETWORK=NO*

+ -> CFG NETWORK=YES

ENTER - > CFG NETWORK=YES*

ITEM -> TCP/IP=OFF* (use ITEM to display TCP/IP)

+ -> TCP/IP=ON

ENTER - > TCP/IP=ON*

ITEM -> CFG TCP/IP=NO* (use ITEM to display TCP/IP)

+ -> CFG TCP/IP=YES

ENTER - > CFG TCP/IP=YES*

ITEM -> BOOTP=NO*
(Enable BOOTPif you want to - see below)

ITEM -> IP BYTE 1=0*
This is [P address MSB byte.
Use +- keys to change value, and then ENTERto change
Use ITEM keys to get IP BYTE=2,34

ITEM -> SMBYTE 1=255*
This is the subnet mask value
Use +- keys to change value, and then ENTERto change
Use ITEM keys to get IP BYTE=23/4

ITEM -> LG BYTE 1=255*
This is the Syslog server (LoGger) I[P address
Use +- keys to change value, and then ENTERto change
Use ITEM keys to get IP BYTE=2,34

ITEM -> GWBYTE 1=255*
This is the subnet gateway (router) IP address
Use +- keys to change value, and then ENTERto change
Use ITEM keys to get IP BYTE=2,34

ITEM -> TIMEOUT=90
This is the connection timeout value. It puts a limit
on time between connections. A value of 10 is reasonable.
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11.7.2. BOOTP Information

If you have abootpsener, you canputthisinformationin the bootptakfile. To usethis, you mustenable
thebootpoptiononthe printer. The T144 optionspecifiesafile to bereadfrom thebootpsener. This
file is readby usingthe TFTP protocol,andyou musthave a TFTPDsenerenabledHereis a sample

bootptabentry.
# Example /etc/bootptab: database for bootp server (/etc/bootpd).
# Blank lines and lines beginning with '# are ignored.
#
Legend:
first field - hostname

(may be full domain name)

hd - home directory

bf - bootfile

CS - cookie servers

ds - domain name servers
gw - gateways

ha - hardware address
ht - hardware type

HOH K K HHH K HHHHHHHHHHHH R

im - impress servers

ip - host IP address

lg - log servers

Ip - LPR servers

ns - IEN-116 name servers

rl - resource location protocol servers

sm - subnet mask

tc - template host (points to similar host entry)
to - time offset (seconds)

ts - time servers

#

# Be careful about including back-
slashes where they're needed. Weird (bad)

# things can happen when a backslash is omitted where one is intended.

#

peripherall:

:hn:ht=ether:vm=rfc1048:

:ha=08000903212F:

[ip=190.40.101.22:

:sm=255.255.255.0:

:gw=190.40.101.1:

:1g=190.40.101.3:
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If you areusingthe T144 option,youwill needto cre
file from the HP Direct distribution is includedbelow.
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atethe configuratiorfile. The sampleconfiguration

#
# Example HP Network Peripheral Interface configuration file
#
# Comments begin with '# and end at the end of the line.
# Blank lines are ignored. Entries  cannot span lines.
# Name is the peripheral (or node) name. It is dis-
played on the peripheral's
# self-
test page or configuration plot, and when sysName is obtained through
# SNMP. This name can be provided in the BOOTPre-
sponse or can be specified
# in the NPI configuration fle to prevent the BOOTPre-
sponse from overflowing
# the packet. The domain portion of the name is not necessary be-
cause the
# peripheral does not perform Domain Name System (DNS) searches. Name is
# limited to 64 characters.
name: picasso
# Location describes the physical location of the periph-
eral. This is the
# value used by the interface for the MIB-
Il sysLocation object. The default
# location is undefined. Only printable ASCIl characters are allowed.
# Maximum length is 64 characters.
location: 1st floor, south  wall
# Contact is the name of the person who administers or ser-
vices the peripheral
# and may include how to contact this person. It is lim-
ited to 64 characters.
# This is the value used by the interface for the MIB-
Il sysContact object.
# The default contact is undefined. Only printable ASCIl characters are
# allowed. Maximum length is 64 characters.
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contact: Phil, ext 1234

# The host access list contains the list of hosts or networks of hosts
# that are allowed to connect to the peripheral. The format is

# "allow: netnum [mask]", where netnum is a network number or a host IP
# address. Mask is an address mask of bits to apply to the net-

number

# and connecting hosts IP address to verify access to the peripheral.

# The mask usually matches the network or subnet mask, but this is not

# required. If netnum is a host IP address, the mask 255.255.255.255 can
# be omitted. Up to ten access list entries are permitted.

# to allow all of network 10 to access the peripheral:
allow: 10.0.0.0 255.0.0.0

# to allow a single host without specifying the mask:
allow: 15.1.2.3

# Idle timeout is the time (in seconds) after which an idle
# print data connection is closed. A value of zero disables
# the timeout mechanism. The default timeout is 90 seconds.

idle-timeout: 120

# A community name is a password that allows SNMPaccess to MIB values on

# the network peripheral. Community names are not highly se-
they are
# not encrypted across the network. The get community name deter-

mines which

ited

# SNMP GetRequests are responded to. By default, the network peripheral
# responds to all GetRequests. The get community name is limited to 32
# characters.

#

# For hpnpstat and hpnpadmin, the community name can be stored in

# [usr/lib/hpnp/hpnpsnmp.

get-community-name: blue

# The set community name is similar to the get community name. The set

# community name determines  which SNMP SetRequests are responded to. In
# addition, SetRequests are only honored if the sending host is on the
# host access list. By default, the network peripheral does not respond
# to any SetRequests. The set community name is lim-

to 32 characters.

#
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# The set community name can come from /usr/lib/hpnp/hpnpsnmp

# if it is the same as the get community name. We recommend that the
# set community name be different from the get community name though.
set-community-name: yellow

# SNMPtraps are asynchronous notifica-

of some event that has occurred.
# SNMPtraps are useful only with network management software. Traps are
# sent to specific hosts and include a trap community name. Up to four
# hosts can be sent SNMPtraps. The trap community name is limited to
# 32 characters. The default name is public.
trap-community-name: red
# The SNMPtrap destination list  specifies systems to which SNMP
# traps are sent. Up to four IP addresses are allowed. If no
# trap destinations are listed, traps are not sent.

trap-dest: 15.1.2.3
trap-dest: 15.2.3.4

# The SNMP authentication trap parameter enables or disables the sending
# of SNMPauthentication traps. Authentication traps  indi-

that an SNMP

# request was received and the community name check failed. By default,

# the parameter is off.

authentication-trap: on
# The syslog-
facility parameter sets the source facility identifier that the
# card uses when issuing syslog messages. Other facilities, for example,

tem

ity

ured

# include the kernel (LOG_KERN), the mail sys-

(LOG_MAIL), and the spooling

# system (LOG_LPR). The card only allows its syslog facil-

to be configured

# to one of the local user values (LOG_LOCALO through LOG_LOCAL7). The

# selectible option  strings, local0  through local7  (config-

to LOG_LOCALO

# through LOG_LOCALY7, respectively) are case insensitive. The default
# syslog-facility for the card is LOG_LPR.

syslog-facility: local2
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# This parameter allows the card to treat hosts on other sub-

nets as if the
# hosts were on the card's subnet. This parameter determines the TCP
# Maximum Segment Size (MSS) adver-

tised by the card to hosts on other subnets

# and affects the card’'s initial receive-
window size. The card will use a
# TCP MSSof 1460 bytes for local hosts, and 536 bytes for a non-
local  host.
# The default is off, that is, the card will use the maximum packet sizes
# only on the card’s configured subnet.
#
# The configuration utility does not allow access to this parame-
ter. If you
# want to configure it  you must manually edit the NPI configuration file

# and add it to the bottom of the entry for the network peripheral.
subnets-local: on

# This parameter affects how the card handles TCP connection re-
quests from

# the host. By default, the JetDirect MPScard will ac-
cept a TCP connection

# even if the peripheral is off-
line. If this parameter is set to "on", then

# the card will only accept a TCP connection when the peripheral is on-
line.

old-idle-mode: off

11.8. Printing to a SMB (MicroSoft) Printer

Microsoft usethe SMB (SimpleMessagdBlock) protocolto transferfiles andprint jobsto hostsand
printers.SMB canbe usedover TCP/IR NetBEUI, IPX, andotherlower level network protocols.

Unfortunately mostprintersdo not provide detailedstatusor errorreportswhenusingthe SMB protocol.
Thereareavery large numberof printersthathave deficientSMB supportthatcausegproblemswhen
usedin ahightraffic or high throughputenvironment.

It is highly recommendethatthis protocolnot be usedunlessthereis no alternatve.
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If you have a printeror aremoteprint spoolerthatsupportsupportSMB You canusethe SAMBA
smbclient programto senda print job to an SMB client. Thefollowing is asampleShell Scriptscript
whichyou canuse:

#!/bin/sh -X
# This script is an input filter for printcap printing on a unix ma-
chine. It

uses the smbclient program to print the file to the specified smb-based
server and service.

The ’'smb’ printcap entry below shows how to configure LPRng

for printing

smb:
:Ip=|/usr/local/samba/smbprint
:sd=/var/spool/smb:
filter= .. filter

The /var/spool/smb/.config file should contain:
server="PC_SERVER"

service="PR_SHARENAME"

password="PASSWORD"

Set PC_SERVERto the server, PR_SHARENAMEo the printer,
and PASSWORDIo the password for this service.

E.g.
server=PAULS_PC
service=CJET_371
password=""

HOH K K HHHHHHHHHHHHHEHHHHHHEH

config_file=.config
if [ -f $config_file ] ; then
eval ‘/bin/cat $config_file’
fi
#
# NOTE You may wish to add the line ‘echo trans-
late’ if you want automatic
# CRI/LF translation when printing.

(
# echo translate
echo "print
/bin/cat
) | [lust/local/bin/smbclient "W$server\\$service" \
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"$password" -U "$server" -N -P 1>&2

If theabove scriptwasin /ust/local/libexec/filters/smbprint , the printcapentryfor this
printerwould be:

pauls_pc:
:sd=/var/spool/lpd/%P
# we filter the output
:Ip=|/usr/local/libexec/filters/smbprint
# you can add filters if you want to do specific actions
:ifhp=model=hp4
filter=/usr/local/libexec/filters/ifhp

11.9. Printing to AppleT alk Printer s

Thenetatalkpackagecomeswith the pap programthatcanbe usedto transferjobsusingthe AppleTalk
protocol.A printcapentryfor a network printerlookslik e thefollowing:

atalk:
p=|  -$ /usr/local/atalk/bin/pap -e -p "npbname"
:sd=/var/spool/lpd/atalk
:ifhp=model=ps,status@
Afilter=/usr/local/libexec/filters/ithp

The-$ suppressheadditionof extra parameterso the pap commandine. The pap programmustbe
SETUID root andexecutableonly by root or groupdaemon. This canbe doneby usingthefollowing
script:

h4: {319} cd /usr/local/atal k/bin
h4: {320} chown root pap

h4: {321} chgrp daenon pap

h4: {322} chnod 550 pap

h4: {323} chnod s+u pap

11.10. Parallel Port Printer s
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Wheninstallinga parallelport printer, therearethreeelementf concern:ithe physicalhardware
connectioncableandconnectors)the O device andOperatingSystemsupportandfinally the print
spoolersupportfor thedevice.

Originally mostparallelport deviceswerestrictly write only with a minimumamountof error
information- only hardwaresignalsfor online, out of paperandfault werepresentDueto thelack of
ary otherway to interfacedevicesto the Intel based”C platform,desperatdardwaredesignersn search
of acheap(free?)wayto interfacetheir IO devicesdevelopedwaysto manipulatehe signalsanddo
bidirectionalcommunicationNeedlesdo say no two companieglevelopedthe samemethodsandno
two companiesverecompatiblewith any othercompaniesnethod.

In 1994,the IEEE 1284standardvasfirst developed,.Thefollowing informationis courtesyof Warp
Nine Engineeringpf SanDiego, CA, from the http://www.fapo.com/1284inttmweb page.

WhenIBM introducedthe PC,in 1981,the parallelprinterportwasincludedasanalternatve to the
slower serialportasa meandor driving the latesthigh performancealot matrix printers. The parallelport
hadthe capabilityto transfer8 bits of dataattime whereaghe serialport transmitteconebit atatime.
Whenthe PCwasintroduced dot matrix printerswerethe mainperipherathatusedthe parallelport. As
technologyprogresse@ndthe needfor greaterexternalconnectvity increasedthe parallelportbecame
themeangy which you could connecthigherperformanceeripheralsTheseperipheralsiow range
from printer sharingdevices,portabledisk drivesandtapebackupto local areanetwork adapterandCD
ROM players.

The problemsfacedby developersandcustomer®f theseperipheraldall into threecategories.First,
althoughthe performancenf the PChasincreasediramatically therehasbeenvirtually no changen the
parallelport performancer architecture The maximumdatatransferateachiezablewith this
architecturds around150kilobytespersecondandis extremelysoftwareintensive. Secondthereis no
standardor the electricalinterface.This causesnary problemswvhenattemptingto guarante@peration
acrossvariousplatforms.Finally, the lack of designstandard$orceda distancdimitation of only 6 feet
for externalcables.

In 1991therewasa meetingof printermanufcturergo startdiscussion®n developinga new standard
for theintelligentcontrolof printersover anetwork. Thesemanufcturerswhich includedLexmark,
IBM, TexasInstrumentsandothers formedthe Network Printing Alliance. The NPA defineda setof
parameterghat,whenimplementedn the printerandhost,will allow for the completecontrolof printer
applicationsandjobs. While this work wasin progresst becameapparenthatto fully implementthis
standardvould requirea high performancei-directionalconnectiorto the PC. The usualmeansof
connectionthe ordinaryPC parallelport, did not have the capabilitiesrequiredto meetthefull
requirement®r abilities of this standard.

The NPA submitteda proposako the IEEE for the creationof a committeeto developa new standardor
a high speedi-directionalparallelportfor the PC. It wasarequirementhatthis new standardvould
remainfully compatiblewith the original parallelport softwareandperipheralsbut would increasehe
dataratecapabilityto greatethan1M bytespersecondbothin andout of the computer This committee
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becamehe IEEE 1284committee.The IEEE 1284standard; StandardSignalingMethodfor a
Bi-directionalParallel Peripheralnterfacefor PersonaComputers"wasapprosedfor final releasan
Marchof 1994,

Evenif yourhardwarehassupportfor the IEEE 1284high speedidirectionaldatatransfersyour
OperatingSystemdriversmustsupportit. Unfortunately thereis no universalagreementn the
capabilitieshatshouldbe providedby thelow level printer portdevice drivers,andthe methodfor
supportingghem. A goodexampleof the problemof OS supportanddriversis givenby the Linux
ParallelPortgroup,currentlyheadedy Tim Waugh,andwhich is documentedn the
http://people.redhat.com/a&ugh/@rport/ and
http://people.redhat.com/a&ugh/@rport/ntml/parportguide.itml web pages.

Giventhis stateof affairs, it shouldbe no surprisethatthereis no supportfor bidirectionalparallelport
printersin LPRng. In fact,it turnsoutthatthereareserereproblemswith mary Unix implementations
thatcausextremeheadachesTheseinclude:

« While aparallelport maybeopenedRead/Writearead() will eitherblockindefinitelyor causea
major systentailure (crash).

- Thereis no buffering of datain thelow level driver;thatis, onceawrite()  startsthentheprocess
will block until the datais written out. If thewrite()  call is interruptedby a signalandnot
immediatelyrestartedthenthe statusreturnedby thewrite()  maybeanerrorindication(-1 ) or the
numbersof bytesthatwereactuallywritten. If anerroris returnedthenanunknavn numberwere
written andthe print job mustbe aborted.

« Many Operatingsystemsio notimplementaselect()  functionalityfor the parallelport, which
meanghatit is difficult to do a multi-threadedmplementationInsteada polling methodmustbe
used.

Thegoodnewsis thatonall known systemsif the parallelportdevice is openedexclusively for writing,
andablockingwrite()  is used,andthewrite()  is notinterruptedandthereareno device errors,then
datais deliveredcorrectlyto the device.

In mostUNIX systemghe printerporthasthename/dev/lpt  , /dev/prn , or somethingsimilar. On
mostsystemghe dmesgutility will print alist of IO devicesfoundduring systemconfiguration.Usethe
following commandgo gettheinformationandscanfor the device. You shouldalsomake surethatthe
printerdevice is available.

dmesg >/tmp/a
grep Ip /tmp/a
Is /dev/lp*

GordonHaverland<haverlan@agric.gov.ab.ca > suppliedthislittle script,thatwill assiswith this:
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#!/bin/sh

#set -v X # uncomment for debugging
PATH=/bin:/usr/bin

printer=

for printer in /dev/lp*

do

echo PRINTER TEST to $printer 1>&2
for i in 1234567829;

do
echo PRINTER $printer $i > S$printer;
done
echo -e \\\\f > $printer
done
exit O;

If your printeris connectedo thedevice nameyou provided,thenyou shouldgeta pageof something
out. If theoutputsuffersfrom the staircaseeffect, youwill seethenumberanarchingacrosghe page,
otherwisethe numberswill all bein asinglecolumn.

Serial Printer s

If your printeris attachedy a serialline, thenyou may needto setthe serialline characteristicbefore
sendingthe job to the printer. Herearea setof guidelinesto following whenattachinga serialport
printerto aserialline.

1. Checkto make surethattheline is not enabledor login. Loginsareusuallymanagedy the getty
(BSD) or ttymon (Solaris,SystemV).Checkyour systemdocumentatiomndmake surethatthese
daemonsarenot managingheserialline.

2. Checkthe permissionsandownershipof the serialline. For the mosteasytesting,setthe permissions
to 0666(everybodycanopenfor readingandwriting). After you have madesurethatyou cansendjobs
to the printer, you might wantto changethe ownershipof the serialline to thelpd senerandchangehe
permissiongo 0600.

3. Make surethatyou canprint atestfile onthe printervia the serialport. This mayrequiresettingthe
line characteristicandthensendingafile to the printer. You shouldtry to use8 bit, no parity, with
hardwareflow controlandno specialcharacteinterpretationanddefinitelyno LF to CR/LFtranslation.
The problemis thatdifferentversionsof UNIX systemsave differentsetsof stty(1) commandgo do
this. Thefollowing simpletestscriptcanhelpin this.

#1/bin/sh
# 9600, no echo, no CR
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FLAGS= 9600 -raw -parenb cs8 crtscts
DEV= /dev/tty01

(stty $FLAGS; stty 1>&2; cat $1 ) <$DEV >$DEV

This shavs usingstty to settheflags,thento print the currentsettings andthenusingcatafile to the
output.If you attacha dumbterminalto the serialport, you canevenusethis scriptto ensurethatinput
from the device is echoedo the outputwith the correctspeedparity, etc.

Experiencenasshavn thatserially connectegrintersaretheleastreliableandlowestspeed Where
possiblejt is stronglyrecommendethatthey be attachedo a networkprint boxwhichwill providea
Soclet API interfaceandhandlethelow level network to serialport protocolcorversions.
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As describedn the Print SpoolingOverview, the heartof the LPRng systemis informationin the
printcap file. The printcapinformationspecifies:

1. Theprint queuesvailableto users.

2. How client programscommunicatevith thelpc print sener.

3. The configuration)ocation,andotherinformationfor eachprint queueon the print sener.

4. How thelpd senerprocessegbsin eachprint queue.
In orderto explain acomplex subjectwe will startwith asetof simpleprinterconfigurationsand
explainthe purposeandeffect of eachentryin the printcap.

For detailsaboutindividual printcapoptions,seethe printcap(5)manpagefrom the LPRng distribution,
or usethelndex To All The ConfiguratiorandPrintcapOptionsto find a specificprintcapoptionandits
effects.

12.1. The Printcap Parsing Rules

Optionsused:

« client FLAG printcapentryvalid onlyfor client programs

- oh= hostswheee printcapentryvalid

- server printcapentryvalid onlyfor Ipd server

- tc addnamedprintcapentry contents

In this sectionwe will discusgheremainingtricky partsof the LPRng printcapdatabasecombined
clientandsener printcaps hostspecificprintcapentries,andthetc includefacility.

Thefollowing is acompletedescriptionof how a printcapfile is processed:

1. Whenprocessing printcapfile, the LPRng softwarereadsandparse®achentryindividually.
Leadingwhitespacés removed. Linesstartingwith # andblanklinesareignored.

2. Linesendingwith \ will havethe\ discardedandall linesof aprintcapentryarejoinedby
removing theline separatoré\n ) andreplacingthemwith a space.

183



Chapterl2. PrintcapDatabase

3. Theprintcapentryis parsedandthe printcapname aliasesandoptionsaredeterminedColons:
actasoptionseparatorsandleadingandtrailing whitespaceareremoved.

4. Optionsaresortedandexceptfor thetc=...  optiononly thelastoptionsettingis retained.

5. Clientprogramswill discarda printcapentrywith aserver optionandsenerprogramswill discard
aprintcapentrywith aclient — options.

6. Theoh (on this host)optionspecifiesalist of IP addresseandmaskpairsor glob stringswhich are
usedto determinef this printcapentryis valid for this host(seediscussiorbelow).

7. After theabove processingif thereis anexisting termcapentrywith the samename thetwo setsof
optionsarecombinedwith the lastoption settingretainedexceptfor thetc entrieswhich are
combined.

8. Whena printcapentryis actuallyused the printcapentrieslisted by thetc includeoptionare
extractedandcombinedn order This allows includeentriesto appeaafterthereferringprintcap
entry Thenprintcapoptionswill be combinedwith theincludedones.This hasthe effectthatthe
optionsspecifiedn the printcapentrywill overridetheonesfrom thetc includedentries.

9. Finally, eachstring printcapoptionwith a %X valuehas%X replacedy thefollowing values.
Unspecifiedvalueswill notbemodified.

Key Value Purpose

%P printcapentry primaryname

%6Q queuerequested

%h shorthostname(host)

%H fully qualifiedhostname
(host.dns.whateer)

%R remoteprinter (rp value)

%M remotehost(rm value)

%D datein YYYY-MM-DD format

10. Whenparsingmultiple printcapfiles, theseareprocesseth order, andall of their printcapentries
arecombinedaccordingto the abore proceduresThetc resolutionand%X expansionis doneafter
all thefiles have beenprocessed.

Thefollowing examplesshov how to usetheabove rulesto your advantage.You cancombineboth
clientandsener printcapinformationin asinglefile aswell asdividing a printcapentryinto several
parts.Hereis anexample:

# seen by both client and server
Ip1:Ip=lp@prl:mx=100

184



Chapterl2. PrintcapDatabase

Ip1:sd=/usr/local/spool/lp1:mx=0
# seen only by client
Ip2:Ip=lp@pr2:client

# seen only by server
Ip2:Ip=/dev/Ip:server

1. Printcapentrieswith the samenamearecombined.Thefirst printcapentry, Ip1 , theinformationis
seerby bothclientandsener. Thenext printcapentry; with the samenamelpl , will becombined
with thefirst one. Theorderof optionsis important- the entriesarescannedn orderandanoption
will have thelastvalueset. Thus,afterhaving readboththelpl printcapentriesbothclientand

senerwill have:

Ipl:lp=lp@prl
:mx=0
:sd=/ustr/local/spool/lp1

2. Thelp2 hasaclientandsenerversion.Thisis recommendegvhencomplex printcapson multiple
hostsandsenersareused.Thus,the LPRng clientswill see:

Ipl
Ap=lp@prl
:mx=0
:sd=/ustr/local/spool/lp1
Ip2
:client
Ap=lp@pr2

andthesenerwill see:

Ipl
Ip=lp@prl
:mx=0
:sd=/usr/local/spool/lp1l
Ip2
:Ip=/dev/lp
:server

If you have multiple printersof the sametype whoseconfigurationis almostidentical,thenyou can
definea setof tc only printcapentriescontainingcommoninformationandusethetc includefacility.
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Printcapentry nameamay startwith period(. ), questionrmark(?), or exclamationmark(! ), followedby
oneor morealphanumeri¢ underscoré ) or hyphen(- ) charactersQueueor printernamesstartwith
analphanumericharacterPrintcapentrieswhosenamego not startwith analphanumericharactecan
only beusedastamgetsof thetc includefacility. For example:

.hp:
:sd=/ustr/local/spool/%P
:mx=0

hpl:tc=.hp,.filter
p=lp@10.0.0.1

hp2:tc=.hp, filter
Ip=lp@10.0.0.2

filter
filter=/usr/local/libexec/filters/ithp
:lpd_bounce

1. The.hp and filter printcapentitiesarenot spoolqueuedefinitions.After tc includeprocessing
is completedthe printcapinformationwould resemble:

hpl
Ip=lp@10.0.0.1
Afilter=/usr/local/libexec/filters/if hp
:lpd_bounce
‘mx=0
:sd=/ustr/local/spool/%P
hp2
Ip=lp@10.0.0.2
filter=/usr/local/libexecf/filters/if hp
:lpd_bounce
:mx=0
:sd=/usr/local/spool/%P

2. The%Xprocessingvill replacevPwith the printcapname,sowe would have:

hpl
Ip=lp@10.0.0.1
filter=/usr/local/libexecf/filters/if hp
:lpd_bounce
:mx=0
:sd=/usr/local/spool/hpl
hp2
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Ip=lp@10.0.0.2
filter=/usr/local/libexec/filters/if
:lpd_bounce

:mx=0

:sd=/usr/local/spool/hp2

12.2. Simple Client Printcap Entry

Optionsused:

. client FLAG clientprintcapentry
« Ip= destinatiorprinter information
« rm=remotehost(madine)

« rp= remoteprinter

hp
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I'll usethis simpleexampleto explain the basicsof the LPRng printcapformatandintroducesomeof
the LPRng network configurationoptions.Hereis a simpleprintcapfile usedto provide client programs
(lor,  lprm, etc)with remoteprinter andserverinformation.

# printer Ip1

Ip1|printerl

:rm=localhost
# printer Ip2  with continuation
Ip2:\

lp=pr@210.0.0.1:client

# printcap Ip3, to printer pr, with overrides

Ip3:rp=pr:rm=hp.private
:force_localhost@

# Simplest possible

Ip4

printcap

entry - defaults

everything

1. Linesstartingwith a# signarecommentsandall leadingandtrailing whitespacei.e. - spacestabs,

etc,areignored.Emptylinesareignoredaswell.
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2. A printcapentry startswith the printcapentryname followedby oneor morealiases followed by
oneor moreoptions.In theabove examplewe have threeprintcapentries:lpl with analias
printerl  andlp2 , Ip3 , andlp4 with noaliases.

3. Aliasesstartwith the| characteandoptionswith the: charactertabsandspacedeforeandafter
the| or: charactersindatthestartandendof linesareignored.You canusebackslash{\ ) atthe
endof aline to createa multi-line valuefor anoption. The backslastwill causehenext line to be
appendedo the currentline; watchout for commentsandendsof printcapentriesif you usethis
facility. As you canseefrom the example thereis no Nameprintcapentry- thisis partof thecm
optiononthe previousline.

4. Optionstake the form of a keyword/valuepair, i.e.-

:option=value

.optionthalue (legagy, notadvisedfor new systems)
:option

.option@

5. Optionnamesarecaseinsensitve, but optionvaluesarenot. While Ts andts arethe sameoption
namets=Testing andts=testing have their casepresered. A stringor integervalueis
specifiedby option=value  or option#value

6. Theuseof thelegagy option#value ~ form is NOT recommendedssomepreprocessorand
databassystemawill treat# asthe startof acommentanddeletetheremaindeof theline. This has
causedyreatconsternatiorior sysadminsvho wonderwhy their NIS distributedprintcapentries
have beenmysteriouslytruncated.

7. If youwantto seta stringoptionto emptyvalue,useoption= . Theoption will setit to 1. If an
optionvaluecontainsa colon,thenusethe C (or Perlor Tck/Tk) stringescap&072 to representhe
value.

8. BooleanoptionsaresetTRUE (1) if no valuefollowsthe keyword andFALSE (0) by appendinga @
For examplesh will setsh to TRUE andsh@to FALSE.
Theremaybe multiple optionson the sameline, separatedby colons.
Now let's examinethefirst printcapentryin detail. It is reproducedherefor corvenience:
# printer Ip1

Ip1|printerl
:rm=localhost

1. We startwith acommentfollowedby the printcapentrynameandandalias. Aliasesareuseful
whenyou wantto referto a singleprinteror print queueby differentnamesThis canbe usefulin
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adwancedprintcapandprint queuesetups By default, theremoteprinter nameis the printcapentry
name.

2. Therm (remotemachineor host)optionspecifieghe nameor IP addres®f thelpd hostrunning
Ipd. In this exampletheremotehostis localhost  or themachinethattheclientis runningon and
we assumehatthelpd seneris runningonthelocalhost.Thus,we would communicatevith printer
Ipl@localhost

Let'slook atthenext printcapentry:

# printer Ip2 with continuation
Ip2:\
lp=pr@10.0.0.1:client

1. Thelp2 printcapentryillustratesthe use(andatuse)of the\ continuation.If youthink aboutthis,
we have really defineda printcapentry of theform:

Ip2: :lp=pr@10.0.0.1:client

Luckily, LPRng ignoresemptyoptionslike:: . While it is stronglyrecommendethat\ beavoided
it maybenecessarfjor compatibilitywith othersystemutilities.

2. Thelp=pr@10.0.0.1 literal is analternatevay to specifyaremotequeueandsener. If the
force_localhost defaultis beingusedthenthe LPRng clientswill ignorethe10.0.0.1  address
andstill connectio pr@localhost . Thereis furtherdiscussioraboutthis in the next section.

3. Theclient  optionexplicitly labelsclient only printcapinformation. Thelpd senerwill ignoreary
printcapwith theclient — option. Whenconstructingcomplex printcapsthis optionis usedto keep
ensurghatyou have consistenprintcapinformation.

Thefollowing printcapentry shavs how to overridetheforce_localhost default,andforcethe
LPRnNg clientsto connectdirectly to aremotesener:

Ip3:rp=pr:rm=hp.private
:force_localhost@

1. Therp= (remoteprinter)remoteprint queuenameto usedwhensendingcommandso thelpd print
sener.
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2. Theforce_localhost@ literal is anexampleof aflag option. The @setstheliteral valueto 0
(false).We setforce_localhost to false,which now allowsthe LPRng clientsto connect
directly to the specifiedremoteprinter. In this example thehp.private  couldbeaHP LaserJet
Printerwith a JetDirectinterface,which supportgehe RFC1179rotocol.

3. Onedisadwantage®f sendinga job directly to a printerusingthe abose methodis thatlpr program
will notterminateor exit until all of thefiles have beentransferredo the printer, andthis maytake a
longtime asthe printerprocessethefiles asthey arereceied.

Now let'slook atthelastprintcapentry:

# Simplest possible  printcap entry - defaults for everything
Ip4

Thelastexampleis the simplestpossibleprintcapentry. Thiswill causd_PRng clientsto usethe default
valuesfor everything. The printerwill belp4 , i.e. - the nameof the printcap,andthe senerwill be
localhost if force_localhost is set,or thevalueof thedefault_remote_host configuration
optionif it is not.

12.3. Simple Server Printcap Example

Optionsused:

« cm=commenfor status

. filter= jobfilter

« If= logfile

« af= accountingfile

« lp= outputdevice

« mx=maximunjob size

« sd=spooldirectoryfile

The previoussectiondiscussegbrintcapentriesfor useby the client programsNow we will discuss
printcapentriesfor useby thelpd sener. In simpleconfigurationsor whenwe have the

force_localhost optionenabledve canusethe sameprintcapfor both LPRng clientsandthe lpd
sener.
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# Local ASCIl printer
Ip1|printer
:server
:cm=Dumb printer
:Ip=/dev/Ip1
:sd=/var/spool/lpd/lp1
JIf=log:af=acct
Afilter=/usr/local/libexec/filters/ithp
:mx=0

1. Theprintcapentrynameis Ip1 . Thisinformationwill bedisplayedwvhenrequestingstatus
informationusingthelpqg program.

. Theprinter  alias. This allows a singlespoolqueueto have multiple names.
. The:server  optionspecifieghis printcapentryis only usedby Ipd sener.

. The:cm field suppliesainformationfield for Ipq (printerstatus)output.

a »~» WO DN

. The:lp valuespecifieghe destinatiorfile, device or remotespoolqueueto which datais sent.In
this exampleit is thedevice /dev/lp1 . By default, 10 devicesareopenedor write-onlyoperation.

(o2}

. The:sd=/path  specifieghe spooldirectorywhereprint job files arestoreduntil they areprinted.

7. The:lf and:af optionsspecifythenamesof thelog andaccountindiles, respectiely. These
have thedefaultvaluesiog andacct respectiely. If notanabsolutepath,thefile is relative to the
spoolqueuedirectory If thesefiles don't exist, they will notbe createdandnologgingor
accountingwill bedone.Youwill needto createthemmanually(e.g.,by usingtouch ) or by using
thechedkpcprogram.If you do notwantalog or accountindile, thenuse:lf= | i.e. - novalue.

8. Thefilter=/path optionspecifiesafilter programto be usedto procesgob files. Filtersand
print formatsarediscussedn Filters.

9. mxindicatesthe maximumfile sizefor a print job. Specifying0 meanghatthereis no limit.

12.4. Using :oh To Select Printcap Information

Whenadministeringa large numberof printersover alargearea,it is sometimeslesirablgo have a
defaultprinterfor eachhost. This default printer may be differentfor eachhost,andcanbe selectedy
usingtheoh entry Theoh valueis alist of thefollowing entries

[l IP/n - address + mask length 10.0.0.0/8
[N IP/IP - address + mask 10.0.0.0/255.0.0.0
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[N vw - glob for hostname pc*.org.com

The LPRng softwarewill determineghe hostnamesndIP addresseassignedo the hostandthencheck
to seeif thereis amatchin thelistedhostnamesr IP addressesThe optionaltestinversion(! ) causes
the senseof the matchto beinverted.Thelist of addressesr entriesaretestedn sequencentil amatch
is found. If no matchis foundthe printcapentrywill notbeused.For example:

Ip:oh=*.admin.org.com,10.0.0.5,10.2.0 .0/16: Ip=prl @serverl
Ip:oh=*.eng.org.com:lp=hp@server2
color:oh=*.eng.org.com:lp=color@serve r3
color:oh=!*.eng.org.com:lp=color@serv erd

In theabove example,if our hostnameis booster.admin.org.com , thenwe would use

Ip=pri@serverl ,asthe*.admin.org.com glob patternwould matchour hostname.

if ourhostnameis booster.dev.org.com andour IP addresss 10.2.0.1 thenwe would use
Ip=pri@serverl ,asthe10.2.0.0/16 ip addressvouldbein the specifiedaddressange.

Finally we have anexampleof the useof the matchinversionoperator(! ). All hostswhosename
matches.eng.org.com  will usecolor@server3  andtheotherswill usecolor@server4

12.5. Using the Wildcar d Printcap Entry

Thewildcard printcapname* is usedto selecta default or printcapentrywhena matchis notfoundin
theprintcapdatabase.

# %P and %Qset to printer name
*Ip=%P @server

# %P set to ’printer, %Qset to printer name
printer|*:Ip=%P @server

Whensearchindor printcapinformation,the LPRng softwarewill first searchfor anexactmatchfor a
printcapentryagainsthe printcapnamesandaliaseslf nonis found,it thensearche$or awildcard
entryanduseghefirst onefoundwith awildcardnameor alias.

If thewildcard* is the printcapname thenthe printername(%Pvalue)andqueug(%Qvalue)aresetto
thenamebeingsearchedor. If thewildcardis analias,thenthenprinternameis setto the printcapmain
entrynameandthe queueto the namebeingsearchedor.
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12.6. Enterprise Strength Printcap Example

Most systemadministratorsvantto have a singleprintcapfile thatcanbe distributedor referencedrom
all thehostsundertheir administratve control. Thefollowing shav how severallargeinstitutionshave
organizedheir printcapinformation. It usesthefollowing principles:

- Many timesit is necessaryo partitiongroupsof usersinto areashathave particularprinting setups,
but usethe samequeuenamefor differentprinters.This is doneby usingthe :oh (onthis host)option
to selectthe printcapto beused.

- Provide aslittle informationaspossibleto the systemghatdo not have print spoolersThisis because
they will simply forwardtheir requestdo a print spoolerandit is notnecessaryo have the
informationfor aprinter. As we will seein anexamplebelow, this canbevery simpleto do.

« Provide adefault printersothatwhenthe userdoesnot have a printerexplicitly selectedhenhewiill
getwell beharedresults.

- For eachfamily of printers,developa standardnethodof interfacingto them. This meanghatthe
filter, options,andotherthingsshouldbeidentical.

- For eachsener, provide auniform setof standard$or the spoolqueuedor a printer. If thespool
queusis simply usedto storeandforwardjobs,thenprovide a standardlefault operationfor this
queue If the spoolqueuedirectly feedsa printer, usethe default optionsfor the printer, andthenrefine
themwith printer specificinformation.

# client setups; note brutality of this method that
# assigns servers to clients based on their names
# you could do this for IP addresses as well

# Ipl is default printer for Engineering

# Default  client information

.client=force_localhost@

#

Ip1:0h=*.eng.com:lp=%P@serverl.eng.co m:tc=. client
*:.0h=*.eng.com:Ip=%P@serverl.eng.com: tc=.cl ient
color:oh-*.admin.com:lp=%P@server2.ad min.co m:tc=. client
*:.0h=*.admin.com:lp=%P @server2.admin. com:tc =.clie nt
lowres:Ip=%P @general.services.com:tc= clien t

*:Ip=%P @general.services.com:tc=.clie nt

# Standard Printer Configurations

# this is for the HP4simx, we use a standard filter setup
.cf_hp4simx

:ifhp=model=hp4simx

filter=/usr/local/libexec/filters/ifthp
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.cf_hplj5000

:ifhp=model=hp5000
filter=/usr/local/libexec/filters/ifthp

# now we define the printers that use them

.pr_engl:.cm=Engineering’s Printer 1
:tc=.cf_hplj5000:1p=10.0.0.2%9100
.pr_eng2:cm=Engineering’s Printer 2

ste=.cf_hplj5000:1p=10.0.0.23%9100

# now we define the server entries
# We set up server entries and then forward
# to a single server that sends the the printer

.server
:sd=/var/spool/lpd/%P

:mx=0

prl:0h=!10.0.0.5:Ip=%P@10.0.0.5:serve ritc=. server
prl:0h=10.0.0.5:tc=.server

:te=.pr_engl

12.7. Remote Printer Using RFC1179

Optionsused:

« Ip= destination
« rm=remotehost(madine)

« rp= remoteprinter (madine)

You canhavethelpd senerforwardjobsto anotherseneror print which supportdhe RFC117%rotocol
by usingthefollowing printcap:

# Simplest
remote|Remote  Printer
Ip=raw@server
# historical
remote:
rp=raw:rm=server
# Sometimes you have to connect to a non-standard port
special:lp=Ip@server%2000
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1. If thelp printerentryis presentjt will overridetherm andrp printerentries.

2. Thelp=pr@host formatspecifieghatthe outputdevice is actuallyaremotespoolqueue andjobs
shouldbetransferredusingRFC1179rotocol.

3. By default, LPRng will attemptto sanitizeall jobsthatit originatesor forwards.This sanitization
will resultin anRFC1179%compliantcontrol  file , andwill notmodify ary of thejob
information.

12.8. Remote Printer Using Socket API

If the spoolqueuedestinatioris aremoteprintersupportingthe Socket API, thenyou canhave LPRng
openaconnectiordirectly to theprinter. TheseincludetheolderApple printerswith TCP/IPsupportand

theHP JetDirectsupportedrinters.

# Simplest
remote
:Ip=10.24.2.3%9100

1. Thelp=server%port  or lp=IPaddr%port  formatspecifieghatlpd shouldopena TCP/IP
connectiorto theremotehostandsimply transferverbatunthefiles to be printed.

2. Thesh andsf will preventlpd from trying to generatdannepagesor putform feedsbetweerjobs.

While this is the simplestprintcap,it is alsothe mostdangeroussthereis nothingto preventa
malformedjob from beingsentto the printer. The next printcapexampleis muchmorerobust:

# Simplest

remote
:Ip=10.24.2.3%9100
:of=/usr/local/libexecffilters/ifhp
filter=/usr/local/libexec/filters/ifthp

1. Thisversionwill usetheifhp filter to preconditionthe printerandto procesgobs. Seeifhp Filter for
details.Theifhp filter will performthe appropriaterinterresetstranslatgob information,and
ensurecorrectprinteroperationin the presencef errors.It will alsoproducevoluminouserror

messageandstatusinformation.

195



Chapterl2. PrintcapDatabase

12.9. Parallel Printer

The parallelprinterprintcapis very simple.

# parallel printer

Ip:
Ip=/dev/lpr

1. Thelp=/devi/lpr specifieghatlpd shouldopenthedevice for APPENDandsimply transferjob
filestoit.

2. Thesh andsf will preventlpd from trying to generatdanneipagesor putform feedsbetweerjobs.

If youdiscoverthatUNIX printjobsresultin a staircaseappearanceghenyou needto forceyour printer
to doLF (linefeed)to CR/LF (carriagereturn/linefeed)translationpr do thetranslationyourself.

# Simple parallel printer

Ip:
Ip=/dev/lpr
filter=/usr/local/bin/Ipf

By usingtheif=...Ipf filter, thejob will bepassedhroughthelpf filter, whichwill dotheLF to
CRI/LF translation.

If you have amorecomplex printerthathandlesPostScriptPCL, andPJL,thenyouwill needto usethe
morepowerful ifhp filter:

# Simple parallel printer

Ip:
lp=/dev/Ipr
:ifhp=model=hp4,status@
:of=/usr/local/libexec/filters/ifhp
filter=/usr/local/libexec/filters/ifthp

Seeifhp Filter for details. This entrywill specifythatthe printeris anHP4,andthatno status
informationis available. Thisis usuallythe casewith a parallelport.

12.10. Serial Printer
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Optionsused:

« br= serial port bit rate
« rw FLAG deviceopenedRW

« stty= sttyoptionsfor serial port configumation

Thefollowing is atypical printcapfor a serialprinter:

# Local Serial ASCIl printer
Ip2
:Ip=/devittya
w
:cm=Serial printer
:sd=/var/spool/lpd/lp2

:Stty=9600 -echo -crmod -raw -oddp -evenp pass8 cbreak ixon
filter=/usr/local/shin/Ipf
‘mx=0

Let's examinethe new options:

1. A serialportis usuallybidirectional andprinterswill reporterrorsbackto thehostcomputer The
rw flagwill causethe printerportto beopenedead-write  , andthelpd senerwill reportstatus
information.

2. Thestty optionspecifieghestty(1) flagsandline speecheededo configuretheserialline (See
SerialPrintersfor details).

3. Thelegag br (bit rate)optioncanbe usedto specifytheline speedaswell.

12.11. Bounce Queue

Optionsused:

« Ipd_bounce FLAG Ipd filtersjob andforwardsresult

« bg_format= formatof filteredjob
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Whenthedestinatiorof aspoolqueueis anotherspoolqueuethejob is simply forwardedwithout any
modifications.However, sometimest is essentiathatthejob be modifiedbeforeforwarding,aswhen
theremotespoolqueuss actuallya printer, andjobsneedto be corvertedto theformatacceptabldy the
remoteprinteror bannempagesadded.

Thelpd_bounce flagmarksa spoolqueueasabouncequeue.Lpd will performall of theusuallyjob
processingteps suchasbannergenerationfiltering files, etc,but saresthe outputto afile. Thisfile is
thensentto the destinatiorprint queuefor furtherprocessing.

# Simple example of a bounce queue
bounce:lp=bounce@bouncehost
bounce:server
Ip=Ip@remote
:lpd_bounce
:sd=/var/spool/lpd/%P
filter=/usr/local/bin/Ipf
# uncomment ab if you want banner
#ab

Somecomments:

1. Thelpd_bounce optionmarksthejob asabouncequeueandthelpd senerwill procesghejob
throughthe appropriatdilter programs.

2. Theprintcaphasfilter specificationgor differentjob formats.Thesearethe programghatwill be
usedby LPRng to procesghejob.

3. Thebg_format  specifieghejob formatfor the outputfile sentto theremotespoolqueue.lf not
specifiedjt defaultsto | (literal or binary).

4. Theab (alwaysprint abanner)lag will forceabannerto beaddedo thejob. Thebannemeneration
is doneasdiscussedn BannerPrinting.

12.12. Job Format Translation

Optionsused:
« translate_format= change outgoingjob file formats
- translate_incoming_format= changeincomingjob file formats
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A rarelyencounteregroblemis whenajob is printedwith oneformatbut for compatibility needso be
processedavith another Thesimpletranslate_format=vixf optionwill renameformatx filesto f
format.

This canbeusedto resole problemswith PC basedsoftware,which spoolsjobsusingthev format.
Unfortunately mary RCF1179rint spoolersdo notunderstandhev formatandmishandlehejob. A
simpleforwardingqueuewith thefollowing entrieswill renamev formatto! (binary)format.

Ip
:sd=/var/spool/lpd/%P
:translate_format=vl
Ip=Ilp@printerserver

Thetranslate_incoming_format will dothe samething, but this time onincomingjobs.

12.13. Dynamic Routing

Optionsused:

- destinations=  destinationdor jobs

- router= routerprogram

LPRng hastheability to routea job to oneor moredestinationsn adynamicmanner Thisis notthe
sameasload balancing asthe destinationsrehardcodedandnot ableto be changedThisis
accomplishedby having arouter filter generatea setof destinationsHereis a sampleprintcapentry:

t2|Test  Printer 2
:sd=/var/spool/LPD/t2
JIf=log
:destinations=tl@serverl,tl@server2,t1@ localh ost
:router=/usr/local/LPD/router

Whenajob arrivesatthelpd sener, the'router’filter is invokedwith the standardilter optionswhich
includethe user host,andotherinformationobtainedfrom the controlfile. STDIN is connectedo a
temporarycopy of the controlfile, andthe CONTROL ervironmentvariableis setto thevalueof the
actualcontrolfile itself.

Theroutingfilter exit statusis usedasfollows:
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« 0 (JSUCC) normalprocessing
« 37(JHOLD)- jobis held

. ary othervalue- job is deletedfrom queue

Therouterfilter writesto STDOUT afile specifyingthedestinationgor thejob. Thedestination®ntries
in thisfile file have thefollowing format. Entry orderis notimportant,but eachdestinatiormustend
with the’end’ tag.

dest (destination queue)

copies (number of copies to be made)
priority (priority letter)

X(controlfile modifications)

end

Exampleof routeroutput:

dest tl@localhost
copies 2

CA

priority B

end

dest t2@localhost
cz

priority Z

end

In this example two copiesof thejob will be sentto thetl andt2 spoolqueueseners.The Class(C
lettervalue)andjob priority informationwill berewrittenwith theindicatedvalues.

If routinginformationis specifiedby therouterfilter thejob will be sentto the default destination.

Ipg will displayjob informationin aslightly differentformatfor multiple destinatiorjobs. For example:

Printer:t2@h4'TestPrinter2’ (routed/bouncgueueto 't1@h2.priate’)
Queuel printablejobsin queue

Rank Owner/ID ClassJobFiles SizeTime

active papavell@h4+707A 707 /tmp/hi 310:04:49

- actvpapavell@h4+707.1A 707->tl@localhoskcpy 1/2>  310:04:49
- papawvell@astart2+707.2 707 ->t2@localhost 310:04:49

Theroutinginformationis displayedbelon the mainjob information. Eachdestinatiorwill have its
transferstatusdisplayedasit is transferredBy corvention,thejob identifier of the routedjobswill have
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asuffix of theform .N addedcopieswill have CN addedaswell. For example,
papavell@astart2+707.1C&ill bethejob sentto thefirst destinationcopy two.

Routedjobscanbeheld,removed,etc.,justasnormaljobs. In addition,theindividual destinatiorjobs
canbemanipulatedaswell. The LPC functionality hasbeenextendedo recognizedestinatiorjobidsas
well asthemainjob id for controland/orselectionoperations.

The optionaldestinations entryspecifieghe possiblesetof destinationghatthejob canbe sentto,
andis for informationalpurpose®nly. In orderfor Ipg andlprm to find thejob onceit hasbeensentto
Ipd, Ipg andlprm usesthelist of printersin thedestinations  , anditeratesoverlist looking for thejob
thatyou areinterestedn.

12.14. Printer Load Balancing

Optionsused:

« ss=queueservedby printer

« sv=printerswherk jobsare sent(serves)

In alargesite,you could have severalequialentprinters,which will beusedby mary people.The
reasorfor thisis, of courseo increasehe printeroutputby enablingseveraljobsto beprintedatonce.
A loadbalanceprint queues onethatfeedsjobsto otherqueuesandhasasv=q1,q2,... printcap
entrythatspecifieshe destinatioror sener queuesThesemustbe print queueentriesandhave spool
directoriesonthe sener.

The servicequeuetave a ss= mainqueugrintcapentry Thisinformsthelpd senerthatthe queue
operatesinderthe control of the mainqueuegorint queue andis fed jobsfrom it.

During normaloperationwhenthelpd senerhasajob to printin themainqueueit will checkto seeif
thereis anidle servicequeue.lf thereis, it will transferthejob to the servicequeuespoolingdirectory
andstartthe servicequeueprinting actuities.

Eventhoughthe queuesarenot meantfor directuse,peoplecanprint directly to individual queuesThis
allows a specificload sharingprinterto be used.If youwantedto hidetheloadsharingprinters,i.e. - not
allow directspoolingto them,thenyou would simply remove the non-serer entriesfrom the printcap.

12.15. Locations of Printcap Files
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Optionsused:

« printcap_path= printcapfile locations

« Ipd_printcap_path= additionalserverprintcapfile locations

The printcap_path and Ipd_printcap_path configurationoptions(seelpd.conf(5)) specifya
setof pathsfor the printcapinformation. Client programsuseonly printcap_path andthelpd sener
useshothprintcap_path andlpd_printcap_path . Thepathnamescanbe separateavith

whitespacecommassemicolonspr colons.Thedefaultvaluesare:

printcap_path ${sysconfdir}/printcap
Ipd_printcap_path ${sysconfdir}/lpd_printcap

12.15.1. Separate Server and Client Printcap Files

Sinceonly thelpd seneruseshe printcapfile specifiedby thelpd_printcap_path , youcanplace
sener specificinformationthere. This allows you to have acommonprintcapfile for clientsandan
additionalonefor thelpd seners.

12.15.2. al | Printcap Entry

Theall printcapnameandall optionis resenedto provide alist of printersavailablefor useby the
spoolingsoftware. Thisis a desperationlastditch, backto the wall optionfor administratorsvith
systemghatdo not have waysto provide alist of printcapentries.The’all’ printcapentryhasthe form:

all:all=pr1,pr2,...

Thevalueof theall optionshouldbealist of printcapnameswvhosevalueswill thenbe extracted.

12.16. Single Printcap File for Large Installation

Oneof themajorproblemsfacedby administratorof large sitesis how to distribute printcap
information. They would lik e to have asingleprintcapfile eitherdistributedby afile serner (NFS)or by
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someothermethodsuchasrdist . By usingtheserver andoh tags,informationfor the specificsites
canbeseparatedut. For example:

# printcap

prl:lp=prl@serverhostl:oh=*.eng.site. com,13 0.191. 12.0/2 4
pr2:lp=prl@serverhostl:oh=*.eng.site. com,13 0.191. 12.0/2 4
prl:lp=pr2@serverhost2:oh=*.admin.sit e.com
pr2:lp=pr2@serverhost2:0h=*.admin.sit e.com
prl:server:oh=serverhostl.eng.com:lp= /dev/l p:tc=. common
pr2:server:oh=serverhost2.admin.com:| p=/dev /lp:tc =.common

.common:sd=/ustr/local/lpd/%P

Theabove examplehassomeinterestingeffects. Thepattern  is usedasa glob patternandis appliedto
thefully qualifieddomainname(FQDN) of the hostreadingthe printcapfile. For example,

* eng.site.com would matchhosthi.eng.site.com but would not matchh1.admin.site.com
Thus,the effectsof thefirst coupleof entrieswould beto specifythattheprl andpr2 printersonthe
eng hostswouldbepri@serverhostl , andontheadmin hostswould bepr2@serverhost2

Also, thelpd daemon®nserverhostl  andserverhost2 ~ would extractthe additionalinformationfor
prl andpr2 respectiely, overridingthecommonlp entries.

Management Strategies for Large Installations

Onevery effective way to organizeprint spoolingis to have a smallnumberof print senersrunningalpd
daemonandto have all theothersystemsendtheir jobsdirectly to them.By usingthe above methodf
specifyingthe printerandsener hostyou eliminatethe needfor morecomplex managemendtratejies.

However, you still needto inform usersof the namesandexistenceof theseprinters,andhow to contact

them.Onemethodis to useacommonprintcap  file whichis periodicallyupdatedandtransferedo all

sites.Anothermethodis to distribute theinformationusingthe NIS or someotherdatabasel PRng has
provideda very flexible methodof obtaininganddistributing databasénformation: seeUsing Programs
To GetPrintcaplnformationfor details.

Using Programs To Get Printcap Information

In thelpd.conf  file you canspecify:

printcap_path=|program
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Thiswill causehe LPRng softwareto executethe specifiedprogram which shouldthenprovide the
printcapinformation. The programis invokedwith the standardilter options,andhasthe nameof the
printcapentry providedon STDIN. Thefilter shouldsupplythe printcapinformationonstdout andexit
with a0 (successgrrorcode.By corvention,the printcapname’all’ requests printcapentrythatlists
all printers.

Thistechniquehasbeenusedto interfaceto the SunMicrosystemNIS andNIS+ databasewith great
successBy having theinvokedprograma simpleshellscriptor front endto thenismatch  or ypmatch
programsthe compleity of incorporatingvendorspecificcodeis avoided.

12.18.1. How to use NIS and LPRng

This noteis basedn materialsentto thelprng@Iprng.commailing list by Paul Haldane
<paul@ucs.ed.ac.uk >,

We generallydon't useNIS for printcapfiles (we've movedto hesiod)but | canshav you whatwe've
donein thepast.

Theinputto NIS is anormalprintcapfile:

# Classical printcap entry

Ip23a|lp23|lp|main printhost printer - KB, EUCSfront Door:\
Ip=Ip23a@printhost:\
:sd=/var/spool/lpr/lp23a:

#lprng  printcap entry

Iplabel|lpl| TEST - Labels printer:
:Ip=:rm=printhost:rp=Iplabel:
:sd=/var/spool/lpr/iplabel:
rg=Ipadm:mx=1:

To build the NIS printcap.bynamenapwe addthe following to the NIS makefile (alongthe otherbits
andpieceshatthe makefile needso know abouta nev map).

PRINTCAP=${sysconfdir}/printcap
# warning : [ ] is actually [ <space ><tab >] in the script
printcap.time: $(PRINTCAP) Makefile
if [ -f $(PRINTCAP) ]; then \
sed < $(PRINTCAP) \
-e ’s/[ L I*ss$r -e 'N$$/sN\$$/ ro\
| awk '$$1 ~ /~{next;} $$1 ~ ML) {printf "%s", $$0; next;} \
{printf "\n%s", $$0 } \
| sed -e s/ 1*[ 1*:1:lg -e 's/[ T*II 1*Nlg’ \
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-e N I*$$/d’ > .printcap.$$$$; \
cat .printcap.$$$$; \
if [ $8? = 0 -a -s .printcap.$$$$ 1; then \
awk <.printcap.$$$$ { FS=""  OFS="\t"; } {\
n = split($$1, names, "['); \
for (i=1; i<=n; i++) \
if  (length(namesli]) > 0\
&& names[i] '~ /[ M) \
print  names[i],  $$0; \
Y | $(MAKEDBM) - $(YPDBDIR)/$(DOM)/printcap.byname; \
awk <.printcap.$$$$ { FS=""  OFS="\t";, } {\
n = split($$1, names, "["); \
if (n && length(names[1]) > 0 && names[1l] !~ /[ \) \
print  names[l], $$0; \
Y | $(MAKEDBM) - $(YPDBDIR)/$(DOM)/printcap.bykey; \
rm -f  .printcap.$$$$; \
touch printcap.time; echo "updated printcap"; \
fi \

fi
@if [ ! $(NOPUSH) -a -f $(PRINTCAP) ]; then \
$(YPPUSH) printcap.byname; \
$(YPPUSH) printcap.bykey; \
touch printcap.time; echo "pushed printcap"; \
fi

To specifythatyou want YP databaseatherthanfile accessusethefollowing entryin your
/etc/lpd.conf file:

printcap_path |/usr/local/libexec/pcfilter
Putthefollowing shellscriptin /usr/local/libexec/pcfilter

#!/bin/sh

#/usr/local/libexec/filters/pcfilter

read key

# specify the full pathname to the ypmatch program

# the location depends on the version of Solaris or your
# system install

[full/pathname/to/ypmatch "$key" printcap.byname

You cantestthis by using:

h4: {324} # lpc client pr
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pr

lp=pr@server

h4: {325} # |pc server pr
pr

Ip=pr@server

12.18.2. How to use NIS and LPRng - Sven Rudolph

Date: Wed, 11 Sep 1996 00:11:02 +0200

From: Sven Rudolph <srl@os.inf.tu-dresden.de >
To: Iprng@lprng.com

Subject: Using :oh=server: with  NIS

Whenl usea clusterwide printcap,l wantthe entriesfor eachprinterto appeare.qg.:

------- start  of printcap snippet
Ip1

Ip=lpl@server

Ip2

Ip=Ip2@server

Ip1

:server:oh=servername
:sd=/var/spool/lpd/lp1l

Ip=/dev/Ip1

:mx=0

------- end of printcap shippet

Whenl createa NIS mapout of this the printernameis usedasakey andmustbeunique.The NIS
malkedbmwill dropall but thelastentryfor eachprinter. This makesthe printerontheclients
unavailable.| solvedthis by a hackwherethe seconcentryis calledlpl.senerandtheNIS client script

hasto requestheright entry.
1. Assumptions

Perlis availableatthe YP senerin /usr/bin/perl . A BourneShellis availableatall clientsin

/oin/sh  Theprintcapthatis to be exportedis in /etc/printcap . Theprintcapis writtenin the
new format. In theexamplesthe printeris calledlpl.
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2. Add thefollowing to your YP Makefile  (/var/yp/Makefile )ontheYP sener (thesdinesare
for DebianGNU/Linux, othersystemsnight requireothermodifications):

------- start  of /varlyp/Makefile snippet
PRINTCAP = /etc/printcap
printcap: $(PRINTCAP)
@echo "Updating $@..."
$(CAT) $(PRINTCAP) | \
lust/lib/lyp/normalize_printcap | $(DBLOAD) -i $(PRINTCAP) \
-0 $(YPMAPDIR)/$S@ - $@
@if [ ! $(NOPUSH) ]; then $(YPPUSH) -d $(DOMAIN) $@; fi
@if [ ! $(NOPUSH) ]; then echo "Pushed $@ map." ; fi
------- end of /var/yp/Makefile shippet

3. Installtheprogramamatch_printcap andnormalize_printcap in the/usr/lib/yp directory;
normalize_printcap is only requiredon the YP sener. Thenormalize_printcap processesnly the
LPRng printcapformat.

------- start  of /usr/lib/lyp/normalize_printcap
#!' Jusr/bin/perl

$debug = 0;
$line =™
$new = "
while  (<>) {
chomp;
next if (1 /MNs*\H/ );
SIMNs*$//;
next if ( $_eq " )
print  "new: " . $ . "\n" if $debug;;
it (/Ms/) { # continuation line
$line = $line.$_;
print  "continued: $line\n" if $debug;
next;
} else {
$line =~ si\s+\:/)/g;
$line =~ sNi\s+/./g;
$line =~ sN\:\s*\:/:/qg;

print  “line: $line\n" if  $debug;
push(@lines, $line) if Sline;

$line = $_;
}
}
$line =~ si\s+\:/)/g;
$line =~ s/h\i\s+//g;

207



Chapterl2. PrintcapDatabase

$line =~ sN\i\s*\i/:/qg;
push(@lines,$line) if  S$line;
@lines = sort(@lines);
foreach  $line (@lines)  {
($printers) = split(\:/,$line);
@printers = split(\|/,$printers);
foreach  $printer (@printers) {
$num{$printer}++;
push(@allprinters,$printer);
print  "allprinters: @allprinters\n”
print  $printer."_".$num{$printer}."\t$line\n"

if  $debug;

}
}
@pr = keys %num;
print  “printers @pr\n" if $debug;
if  ($#allprinters >=0) {
print  "all_1\tall:all=".join(",",@pr)."\n";

------- end of /usr/lib/yp/normalize_printcap

Theresultof processinghe sampleprintcapfile is:

Ip1_1 Ipl:p=lpl@server

Ip1_2 Ipl:server.oh=servername:sd=/var/spool/ Ipd/lp  L:ip=/ devilp 1:mx=0
Ip2_1 Ip2:lp=lp2@server

all_1 allall=lp1,lp2

Obsenethateachof therealprinterentrieshasa key consistingof the printernamewith a numerical
suffix. Thisleadsto thefollowing methodof extractingthe printcapinformationusingypmatch :

------- start  of /usr/lib/lyp/match_printcap

#!/bin/sh
read p
n=1

# specify the full pathname to ypmatch - this depends on your
# OS version and installation

while  /full/pathname/to/ypmatch "${p}_${n}" printcap  2>/dev/null; do
n='expr $n + 1’

done

------- end of /usr/lib/yp/match_printcap

4. Now testthe YP arrangement:
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h4: {326} # cd /varlyp; make # this should create the printcap map
h4: {327} # ypcat printcap # should provide the whole normal-

ized printcap
h4: {328} # echo Ipl |/usr/lib/yp/match_printcap # yields Ipl printcap

5. Modify the printcap_path entryin thelpd.conf file:

printcap_path=|/usr/lib/yp/match_printc ap

6. Testtheuseof theprintcappathentry:

h4: {329} # Ipc client Ipl # shows the printcap for Ipl
h4: {330} # Ipc server Ipl # shows the printcap for |Ipl

7. Restartthelpd senerandcheckto seethatit accessetheright printcapinformation.Usethe same
Ipg commandandthentry Ipc  printcap  Ip1 .

Lexmark Printer s

SomelLexmarkprintersdo not sendendof job statushackunlessconfiguredto do so. Hereis whatis
neededo forcethis. (This capabilityhasbeenincorporatednto theifhp filter.)

From: Matt White <whitem@bofh.usask.ca >

To: Iprng@lprng.com

Date: Wed, 21 Jan 1998 18:25:50 -0600 (CST)

Subject: Re: [LPRng] ifhp with Lexmark Optra N printer

On Wed, 21 Jan 1998, Simon Greaves wrote:

> Apologies in advance if this is way off mark, but we've been evaluat-
ing a

> commercial print charging package (Geomica) which works by talk-
ing to the

> printer in what | think is a similar way to the ifhp filters. Lex-
marks are

> currently a big headache because they seem to fail to re-
turn the message

> that they have finished printing which screws things up some-
what. In our
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> case, it is believed to be a problem with the
mark firmware  which they

> are looking into.

There is a fix for that..it is originally from

but it still works on the Optra S 1650 machines

work on the rest of the optra line). Just send

postscript to the printer once:

------- snip-------

%! Postscript utility file to set the 4039 printer

serverdict begin 0 exitserver

statusdict begin true setenginesync end

------- snip-------

Basically, it causes the printer to wait until

before actually reporting that it is done. [I've

running with ifthp right now with no extra options

- Matt White

- Network Technical  Support

- College of Arts & Science University

12.20. Tektronix Phaser Printer s
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Lex-

the Lexmark 4039 series,
that we have (and should
this little chunk of

into  synchronous mode

is finished printing
got 3 Optra S printers
(just  defaults).

whitem@arts.usask.ca -
http://arts.usask.ca/~whitem -

of Saskatchewan -

Theifhp filter supportghe AppSocletprotocolusedby Tektronix. You will needa printcapsimilar to

thefollowing:

phaser:
:sd=/var/spool/lpd/%P

# need a dummy device for output

lp=/dev/null

# You need to specify the I[P address of the printer's network interface
# In this example it is 10.0.0.1 - replace with the correct value

# The filter will  actually open the connection.

filter=/usr/local/libexec/filters/ifthp
:ifhp=dev=10.0.0.1%9100,model=tek

210



Chapterl2. PrintcapDatabase

12.21. Duple x Printing

Duplex printing is whenyou print on both sidesof a page.Someprinterswhich do duplex printing
requirethatyou sendthemspecialcommandso force this mode.Thisis usuallydoneby the FILTERS.
Theifhp filter makesa stabat sendingthe PJL or PostScriptommandgo the printer. Many peoplehave
reportedproblemsdoingduplex printing, sohereis achecklist.

1. Make sureyou have enoughmemoryfor theworstcaseprint job. Usuallythe printerhasto rasterize
bothpagedeforeit canproduceanimpressionlt mayrequiremuchmorememorythanyou expect.

2. Checkyour printermanualto discoverthe EXACT form of theenter duplex mode command
andmake surethateitherthe commands partof thejob (PJLlanguageat the startof thejob,
postscriptheaderetc),or thatthefilter generateshe correctform.

Notethereis a PostScripPrinterDescriptionfile (PPD)for mostprintersthatsupportPostScript,
andthey evenhave the PJLandPostScriptodefor thisin the PPDfile.

3. It hasbeenobsenedthatevenwith whatwould apparentlybe sufficient memory thatmary duplex
jobsprint'oddly’, thatthey arenotalignedon the samesidein the sameway, etcetc. This may not
bethefault of the software,but of the supportfor duplex operation.

4. Readtheifhp documentationandcreatea configurationsectionin theifhp.conf  file for your
printer.

I know thisis painful, but until thereis a uniformway to getthe correctcommand®xtractedfrom either
PPDor someotherdatabas¢henthis appearso betheonly wayto doit.

Patrick Powell

12.22. Solaris, Newsprint and FrameMaker

Thefollowing is aguideto usingLPRng and SunMicrosystems$Newsprintby ChristopheHylands,
PtolemyProjectManagerof the Universityof California.

The SunNewsprintprinteris actuallyan OEM versionof the Tektronix Phaserll;SunMicrosystems
appearso have droppedsupportfor Newsprint,andtherecommendedhigrationpathis to buy a
PostScripprinter. If youwantmoreinformationon usingthe Newsprintsystemnotesareavailablevia
http://ptolemy.eecs.berkeley.edu/~cxh/lpr ng.htm | .

Looking throughthe mailing list logs, it lookslik e everyonewashaving a hardtime gettinglprngto
work with Sun’s brain-deachewsprinters.l tried usingGhostScripthut the fontswere,IMHO, ugly, sol
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spentalittle time gettingthe newsprintfontsto work.

Thekey thing wasto grabthefile /usr/newsprint/Ipd/if from a SunOS4.1.3ewsprintinstallation.
If you cannotgetthis code thentheinstallationwill be extremelydifficult.

To installlprng on a Solaris2.xmachine you needto first stopthe existing print servicesandinstall the
startupscriptsfor LPRng. Notethatif thereis alocal printer, you may have to alsofix the permissions
of thedevice. Typical commandsre:

chown daemon /devices/sbus@1,f8000000/SUNW,Ipvi@1,30000 Odpvi O

We usethefollowing simple:if  script.

#/bin/sh
# extremely  simple filter script
/bin/cat

The Sparcprintersiselicensedfontsfrom NeWSprint. To usethelicensedfonts, you musthave thelprng
spooldirectoryfor the sparcprintein the sameocationasspooldirectoryof the braindeadSolarislp
system If your printeris namedxsp524 thenthis directorywould be /etc/Ip/printers/xsp524

Theprintcapentrylookslike:

sp524|524:
:mx=0
:Ip=:rm=doppler:rp=xsp524:
:sd=/var/spool/lpd/sp524d:
:If=/var/spool/lpd/sp524d/log:
xsp524|Sun  SPARCprinter  NeWSprint printer:
‘mx=0:rs:
:Ip=/dev/lpviO:
:sd=/etc/Ip/printers/xsp524:
:If=/etc/Ip/printers/xsp524/log:
:af=/var/spool/lpd/xsp524/acct:
filter=/usr/local/libexec/newsprint/if

The/usr/local/libexec/newsprint/if wascopiedfrom /usr/newsprint/Ipd/if ina
SunOS4.xnstallationof the newsprintsoftware. Unfortunately the newsprintengineis sobraindead
thatit needanary ervironmentvariablesset,soit is fairly difficult to comeup with a cleanscriptto start
theengine.l madethefollowing changedo thefile.

1. First, setthe pathin the script. You mayalsoneedto changedefaultsto suityour preferences:
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PATH=/usr/uch:/usr/bin:/etc:/usr/etc:/o pt/NeW Sprint /bin:/  opt/Ne WSprin t/np/b
PATH=$PATH:$NPHOME/pl.$ARCH/bin:$NPHOME /np/bi n; export PATH

2. Youwill alsoneeda /etc/Ip/printers/printername/.params file. If youareusingthesame
spoolerdirectoryasthedirectorythatthe Solarislp systemusesthenthe.paranfile shouldappear
there.If you areusinga differentspoolerdirectory thenyou will needto copy the .paranfile from
elsavhereandeditit accordingly

3. If youaregoingto move alicenseto a new printer, you shouldprobablysare the .paranfile in the
old printerspoolerdirectory Run/opt/NeWSprint/bin/fp_instathndremove thelicensefrom the old
printerandassignit to the new printer. You couldrun/opt/NeWSprint/bin/rm_np_prierand
remove the printer, but thatwill getrid of the .paramfile

4. FrameMalerunderSolaris2.xusesthelp command.Thefix is to edit SFMHOME/fminit/FMIpr and
commenbutthelp line andaddanlpr line

sunxm.s5.sparc)
lpr  -P"$PRINTER" "$FILE"
#lp -c -d"$PRINTER" "$FILE"

Christopher Hylands, Ptolemy Project Manager University of California

cxh@eecs.berkeley.edu US Mail: 558 Cory Hall #1770
ph: (510)643-9841  fax:(510)642-2739 Berkeley,  CA 94720-1770
home: (510)526-4010 (if  busy -4068) (Office: 493 Cory)
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Chapter 13. Spool Queues and Files

Whenfiles areacceptedy thelpd senerfor printing, they arestoredin a spoolqueuedirectory, together
with otherfiles controllingthe print operation.This sectiondescribeshesefiles andhow the LPRng
softwareusesthem.

For descriptve purposesywe will usethefollowing printcapentryasa guide:

pr|alias
:sd=/var/lpd/pr_public
:cd=/var/lpd/pr

13.1. Spool Queue

« sd=Spoolqueuedirectoryname

The:sd optionin the printcapentry specifieghe spoolqueuedirectory If thereis no:sd entryor value,
thentheprintercanonly be usedby the clientssuchaslpq to locatethe destinatiorfor a print job. All
information,files, etc.,for a print queues storedin the spooldirectory

13.2. Queue Lock File

« spool_lock_file spoolqueuelock file - default%P

Whenthelpd sener startsprinting, it will fork individual worker processe serviceeachqueue.To
preventmultiple processefrom working on the samequeue a printerlock file specifiedby the
queue_lock_file option (default %P- the %P is expandedo the print queuename)is used.In our
example,thelock file would be: /var/lpd/pr/pr

TheprocesdD of thecurrentlyactive printeris storedin thelock file. By readingthelock file and
testingto seeif theprocesss still active, programssuchaslpg candeterminequeueactiity.

Similarly, the worker processnayneedto createotherprocesseto assisit. Thesein turnwill create
lock or temporanyfilesin the spooldirectoryaswell.
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13.3. Spool Control File

- spool_control_file spoolqueuecontrol file - defaultcontrol.%P

Thespoolcontrolfile is usedto controlthe operationf the spooler andis in thespoolor control
directory Thefile namespecifiedby the queue_control_file option (defaultcontrol.%P - the %P

is expandedo the print queuename);in our example the controlfile would be:
Ivar/lpd/pr/control.pr

Thelpc programsendsspoolcontrolrequestso thelpd daemonwhich updateghe controlfile andthen

signalsthe appropriatespoolsener processethatanupdatehasbeenperformed.The controlfile
contentshave theform:

key value

Thefollowing keys andtheir valuesarecurrentlysupported.

Key Value Purpose

printing_disabled Oorl disableprinting of jobsin queue
spooling_disabled Oorl disableplacingjobsin queue
holdall Oorl hold jobsuntil released

redirect printer transferjobsto indicatedprinter
class glob expression print only jobswhoseclass

matcheglob expression

server_order printer  name list preferredorderof printeruse
debug debugging options deluggingandtracing
Theprinting_disabled andspooling_disabled aremanagedisingthelpc start ,lpc stop ,

Ioc enable andipc disable commandsSimilarly, holdall is enablecanddisabledby holdall
andnoholdall commandsespectiely. Whenholdallis enabledjobsplacedin the print queuewill be
held until they areexplicitly releasedor printingby anlpc release command.

Theredirect  entryis usedto redirector transferfjobswhich arespooledo this queueto anotherqueue,

andis managedy theredirectcommand.Thelpc redirect off removestheredirectentryfrom the
controlfile.

Theclass entryis similarin operatiorto theholdall , but allows jobswhoseclassidentification
matchegheglob expressiorto be printed. This canbe usefulwhenyou have speciaformsor paper
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requiredfor a print job, andwantto run only thesgobswhenthe paperis in the printer.

Theserver_order  entryis createdandupdatedor a multiple printerqueue.lt recordsthe orderin
which printersshouldnext be usedfor normalprint operationsThis allows roundrobin useof printers,
ratherthanhaving all jobsprintedto thefirst printerin thelist of printers.

Thedebug entryis setby thelpc debug commandandis usedto enableor disabledehuggingand
tracinginformationfor a spoolqueue.This facility is for diagnostigourpose®nly.

Log and Status Files

« create_files createlog, accountingandstatusfiles

« If= log file name(default: log)

« max_log_file_size# maximurog file size(Kbytes)

« min_log_file_size# minimumlog file size(Kbytes)

« max_status_line#  maximunstatusline length(characters)

« max_status_size# maximunstatusfile size(Kbytes)

« min_status_size#  minimumstatusfile size(Kbytes)

- ps=filter statusfile name(default: status)

« queue_status_file= gueusestatusfile (default: status.%P)

« short_status_date= displayshort(hh:mm)timestampdefault: true)

During operationthelpd senerrecordsthe currentprinting operationsn the spoolqueuestatusfile
specifiedby the spool_status_file option(defaultstatus.%P - the%Pis expandedo the print
gueuename);for our example,this would be /var/lpd/pr/status.pr . In orderto preventthisfile
from growing too large,the senerwill periodicallytruncatethefile. You canforce creationof thesefiles
by settingthecreate_files option. Themax_status_size  configurationor printcapoptionsetsthe

maximumsize(in Kbytes)of the statusfile; if thefile exceedshis, only thelastmin_status_size
bytesor 25% of the maximumsize(defaultif not specifiedwill bepresered.

Similarly, the senerlogsits operationsn thelog file specifiecby thelf (log file) option(defaultis
lf=log ). Themax_log_file_size value(default 0) specifieghe maximumlengthof thelog file in
Kbytes. If this valueis non-zerothenthelog file is truncatedo min_log_file_size bytesor 25% of
themaximumfile size.Again, thelastportionof thelog file is presered. If themax_log_file_size
valueis 0, thenthelog file growswithout limit.
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Soméefilters requireanadditionalfilter statudfile thatthey usefor recordingadditionalfilter statusor
otheroperationainformation. Theps nameshisfile, andit is passedo a print filter usingthe $s option
(seeFilter CommandLine OptionsandEnvironmentVariables).

The STDERRoutputfor filtersis putinto the printer statusfile. This allowsthefilter to produce
informative messagethatcanbedisplayedaspartof the userstatus.In addition,a separatetatusfile
specifiedby theps (PrinterStatus)canbeusedaswell. Thisfile is nottruncatedoy the LPRng system.

Whenreportingstatusinformation,thelengthof line returnedcanbea problem.The
max_status_line#79 optionrestrictsthe statudine to a maximumof 79 characters.

Theshort_status_date (defaultis true) option causeshort(hour:minuteximestampsgo be
displayedon statusqueries.

13.5. Job Files

« longnumber longjob number
« default_priority= defaultjob priority

- nline_after_file N line after datafile

A print job consistof a controlfile andoneor moredatafiles. RFC117%pecifieghe generaformatof
thesefiles andhow they areto betransfereetweerseners.LPRng hasextendedthe contentof the
controlfiles andthetransferprotocolto provide a morepowerful setof featuresput hasextensive
provisionsfor backwardscompatibilitywith nonL PRng software.A samplecontrolfile is shovn
below:

Hh4.private

Jitmpl/filel ltmpl/file2
CA

Lpapowell

Ppapowell
fdfA002230h4.private
N/tmpf/filel
UdfA002230h4.private
fdfB002230h4.private
N/tmpf/file2
UdfB002230h4.private
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Thefirst partof the controlfile containsgenerainformationgeneratedby thelpr or otherspooling
program.Theinformationlinesstartwith anuppercaséetteror digit. Someotherspoolingsystemsalso
startinformationlineswith variouspunctuatiormarkssuchasunderscore§ ) or periods(.).

Following this area setof entriesabouteachof thevariousfilesto be printed. Theseines startwith a
lower caseletter, followedby the print file name.Thelower caseetteris theformatto be usedto process

thefile. Seeprint file formatsfor moreinformationaboutits use.

Table 13-1. Control File Lines

Key Meaning GeneratedBy

Key Meaning GeneratedBy

A identifier * LPRng internal

C class Ipr -C class

D date Ipr

H originating host Ipr

I indent Ipr -i indent

J jobname Ipr -J jobname (default: list of
files)

L bnrname Ipr -U usemame

N filename (seetext)

M mailname Ipr -m mailname

P logname Ipr

Q queuename Ipr -Q

R accntname Ipr -R accntname

S slinkdata * Ipr

T prtitle Ipr -T prtitle

U uninkfile (seetext)

W width Ipr -w width

z zopts* Ipr -Z zopts

1 fontl Ipr -1 fontl

2 font2 Ipr -2 font2

3 font3 Ipr -3 font3

4 font4 Ipr -4 font4
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Theentriesmarkedwith * areusedonly by LPRng. NandU linesareassociatedvith aprint file. TheN
line is the original nameof the print file. By default, LPRng placesthis line before the corresponding
datafile. You canusethenline_after_file optionto have LPRng placethe N line afterthe datafile
line. TheU line originally wasusedto indicatethatthe namedfile wasto be unlinkedafter printing. This
informationis now ignoredby LPRng. Thesdinesarealwaysgroupedwith aprint file entry.

Thenamesof controlanddatafiles follow a very strict pattern.Controlfiles have theformat

cfX nunber host whereX is anuppercasdetter, numberis (usually)a 3 digit numberandhostis the
hostname.RFC117%estrictedthetotal lengthof the controlfile nameto 32 characterst PRng hasa
muchlooserlimit.

Datafile namesnustfollow the samepatternasthe controlfile name andhave theformat
dfX nunber host TheX canbein therangeA-Za-z, allowing at most52 datafiles for ajob. The
numberandhostmustbeidenticalto the correspondingontrolfile.

By corvention,LPRng usesthe X of the controlfile nameto seta priority for thejob. A job with control
file namecfA...  will have lower formatthanajob with formatcfB... , andsoforth. Thelpr program
useghefirst letterof the classnameor anexplicit priority valueto setthelettervalue.If noneof these
arespecifiedthenthedefault_priority valuefrom the configurationor printcapentryis used.

Thejob numberis usuallya 3 digit value.However, in systemsvherea large numberof jobsarespooled
andneedto be keptfor printing at scheduledimes,this canleadto problems.Thelongnumber option
will use6 digit job numbers.This mustbe usedwith carewhenoperatingwith non1PRng software.

13.6. Job Hold File

Associatedvith eachcontrolfile is a hold file thathasadditionalinformationcontrollingthe printing
operationsTheentriesin this file have theform:

key [value]

Thefollowing is anexampleof aholdfile:

server O

subserver 0

attempt 3

error cannot open printer
hold O

priority 0

remove O

routed O
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Theserver andsubserver entryrecordsthe procesdD of the sener processandthesubserer
procesghatis printing thejob. Theattempt field recordsthe total numberof attemptgo print thejob.
Theerror field recordsary errorthatwould preventthejob from beingprinted. Thisinformationis
reportedby thelpg program.

Thehold field is non-zerowhenthelpc hold commands usedto explicitly preventthejob from
beingprinted;lpc release will clearthefield andallow thejob to be printed.

The priority field is modifiedby thelpc topg commandandis usedto provide anoverriding
priority to printing thefile.

Theremove field is non-zerowhenthefile hasbeenprintedandshouldberemoved.

Therouted field is usedto indicatethatthereis routinginformationpresenin the hold file, andthat
specialhandlingis neededTheroutinginformationis providedby a routingfilter. Theinformationis
recordedby informationin the holdfile. Thefollowing is anexampleof routinginformation. Normally
thisinformationis storedin a URL escapedormat,with oneline perdestinationbut for clarity this has
beenbrokenoutinto plain text form:

active 0
attempt O

done O

hold O

priority 0
remove O

routed 880892602
route 1

dest t1

ident papowell@h4+705.1
error

copies 1
copy_done O
status O
active 0
attempt O
done O

hold 0
sequence O
priority B
CB

end

route 2

dest t1

ident papowell@h4+705.2
error

220



Chapterl3. SpoolQueuesandFiles

copies O
copy_done O
status O
active 0
attempt O
done O

hold 0
sequence 1
end

Routinginformationlinesstartwith route followedby individual routingentryinformation. Theroute
dest , copies , priority , andXnnnn entriesarederivedfrom the outputof therouterprogram;other
fieldsareusedduringthe printing processThecopy_done recordshenumbersof copiesdone,while
thedone recordgthatthe entryhasbeencompleted Thestatus is theprocesdD of thesenerprocess

doingthe printing.

Theoutputfrom routefilter thatgeneratedhe above file was:

dest tl
copies 1
priority B
CB

end

dest tl

end

13.7. Job State

Optionsused:

- ah FLAG Automaticallyhold jobs

A job canbein thefollowing state:

1. Initial. Thisis the stateduringjob submissionJobsin theinitial statedo not have ary status
displayedfor them.

2. Held. Onceajob is submittedjt caneitherbeprintedor held. Theah printcapoptionspecifieghat

all jobsareautomaticallyheldon submissionThelpc release andlpc redo commandwill

causehesgobsto be printedandthelprm commandcanremove thesegobs.
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3. Active. Thejob is beingprocessedor printing or transferto anotherqueue.

4. Pending.Jobswhich canbe printedbut arenot active. This canbe dueto the printerbeingbusy or
thejob classnot beingprinted.

5. Error. Jobswhich have encountereénerrorduringprinting. Thelpc release andlpc redo
commandwill causehesegobsto be printedandthelprm commandcanremove thesejobs.

6. Done.Jobswhich have completedorinting, but which arenotyetremovedfrom the print queue See
thesave_when_dorftag for moreinformation. Thelprm commandcanremove thesgobs.

Normally thejob sequencess initial, pending,active,anddone.However, ajob maybe putin theerror
stateby problemsprocessinghejob or by actionsof thelpc command.

13.8. Job Identifier

Options:

« use_identifier putjob identifierin control file

For eachjob in a spoolqueuethe LPRng softwarecreatesa uniqueidentifier Thisidentifieris recorded
in the controlfile Aline. It canbe usedby thevariousclient programdor identifying jobs,andis
displayedby thelpq programasstatusnformation.
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Optionsused:

- allow_getenv FLAG useGETENVervironmentvariable

The LPRng optionsareobtainedasfollows:

- Thecompiletime defaults. Thesearein the LPRng/src/common/vars.c file.

- If theLPRnNg softwarehasbeencompiledwith theregressiortestingGETENYV optionenabledthe
configurationinformationin thefile specifiedby theLPD_CONFervironmentvariablewill beused.
This canonly beusedif you arenot setuidROOT or asROQOT asit opensseveresecurityloopholes.

- Thefile specifiedby the config_file compiletime option,usually/etc/Ipd.conf or
lust/localletc/Ipd.conf , andreferredto athelpd.conf file. If theconfig_file option
valuehastheform |/pathname , then/pathname mustbeanexecutablgprogramandwill berun
with the standardsetof filter options.It mustwrite configurationoptionvaluesto its STDOUTand
exit with a 0 status.

- In orderto protectsystemsecurity thelpd.conf ~ (andtheprintcap ) file shouldbereadonly.

« If therequire_configfiles optionis setin the compiletime options,thenthe preceedingtep
mustbe successfuli.e. - theremustbe a configuratiorfile or the programmustexecuteandexit with a
0 status.

- If aprinteror spoolingoperationis done thenthevaluesin theprintcap  entryfor thespoolerare
usedto overridethedefaultandifhp.conf  file values.

14.1. Configuration File Format

The configuratiorfile formatis similar to athefields of a printcapentrywith the differencethatthe
leadingcolonis optionalandtherecanonly be oneoptionperline:

# comment

# set option value to 1 or ON
ab

:ab
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# set option value to 0 or OFF
ab@

:ab

# set option value to string
str=name

During systeminstallationthe LPRng softwareprocessethe defaultvaluesin the
LPRng/src/common/vars.c file andgenerates.sampldpd.conf  file thathasthe format:

# Purpose: always print banner, ignore Ipr -h option
# default ab@ (FLAG off)

# Purpose: query accounting server when connected

# default achk@ (FLAG off)

# Purpose: accounting at end (see also af, la, ar, as)
# default ae=jobend $H $n $P 3k $b $t (STRING)

# Purpose: name of accounting file (see also la, ar)
# default  af=acct (STRING)

# change:

# -- we change the af value to none, i.e. - no accounting
# -- file by default

af=

You canchangeoptionvaluesby editingthefile asshovn above thenthento forcethelpd senerto use
thenew options,usethelpc reread command.

14.2. Legacy Compatibility

Thefollowing argumentshave beenprovidedfor compatibility with legag/ systems.
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Much of theflexibility of the LPRng softwareis obtainedfrom the ability to controlthe detailsof each
stepof job processingThefollowing sectiondetailseachstepin the processingf ajob, andexplains
the printcapoptionsusedto controleachoperation.

Assumethepr printcapentryhastheform:

pr
:Ip=/dev/lp OR :lp=rp@rm
:sd=/var/spool/lpd/pr
JIf=log

filter=/usr/local/bin/Ipf
Assumethatwe have usedthefollowing commando print asetof files.
Ipor  -Ppr filel file2

Thiswill createa controlfile in the /var/spool/lpd/pr directorywith thefollowing contentdthis is
anexample- in practicetheremaybe minor differencesetweerthe exampleandanactualcontrolfile):

Hh4.private

Jitmpl/filel Itmpl/file2
CA

Lpapowell

Ppapowell
fdfA002230h4.private
N/tmpf/filel
UdfA002230h4.private
fdfB002230h4.private
N/tmp/file2
UdfB002230h4.private

We will referto this examplethroughouthefollowing sections.

15.1. Configuration and Setup Options
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Optionsused:

- ipv6 FLAG uselPV6 Networkfacilities

« default_tmp_dir= tempoary directory
« lockfile= Ipd serverlock file
- report_server_as= servemamefor statusreports

« spool_dir_perms=  spooldirectorypermissions

« spool_file_perms= spoolfile permissions

Theipvé specifieghatthePV6 protocol,ratherthanlPV4 will beused.

Thelockfile  specifieghelocationof thelock file usedby thelpd sener. Thisfile hasthelpd_port
valueappendedo form a uniquelock file name.

Thespool_dir_perms  andspool_file_perms (default0700and0600respectiely) valuesarethe
(numeric)permissiondor the spooldirectoryandspoolfiles.

Thereport_server_as optionallows anadministratoto masquerada sener with anothemame.
This couldbeusefulif variousload sharingactuities arebeingcarriedout, or if thereareproblems
reconfiguringDNS to causethe correctsener nameto bereported.

Thedefault_tmp_dir optionspecifiesatemporarydirectoryto be usedto holdfiles or information
temporarilyif thereis no spooldirectoryavailable.

15.2. Submitting Jobs and Service Requests

Optionsused:

« lpd_port=  ListeningPort for Ipd

After thelpd senerhasdoneits initialization, it will attemptto bind to thelpd listeningport specifiecby
thelpd_port  value.Thedefaultis theprinter  serviceport515. If this bindingis successfuandthe
sener hasnotbeenrequesto runin foregroundmodeby the-F commandine option,thena child
processs forkedandthe parentprocesawill exit. Thechild procesghentakesstepsto disconnecttself
from the controlterminalof the procesghatstartedit.
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Themainlpd processwill thenstarta queuechedking procesghatwill checkall of thespoolqueues
usedby the senerfor queueghathave pendingjobs. This processendsa messagéo themainlpd
processequestinghatit starta serviceprocesdor this queue.

Thelpd procesawill thensitin aloopwaiting for oneof thefollowing events:

1. An incomingconnectiorrequestlf the maximumnumberof childrenhasnot beenexceededthena
new proceswill beforkedto handlethis connection.

2. A child processxiting. Thesenerwill checkto seeif thereis a pendingrequesto starta sener for
aqueuethatcouldnotbeaccommodatedueto too mary processesunning.

3. A requesto starta serviceprocesgor a queue If thenumberof active processess lessthanthe
maximumalloweda serviceprocesswill be started otherwisethe requestwill beplacedon alist for
servicewhenthe numberof processeactive decreases.

4. A timeoutalarmfor the queuerescanningperation.Thisis discussedh the next sectionin detail.

Whenconnectioris acceptedy thelpd spoolerthefollowing stepsaretakento processethejob.

1. First,atimeoutis establishedor thetransferof theinformationfrom clientto thelpd sener. Thisis
doneto preventa denialof serviceattackby processethatdo not closeconnectionsn atimely
manner

2. A singleline is readinto aninternalbuffer. Thisline mustbeterminatedwvith a NEWLINEcharacter
3. Theinputline is parsedandthe actionsrequiredaredetermined.

4. If theactiity requiresaccesgo the spoolqueuenformation,thenthe currentdirectoryof the
processs changedo the spooldirectory This allows all file accesset thenberelative to this
directory

5. If the processingequiresstartinga spoolqueuesener processa messagés sentto themainlpd
sener processo starta spoolqueuesener processBy having all the processeservingspool
gueueshildrenof the mainsener processt is possibleto monitorandlimit thetotal numberof
active processesThisis importanton systemswith a very large numberof queues.

6. After the processingf the original requestiasbeencompletedthe processwith thencheckto seeif
the SpoolQueuefor the printershouldbe processed.

15.3. Spool Queue Processing
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Optionsused:

+ Ipd_force_poll= Forcelpd to periodicallypoll print queues

« Ipd_poll_time=  Timebetweerpolls

« max_servers_active= Maximumnumberof activeserves

Whenthelpd sener starts;it will fork asetof subsererprocessesachwhichwill handleanindividual
queue.

If asystemhasalarge numberof queuesthenthis forking operationmayresultin thelpd sener
exhaustingthe procesgesourcesTo controlthis, themax_servers_active valuerestrictsthe number
of active childrento the specifiedvalue. If thisvalueis 0, then50%of the maximumsystenmprocesses
valuewill beused.

Dueto thelimits onthe numberof processegheremaybetimeswhenajob is placedin a queue put the
Ipd seneris unableto starthandlingthejob. Whenall of the childrenof themainlpd sener have exited,
thesener startsatimer. After Ipd_poll_time secondsit will scanthequeueslooking for jobsto
processandstartsa procesdo servicethem.If it doesnotfind ary jobsit remaingdle.

Thelpd_force_poll flag causeshe senerto periodicallypoll thequeuesThisis usefulwhenthereis
a high possibilitythatjobs couldfail to be printeddueto highloadsonthesener.

15.4. Opening the Output Device

Optionsused:

« achk FLAG Accountingched at start

- af= AccountingFile

. ar FLAG Remoteprinter accountingenabled
« as=Accountingat start

- connect_grace= Timebetweerjobs

« connect_interval= Connectiorinterval
« connect_timeout= Connectiortimeout
- control_filter= Contol file filter

. ff= formfeed
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fo FLAG formfeedonopen

la FLAG Local printer accountingenabled

Id= leaderon open(initialization string)

Ik FLAG Lok 10O device

Ip= 10 devicepathname

nb FLAG Nonbloking deviceopen
network_connect_grace= Intervalin secsbetweerjobs
of= offilter

retry_econnrefused FLAG Retryif openfailed
retry_nolink FLAG Retryif openfailed
rm=theremotemadineto sendthejob to

rp= theremoteprint queueto sendthejob to

rw FLAG deviceopenedRW flag

server_tmp_dir= tempoary directory

Sequencef Operations:

1. Duringthesener operationsit will try to createtemporaryfilesin the print queuespooldirectory If
thisis notdesirablejt will createthemin theserver_tmp_dir directory

2. If theaccountindile specifiedby af exists, it is openedaf_fd)andtheaf fdis passedsfile
descriptor3 to all filters. If theaf valuehastheform af=|/program  thenthe programis started
andthe programSTDIN is usedasaf _fd. If theaf valuehastheform af=host%port ,thena
TCP/IPconnectiorto the correspondingport on the remotehostis madeandthe port usedasaf_fd.
In the lattertwo casesthefilter STDIN (file descriptor0) is actuallyopenedead/write andis used
wheninformationis neededrom theaccountindilter or remotesener. SeeAccountingPrintcap
Optionsfor moreinformationon the LPRng accountingsupport.

3. If la (localaccounting)s trueandwe areprintingajob or ar (remoteaccounting)s trueandwe
aretransferringajob, theas valueis examined.If it is afilter (program)specificationthenthe
programis startedwith its STDIN attachedo /dev/null  , STDOUTwill bereadby the print
spooler STDERRoutputwill bewrittento theerrorlog, andfile descriptor3 outputwill be
appendedo theaccountindile. Thelpd programwill wait until theaccountindilter program
terminatesandexaminethe errorcodefor action,asfor thefilters (seeerrorcodedelow). If the exit
statusis 0, (JSUCC)thenthe printing processwill continue,if JHOLD thejob will beheld,if
JREMOVE thejob will beremoved,if JFAIL thejob processingvill terminatewith a JFAIL
indication,otherwisethejob processingvill terminatewith a JABORT indication.
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If theaccountindilter exited with a JSUCC(no errorcode)andtheachk (accountingcheck)flagis
set,theline readfrom theaccountindilter STDOUT will beexamined.Thisline shouldbeaccept ,
hold , fail , remove , otherwisethejob processingerminateswith a JABORT indication.An
accept will allow thejob to beprinted,hold will holdthejob, fail  will causehejob to fall,
remove will causethejob to beremoved.

. If theconnect_grace  valueis non-zercandthe seneris openinga device or

network_connect_grace is non-zeroanda network connectioris beingmade the sener will
pausehe specifiedime. Thisis to accommodatdeviceswhich needarecovery time betweerjobs.

. Thelp optionis checledto determingthetypeof IO device.

Format Meaning

pathname Absolutepathnamef 10 device

pr@host transferto pr onremotehost

host%port opena TCP/IPconnectiorto porton host.host
canbenameor IP address

[filter run thefilter program;it STDIN will be usedas
device

. ThelO device specifiecby Ip is openedwrite-only or read-writeif therw flagis true,andthe

resultingfile descriptorisio_fd. If thenb flagis set,anon-blockingopenwill bedoneaswell. If the
Ik (lock device)flagis true,thedevice will belockedagainstuseby otherlpd seners.

. If ahost%port combinationa TCP/IPconnectiorwill beopenedo theremoteportandthe

connectionwill beusedasio_fd.

. If afilter programis specifiedthefilter programwill berunandthe STDIN of thefilter will beused

asthedevicefile descriptor

If arp@rm combinationor noneof theabove combinationsaretrueandtherm andrp valuesare
non-zerothenthejob will betransferredo aremoteprinter. Thetype of operationwill beajob
transferratherthanprinting operation.

If theconnect_timeout  valueis non-zeroatimeoutis setupfor thedevice or socletopen.If the
device or connectioropendoesnot succeedvithin thetimeout,thenthe openoperatiorfails.

If aconnectioris to anetwork addresgi.e. - connect()  systemcall) andthe connectiorattempt
failswith anECONNREFUSEDerror, if theretry_econnrefused flagis setthenthe connection
attemptis retried,but this time usinganalternatve portnumber SeeRFC117%or details.Thisis
repeatedintil all of the possibleoriginatingportnumbersareexhausted.

If theopenor connectoperatiorfails, andtheretry_nolink flagis set,thenthe senerwill pause
for aminimumof connect_grace  plusamultiple of connect_interval seconddasednthe
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numberof attemptseforeretryingthe openoperation.Notethattheinterval mayincreaseasthe
numberof attemptdncreases.

14.If printingajob andthe:of filter is specifiedjt is createdwith its STDOUT (fd 1) attachedo the
io_fd. Its stdin(of_fd) will beusedin the stepdistedbelow. If thereis no:of filter, thentheof_fd
valuewill betheio_fd descriptor

15. If transferringajob andthe control_filter optionis specifiedthenthe programspecifiedby the
control_filter valuewill berun. It will have its STDIN setto the controlfile, andits STDOUT
outputwill beusedasthe new valueof the controlfile to transferto theremotehost. SeeFilter
Command.ine OptionsandEnvironmentVariablesfor detailsof optionspassedo the controlfilter,
anderrorcodedor theexit codesof thefilter.

16. If theoperationis ajob transferthe operationproceedsasoutlinedin RFC1179 andthenthe
Normal Terminationoperationsarecarriedout.

17. If theoperationis a print operatiorandtheld (leaderonopen)valueis provided,thestringis
translatedescapesemoved)andwritten to theof fd file descriptor

18.If thefo (formfeedonopen)flagis true,thentheff (form feed)stringis translatedescapes
removed)andwrittento theof fd file descriptor

Printing Banners

Optionsused:

« ab FLAG Alwaysprint banner(defaultFALSE)

« be=Endbannergeneitor program

+ bl= Shortbannerline format

« bp=Bannergenetor program

+ bs=Startbannergeneator

« generate_banner FLAG Geneatebannerfor forwardedjobs
« hl FLAG Banner(header)Last

- of= BannerandFile Sepaator Filter

+ sb FLAG Shortbanner(defaultFALSE)

- sh FLAG Suppessheader(bannes) (defaultFALSE)
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Bannerprinting is oneof the morecomplicatecconfigurationoptionsof LPRng. Thisis duemainly to
historicalevolution of the software,aswell asalack of awell definedstandardor filter responsibilities.
In the original BSD print spoolersthe philosophywasthatbannermprinting shouldbe delegatedto the
filters, asthey werethe mostawareof the capabilitiesof the printers. This requiredanout of band
methodto corvey bannemprinting informationto thefilter, andresultedn a complicatednterface.The
original interfacewas:

1. Thefilter doingbannemrinting wasinvokedasaspecialof filter, or passed specialflag.

2. Theprint spoolingsoftwarewould senda specialsingleline of informationtelling it whatthebanner
informationshouldbe. Note thatthis line wasnever documente@xceptfor the sourcecode,and
wasinconsistenfrom versionto version.Also, therewasno indicationof whatto do with additional
lines,if ary.

3. Thefilter would generatehe bannerdiscardtheline, andthenpassotherlinesto the outputdevice.

Adding to the confusion the original print spoolershada:sh (suppressieademr banner)lag, which
wassupposedo suppresdannerprinting. It did this by having the print spoolemot generatehe magic
bannerinformationline.

A moresophisticatedbannermprinting systemwould allow the print spoolersoftwareto generatéhe
bannerandwouldthenhavethe:of filter actasapassthrough.Thus,we needconfigurethe:of filter
NOT to usethefirst line asbannerprinting information,andto passthroughall informationto thedevice.

Complicatingthiswholemessis theld (leaderoption)andtr (trailer option)whichis astringsentto
theoutputdevice (:of filter) whenthe device (filter) is initialized or terminated.This cansometimede
interpretecasthe banneline, leadingto unexpectedresults.

Sequencef Operations:

1. If thesh (suppres$ieaderflagis true,no banneiis printed,andthe actionsin this sectionare
skipped.No bannerinformationline is generatedor the:of filter, andno banneprinting program
isinvoked. If thereis an:of filter andit is expectingsuchaline andyouhaveld ortr information
thenyou may getunexpectedresults(actually catastrophidailureis a betterterm,but | digress).

2. If thehl (headetast)flagis truethebanneiis printedat the endof thejob andthe actionsin this
sectionaredoneat theendof thejob.

3. If theuserdoesnot wantbannempagesshecanusethelpr -h  option. Thiswill causehelpr
programto deletetheL (bannemame)line in the controlfile. If thereis noL line in the controlfile
andab (alwaysprint abanner)s false(the default), thenno banneiis printedandthe otheractions
in this sectionareskipped.If ab is trueandthelL line is missingthentheN (userlogin name)is
used;if it is missingaswell, thenANONYMOUS is usedfor the username.
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4. If abannermprinting programis specifiedby bp, bs, or be options,thenLPRng will invokethe

programto generate bannerandthensendthe generatedannerto theprintervia the:of filter.
Thebannemprinting programwill beinvokedusingthe standardilter commandine flags(seeFilter
Command.ine OptionsandEnvironmentVariablesfor details),with is STDIN attachedo /dev/null
andSTDOUT attachedo afile to hold the outputbanner

5. If nobannerprinting programis specifiedandthesb (shortbanner)optionis TRUE (defaultis true),

thenthebl=...  (banneiine) optionvalueis expandedandsentto theof_fd (:of filter or device.
Thedefaultbl valueis: bl=$-"C:$-'n Job:  $-J Date: $-t .Usingourexamplethis
will gettranslatedo:

papowell:A  Job: filel file2 Date: Thu Nov 27 23:02:04 PST 1997

6. If nobannerprinting programis specifiedandwe have sb@(no shortbannerthenwe skip banner

generationj.e. - we do not senda bannermeneratiorine to the output(:of filter).

7. If thequeuds anormalforwardingqueuethenthegenerate_banner  optionwill invokethebp,

bs or be programasappropriatdo createa bannempagefile which is thenmadethefirst (default) or
last(hl flagorbe=... presentfile in ajob. Thisoptionhasno effectin othertypesof queuesSee
thetranslate_formabptionaswell.

15.6. Printing Job Files

Optionsused:

Xf= FormatFilter

sf FLAG SuppessForm FeedSepaators

if= DefaultF FormatFilter

pr= pr formattingprogram

send_job_rw_timeout= print job read/writetimeout
send_query_rw_timeout= statusqueryopermation read/writetimeout

sf FLAG Suppessform feedbetweerjob files

Sequencef Operationsfor eachjob in listedin the controlfile, thefollowing operationsaredonein
turn.
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. If thereis an:of filter presentthe suspendtring\031\001 is writtento of fd andtheno further
actionis takenuntil the of filter is suspended.

. Thecontrolfile line for thejob is examined andthefirst letter of the datafile specificatioris usedas
theformat.

. If theformatis p, thejob is first processedy the programspecifiedby thepr program,andthe
programoutputusedasthe print file.

. If theformatisf, | , or p thenthe:if filter is used,otherwisethe keyword Xf is used.Notethat
certainformatssuchasp, a, |, maynotbeusedasformats.

. Thefilter programis startedwith anappropriatesetof commandine options(seeFilter Command
Line OptionsandErnvironmentVariables), andwith its STDOUT attachedo the printing device
(io_fd), STDERRto a pipewhich resultsin the outputbeingwritten to the statusfile, andfile
descriptor3 to theaccountindile or program.If delhuggingis enabledthenthe STDERRoutputis
alsowrittento theerrorlog file (If).

. Whendoingaread/writeoperatiorto a device or remotesystematimeoutcanbe specified When
doinga print or job transferoperationthe send_job_rw_timeout valueis used.Whendoinga
statusor queryoperationthesend_query_rw_timeout valueis used.If awrite or write operation
doesnot completewithin the specifiedimeoutsecondsthenwe have anerror conditionandjob
processin@r the queryoperationis terminatedwvith JFAIL status.If thetimeoutvalueis 0, thenno
timeoutis done.

7. Ipd will thenwait for thefilter to exit. Thefollowing exit codesareusedby Ipd:

Key Value Meaning

JSuccC 0 Successful

JFAIL 1, 32 Failed - retry later

JABORT 2, 33 Abort - terminate gqueue processing
JREMOVE 3, 34 Failed - remove job

(Unused) 4, 35

(Unused) 5, 36

JHOLD 6, 37 Hold this job - reprint later
JNOSPOOL7, 38 No spooling to this queue
JNOPRINT 8, 39 No printing from this queue
JSIGNAL 9, 40 Killed by unrecognized signal
JFAILNORETRY 10, 41 Failed, no retry

Other Abort - terminate gqueue processing

8. If thefilter exit statuswasJSUCC(0), or no errorindicated thenprocessingvill continueotherwise
thejob terminationtakes(seeAbnormalTermination).

9. If the:of filter is presentthenit is reactvatedwith akill ~ -CONTsignal.
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10. Thethesf (suppres$F printfile separator$ is turnedoff a form feedis sentbetweereachfile of a
job.

15.7. Printing Banner At End of Job

15.8.

Optionsused:

« hl FLAG Header(Banner)Last

Theactionstakenin this stepareidenticalto thosefor the Printing Banner with the exceptionthatthebe

(endbannemprogram)is usedto selectthebannergeneratiorprogramratherthanthebs (startbanner
program).

If we havehl true,thenwe print abanneratthe endof thejob, ratherthanstart.

Normal Termination

Optionsused:

. fq FLAG FormFeedon Close

« la FLAG Local Printer Accounting

+ tr= Trailer onClose

« ae=Accountingat end

- save_when_done FLAG Savewhendone

- wait_for_eof FLAG Wait for EOF before closingdevice

« exit_linger_timeout= sodetlinger timeout

Sequencef Operations:

1. If weareprintingandthefq flagis setandthesf (suppresinterfile FF)flagis set,thentheff
(form feed)stringwill beinterpretedandsentto theof fd.

2. If weareprinting, thetr (trailer) stringwill beinterpretecandsentto theof fd.
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3. If printingandthela (local printeraccounting¥lagis setor transferringajob andthear (remote
accounting¥lag is set,theae is examinedandaccountings doneasdescribedor the asfield.

4. If the:of filter is presentjts STDIN is closed,andthelpd senerwaitsfor it to exit. Theexit status
is usedasdescribedabove.

5. If thedeviceis a soclet or network connectionthe socletlinger time is setto
job_send_rw_timeout valueif nonzeroor theexit_linger_timeout valueif nonzeroawrite
shutdown is done,andif thewait_for_eof  optionis true (default) thenareadis doneonthe
connectioruntil anEOFis found. Thedevice (io_fd) is thenclosed.

6. Thejob is markedascompletedn the spoolqueue.

7. If thesave_when_done flagis notspecifiedthejob is removed.

15.9. Abnormal Termination

Optionsused:

- mail_from=Mail fromusername

- mail_operator_on_error= Mail to operator on error
« send_try= Maximumprinting or transferattempts

« save on_error FLAG Do notdeleteonerror

- send_failure_action= Actionon Failure

« sendmail= sendmaipathnameandoptions

« stop_on_abort FLAG Stopprocessingjueueon filter abort

If thejob processindgerminatesabnormallythefollowing sequencef eventsoccurs:

1. Thejob is markedashaving anerrorduringprocessing.

2. Thelpd senerwill attemptto kill all filters andotherassociateghrocesseby sendinga SIGINT and
SIGCONT(kill  -INT andkill -CONT) tothem.

3. If thereis amail_operator_on_error value,the specifiedoperatowill be mailedanerror
indication. Thesendmail optionspecifieghe pathnameof the sendmaiprogramandthe options
neededo haveit readmail addressefom its standardnput. For example,
sendmail=/usr/sbin/sendmail -0i -t isacommonlyusedsetof options.
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4. Themail_from valuespecifiesheusernameusedfor mail origination. If not specifiedthe default
is to usethe print spoolqueueor printername.

5. If thereis asend_failure_action specifiedthenit is decodedandthe correspondingction
taken. If thevalueis remove , hold , abort , orretry , thenthejob is removed,held,abortedor
retried.|If thevalueis |/program , the programis executedandthe numberof attemptsarewritten
to thefilter STDIN. Theexit statusof thefilter will beusedto determinghe consequenactions.
Thatis, JSUCC(0) will besuccessandthe standardsuccessctionwill betaken;JFAIL will cause
retry, JREMOVE will causethejob to beremoved,JHOLD will causethejob to beheld,JABORT
or otherstatuswill abortprocessing.

6. If thestatuss ABORT andthestop_on_abort  flagis set,thenfurtherprocessingf jobsis
terminated.Thejob is notremovedfrom thequeue.

7. If theerrorstatusndicatesremoval, andthesave_on_error  flagis clearthenthejob is removed
from thespoolqueue.

8. If theerrorstatusindicateghatno furtheroperationshouldbe performedon the queue thenthelpd
senerwill stopprocessingobs.

9. If theerrorcodeindicatedthatthejob shouldberetried,andthesend_try valueis 0 or thenumber
of attemptds lessthanthesend_try value,thenthejob is retried. Betweeneachattemptto transfer
ajob to aremotesite. This pausewill doubleaftereachattemptreachinga maximumof
max_connect_interval secondslf max_connect_interval is 0, thereis nolimit onthe
interval value.

15.10. Forwar ding Jobs

Options:

« bkBerkeley compatiblecontrol file
« bg_format= formatof filtered output

« Ipd_bounce filter job andtransferoutput

« control_filter= Contol file filter
« control_file_line_order= Contol file line order
« nline_after_file N line after datafile

- send_data_first senddatafilesfirst
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If aspoolqueueis doingstoreandforwardoperationsthenratherthanprinting ajob the controlfilesand
datafiles aresentto theremoteprinter. In orderto do this, thefollowing itemsmustbearranged.

- If necessanthejob mustbe processetby filters onthelocal host.
- Thecontrolfile mustbe preparecandupdatedaccordingto the requirement®f the remotesite.

A connectiormustbe establishedo the remotesite.

Thedatafiles andcontrolfiles mustbe transferredo theremotesite.

Oneof themoreseriousproblemss whena print spooler(LPR) programdoesnot generaterint jobsin
amannercompatiblewith aremotesystem.While LPRng performschecksfor improper
implementation®f RFC1179jt will try to acceptajob evenunderthe mostserereatuseof the protocol.
However, otherspoolersarenot soforgiving. Somespoolergequirethatthe contentsof the controlfile
bein exactlythe orderthatthe original 1988BSD Ipr softwaregeneratedhem.While someentriescan
bemissing,all the entriespresenin thefile mustbein anexplicit order

Thebk (Berkeley Ipd compatiblecontrolfile) optioncausedpr andlpd to reformatthe controlfile,
removing objectionableentries.The controlfile of a job beingsentto aremoteprinterwill haveits
controlfile entriesrestrictedto lettersin (andthe sameorder)asHPJCLIMWT1234.You canusethe
control_file_line_order optionto specifyanevenmorerestrictedset,andusethe
nline_after_file optionto have thefile informationline (N value)comeafterthedatafile entry.

However, therearesomevery odd commerciaimplementationshatrequiremore informationthanis
present.To assistwith this, the control_filter optioncanbeused.This specifiesa programthatwill
procesgshecontrolfile beforeit is sentto aremotedestination.The control_filter programis run
with the standardsetof filter options.STDIN is attachedo the controlfile andthe STDOUT will be
usedasthe controlfile valuesentto theremotehost.

Theexit codeof thecontrol_filter is usedto determinewvhetherto proceedn processingSee
Errorcodedor details.

Sequencef Operations:

1. A copy of the controlfile informationis madeandthe copy will be modifiedduring processing,
ratherthantheoriginal.

2. If thelpd_bounce optionis specifiedhenatemporanyfile is createdandthejob is printedusing
theproceduregor printing to a device, but to thefile. Thisincludesall of thefilter operations,
bannersandsoforth. Theworking copy of thecontrolfile is setto have the temporanyfile asthe
datafile to be sentto theremotedestinationandthe datafile formatis setto thebq_format value.

3. Thecontrolfile is rewritten accordingo therequirement®f theroutinginformation,if any. For each
destinationin theroutinginformationandeachcopy, a new job identifiervaluewill be generated.
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4. Thecontrolfile is rewritten accordingto the bk andcontrol_file_line_order options.If a
controlfilter is specified the controlfilter programis run andthe outputof the programis usedas
thenew controlfile.

5. A connectionis madeto theremotehost,andthe dataandcontrolfiles aretransferredo theremote
hostusingthe RFC1179%rotocol.If thesend_data_first optionis specifiedthe datafiles are
senffirst.

6. If thejob wassentsuccessfullythejob statuss updatedn the samemannerasfor a printedjob.

15.11. Debugging

Optionsused:

« debugging= dehluggingoptions

o full_time FLAG full or extendedimeformat

- ms_time_resolution FLAG millisecondtimeresolution

- syslog_device=  sysla@ alternativedevice

. use_date FLAG putdateinformationin control file

« use_info_cache FLAG cadeprintcapandotherinformation

The LPRng softwarehasa very powerful detuggingcapability Sincemostprinting problemsoccuron

remotesystemswvhereit is impossibleto run deluggersandsincemostsystemsio not do coredumpsof
SETUID ROOT programsthe LPRng softwareprovidesa very verbosesetof log file tracemessages.

First, seriouserrorsor otherinformationareloggedusingthesyslog()  facilities. If thesearenot
presenbn asystemthenthe messageareloggedto the device specifiedoy syslog_device

For client programsthe deluggingoptionsarespecifiedon the commandine andoutputis directedto
STDERR.For thelpd sener, dehuggingcommandsanbe specifiedon thecommandine OR asthe
db=options  printcapvalue.Outputis directedto thelogfile (If optionvalue,defaultiog).

A typical detug entryhastheformat2,network+1,database . This setsthegeneraldelugginglevel to
2, network dehuggingto 1 andthe databaselehugginglevel to the default. The following detugging
optionsandlevelsaresupported.

- nnn- generapurposedehugginglevel

« network - network detugging
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- database databaselehugging

« receie- job or commandeceptiondelugging

« print - detailedjob printing detugging

Thefull_time  flagforcestheloggingandotherinformationwhich hastimestampdgo have afull (year,

month,day, etc.) timestamp.Thems_time_resolution flag forcesmillisecondtime resolutionin the
time stamp.Theuse_date flagforcesadatevalueto be placedin acontrolfile if thereis none.

Theuse_info_cache  (default ON) causedpd to cacheprintcapandconfigurationinformation. Thisis
desirableexceptwhentrying to changevaluesin printcapfiles andtesttheresults.By using
use_info_cache@ in theconfigurationinformation,you cangetimmediateresponsesAlso, seelpc
rereadfor anothermethod.
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This sectiongivesanovervien of how LPRng usedfilter programsandgivesa detaileddiscussiorof
how the printcapoptionsandfilters interact.

16.1. Filter Functions

Printfilters areoneof the mostpowerful toolsin BSD-styleprinter systems.

In generalUNIX terms,afilter is a programthattakesits input file(s), doessomethingwith it, andsends
theresultto its standardutput. Most UNIX utilities aredesignedasfilters. (But sinceyou area system
manageryou shouldalreadyknow that:))

In the context of a BSD-styleprint spooler(andalsoLPRng), thetermfilter refersto a programthat
processefile while it is beingtransferredo a printer.

Thefilter is executedwith STDIN readingfrom thefile to be printedSTDOUT to the printerdevice or a
temporanfile. STDERR(file handle?) is redirectedo the statudfile, andfile handle3o anaccounting
file or program.

A filter canbeassimpleasalF to CR/LF translatoyor it canincorporatea completeaccountingsystem,
automatidile typetranslationspr evenredirectthejob to anothemprinting system.

Thelpf filter suppliedaspartof the LPRng distributionis aavery simpleCR to CR/LF corversionfilter.
Theifhp filter providessupportfor morecomplex PostScriptPCL, andtext printers.

16.2. Filter Exit Codes

Whenafilter exits, the exit codevalueis usedby the parentprocesgo determinevhatactionsto take.
Sincefilters areusedin severalplacesin the printing processnotjustto do formatcorversion thereis a
large numberof recognizedxit values.

Key Value Meaning

JSucCcC 0 Successful

JFAIL 1, 32 Failed - retry later

JABORT 2, 33 Abort - terminate gqueue processing
JREMOVE 3, 34 Failed - remove job

(Unused) 4, 35 (Unused)
(Unused) 5, 36 (Unused)
JHOLD 6, 37 Hold this job - reprint later
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JNOSPOOL7, 38 No spooling to this queue
JNOPRINT 8, 39 No printing from this queue
JSIGNAL 9, 40 Kiled by unrecognized signal
JFAILNORETRY 10, 41 Failed, no retry

Other Abort - terminate gqueue processing

JSUCC

A zeroor JSUCCexit valuealwaysindicatessuccessanon-zeroexit valueindicatesfailureor aproblem
conditionandrequiresspecialhandlingby the parentprocess.

JFAIL

Whenprinting or performingsomeactionthatcanberepeatedsuchasconnectingo aremoteprinter, a
1 or JFAIL statusindicatesatransienfailure condition. Dependingon variousconfigurationoptions,the
printing or otheroperationcanberetried.

JABORT

The2 or JABORT is amoreseriouserror, andindicatesthatthereis no expectatiorthatthe operation
would succeedf retried. It mayalsoindicatethatno othersimilar operationshouldbe performed.Jobs
whoseprint filters exit with JABORT areusuallyunprintable andby defaultareremovedfrom the print
queue.

JREMOVE

The JREMOVE statusndicatesthatthe job shouldberemovedfrom theprint queue.Thisis a
refinemenbf the JFAIL andJABORT status.Thejob is usuallyunconditionallyremovedfrom the print
gueuegvenif it is normallykeptin the queuefor reprinting. This statusis usuallyreturnedby filters
which areresponsibldor permissiorcheckingandis returnedwhenthe userhasno permissiorto print.

JHOLD

The JREMOVE statusndicatesthatthe job shouldbe heldandreprintedat a latertime. This statusis
returnedby variousfilters duringthe processingf ajob, andusuallyindicatesthattheresourceseeded
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for ajob arenotavailable.Held jobsneedto be explicitly releasedy theadministrator

JNOSPOOL and JNOPRINT

The INOSPOOLandJNOPRINTareusedaspartof the managememnf load balancingqueuesandthe
ched idle filter. LPRng hastheability to runa programto checkto seeif a spoolqueues availablefor
printing on adynamicbasis.If thefilter thatdoesthis checkingexits with INOSPOOLor INOPRINT
thenjobsshouldnot be sentto the spoolqueue.

JSIGNAL

This statusis usuallyreturnedwhenthe exiting processs terminatedoy a signalor abort,anddoesnot
exit usingtheexit facility. It is usuallyhandledike a JABORT exit statusandis theindicationof a
sesereandpossiblynon-restartablsystentailure.

JFAILNORETRY

This codeis usedunderanextremelyoddsetof circumstanceandwasusedto supporta sophisticated
print retry system.

Normally whena print filter or otherfilter returnsthis code,it is treatedasJFAIL. Thejob is markedas
having anerrorconditionandis notimmediately ~ retried. Otherjobs canthenbetried for printing in
thequeue.lt is notremovedfrom the print queue put marked asunprintable

Whenaround-wobinretry print schedulingalgorithmis used,if thereareno otherjobsavailablefor
printing thenthe jobsthatfailedwith JFAILNORETRY areretried. Thus,jobsthataresubmittedgo to
the headof the queuefor printing, andjobsthatarependingfor repeatareprintedafterthem. This
algorithmis deprecatedandthatthe detailsof this algorithmareundocumented.

Other Values

If afilter exits with otherthantheindicatedvalue,or avalueinappropriateor its purposethentheresult
is treatedike JABORT.
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16.3. Print Job Formats

Optionsused:

« if ,cf,df,gf,nf,:of ,rf ,tf ,vf K Xf, Filter programs

LPRng hasinheriteda setof so-called print formats from its BSD ancestarThe formatwasusedto
specifythetype of file thatwasbeingprinted. Thelpd senerusedthe print formatto selectthefilter for
processinghefile. Thedefaultformatis f .

Theusercanspecifytheformat(i.e., thefile type)by giving theappropriateoptionto Ipr:

« -b or-l : Binary (literal) file. No processinghouldbedone.Thel formatis recordedasthefile
format.

- -c : cifplot(1) output.

« -d: TeXDVI file.

« -g : Outputfrom the plot(3X) routines.

« -n or-t : (ditroff output.

« -p: Text file thatshouldbe pre-processelly thepr commandandthenby the standardext filter.

. -v : BensonVarianrasterimage.

Alternatively, onecanalsouse-Fx , wherex is theformatspecifier (E.g.,-Fc insteadof -c .) Thislast
form alsoallows you to useother(non-standardjormatspecifiers.

Thefilter for formatX is thevaluefor theXf printcapoption,with someminor exceptions.Thefollowing
Xf optionshave a pre-definedneaning.

. :if Thef formatfilter, i.e. - for thedefaultf format.All printjobsarepassedhroughthisone,
unlessanotherformatis selected.

- cf Cifplot datafilter (for -c format).
. df Filterfor DVI files(-d ).

- gof Graphdatafilter (-g ).

- nf Ditroff datafilter (-n ).

- :of Thisfilter is usedfor processindhe (optional)bannerat the startand/orendof the print job, and
alsofor theinterjobseparatorsSeeOF Filter for detalils.
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- 1f Filter for Fortranstylefiles (-r ).
« tf Troff filter (-t ).

. vf (Versatekyasterimagefilter (-v ).

16.4. OF Filter

The:of filter is usedto procesdannersandjob separatorsThe:of filter is responsibldor performing
appropriateprocessingf thisinformationandsendingo the printerfor action.

While thevariousfile filters areinvokedon a onceperprint file basisthe:of filter isinvokedonaonce
perprint job basis.

Thisfilter is thefirst oneto be started andshouldperformwhaterer specializedevice initialization is
neededlt shouldalsodo whatever accountingprocedureas desiredfor startof job accounting.

The:of filter will begivenany bannerprinting or job separationnformationfor ajob. As partof its
operationjt candetecta specificstring, correspondingo a banneprint requestandgenerate banner
(Seethe JobProcessingtepsandPrintcapOptionsfor details.)

During operationthelpd senerwill sendthespecialstopsequencef\031\001 tothe:of filter. The
filter mustthensuspendtself usingakill ~ -STOP operation.Thelpd senerwill detectthatthe:of
filter hassuspendedself andthenwill performotherprinting operations.

After the otherprinting operationdave beencompletedthe:of will thenbesentakill  -CONTsignal.

This sequencavill continueuntil all informationhasbeenprinted,andthenthe:of filter's STDIN will
be closed.Thefilter will thenperformwhatever cleanupoperationsareneededupdateaccountingor
otherinformation,andexit.

16.5. lpr -p format

Optionsused:

« pr= pr programfor p format

The-p formatis requiredfiltering thetheinputfiles by thepr utility andthenpassingheresultthrough
the:if filter.

Thisis widely regardedasa kludgeandmay not be supporteddn your print spooler
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16.6. Ipr binary (-I) format

Thebinary (or literal) formatis -I . The:if filter is usedto procesghefile, andis invokedwith the-c
(cancelprocessing?jlag.

Thefilter will not modify thefile whensendingt to the printer, but may applyvarioussetupgo the
printer.

16.7. Chaining Filter s

If afilter commandhasapipe(| ) or IO redirectionindicator(< or >) in it, or startswith anopen
parenthesig( ), thefilter is run by passinghe entirecommando the shellspecifiedby theshell
configurationoption. This allows a wide variety of optionsandoperationgo be carriedout. The $*
valueshouldbe usedto have thefilter optionspassedo the correctentryin thefilter chain.

For example,

Ip:
filter=( echo "starting ‘date™ >/var/log/status; {usr/local/ifhp $* )

16.8. Filter Command Line Options and Environment
Variables

Optionsused:

« bk filter_options= BadwardsCompatibleFilter options

« bk _of filter_options= BadkwardsCompatibleOF Filter options
« bkf FLAG BadkwardsCompatibleFilters

- filter_ld_path= Filter LD_LIBRARY_PFATH environment

- filter_options= Filter options

. filter_path= Filter PATH ervironment

. of _filter_options= OF Filter options

- pass_env= Environmentvariablesto copyto Filter ervironment
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« pl= line countfor page

« pw=columncountfor page
« px=pixelwidthfor page

- py=pixellengthfor page

A filter (or program)specificatiorin the LPRng printcapdatabaséastheform:

:option=| [flags] /path [argument | "argument" | ‘argument’ I*
:option=[flags] /path [argument | "argument" | ‘argument’ I*

Thefirst cases usedwherethe optionvaluecanbea stringor filter, andthe secondvherea programis
alwaysexpected.Thefollowing proceduras usedto run afilter program.Argumentsn singleor double
guotesarepassedisasinglevalue,asfor ashell.

Thesequencef operationgo run afilter is asfollows:

1. The programmustbe specifiedwith anabsolutepathname.

2. By default, the programis run asthe userif invokedfrom aclientprogramsuchaslpr, Ipc, etc. If
invokedfrom Ipd, it is runastheuserlD specifiedby the:user (defaultdaemon) configuration
entry.

3. ROOT Flag. If theROOT flag is specifiecthefilter is executedwith UseridandEffective Userid
ROOT (UserID 0). By defaultit is executedwith theuser andgroup configurationoptionuserand
groupids. Runningafilter asROOQOT is extremelydangerousandshouldonly beusedfor programs
thatrequireroot permissiongo openfiles or make network connectiongrom privilegedports.

4.%- or-$ Flag. Thisflag suppresseappendingptionsto thefilter commandine. If the$- or-$ flag

is not presentthe filter_options or :of_filter_options for the:of filter valuesare
appendedo thefilter commandine. If the:bkf (Berkeley Ipd filter compatibleflag) is TRUEthen
the:bk_filter_options and:bk_of_filter_options valuesareusedinsteadof the
filter_options and:of_filter_options values.

Table 16-1.Print Filter Command Line Options

Option DefaultValue

Option DefaultValue

filter_options $C $F $H $I $L $P $Q $R $Z $a $c $d $e $f $h
Bi $j Bk Sl $n Sp$r $sw $x By $-a

of filter_options (sameasfil ter _options)

bk _filter_options ISP $w Sl $x By $F $c SL $i $J $C $0n $0h $-a
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bk_of _filter_options

Fw Sl $x By

5. By default, for programghatarenot beinginvokedasprint job file filters, thefilter_options
argumentsareadded For print job filters, if the:bkf flagis set,thenthebk_filter_options and

bk_of_filter_options

entriesareused.Thedefaultbk filter optionsarethe sameasoriginally

usedwith the BSD Ipr filters. For the:of filter, eithertheof_filter_options or

bk_of_filter_options

argumentswill beadded.

6. The programargumentswill thenbe scannedndinterpreted Argumentsof theform $letter  will
betranslatednto valuesfrom the print job controlfile and/orprintcapentry. Thelettershave the

following meaning:

Table 16-2. Filter Command Line Options and Values

Option Purposeor Value

a printcap af (accountingfile name)

b job size(in K bytes)

o binary file (I format for print file)

d printcap cd or sd entry

e print job data file name (curr ently being
processed)

f print job original namewhen spooledfor
printing (N info from control file)

h print job originating host (H info from control
file)

i indent request(l info from control file)
job number in spoolqueue

k print job control file name

| printcap p! (pagelength)

m printcap co

n user name(L info from control file)

p remoteprinter (when processingor bounce
queue)

r remotehost (when processingor bounce
queue)

S printcap sf (statusfile)
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time in commonUNIX format

printcap pw (pagewidth)

X printcap px (pagex dimension)
y printcap py (pagey dimension)
F print file format

P printer name

S printcap cm(commentfield)

Capital letter

Corr espondingline from control file

{key}

printcap valuefor key

7. If thereis novaluefor the specifiedargumentthenthe argumentis removedfrom thelist. If thereis
avalue,theactualform of the substitutionis controlledby additionalflagsasfollows.

Table 16-3. Filter Command Line Option Format

Form TranslatedValue
$x ' -xval ue’
$- x "val ue’
$0x -x 'val ue’
$' x -x val ue

Eachentryin quoteds treatedasa singlevalue,asin /bin/sh.The$'x doesnot quotethevalue.
Combination®f thevariousflagsareallowed. For example,$-x would simply substitutehevalue
for x, andthenpassthewhitespaceseparatedomponentssindividual aguments This lastform is
usefulfor addingin additionalflagson the commandine.

8. Thecommandine is parsedmetacharacterareruthlesslystrippedfrom all agumentsand
pathnamesndreplacedby _ (underscoreshndanargumentist suitablefor theexecve system

callis formed.

9. A sanitizedervironmentis setup for the programexecution,with thefollowing ervironment

variables.

Table 16-4. Filter EnvironmentVariables

Variable Name

Meaning

CONTRCL

control file name
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16.9. LPRng Suppor ted Filter s

Therealreadyexistsa largelibrary of ready-to-usdilters. Someof themhave LPRng-specificversions,
which canbefoundatthe LPRng ftp mirror sites.

16.9.1.
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DATAFI LES list of data file names

HOVE Home dir ectory (client only)

I FS At

LD_LI BRARY_PATH -filter_ld_path configurationinformation
LOGDI R Home dir ectory (client only)

LOGNAMVE L control file line

PATH filter_path configuration information

PRI NTCAP_ENTRY

printcap information

SHELL

- sh configuration information (default
bi n/ sh)

SPOOL_DI R - sd printcap information
TZ Time zone
USER User name (client only)

10. If thefilter is to berun by a client programsuchaslpr, thenthe environmentvariablesspecifiedoy

thepass_env configurationor printcapoptionwill be extractedfrom theervironment,have ary
metacharactene@moved,andthenplacedin the environmentvariablelist. Commonly the
PGPRSS,PGPRSSFD,andPGPRTH arespecified.

11. Theprogramis startedwith STDIN, STDOUT,andSTDERRattachedo theappropriateiles or

file descriptorslf noneis specifiedthenthey areattachedo /dev/null

Filter Suppor t Conventions

By corvention,mostfilters areeithertotally standalondvery rare)or requirea setof supportfiles or
configuratiorfiles. Therearetwo typesof configuratiorfiles: per print queueconfigurationinformation
andglobalconfigurationinformation.

Sincea print filter executeswith the spoolqueuedirectoryasthe currentdirectory mostfilters put per
print queueconfigurationnformationin afile in the spooldirectory Somevintage filtersinsiston having
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thesefiles hiddenwith namessuchas. set up. Thiscanmake it difficult for administrator¢o determine
wherethe configuratiorfiles are.

Global configuratiorfiles areusuallyplacedin commonlyaccessiblelirectoriessuchas
/usr/1ocal /libexec/filters andits subdirectoriesThis allows the LPRng administratotto set
theprivilegeson thesedirectoriessuchthatonly thelpd processanaccesshem.

Whenafilter is invoked.,it is passea large numberof options,mary of which aretotally ignoredin filter
operation.However, for mary purposest is necessaryo provide optionsto thefiltersto tailor their
operationto the particularspoolqueueneeds.

An alternatve to usinginformationin afile is to placeoptionsin the printcapentryandhave thefilter
extractthemfrom the PRINTCAP_ENTR ernvironmentvariablevalue.Thisis mucheasierto
implementbut is specificto LPRng.

16.10. Ipf

Sourcecode:LPRng Distribution

Thisfilter is distributedaspartof the LPRng sourcecode,andhasavery limited functionality. By
default,it only translatesn to\rn\n sequencesnddetectshe OF Filter Stopsequencevheninvoked
asanOFfilter.

« Options:-Tcrlf - suppressn to\rin  translation

16.11. ifhp Filter

Sourcecode:LPRng Distribution, ifhp-<em>version</en> .tgz

Theifhp filter supportsawide variety of smartprinters,or to be morespecific,printerswhich support
PostScriptPCL or PJLlanguagesFor detailson usingtheifhp filter seetheifhp filter documentation
for details. Thefollowing is a quick setof examplesof printcapentries:

# network connection to jet direct box,
# no banners, HP compatible
Ip
:Ip=ipaddr%9100
Afilter=/usr/local/libexec/filters/ithp
#
# banner added, model information added
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:Ip=ipaddr%69100

sifhp=model=hp4
:bp=/ust/local/libexec/filters/pclbanner
:of=/usr/local/libexec/filters/ithp
filter=/usr/local/libexec/filters/ifhp

#
# for a parallel port  printer or when you want VERY fast
# throughput, no pagecounts, error messages, etc. The
#
Ip

:Ip=/dev/Ip0
:ifhp=model=hp4,status@
Afilter=/usr/local/libexec/filters/ithp

Chapterl6. Filters
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Chapter 17. Permissions and Authentication

Thecontentof the/etc/Ipd.perms file areusedto controlaccesgo thelpd senerfacilities. The
modelusedfor permissiorgrantingis similar to pacletfilters. An incomingrequesis testedagainsta
list of rules,andthefirst matchfound determineshe actionto betaken. Theactionis eitherACCEPTor
therequesis granted or REJECTandtherequesis denied.You canalsoestablisha defaultaction.

Thefollowing is asamplépd.perms file.

# allow root on server to control jobs
ACCEPT SERVICE=C SERVERREMOTEUSER=root
REJECT SERVICE=C

#

# allow same user on originating host to remove a job
ACCEPT SERVICE=M SAMEHOSTSAMEUSER

# allow root on server to remove a job
ACCEPT SERVICE=M SERVERREMOTEUSER=root
REJECT SERVICE=M

# all other operations allowed

DEFAULT ACCEPT

Eachline of the permissiondile is arule. A rulewill ACCEPTor REJECTarequesif all of the patterns
specifiedn therule match.If thereis amatchfailure,thenext rule in sequencsvill beapplied.If all of
therulesareexhaustedthenthelastspecifieddefault authorizatiorwill beused.

The senseof a patternmatchcanbeinvertedusingthe NOT keyword. For example,theruleswith
ACCEPTNOT REMOTEUSER=john,bill succeedsnly if the REMOTEUSERVvalueis definedandis
notjohn or bill

Eachentryin aruleis a keyword which hasis assigned valueor list of valuesfollowedby anoptional
setof patternghatarematchedagainsthesevalues.Thefollowing tableis a summaryof the available
keywords.

Table 17-1. PermissionK eywords and Purpose

Keyword Match

DEFAULT default result

SERVICE CheckingIpC, IpR, IprM, IpQ, and Printing
USER P (logname)field namein print job control file.
REMOTEUSER user namein requestfrom remotehost.
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HOST DNS and IP addressinformation for the H (host)
field namein print job control file

REMOTEHOST DNS and IP addressinformation for the
connectionfr om the remotehost making the
request

IP Alias for HOST

REMOTEIP Alias for REMOTEHOST

REMOTEPORT Originating TCP/IP port for the connectionfrom
the remotehost making the request

SAMEUSER USER and REMOTEUSER matches

SAMEHOST HOST and REMOTEHOST matches

SERVER requestoriginates on Ipd server

FORWARD destination of job is not host

REMOTEGROUP REMOTEUSER is in the specifiedgroup or
netgroup in the Ipd server group database.

GROUP USERIs in the specifiedgroup or netgroup in the
Ipd server group database.

LPC LPC commandin the LPC request.

CONTROLLINE match aline in control file

AUTH authentication type

AUTHUSER authenticateduser

AUTHFROM authenticatedforwarder

AUTHJOB authenticatedjob in queue

Optionsused:

« default_permission=

17.1. Permission Checking Algorithm

DefaultPermission(accept)

Thelpd seneruseshefollowing algorithmto do permissiorchecks.

1. Theconfigurationinformationinitially establishes default permissiorusingthe
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default_permission configurationvalue. Thisis usedif anexplicit permissioris notdetermined
by the otherstepsin this algorithm.

. Eachline of the permissiondile is alists of tests(patternsianda permissionvaluethatis usedif all

of thetests(patternspntheline aresuccessfulA DEFAULT line setsthedefaultresultif all lines
fail.

. Eachline is executedn sequenceintil amatchis found. Thefirst matchingline terminateshe

permissiorcheckingandthe correspondingpermissiorvalueis used.

. Eachkeyword hasa value(or setof values)thatarematchedagainsia setof patternslf the keyword

doesnot have avalue(or thenull value)thenthe matchwill fail. Initially, all the keywordshave a
null  value.

. Whena connectioris recevedby thelpd sener, REMOTEHOSTandREMOTEPOR aresetto the

the IP addresseandhostnamesandthe TCP/IPport of the hostoriginatingthe IP address
respectiely. REMOTEIP andIFHP arealiasefor REMOTEPOR andPORT is analiasfor
REMOTEPOR. Thesareprovidedfor backwardscompatibilitywith olderversionsof LPRng. For
example,arequesbpriginatingfrom 10.0.0.2 , port1011would setREMOTEIPto 10.0.0.2and
PORT to 1011.

. TheREMOTEHOSTVvalueis setto theresultof doingareverseDNS lookuponthe REMOTEIP

addressThis valueis thelist of namesandip addressem standardP notation(nnn.nnn.nnn.nnn
thatarereturnedby thelookup. If the DNS lookupfailsthenthe REMOTEHOSTvalueis setto the
REMOTEIP value.For example,lookupof 10.0.0.2would resultin thenameh2.private  and
patrick.private ,andtheonly IP addressassignedo it was10.0.0.2 . TheREMOTEHOST
valuewould thenbethelist h2.private,patrick.private,10.0.0.2

. The SERVICE valueis setto X andthenthe permissionslatabasés scannedor a matchingentry,

Theresultis the permissiorvalueof thefirst matchingline or the default permissionlIf theresultis
REJECTthenthe connectioris closed.

. Next, asingleline is readfrom the connection.This line containghe requestype, the print queue

name anddependingn therequestype anoptionalusernameandoptions.The SER/ICE valueis
settoR, Q, M, andC, foralpR, IpQ, IprM , andlpc requestespectiely andPRINTERto the print
queuename.

. If therequests for anlpc operationthe LPC valueis setto the nameof the operation.For example,

andipc Ipd operation
If therequestontainsa usernamethenREMOTEUSERIs assignedhe username.

If therequesbriginatesfrom thelpd senerasdeterminedy the connectiorarriving from the
localhost  addres®r anaddressassignedo oneof the network interfacesfor this hostthenthe
SER/ER valueis setto true (or matches).
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If therequests for anauthenticatedransfer (seeAuthenticationandEncryption), thenthe
authenticatioproceduresrecarriedout. After they have beenperformedthe AUTH valueis setto
true, AUTHTYPE is setto the nameof the authenticatioomethod AUTHUSERto the authenticated
identifierof the originatorof therequestandAUTHFROM to the authenticatedentifier of the
originatorof the connection.

OthermatchingkeywordssuchasREMOTEGROUP usevaluessetatthis time. Thesearediscussed
in thenext section.

The permissiordatabasés rescanneahis time to seeif thereis permissiorto operateonthe
specifiedspoolqueue.The permissiordatabasés first checledto seeif therequestingiserhas
control (SER/ICE=C) permissionlf they do,thenthey canperformary operationon the spool
gueue.Thescanis thenrepeatedor the actualrequest.

If thereis no permissiorto performthe operationthenanerrorcodeandmessagess returnedon the
requestingonnection.

. If theoperationis for a spoolqueueor serer, no otherpermissiongheckingis done.Thisincludes

thelpg commandandmostof thelpc commandgontrolqueueoperations.

If theoperationis for for individualjobsin aspoolqueuethenthequeueis scannedandjob
informationis extractedfor eachjob in thequeue.The USERvalueis setto thejob controlfile P
line. Thevalueof theHline in thecontrolfile is usedto performa DNS lookup,andthe HOSTvalue
is setto theresultsof this lookup. IP is analiasfor HOST, andis retainedfor backwards
compatibility.

The SAMEUSERVvalueis setto true (or match)if the REMOTEUSERvalueis identicalto the
USERvalue.Similarly, SAMEHOSTis setto trueif the REMOTEHOSTvaluematchegshe HOST
value. Seethefollowing sectiondor otherkeywordssuchasGROUP.

Thepermissiorcheckingis donefor eachindividual job in aspoolqueue andif it succeedshe
actionis carriedoutonthejob.

Thesechecksareappliedonthearrival of ajob from anexternalconnection Unfortunately therearea
setof print spoolerimplementationshatdo not handlejob rejectiondueto lack of permissionsThese
printerswill continuallyandrepeatedhattemptto senda job for which thereis no printing permission
until thejob is removedby administratve action. To accommodat¢heseprinters,we mustacceptfobs
for printing andthendisposeof them. This is doneby usingthe SER/ICE=P (printing) checks.

1. Whena print spoolis active andis printing or forwardingjobs, beforeit processeajob it will read
thejob controlfile andsetthe USERandHOST valuesasdiscussedhn the previoussectionsit will
alsosetthe AUTH, AUTHUSER,andAUTHJOB valuesaswell, if thejob wasspooledby usingan
authenticatednethod.
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2. Thepermissionglatabaseavill be scannedndtheresultingpermissiordeterminedNotethatthe
valuesof the REMOTE keys areundefinedandtestsusingthemwill have unpredictableffects.

3. If thejob doesnot have permissiorto be printed,it will normallyberemovedfrom the spoolqueue.

While this modelis very simpleit canhandlea wide rangeof situations.However, it is really basedon
thesimpletrustthatuserswill notimpersonateotherusersor hosts.If thisis notthecasethenmore
elaboraterocedurebasedcon encryptionandauthenticatiorarecalledfor.

Thereis aproblemwith permissionsheckingfor Ipqg (SER/ICE=Q) requestsSincetheusernameis
not passedispartof therequestit is impossibleto usethe REMOTEUSERCclauseto restrictlpq
operations.

The SERVICE=RandSERVICE=Pfacilitiesareprovidedto handleproblemswith print spoolerghatdo
notrecognizealack of permissiorerrorcode,andwill indefinitelyretry sendingajob to thelpd sener.

If thisis the casethenthe SERVICE=Rclausecanbeusedto accepjobs,andthenthe SERVICE=Pclause
will causehelpd senerto remove of thejob whenit is scheduledor printing.

Rule Matching Procedures

[not]  key assigned value
[not]  key=pattern substring match
[not]  key=patternl,pattern2,pattern3,... glob and exact
[not]  key=IP1/mask1,IP2/mask2,... IP address

Eachof theindicatedvaluesis matchedagainstalist of patternsThefollowing typesof matchesare
used:

1. assignedralue. Thekeyword hasanassignedraluewhich s true (match)or false(ho match).
Examplesare SAMEHOSTandSER/ER.

2. substringmatch.Theindicatedentryis presentisa substringn the pattern.

3. GLOB matchesThe patternis interpretedasa GLOB style patternwhere* matche< or more
charactersand? matches singlecharacterand[L-H] specifiesarangeof characterérom L to H,
in ASCII order

4. IP addressnatch.Theaddressnustbe specifiedn thestandarchn.nn.nn.nn ~ format. Themask
mustbe eitheranintegernumbercorrespondingo the numberof significantbits, or in the standard
nn.nn.nn.nn - format. Addressesirecomparedy doing

( IPaddr XORIP ) AND mask
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If theresultis 0, thena matchresults.Notethattheremaybe oneor moreaddressebeingchecled
for; this canoccurwhenahostmayhave multiple IP addresseassignedo it.

5. integerrangematch.The patternhastheform low-high , wherelow andhigh areintegernumbers.
Thematchsucceedd thevalueis in the specifiedrange.

6. SamelP AddressMatch. This comparegwo lists of IP addressesg matchis foundwhenthereis
oneor morecommonaddresses.

17.2.1. DEFAULT

DEFAULT ACCEPT
DEFAULT REJECT

The DEFAULT rule specifieghedefaultif norule matchesNormally, thereis oneDEFAULT entryin a
permissiondile.

Example:

DEFAULT ACCEPT

17.2.2. SERVICE

Matchtype: substring
The SERVICE key is basednthetype of request.

Key Request

Key Request

C LPC ControlRequest
M [prm Remowal Request
P Printing

Q Ipg StatusRequest

R Ipr JobTransfer

X ConnectiorRequest
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Eachof theabove codescorrespondeitherdirectly to the usercommandpr a setof subcommands.

If youhaveanLPCrequestyou canaddanLPC=xxx clauseto refinethe permissiongheckingto allow
or disallow Ipc commandsuchaslpc  status,  printcap, active,

Example:

# control only from root on server
ACCEPT SERVICE=C SERVERUSER=root
REJECT SERVICE=C

# accept all others

ACCEPT SERVICE=*

17.2.3. USER

Matchtype: GLOB
The USERinformationis takenfrom the P (personor logname)informationin the print job controlfile.

Example:

# we allow jobs to be spooled

ACCEPT SERVICE=R

# now we do the checking at print time
ACCEPT SERVICE=P USER=root

REJECT SERVICE=P

17.2.4. REMOTEUSER
Matchtype: GLOB
The REMOTEUSERInformationis takenfrom the userinformationsentwith a servicerequest.

Notethatoneof the flaws of RFC1179is thatanlpq (print statusyequestoesnot provide a
REMOTEUSERname.

Example:

ACCEPT SERVICE=C REMOTEUSER=root,papowell,admin SERVER
ACCEPT SERVICE=C LPC=status,lpd REMOTEUSER=admin
REJECT SERVICE=C
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17.2.5. HOST

Matchtype: GLOB
TheH (host)informationin the print job controlfile is usedto do a DNS lookup,andtheresultinglist of

namesandaddresses usedfor matchingpurposes.

Example:

# we allow jobs to be spooled

ACCEPT SERVICE=R

# now we do the checking at print time

# allow from our private  subnet

ACCEPT SERVICE=P HOST=10.0.0.0/8,*.othernet.com

REJECT SERVICE=P

17.2.6. REMOTEHOST

Matchtype: GLOB

The REMOTEHOST informationis obtainedby doingareverselP namelookup on theremotehostIP
addresandtheresultinglist of namesandaddressess usedfor matchingpurposeslf thereis no FQDN

available,thentheIP addressn text form will beused.
Example:

# allow from our private  subnet
ACCEPT SERVICE=R REMOTEHOST=10.0.0.0/8,*.othernet.com

REJECT SERVICE=R

17.2.7. REMOTEPORT

Matchtype: integerrange
The REMOTEPOR valueis the originatingport of the TCP/IPconnection.The matchsucceed§ it is

in the specifiedrange.

Example:

# require  connections to originate from privileged port
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ACCEPT SERVICE=X REMOTEPORT=1-1023
REJECT SERVICE=X

17.2.8. PORT
Alias for REMOTEPOR.

17.2.9. IP
Alias for HOST.

17.2.10. REMOTEIP
Alias for REMOTEHOST.

17.2.11. LPC
Matchtype: GLOB

Therequestedpc command.This allows thefollowing permissiondine to beused:

Example:
#allow remoteuser admin on server to use LPC topq and hold
ACCEPT SERVICE=C SERVERREMOTEUSER=root

ACCEPTLPC=topg,hold = SERVERREMOTEUSER=papowell
REJECT SERVICE=C

17.2.12. SAMEUSER

Matchtype: exactstringmatch
Boththe REMOTEUSERandUSERinformationmustbe presentandidentical.

Example:
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# LPC users can do anything

ACCEPT SERVICE=C SERVERREMOTEUSER=root

REJECT SERVICE=C

# allow users who sent jobs from the same host to remove them
ACCEPT SERVICE=M SAMEUSERSAMEHOST

REJECT SERVICE=M

17.2.13. SAMEHOST

Matchtype: SamelP Address

The REMOTEHOSTandHOST addresdists arechecled;if thereis acommonvaluethe match
succeeds.

Example:

# allow root on the same host as user

# to remove files

ACCEPT SERVICE=M SAMEHOSTREMOTEUSER=root
REJECT SERVICE=M

17.2.14. SERVER
Matchtype: MatchinglP Address

Oneof the REMOTEHOSTaddressemustbethe sameasoneof theaddressesf thelpd senerhost,or
mustbe oneof theaddressefundby looking up thelocalhost  nameusinggethostbyname()

Example:
# allow root on the server full LPC permissions

ACCEPT SERVICE=C SERVERREMOTEUSER=root
REJECT SERVICE=C

17.2.15. FORWARD
Matchtype: AddressMatch
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Thelist of REMOTEHOSTandHOST addressemustnot have acommonentry. Thisis usuallythecase
whenaremotelpd seneris forwardingjobsto thelpd sener.

Example:

# do not accept forwarded jobs or requests
REJECT SERVICE=* FORWARD

17.2.16. GROUP
Matchtype: modifiedGLOB

The USERmustbe presenin oneof thegroupsin /etc/group  or whatever permissiongnechanisnis
usedto determinegroupownershipwhich matcheghe GLOB pattern.If the patternhastheform @name
thena checkto seeif theuseris in the namednetgroups done.

Example:

ACCEPT SERVICE=P GROUP=admin,@netgroup
REJECT SERVICE=P

17.2.17. REMOTEGROUP
Thesamerulesasfor GROUP, but usingthe REMOTEUSERVvalue.

Example:

ACCEPT SERVICE=R REMOTEGROUP=admin,@netgroup
REJECT SERVICE=R

17.2.18. CONTROLLINE

Matchtype: GLOB
A CONTROLLINE patternhastheform

X=patternl,pattern2,...
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X is asingleuppercaseetter The correspondindine mustbe presenin a controlfile, andthe patternis
appliedto theline contents.

This patterncanbe usedto selectonly files with specificcontrolfile informationfor printing.

17.2.19. AUTH

Matchtype: value

If thecurrenttransferor thetransferusedto sendajob wasauthenticatedhenAUTH is trueor matches.

Example:

# reject all non-authenticated transfers
REJECT NOT AUTH

17.2.20. AUTHTYPE
Matchtype: glob

If the currenttransferor thetransferusedto senda job wasauthenticatedhenAUTHTYPE is setto the
nameof the authenticatioomethod.

Example:

# require  kerberos, pgp, or md5 authentication
REJECT NOT AUTHTYPE=kerberos*,pgp,md5

17.2.21. AUTHUSER
Matchtype: GLOB

The AUTHUSERTrule will checkto seeif theauthenticatediseridentificationmatcheghe pattern.

Example:

ACCEPT SERVICE=C AUTHTYPE=kerberos* AUTHUSER=admin@ASTART.COM
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17.2.22. IFIP
Matchtype: IPmatch but for IPV6 aswell asIPV4

Thereis a subtleproblemwith namesandIP addressewhich areobtainedfor ‘'multi-homedhosts’,i.e. -
thosewith multiple etherneinterfacesandfor IPV6 (IP Version6), in which a hostcanhave multiple
addressesndfor the normalhostwhich canhave botha shortnameanda fully qualifieddomainname.

TheIFIP (interfacelP) field canbe usedto checktheIP addres®f theinterfacethatacceptedhe
network connectionasreportedoby theinformationreturnedby the accept()systemcall. Notethatthis
informationmaybelPV4 or IPV6 information,dependingpn the originationof the system.This
informationis usedby gethostbyaddr(fo obtaintheoriginatinghostfully qualifieddomainname
(FQDN) andsetof IP addressedNotethatthis FQDN will befor the originatinginterface,andmaynot
bethecanonicahostname.Somesystemsvhich usethe DomainNameSener (DNS) systemmayadd
thecanonicakystemnameasanalias.

This entryis deprecate@ndmaynot be supportedn futurereleases.

17.3. Permission File Location

Optionsused:

« perms_path= path

Theperms_path= configurationvariablespecifieghe locationof the default permissiondile. The
defaultvalueis:

perms_path=${sysconfdir}/Ipd.perms
Thelpd.perms file canbeobtainedby runninga program,in asimilar mannetto theprintcap ~ file.
SeekFiltersfor detailson haw the programwould be invoked. For example,assumehe configuration
informationspecified:

perms_path=|/usr/local/libexec/get_pe rms
Thelpd senerwill write eitherablankline for connection(SERVICE=X andgloballpc permissions
(SERVICE=CandLPC-=reread,|pd,default ) or the nameof the spoolqueueto theget_perms

STDIN, andexpectsto readpermissiorinformationfrom its STDOUT.If thefilter methodis used,jt
shouldalwaysreturnthe completesetof connection(X) andcontrol (C servicevalues.
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17.4. Example Permission File

# allow root on server to control jobs
ACCEPT SERVICE=C SERVERREMOTEUSER=root
ACCEPT SERVICE=C LPC=Ipd

REJECT SERVICE=C

#

# allow same user on originating host to remove a job
ACCEPT SERVICE=M SAMEHOSTSAMEUSER

# allow root on server to remove a job
ACCEPT SERVICE=M SERVERREMOTEUSER=root
REJECT SERVICE=M

# all other operations allowed

DEFAULT ACCEPT

In theabove samplewe first specifythatlpC commandg$rom userroot onthelpd senerwill be
acceptedThis s traditionallythe way thatmostlpc command®perate We alsoallow arnybodyto use
thelpc Ipd commandWe rejectary otherlpc requests.

We acceptiprMrequestgrom the hostanduserthatsubmittedthejob, aswell asfrom rootonthesener,
andrejectary others.

Finally, all othertypesof commandglpq, Ipr) areallowedby default.

17.5. Comple x Permission Checking
Oneof the moreusefultypesof permissiorcheckingis to restrictaccesgo your printersfrom users
outsideyour networks. The IP patterncanspecifyallist of IP addresseandnetmaskso applyto them.

For examplelP=10.3.4.0/24 would matchall hostswith theIP addresses=10.3.4.0 to
1P=10.3.4.255

Similarly, the HOST patterncanspecifya setof hostnamesr patterngo matchagainstasednthe
GLOB notation.

For exampleREMOTEHOST=*.private  would matchall hostswith a DNS entrywhich endedwith
private

The NOT keyword reverseghe matchsenseFor exampleREJECT NOT
REMOTEHOST=*.private,*.murphy.com would rejectall requestgrom hostswhich did nothave a
DNS entryendingin private  or murphy.com .

266



Chapterl7. Permissionsaand Authentication

17.6. More Examples

Thefollowing is amorecomplex Ipd.permdile.

# All  operations allowed except those specifically forbidden
DEFAULT ACCEPT

#Reject connections which do not originate from hosts with an
# address on 130.191.0.0 or from localhost,

# or name is not assigned to Engineering pc’s

REJECT SERVICE=X NOT IFIP=130.191.0.0/16,127.0.0.1/32

REJECT SERVICE=X NOT REMOTEHOST=engpc*

#Do not allow anybody but root or papowell on

#astartl.private or the server to use control

#facilities.

ACCEPT SERVICE=C SERVERREMOTEUSER=root

ACCEPT SERVICE=C REMOTEHOST=astartl.private REMOTEUSER=papowell
#Allow root on talker.private to control printer hpjet
ACCEPT SERVICE=C HOST=talker.private PRINTER=hpjet REMOTEUSER=root
#Reject all others

REJECT SERVICE=C

#Do not allow forwarded jobs or requests

REJECT SERVICE=R,C,M FORWARD

# allow same user on originating host to remove a job

ACCEPT SERVICE=M SAMEHOSTSAMEUSER

# allow root on server to remove a job

ACCEPT SERVICE=M SERVERREMOTEUSER=root

17.7. Authentication

Oneof themajorproblemsin a print spoolersystemis providing privacy andauthenticatiorservicesor

users.Onemethodis to constructa specificsetof protocolswhich will beusedfor providing the privacy
or authenticationanothetis to provide a simpleinterfaceto a setof toolsthatwill dotheauthentication
and/orencryption.

LPRnNg providesnative supportfor the MIT Kerberost extensionsandKerbeross authentication.

LPRng hasnative supportfor the PGP(PrettyGoodPrivacy) programandcansignandoptionally
encryptcommandandresponsebetweersenersandclients. Dueto legal restrictions anexternal PGP
programmustbe usedfor this purpose.

A simpleMD5 hashbasedauthenticatiorschemes alsoprovidedasanexampleto illustratehow new or
differentauthenticatioomethodscanbeadddd.
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Finally, LPRng provide ageneraburposenterfaceallowing usersto inserttheir own authentication
methodsegitherat the programlevel or atthe codelevel.

17.8. Authentication

A carefulstudyof theauthenticatiorproblemshaows thatit shouldbe doneduringreceptionof
commandsnd/orjobsfrom aremoteuserand/orspooler At this time thefollowing mustbedone:

1. Therecevedcommandnustbe checledfor consisteng, andthe remoteuserandhostmustbe
determined.

2. Theremoteuserandhostmustbe authenticated.
3. Thecommandand/orspoolingoperationmustbe carriedout.

4. Theresultsmustbereturnedio theremotesystem.

17.9. Identifier s

Whenauserlogsinto a systemthey areassigned usernameanda correspondindJserID.This user
nameis usedby the LPRng softwarewhentransferringobsto identify theuser

Whenwe look into the problemof authenticationye will possiblyhave amoreglobaluseridentification
to dealwith, theauthenticationdentifier (AuthlD). Oneway to dealwith this problemis to give LPRng
intimateknowledgeof the UserIDandAuthID relationship.While thisis possibleit is difficult to deal
with in a simpleandextensiblemanner An alternatesolutionis to provide a mappingservice wherethe
authenticatioprocedureprovidesa mapbetweerthe UserlD andAuthliD.

17.10. RFC1179 Protocol Extensions

TheRFC117%rotocolspecifieghatalpd senercommandsenton aconnectiorhastheform:

\nnn[additional fields]\n

\nnn is aoneoctet(byte)valuewith thefollowing meaning:
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REQ_START 1 start  printer

REQ_RECV 2 transfer a printer job
REQ_DSHORT 3 print  short form of queue status
REQ_DLONG 4 print  long form of queue status
REQ_REMOVES remove jobs

The LPRng systemextendsthe protocolwith thefollowing additionaltypes:

REQ_CONTROIb do control operation
REQ_BLOCK 7 transfer a block format print job
REQ_SECURE 8 do operation with  authentication

TheREQ_CONTROL allows aremoteuserto sendLPC commanddo thesener. TheREQ BLOCK
providesanalternatemethodto transferajob. Ratherthantransferringthe controlanddatafiles
individually, this formattransfersonefile. TheREQ_AUTH providesa mechanisnfor providing an
authenticatiomechanisnmandis describedn this document.

17.11. Authentication Operations

Optionsused:

- auth= clientto serverauthenticatiortype
. auth_forward=  serverto serverauthenticatiortype
«  XX_id= serveridentification

« XX forward_id= Serverlidentification

A LPRng clientlpr, Ipq, Iprm, or Ipc to Ipd sener authenticatedransfermproceedssfollows. If an
authenticatedransfers specifiedby the auth=protocol entryin theprintcapor configuration
information,theclientsendsarequesfor anauthenticatedransferto the sener.

Part of the authenticatiomequesis the authenticatiortype. If authenticatiortype XX is requestedhe
senerwill examinethe informationin the printcapandconfigurationentriesfor anXX_id value.If this
valueis presenthenthe sener supportsaauthenticatiorof this type. Furtherpermissiorchecksare
carriedoutandfinally thesenerwill acceptor rejecttheauthenticatiomequestlf therequests accepted
thesenerreturnsa positive acknavledgment(single0 byte)to therequesterotherwiseit returnsa
nonzerovalueandanerrormessage.
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If therequesis acceptedhenanauthenticatiorspecificprotocolexchangds carriedout betweerclient
andsener. Thecommandsnd/ordatafiles areencryptedand/orsignedandtransferredo the sener.

The protocolspecificsoftwareon the senerwill thendecryptand/orchecksignaturesperformthe
requestedctions,andin turn generate statusinformation. The statusinformationis encryptedand/or
signedby the senerandsentto theclient, wherethe client decryptsand/orchecledfor correctsignature.

A Ipd senerto lpd senerauthenticatedransferproceedssfollows. If anauthenticatedransferis
specifiedby the auth_forward=protocol entryin the printcapor configurationinformation,the
originatingsener sendsarequesfor anauthenticatedransferto thedestinatiorsener. The originating
sener playsthe partof the clientandperformsthe samesetof actions.

Thefollowing printcapor userlevel informationneedgo be providedfor anauthenticated@xchange.

1. Theauth optionspecifiegheauthenticatiortypeto be usedfor clientto senertransfersFor
example,auth=kerberos  or auth=kerberos5  or would specifyKerberos authentication,
auth=kerberos4  would specifyKerberos4 authenticationauth=pgp would specifyPGP
authenticationauth=md5 would specifyMD5 authenticationetc. The speciaform auth@ specifies
no authentication.

2. Theauth_forward  optionspecifiegheauthenticatioriypeto be usedfor senerto senertransfers.
For example auth_forward=kerberos5 would specifyKerberos authenticationetc. The
speciaform auth@ specifiesno authentication.

3. Theauthenticatedransferrequessentto a sener hasoneof thefollowing forms,dependingn the

originator:
\008printer C user_id authtype \n - for commands (Ipgq, Ipc, etc.)
\008printer C user_id authtype size\n - for print jobs (Ipr)
\008printer F server_id authtype \n -

forwarded commands (Ipg, Ipc, etc.)
\008printer F server_id authtype size\n - forwarded print jobs (Ipr)

Thesinglecharactemwith the\008 valuesignalsthatthisis anauthenticatiomequesthe printer

is thenameof a print queue andthe C (client) or F indicatesthattherequesis from aclient program
oris aforwardedrequesfrom asener. Theuser_id orserver_id fieldis anidentifiersupplied
by the originatorandis discussedbelow. If thesize valueis presenthentherequests for ajob
transferandthis valuerepresentshejob size. It is usedto determinef thereis sufficientspacen the
spoolqueuefor thejob.

4. Theuser_id orserver_id fieldsin theauthenticatiomequestreobtainedasfollows. If the
requesbriginatesrom aclient, thentheuser_id is theusernameof the originatorobtainedfrom
passverd information. If therequesbriginatesfrom asener, thentheserver_id  is the printcapor
configurationxx_id=server_id value,wherexx is thevalueof theauth_forward=xx  entry.
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5. Whentheauthenticatedransferequesis receved,the destinatiorwill eitherreturnasinglezero
byte,or anon-zerabyte valuefollowedby additionalrefusalinformation. A refusalterminateghe
protocolexchange.

6. Furtherexchangearethendeterminedy the authenticatiorprotocolspecificrequirements.

7. Oncetheinitial exchangehare beencompleteda userfile and/orcommandwill betransferredo
thedestinatiorsener.

8. An authenticatiorprotocolspecificAUTHFROM andAUTHUSERSstringswill besuppliedto the
Ipd senerfor purpose®f permissiorchecking.

9. Thelpd senerthencarriesout the requesteadperationandwill write errorandstatusinformation
into afile.

10. After therequestedctivity hasfinished,protocolspecificmoduletransferthe statusnformationin
thefile to therequestingsystemandterminatethe protocolexchange.

17.12. Permission Checking

Whenanauthenticatedransferhasbeenperformedthefollowing permissiorinformationwill be
provided.

« AUTH Thisvalueistrue ormatch if anauthenticatedequestvasreceved.
« AUTHTYPE=authtype€This hasthevalueof theauthtype field in theauthenticatiomequest.

« AUTHUSER-=userinfdrhisis the AUTHUSERIinformationprovidedby the authenticatiorprotocol,
andis usuallytheoriginatingusersidentification.

« AUTHFROM=frominfo Thisis the AUTHUSERinformationprovidedby the authenticatiorprotocol,
andis usuallytheoriginatingsystem(useror Ipd sener) identification.

« AUTHSAMEUSERThisitem haseffect only whencheckingjobsin aspoolqueue. The AUTHUSER
informationfrom therequesis comparedo the AUTHUSERinformationfrom therequesthat
createda job. If they areidentical,the matchsucceeds.

- AUTHJOBThisitem haseffectonly whencheckingjobsin a spoolqueue.lf thejob wastransfered
usinganauthenticatiomprotocolthe matchsucceeds.

For example,to rejectnon-authenticatedperationsthefollowing line couldbe putin the permissions
file.

REJECT NOT AUTH
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If aremotesener hasid informationFFEDBEEFDEAF-thenthefollowing will acceptonly forwarded
jobsfrom thissener.

ACCEPTAUTH AUTHFROM=FFEDBEEFDEAF
REJECT AUTH
REJECT NOT AUTH

To allow only authenticatedisersto remove jobsyou canuse:

ACCEPTAUTH SERVICE=R,M,L,P AUTHSAMEUSER
REJECT AUTH
REJECT NOT AUTH

17.13. PGP Authentication Suppor t

PGPis awell known encryptionandauthenticatiorprogram.For moredetailsseethewebsite
http://www.pgp.nebr theftp siteftp://ftp.pgp.net.

LPRng hasgreatlysimplifiedthe useof PGPfor authenticatiorby building in supportasfollows.

« Theuser andgroup configuratiorentry(defaultsdaemon anddaemon respectiely) specifytheuser
andgroupid usedby thelpd senerfor file andprogramexecution.PGPuseghe currentuserid of the
PGPprocesgo determinehelocationsof variousconfiguratiorfiles andinformation. In this
discussiorwe will assumehatlpd runsasuid daemon.

« By default,the PGPprogramexpectsthe public andsecretkey ringsto bein the SHOME/.pgp/
directoryto bereadableonly by the user In orderto setup PGPauthenticationmake surethatthe
daemon accounthasa homedirectory Thenusethesu daemon commando changeeffective UID to
daemorandrunthepgp -kg (generatkey) commandasdaemon.Thedaemon usershouldnothave
apassverd.

- EachPGPkey hasanassociateddentifier. It is recommendethatthelpd key belpr@hostname
wherehostnamaes thefully qualifieddomainnameof thesener. A public anda privatekey file will
becreated.

« Next, placethe passphrastor the daemon userin ~daemon/.pgp/serverkey ,andmake sureit has
ownerdaemon and600 permissiongread/writeonly by daemon). Thisis extremelyimportant.If
otheruserscanreadthisfile thensecuritywill be severelycompromised.

« Next, distributethelpr@hostname public key to all usersof the LPRng sener. Thisis usuallydone
by placingthe public key in awell known file locationor makingit availableto usersby someform of
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PublicKey Distribution system(PKD). Thekey canbe extractedandputinto atext file usingthe
following commands:

pgp -kxa userid destfile keyfile

Example:

> pgp -kxa Ipr@astart ltmp/lprkey ~daemon/.pgp/pubring.pgp
Key for user ID: Ipr@astart

512-bit  key, key ID BB261B89, created 1999/01/01

Transport  armor file: /tmpl/lprkey.asc
Key extracted to file  ’'tmp/lprkey.asc'.

- To allow auserto sendfiles to thesener, their public key mustbe putinto the daemon public key
ring. This canbe doneusing:

pgp -ka /tmp/lprkey.asc

- Finally, theadministratomwill needto adduserspublic keysto thedaemon userspublickey ring. This
canmosteasilybedoneby copying all thekeys (in ASCII text form) to asinglefile
(tmp/keyfile )andusing:

su daemon
pgp -ka /tmp/keyfile ~daemon/.pgp/pubring.pgp
- If thelpd seneris usingPGPto forwardjobsor requeststhedestinatiorsener’s public key mustbe

putin the originatingsenerspublic keyring. For example:

su daemon
pgp -ka /tmp/lpd.keyfile ~daemon/.pgp/pubring.pgp

17.13.1. Printcap Configuration

Optionsused:

« pgp_path= pathto PGP program
- pgp_id= destinationserverkey usedby clients
- pgp_forward_id=  destinationserverusedby server

« pgp_server_key= pathto serverpassphasefile

273



Chapterl7. Permissionsaand Authentication

Exampleprintcapentry:

pr:
‘Ip=pr@wayoff
:auth=pgp
:pgp_id=Ipr@wayoff.com
:pgp_path=/usr/local/bin/pgp
pr:server

Ip=pr@faroff
:auth_forward=pgp
:pgp_id=lpr@wayoff.com
:pgp_path=/usr/bin/pgp
:pgp_forward_id=Ipr@faroff.com

Thepgp_path valueis the pathto the PGPprogram.The programmustbe executableby all users.

Thepgp_id valueis theid usedby PGPto look extractkeys from key rings. Whendoinga client to
senertransferthiswill be suppliedastheid to be usedfor the destinationandthe users public keyring
will bechecledfor akey correspondingo thisid. Whenarequestrrivesatthe sener, the sener will
usethisvalueastheid of akey in its privatekey ring. Finally, whena seneris forwardingarequesto a
remotesener, it will usethisvalueastheid of thekey in its privatekey ring to beusedto signor encode
thedestinatiorinformation.

Thepgp_forward_id  valueis usedby thelpd senerastheid to useto find a key for the destination.

Thepgp_server_key isthepathto thefile containingthesener passphraselhis file will bereadby
Ipd to getthe passphras® unlockthe sener’s keyring.

17.13.2. User Files and Environment Variables

Optionsused:

+ PGPPASSFILEFile to readPGP passphasefrom
+ PGPPASSFDEile descriptorto readPGP passphasefrom
+ PGPPASSPGPpassphase

Oneproblemwith usingPGPis the needto have usersnputtheir passphrased.hefollowing methods
canbeused.
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. Putthepassphrasim afile, say$(HOME)/.pgp/.hidden , andsetthe PGPRASSFILE ervironment
variableto thefile name.Thisfile will beopenedandreadby PGPto getthe passphraselhisfile
shouldbe ownedby the userandhave 0600 or read/writeonly by userpermissions.

« A moresubtlesolutionis to usethe PGPRASSFDernvironmentvariablefacility. This cause$GPto
readthe passphras&rom afile descriptor If theuserputshis passphrasm afile, say
$(HOME)/.pgp/.hidden , thenthefollowing shellscriptcanbe used:

#l/bin/sh

#  lusr/local/bin/pgplpr script - passphrase in $(HOME)/.pgp/.hidden
#

PGPASSFD=33<$(HOME)/.pgp/.hidden Ipr "$@"

« Theleastdesirablemethodis to putthe passphrasi, the PGPRASS environmentvariable.Sincethe
ps commanccanbe usedto list theenvironmentvariablesof processeghisis highly undesirablend
shouldnot beusedunderary circumstances.

17.14. Using Kerberos 5 for Authentication

LPRng Kerberos authentications basednthe Kerberos5-1.1.teleaseasof Decembel8,1999. This
wasobtainedfrom MIT from thehttp://webmit.edu/lerbeios/www/Website.

Thefollowing sectiondriefly describesiow to setup andtestthe Kerberossoftwareandthenhow to
configureLPRng to useKerberos.

17.14.1. LPRng Configuration

By default, LPRng will searcHor thekrb5.h file andthekrb5 libraries.If it findsthesethenKerberos
authenticatiowill beincluded.If it alsofindsthekrb.h file thenMIT Kerberost compatibility will
alsobeenabled.

17.14.2. Kerberos Installation Procedure

1. GettheKerberos distribution.

2. Compileandinstall thedistribution.

275



Chapterl7. Permissionsaand Authentication

3. Createthe/etc/krb5.conf and/ustr/local/var/krb5kdc/kdc.conf , files usingtemplates
from thefilesin the Kerberodistribution’s src/config-files directory Seethelnstallation
notesandthe SystemAdministratorsGuidefor details.

4. StartuptheKDC andKADMIN seners- you mightwantto putthefollowingin yourrc.local ~ or
equivalentsystemstartupfiles:

if [ -f /etc/krb5.conf -a -f /Jusr/local/var/krb5kdc/kdc.conf ];  then
echo -n ' krb5kdc usr/local/sbin/krb5kdc;
echo -n ' kadmind 7 /usr/local/shin/kadmind;

fi

5. Usekadmin(or kadmin.local)to createprincipalsfor your users.

6. Usekadmin(or kadmin.local)to createprincipalsfor thelpd seners.| have beenusing
Ipr/hostname.REALM  asatemplate4.e. Ipr/astartl.private @ASTART.COM for anexample.
You shouldusefully qualifieddomainnamesdor theprincipals.Sinceit will neverbeusedby an
individual, you do nothave to giveit a passverd.

Example:

kadmin
addprinc  -randkey Ipr/wayoff.private @ASTART.COM

7. Extractthekeytabfor eachsener:

kadmin
ktadd -k keytab Ipr/hostname.REALM

Example:
ktadd -k /tmp/lpr.wayoff.private Ipr/wayoff.private @ASTART.COM

8. Thekeytab file containghekeytabinformation,which is the equivalentinformationfor the sener.

9. Copy eachkeytab file to theappropriatesener (you might wantto encryptor usea secureransfer
for this). Putit in the/etc/Ipd.keytab file onthesener. Thisfile shouldhase 0400 permissions
andownedby daemon or theuserthatlpd will runas.

#> Is -l /etc/lpd.keytab
-rW----- 1 daemon wheel 128 Jan 16 11:06 /etc/lpd.keytab

10. If youwantto have MIT Kerberos4rintingcompatibility, thenyouwill needto setup KerberosA
servertabs  insteadof Kerberos keytabs.Assumingthatyou have putthe Kerberos keytabin
letc/lpd.keytab , thenyou extractthe Kerberost srvtabversionof the Kerbeross keytabusing
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thefollowing commandsYou mustputthekey in the/etc/srvtab file in orderto becompatible
with the Kerberost support.

h4: {331} # ktuil
rkt /etc/lpd. keytab
wst /etc/srvtab

17.14.3. LPRng Configuration

The LPRng softwareneedso be configuredsothatit canfind the Kerberodibrariesandincludefiles.
By default,theincludefiles areinstalledin /usr/local/include andthelibrariesin

{usr/locall/lib . Usethefollowing stepsto configureLPRng sothatit usesthesedirectoriesduring
configurationandinstallation:

cd .../LPRng

rm -f config.cache

CPPFLAGS="-/usr/local/include -l/usrf/include/kerberosIV" \
LDFLAGS="-L/usr/local/lib -L/usr/lib/kerberosIV" \
Jconfigure

make clean all

su

make install

17.14.4. Printcap Entries

Optionsused:

« auth=kerberos5= useKerbeos5authentication

« kerberos_id= destinatiorserverkey usedby clients

- kerberos_server_principal= aliasfor kerbeos_id

« kerberos_forward_id= destinatiorserverusedby server

« kerberos_forward_principal= aliasfor kerbeios_forwad _id
« kerberos_keytab=  locationof thelpd serverkeytabfile

- kerberos_service= serviceto beused

277



Chapterl7. Permissionsaand Authentication

« kerberos_life= Ipd serverticket lifetime

+ kerberos_renew= Ipd serverticket renav

Exampleprintcapentry:

pr:

Ip=pr@wayoff

:auth=kerberos5

:kerberos_id=Ipr/wayoff.private @ASTART. COM
pr:server

Ip=pr@faroff.private

:auth_forward=kerberos5

:kerberos_id=lpr@wayoff.private @ASTART. COM

:kerberos_forward_id=lpr/faroff.private @ASTARCOM
ORIf you want to use Kerberos 4 authentication to the server
pr:

Ip=pr@wayoff

:auth=kerberos4

:kerberos_id=Ipr/wayoff.private @ASTART. COM
# support both Kerberos 4 and 5 on server
pr:server

Ip=pr@faroff.private

:auth_forward=kerberos5

:kerberos_id=lpr@wayoff.private @ASTART. COM
:kerberos_forward_id=lpr/faroff.private @ASTARCOM
:kerberos_keytab=/etc/Ipd.keytab

The printcapconfigurationfor Kerberosauthentications very simple.

Thekerberos_id  is theprincipalnameof thelpd senerthatclientswill connecto. For backwards
compatibility, kerberos_server_principal canalsobeused.This valuesis usedto obtainaticket
for thelpd sener, andis the only entryrequiredfor clientto senerauthentication.

Theotherentriesareusedby thelpd sener. kerberos_keytab  entryis thelocationof thekeytabfile to
beusedby thesener. This containsthe passphrasesedby thesenerto authenticatétself andgeta
ticketfrom theticketsener.

Thekerberos_id  valueis alsousedby the sener duringtheauthenticatioprocesso make surethat
thecorrectprincipalnamewasusedby therequesbriginator. This checkhassavedmary hoursof pain
in trying to determinewhy authentications failing.

Thekerberos_life andkerberos_renew  setthelifetime andrenavability of thelpd senerKerberos
tickets. Thesevaluesshouldnot be modifiedunlessyou arefamiliar with the Kerberosystem.Thereare
extensie notesin the LPRng sourcecodeconcerninghesevalues.Thekerberos_service value
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suppliesthe nameof theserviceto be usedwhengenerating ticket. It is stronlyrecommendethatthe
kerberos_id  entrybeusedinstead.

17.14.5. User Environment Variables and Files

In orderto usekerberosauthenticationthe userwill needto obtainaticketfrom the Kerberodicket
sener. Thisis doneusingkinit

No otheractionsarerequiredby theuser

17.15. Using Kerberos 4 for Authentication

LPRnNg hasbuilt-in supportfor the ProjectAthenaextensiongo the RFC117%rotocol. Theseprovide
anextremelysimpleauthenticatiorprotocolusinganinitial credentialexchange After theinitial
exchangetheusualRFC1179%rotocolis used.

During configurationjf thekrb.h (Kerberost) includefile is found,thenthisis enabledy default.

17.15.1. Printcap Entries

Optionsused:

- auth=kerberos4 useKerbewns4authentication
- kerberos_id= destinatiorserverkey usedby clients

« kerberos_server_principal= aliasfor kerberos_id

Exampleprintcapentry:

pr:
Ip=pr@wayoff
:auth=kerberos4
:kerberos_id=Ipr/wayoff.private @ASTART. COM

The configurationinformationfor KerberosandKerberosSis identicalanddiffer only in the
authenticatiortype. Notethatonly clientto senerauthentications supported.
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17.16. Using MD5 for Authentication

LPRng hasbuilt-in supportfor usingMD5 digestsasanauthenticationmethod.Theimplementatioris
providedasanexampleof how to adduserlevel authenticatiorinto the LPRng system.

Themethodusedto do authenticatioris very simple. Eachuserhasa file containinga setof keysthatare
usedto saltanmd5hash.Theinformationbeingtransferrechasits md5 checksuntalculatedusingthis
salt,andis thentransferredo thedestinationalongwith the md5 hashresult. At thedestinatiorthe
senerwill gettheuserid, obtainthe saltvaluefrom akey file, andthencalculatethe md5hashvalue. If
thetwo arein agreementauthentications successful.

Thekeyfile usedfor md5authenticatiorcontainsanid followedby atext stringwhosebinaryvalueis
usedasa hashkey:

id1=key
id2=key

Example:

Ipr@h2=tadf79asd%"lasdf
Ipr@h1=fdfa%$"&"%$

17.16.1. Printcap Entries

Optionsused:

+ auth=md5 useMD5 authentication

« auth_forward=md5 forward usingMD5 authentication
« md5_id= id for server

« md5_forward_id= id for server

- md5_server_keyfile= serverkeyfile

Exampleprintcapentry:

pr:
Ip=pr@wayoff
:auth=md5
:md5_id=Ipr@wayoff.com
pr:server
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:auth_forward=md5
:md5_id=Ipr@wayoff.com
:md5_server_keyfile
:md5_forward_id=Ipr@faroff.com

Themd5_id valueis usedby the clientto obtaina hashkey thatis usedto saltthemd>5 calculationfor
clientto senertransfersThemd5_forward_id  valueis usedby the senerto obtaina hashkey thatis
usedto saltthe md5 calculationfor senerto sener transfers.

Themd5_server_keyfile containghe keys of userstheid sentasthe connectiorinformationis used
to obtainthekey from thefile.

To setup md5authenticationall thatis neededs thefollowing.

« For eachusergenerata key andplaceit in thesener keyfile. Thisfile shouldhave theform:

userl@hostl=asdfasdfadf
user2@host2=a8789087asddasdf

- Assignakey to the sener, andsetits printcapentryto this key.
pr:
Ip=pr@wayoff
:auth=md5
:md5_id=Ipr@wayoff.com

- For eachuser createa userkey file with thefollowing format:
Ipr@wayoff = userl@hostl asdfasdfadf

Thefirst entrycorresponds$o themd5_id valuein the printcap.The secondield is the AUTHUSER
valuesuppliedto the senerandwhich will beusedto look up thekey in thesenerskey file. Finally,
thelastfield is the saltvaluefor the md5 calculation.

17.16.2. User Environment Variables and Files

Optionsused:

« MDS5KEYFILE=Hocationof userkeyfile

The MD5KEYFILEervironmentvariablecontainsthe pathto the userkeytabfile.
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17.17. Adding Authentication Suppor t

Additional typesof authenticatiorsupportcanbe addedvery easilyto LPRng by usingthefollowing
corventionsandguidelines.

First, theauthenticatioimethodcanbe connectiorbasedr transferbased Connectiorbased
authenticationnvolvesthe LPRng client or sener openinga connectiorto theremotesener, having the
authenticatiomprotocolprovide authenticationnformation,andthenhaving no furtherinteractionwith
thesystem.This s the easiesto implementandunderstananethod.Codeneedgo be providedto doa
simpleauthenticatiorexchangebetweernthetwo endsof the connectionafterwhich no otheraction
needgo betaken.

Transferbasedauthentications morecomplex, but allows encryptedransfersof informationbetween
thetwo systemsA connections establishedbetweerclientandsener (or senerandsener),andan
initial protocolexchanges performed.Thenthe authenticatiormoduletransferehe commandor job
informationto the destinationwhereis it unpacledand/ordecrypted.Theinternallpd senerfacilities
aretheninvokedby the authenticatioomodule which alsoprovidesa destinatiorfor ary errormessage
or informationdestinedor theclient. The authenticatiormodulewill encryptor encodehis information
andthensendit to theclient program.This type of authentications morecomplex, but providesa higher
degreeof securityandreliability thanthe simpleconnectiorbasedsystem.

17.17.1. Printcap Suppor t

By corvention,printcapentriesauth=XXX andauth_forward=XXX  specifieghatauthentication
protocolXXX is to beusedfor clientto senerandfor senerto senertransfergespectiely.

Similarly, the senerreceving anauthenticatiomequestmusthave a XXX_id=name entryin the printcap
or configurationinformation. This allows severaldifferentauthenticatiomprotocolsto be acceptedy a
sener.

By corvention,printcapandconfigurationentriesof theform XXX_key containconfiguration
informationfor the XXX authenticatiormprotocol. As partof the authenticatiorsupportprocesgshe
XXX_key valuesareextractedfrom the printcapandconfigurationfiles andplacedin a simpledatabase
for theauthenticatiorsupportmodule.

If you areusingaroutingfilter, thenyou canalsoplacexXX_key informationin theroutingentryfor
eachfile, andthis will beusedfor sendingthejob to the specifieddestination.

17.17.2. Code Support
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TheLPRng/src/common/sendauth.c file hasthefollowing entriesattheend.

#define  SENDING
#include  "user_auth.stub"

struct  security SendSecuritySupported[] = {
/*  name, config_tag, connect, send, receive  */
{ "kerberos4", "kerberos", Send_krb4_auth, 0, 01},
{ "kerberos*", "kerberos", 0, Krb5_send 1},
{ "pgp", “pgp”, 0, Pgp_send },
#if  defined(USER_SEND)
USER_SEND
#endif
{0}
|3

Thisis anexampleof how to adduserlevel authenticatiorsupport. Theuser_auth.stub file contains
the sourcecodefor the variousmodulesauthenticatiormodules.You canreplacethis file with your own
versionif desired.Thefollowing fieldsareused.

name
Theauthenticatiomame.Theauth=XXX printcapor configurationvaluewill causethe name fields
to besearchedisinga glob match.

config_tag

Whenamatchis found,theconfig_tag  valueis usedto searchtthe printcapandconfiguration
entriesfor information. If theconfig_tag  field hasvalueXXX, thenentrieswith keys XXX_key
will beextractedfor useby the authenticatiorcode.

connect

Routineto call to supportconnection  level authenticationThis routineis responsibldor
connectiorestablishmenandprotocolhandshak. If thevalueis 0, thenthesend field valuewill be
used.

send

Routineto call to supportrransfer  level authenticationThesend routineis providedafile anda
connectiorto theremotesener, andis responsibldor the transferringfiles.

TheLPRng/src/common/lpd_secure.c file hasthefollowing informationatthe end:
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#define RECEIVE 1
#include  "user_auth.stub"

struct  security ReceiveSecuritySupported]] = {

/* name, config_tag, connect, send, receive */
#if definedHAVE_KRB_H) && defined(MIT_KERBEROS4)

{ "kerberos4", "kerberos", 0, 0, 0}
#endif
#if  defined(HAVE_KRB5_H)

{ "kerberos*", "kerberos", 0, 0, Krb5_receive 1
#endif

{ "pgp", “pgp”, 0, 0, Pgp_receive, 3

#if defined(USER_RECEIVE)
/* this should have the form of the entries above */
USER_RECEIVE
#endif
{0}
J3

This informationmatcheghe sameinformationin thesendauth.c  file. Whentheauthentication
requestrrivesatthesener, thename field valuesaresearchedor a match,andthenthe config_tag
valueis usedto getextractconfigurationinformationfrom the databaséor the protocol.

Thereceive routineis thencalledandis expectedto handlethe remainingstepsof the authentication
protocol.If theroutineexits with a 0 valuethenthelpd senerexpectsconnection  level authentication
hasbeendoneandproceeddo simply transferinformationusingthe standardRFC1179rotocolsteps.
A non-zerareturnvalueindicatesanerrorandanerroris reportedto the otherendof the connection.

If thereceive moduleis to performtransfer  level authenticationthenthe modulecarriesoutthe
necessargtepsto transferthecommandand/orjob information. It thencallsthe necessarynternal
LPRnNg routineto implementthedesiredservices After finishingtherequestedavork, theseroutines
returnto the calling authenticatioomodule,which thenwill transferdata,closethe connectiorto the
remotesystemandreturnto thecalling system.The combinatiorof 0 returnvalueandclosed
connectionndicatessuccessfulransferevel authenticatiorio the sener.

Theuser_auth.stub file containgthefollowing codethatsetsthe USER_SENDMariable:

#if  defined(SENDING)

extern int md5_send();

# define USER_SEND\

{ "md5", "md5", md5_send, 0, md5_receive 1},
#endif
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If the SENDING valuehasbeendefined this causeshe prototypefor md5_send() to beplacein thefile
andthe USER_SENDMalueto bedefined.Thiswill causehe mds authenticationnformationto beplaced
in thecorrecttable.

17.17.3. Connection and Transfer Authentication

Ratherthangointo a detaileddescriptionof the code theuser_auth.stub file containsextremely
detailedexamplesaswell asseveralworking versionsof authenticatiorinformation. It is recommended
thatthe userstartwith oneof theseandthenmodify it to suitthemseles.
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In Academicinstitutions,avoiding printing accountinchasbeenregardedasa challengeanongoing
gameof fat catandpoor starvingmouse petweerthe Administrationandthe dowvntroddenpoor, over
chagedstudentWe will disregardthefactthatif moststudentgputasmucheffort into their studiesasin
finding waysto avoid accountingprocedureshenthey would be RhodesScholamaterial,but | digress...

Therearetwo approacheto printing accouting:usesoftwaremethodgo determinehe numberof pages
thatshouldbe printedandusethis astherecordedaccoutingnformation,or usea hardwarelevel
pagecounteon the printerto accuratelydeterminehe numberof pagesused.While the softwaremethod
workswell in arelatively errorandsecuritycompromisdree ervironmentandwhereprint jobsdo not
jam, for accurateaccounta hardwarelevel pagecounteor someothermethodmustbeused.Thus,in the
following sectionwe assumehatthe printerhassomesortof non-wlatile pagecountemrmechanisnthat
is reliableandimperviousto power on/off cyclesandtamperingoy theusersandcanbequeriedby the
printing software.

18.1. Accounting Printcap Options

Theaccountingacilitiesarecontrolledandenabledoy thefollowing entriesin the printcapfile.

Tag Default Value Purpose

af NULL accountindile name

as "jobstart$H $n $P Sk $b $t" accountingnfo for job start

ae "jobend$H $n $P $k $b Ht" accountingnfo for job end

accounting_semer NULL

achk FALSE

la TRUE do accountingor 'local’ printer

ar FALSE do accountingor 'remote’
transfers

18.2. Accounting File

Accoutinginformationis usuallystoredin thefile specifiecby the:af= option. If the optionhasthe
formathost%port , thena TCP/IPconnectioris openedo the specifiedport on theindicatedhost,and
accountingnformationis written andreadfrom the connectionptherwisethevalueis treatedik e afile
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relative to the spoolqueuedirectory The portthatthe connectiororiginatesfrom will bein therangeset
by the configurationor printcaporiginate_portoption.

Accountinginformationcanbewritten to the accountindile by the print spooler :of filter, or job file

filter. Thefilters areresponsibldor makinga connectiorto the specifiedhostandport or openingthe

accoutindfile. Thefollowing is a simpleexampleof accountingnformationwritten to theaccounting
file.

jobstart "-Hh4.private’ -nroot’ -Pps’  '-kcfA938h4.private’ \

-b1093"  -tNov 5 19:39:25’

start  '-p12942’ "-kcfA938h4.private’ -nroot’ "-hh4.private’ Pps’  \
-c0’  ’-Fo’ -tSun Nov 5 19:39:25 1995

filestart -p12944’ "-kcfA938h4.private’ -nroot’ "-hh4.private’ -Pps’  \
-cO C-Ff “tSun Nov 5 19:39:27 1995’

fileend -p12944’ "-kcfA938h4.private’ -nroot’ "-hh4.private’ -Pps’  \
b3’ ¢’ C-FF “tSun  Nov 5 19:39:58 1995’

end '-pl2942’ "-kcfA938h4.private’ "-nroot’ "-hh4.private’ “Pps’  \
-b2" -0’ ’-FO’ -tSun  Nov 5 19:39:59 199%

jobend ’-Hh4.private’ -nroot’ -Pps’  '-kcfA938h4.private’ \

-b1093’ "-tNov 5 19:39:59’

Thejobstart  linesis addedby thelpd sener, andarespecifiedby the:as printcapoption. Thestart
line is addedby the:of filter. Thisfilter usuallyqueriesthe printerandgetsprinterdependent
accountingnformationsuchasthe pagecountevalue. The:of filter is thensuspendedndthejob is
processedby thevariousformatdependentilters. Theseproducethefilestart andfileend lines.
Theséfilters canalsoquerythe printerandget printerdependenaccoutingnformation. Theend line is
addedby the:of filter whenit terminatesThe:of filter mayquerythe printeragainatthis pointand
getthefinal pagecountevaluefor thejob anddeterminghe numberof pagesThe:ae optionspecifies
theoutputto be putinto theaccoutindfile attheendof thejob.

Theaccountindile mustexist andwill notbe createdy thelpd sener. Theaccountindile shouldbe
periodicallytruncated.

The:as=... and:ae=.. optionsspecifytheformatof theinformationthatthelpd senerwritesto
theaccoutingfile. Thesevaluesareexpandedusingthe samemethodsasfor thefilter options.For
example:

:as=jobstart $H $n $P $k $b Bt
jobstart "-Hh4.private’ "-nroot’ -Pps’  '-kcfA938h4.private’ \
'-b1093"  ’-tNov 5 19:39:25’
:ae=jobend $H $n $P $k $b $t
jobend ’-Hh4.private’ -nroot’ -Pps’  '-kcfA938h4.private’ \
'-b1093'  ’-tNov 5 19:39:59'
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If the optionshave the form :as=|/path ... ,thenthespecifiedprogramis run,andis responsibldor
puttingthe senerlevel accountingnformationinto the accoutingfile.

If theformatof the:af optionis:af=host%port  andthe:achk optionis set,thenthelpd sener will
openthe connectiorto thehost,sendthe:as string,andthenwait for a singleline of text from the
remotesener. If nothingis reador thefirst word onthereturnline is accept , thenthejob will be
printed.If thevalueis hold , remove , or abort , thejob will beheld,removed,or aborted Any other
valuewill causehejob to bedeleted.

At theendof thejob the:ae stringwill besentto thesener. No responsés expected.

If theformatof the:as optionis:as=| ... , thenthevalueis assumedo beafilter program.It is
invokedusingthe usualproceduregor filters, with its STDIN setto the accountindile andits outputis
readby thelpd sener. If thefilter exits with a0 exit code thefilter outputis readandinterpretedasthat
returnedirom a network connectionlf the exit codeis JHOLD,JREMOVE, or JABORT, thejobis held,
removed,or aborted Any otherexit codewill causethejob to beremoved.

18.3. Accessing Printer Hardware Pagecounter s

Thefollowing is from Hewlett-Packarddocumentation,
http://www.hp.com/cposupportfmters/supprt_doc/bpl02119 html

All HP LaserJetl/5/6 family printershave a pagecountfeaturebuilt into the firmware. However, this
featureworksdifferentlydependingon which HP LaserJeprinteris beingused.Thefollowing is a
descriptionof how the pagecountfeatureworksfor eachprinterwithin the HP LaserJe#/5/6 printer
families.

HP LaserJet 4/4M printers

HP LaserJet 4 Plus/4M Plus printers
HP LaserJet 4P/AMP printers

HP LaserJet 4Si/4Si  MX printers

HP LaserJet 4ML printers

HP LaserJet 5P/5MP printers

HP LaserJet 6P/6MP printers

All of theabove printersusethe samemethodfor keepingtrack of the numberof copies.Therearereally
two differentpagecountvalues:PrimaryandSecondaryalues.Every time a pageis printed,whetherit
is aninternaljob (suchasa self-test)or a standardorint job, the Secondarypagecountincrease®y one.
Thisvalueis storedin standardRAM. Oncethe Secondarypagecountvaluereached 0, the Primary
pagecountwill increaseby 10. The Primarypagecountvalueis storedin atype of memorycalled
NVRAM (Non-\olatile RAM). Thisis important,sinceNVRAM is not clearedwhenthe printeris
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poweredoff. StandardRAM, onthe otherhand,is clearedwvhentheprinteris turnedoff or reset.Thus,
the Primarypagecountonly increasesn incrementf 10.

Example

You have abrandnew HP LaserJe6P printerandyou print a self-testpage.Whenyou look on the test
pagefor the PageCountvalue,you will seethatit saysl. Next, youdecideto print atwo pageletterand,
afterthat,anotherself-test.The pagecountvaluenow says4. Internally, the printersSecondarypage
count(storedin RAM) hasthevalueof 4 while the Primarypagecount(storedin NVRAM) still hasthe
valueof 0. Now, youturn the printer off, thenbackon, andprint anotherself-test.The pagecountvalue
againsaysl sincethe previousvalueof 4, storedin RAM, wasclearedvhenthe printerwaspoweredoff.
Finally, print aten pagedocumentindthenturn the printer off. Uponturningthe printerbackonand
printing out anotherselftest,you seethatthe pagecountvalueis 11. Internally, the Secondanpage
countvalueis backat 1 while the Primarypagecountvalue(storedin NVRAM) is 10. Addedtogether
you endup with theresultingvalueseenon the self-testpage.

TheHP LaserJetlL/5L/6L printersdiffer from thatof the otherprintersin thatthey do nothave ary
NVRAM availablefor storingpagecountvalues.Thus,noway existsfor the printerto retaina page
countvalueoncethe printeris poweredoff. The HP LaserJe#iL/5L/6L printershave only asinglepage
countvaluethatincreasesn incrementf oneuntil the printeris poweredoff.

18.4. Reliable Accounting

In orderto do reliableaccountingthe printermustbe queueriedor the currentvalueof the pagecounter
atthestartandendof jobsandthisinformationstoredin theaccountindile. Theifhp filter canbe
configuredto obtainthe pagecountevaluesandto recordthemat the startandendof eachpartof a print
job. We canusethe:of filter to readthe pagecountevalueatthe startandendof ajob, andhave the
otherfile files recordinformationaswell. Theifhp filter will recordthe pagecounteinformationwith
the-q option. We needsimply take the differenceof the startingandendingpagecountevaluesto find
thenumberof pagesusedby ajob.

start  ’-p100’ ’-q200071 -Fo’  ’-kcfAl00taco’ "-uuser’ "-hhost’ -R...
filestart -pl01’ ’-q20001" -Ff "-kcfA100taco’ -uuser’ -hhost’ -R...
fileend -pl’  ’-g20002’ -Ff "-kcfAl00taco’ "-uuser’ "-hhost’ -R...
filestart -pl02’ ’-q20002’ -Ff "-kcfA100taco’ -uuser’ -hhost’ -R...
fileend -p3’  '-q20005’ -Ff "-kcfAl00taco’ -uuser’ "-hhost’ -R...
end '-p5  ’-q20005’ -Fo’  ’-kcfAl00taco’ -uuser’ "-hhost’ -R...

If for somereasorthejob is killed or terminatesiueto errorconditionsthe:of filter maynotgetto
recordthe endingvaluefor thejob. This canleadto accountindiles with thefollowing entries:
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start  ’-p100’ ’-q20005’ -Fo'  ’-kcfAl00taco’ -uuser’ "-hhost’ -R...
filestart -pl01’ ’-q20005’ -Ff "-kcfA100taco’ -uuser’ -hhost’ -R...
start  ’-pl110’ ’-q20005’ -Fo'  ’-kcfAlOltaco’ -uuser’ "-hhost’ -R...
filestart -pl12’ ’-q20010° -Fo’  ’-kcfAl0ltaco’ -uuser’ "-hhost’ -R...
end '-pl12’ -q20010’ -Fo'  ’-kcfAlOltaco’ -uuser’ "-hhost’ -R...

Themissingend is aclearindicationthatthe users job hasbeenterminated We simply usethe
pagecountevaluedeterminedat the startof the next job to find the numbersof pageausedfor this job.

18.5. \LPRNng accounting.pl Utility

The LPRng accounting.pl utility providesthebasicframework for usingthe:as=| ,:ae=| ,and
pagecounteinformationwritten to theaccountindile to do reliableaccountingandmaybefoundin the
LPRng distribution UTILS directory Usuallythisis modifiedaccordingto local site needsandinstalled
in thefilter directory

Theutility maintaingheaccountindile by insertinga STARTrecordat the startof ajob andanEND
recordattheendof thejob. It is assumedhatthelastENDrecordin thefile marksthelastplacethat
accountingvascompleted.

Thefollowing shavs the printcapentryfor usingthe accounting.pl utility. Thestart andend
optionsareusedto specifythattheutility is beingcalledatthejob startor end.

printer
:af=acct
:as=|/usr/local/libexec/filters/accounting .pl start
:ae=|/usr/local/libexec/filters/accounting .pl end

At the startof eachjob the utilty writesa STARTrecordinto theaccountindile. Thisrecordcancontain
informationsuitablefor useby local site. The exit codeandinformationwrittento theutility STDOUT s
usedby thelpd senerto determindf thejob is to be printed. This allows job quotasto beimplemented
in asimpleway by having the accounting.pl utility querya databasevith theuserquotasandreject
thejob if theusers quotais exceeded.

At theendof thejob, theutilitity will readthe accountindile andusetherecordednformationto update
theaccountingnformation.In orderto make this reliable,thefollowing stepsaretaken.

1. Theaccountindile is readandscannedor thelastENDrecord.If thereis none thenthe next step
startsatthe beginningof theaccountindile.

2. Thefile is scannedor STARTlinesandpagecounter informationdeterminedat the startof ajob.
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3. If thelastline in theaccountindile doesnotindicatesuccessfutompletetiorof thejob andcontain
pagecountingnformation,thenthe accountingorocedures abandonedintil the next job completes
successfully

4. If thelastline in theaccountindile indicatessuccessfutompletion thenits pagecountevalueis
usedasthelastpagecountervalue.

5. Jobinformationis updatedy finding the startandendpagecountevaluesfor eachjob. It is
possiblethatajob will nothave a pagecountevaluerecordedatits start;in this casethe pageusage
will be0, asit did notevengetinitialized.

6. After determiningtheaccountingnformation,the procedurewill thenupdateanddatabaseandthe
accountindfile. During this update jnterruptsshouldbe disabledandthe amountof time takento
updatethe accountingnformationand/orfile shouldbe minimized.

Administratorscanusethis scriptasa startingpoint for moreadvancedaccounting For example rather
thanjustrecordingtheinformation,atthejob startthescriptcanqueryeitheralocal databaser aremote
senerto seeif theuserhaspermissiongo accesshe printer. At the endof thejob or whenanEND line
is written to theaccountindile, thelocal databaser remoteaccountingsener canbe updated.
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Chapter 19. RFC 1179 - Line Printer Daemon
Protocol

RFC1179%anbeobtainedirom the LPRng distribution, in theLPRng_DOC/rfc117%lirectory or from
oneof mary siteswhich mirror the RFCs.

This RFCis aninformationalRFC,which meanghatthe informationin it is meantasa guideto users,
andnot asafixed standardIn addition,the RFCtried to documenthe behaior of the BSD Ipd print
sener, andleft out mary detailsdealingwith errorrecover, errormessagesxtensiongo the protocol,
etc.

In this section,| will try to explainwhatRFC1179pecifiesasaprotocol,andmary of the problems
encounteredh trying to useit.

19.1. Ports and Connections

Optionsused:

« Ipd_port= Port for Ipd to acceptconnection

- originate_port= Portsto originate connection®n

« reuse_addr FLAG SetSO_REUSEADDRag on connection

« retry_econnrefused FLAG RetryonconnecECONNREFUSEL[@rror
« retry_nolink FLAG Retryondeviceopenor connectiorffailure

« socket_linger=  sodetlinger timeout

RFC117%equireghatthelpd senerlistenfor TCP/IPconnection®n port515. This portis registered

with the InternetNamingAuthority, andthe /etc/services file or TCP/IPservicedatabaseisually
hasanentry:
printer 515/tcp spooler # line printer spooler

RFC117%xplicitly stateghatall connectiongo port515mustoriginatefrom ports721-731.Thereason
for thisrestrictionis dueto the UNIX conceptbof reservedandprivileged ports. By corvention,portsin
therangel-1023canonly boundby processewhoseEffective UserID (EUID) is 0 (root). This,
ordinaryuserscouldnot originatea connectiorfrom theresenedor privilegedportrange.
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In aUNIX environment,this meanghattheuserprogramdpr, Ipq, Iprm, andlpc would have to be
SETUIDroot.

As experiencenasshawn, for securitypurposesthe fewer programshatneedto have privilegedstatus,
thebetter LPRNng usesthelpd_port=printer configurationoptionto settheactualportto beuse.By
default, thisis port 515, but canbe setto othervalues.

Therestrictionof originatingportsto 721-731causesnothersetof problems.Part of the TCP/IP
protocolis concernedvith avoiding communicationgroblemsresultingfrom the arrival of old or stale
paclets.Whena connectiorbetweersourcehost, sourceport  anddesthost, destport is
made a setof sequenc@umberds establishe@ndusedfor sendingandacknaviedgemenbf data.
Whenthe connectiorterminatesthe TCP/IPprotocolrestrictsthe establishmenof a new connection
betweersourcehost, sourceport anddesthost,  destport for aperiodlongenoughfor all stale
pacletsto beremovedfrom the system.This is approximatelyl 0 minuteslong.

In orderto simplify assignmentsf ports,timing out connectionsandothermattersmary TCP/IP
packageslo keeptrackof explicit connection®riginating from a port, but simply preventthe port from
beingreusedor eitheroriginationor receptionof a connection.They do, however, keeptrack of the
active connectiongo a port, andperformtimeoutson these.This is usuallymuchsimplerto implement,
asit canbedonewith alist attachedo the port.

Thisimplementatiormethodcreatessomeproblemswyhena large numberof connectionsnustbe
originatedfrom arelatively smallnumberof port numbers Obsene whathappensvhenhost1 triesto
senda largenumberof jobsto asener 2. Thefollowing connectionareestablishedndterminated:
host 1, port 721 andhost 2, port 515 host 1, port 722 andhost 2, port 515 host
1, port 723 andhost 2, port 515 host 1, port 724 andhost 2, port 515 host 1,
port 725 andhost 2, port 515 host 1, port 726 andhost 2, port 515 host 1, port
727 andhost 2, port 515 host 1, port 728 andhost 2, port 515 host 1, port 729
andhost 2, port 515 host 1, port 730 andhost 2, port 515 host 1, port 731 and
host 2, port 515

Now accordingto the RFC117%ulesandthe TCP/IPprotocol,we will have to wait until oneof these
connectiongerminatesdeforewe canmake another Ontheoriginatingsystem|jf the TCP/IP
implementatiordoestimeoutson the originatingport, we will have to wait for thetimeoutto elapse
beforewe canmake a new connectionUnfortunately thereis no way to find out whatthe statusof the
portis, sowe will haveto try themeachin turn until we geta successfutonnection.

TheLPRng codehastried to provide severalmethodgo dealwith theseproblems.Firstly, the

originate_port=512 1023 optionspecifiegherangeof portsusedto originateconnectionsvhenthe
softwareis runningeitherasROOT or SETUID root. By strict RFC117%ules,this shouldbe
originate_port=721 731, butit turnsoutthatmostBSD Ipd basedmplementation®nly checkfor

areservedriginatingport. By using512 portswe geta greatlyreducedateof errorsdueto lack of ports
dueto pendingtimeouts.
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However, on somesystemavhich areactingassenersfor alarge numberof printersevenincreasinghis
portrangeis insufficient,andstepsneedto be takenusethe originatingport numberanoreefficiently.
The Berkeley TCP/IPimplementatioryetsockopt() andsetsockopt() allowstheuserto
manipulatesomeof the underlyingtimeoutsandoptionsof the TCP/IPnetwork. Whena TCP/IP
connections establishedthe setsockopt() facility canbeusedto setthe SO_REUSEADDfag onthe
connectionThis flag effectively setsthetimeoutvalueon the portsandconnectiongo 0, allowing
immediatereuseof the ports.Whendoneon anoriginatingendof a connectionthis will allow the
originatingport numberto bereusedmmediately

It would appeathatby settingSO_REUSEADD@n the originatingendthatwe have solved our problems.
However, unlessthe destinatiorendof the connectiorsetsits SO_REUSEADD#ag on the connectionit
will still doatimeout. Thuswhenwe try to make a connectiorfrom a portthatwasactive within a short
periodof time to the samehost,thenit will rejectthe connectioruntil thetimeoutis over.

Thereuse_addr flag (default off) forcesthe LPRng softwareto setthe SO_REUSEADDfrag on
originatingconnectionsAs indicated this will allow portsto bereusedmmediatelyfor outgoing
connectionstatherthanwaiting for atimeout.

While thereuse_addr flag usuallyallows usto reuseports,thereis still the problemof dealingwith
connectiongailing dueto theremotesite rejectingthe connectiordueto a pendingtimeoutfrom a
previousconnection A carefulstudyof the original BSD TCP/IPnetwork codeandof someothers
indicateshatwhena connectiorfails dueto a pendingtimeout,an ECONNREFUSEDerror codeis
returnedto aconnect()  systemcall. If this happensindwe suspecthattheremotesiteis rejectingthe
connectiordueto atimeoutproblem,thenwe shouldretry makingthe connectiorbut from a new port,
andcontinueretryinguntil all possibleportsareused.

Theretry_econnrefused (defaulton)flagis usedto specifythatwe retry connectionsn this manner
Whenthisis set,aconnection  refused errorcausesheconnectiorto beretriedusinganew port.
Thiswill berepeatedintil all availableportshave beentried.

Whenprinting ajob andthelpd senerconnectiorto a remotesite or device openfails, the
retry_nolink (defaulton) will causetheattemptto beretriedindefinitely. The combinationof
retry_econnrefused andretry_nolink will provide robustconnectiorattemptso remotesystems.

While theabore problemscausedifficultieswhenmakingconnectionstherearealsoproblemswhen
terminatingconnectionsAfter closinga soclet, the TCP/IPsoftwarewill try to flushany pendingdatato
thedestinationUnfortunately on somesystemst will only do thiswhile the processs active. This has
causecroblemson systemsawvhich terminatea processt hasrecevedanabnormal(signalcaused)
termination.

The setsockopt() SO_LINGERoptionallows the userto specifythatwhena socletis closed
normally, thatthe processhouldblock until pendingdatais flushedor for the socket_linger period.
If socket_linger is 0,thenno SO_LINGERoperationis done.
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In summaryif you experienceproblemswith connectiorfailuresdueto port exhaustionfirst try setting
thereuse_port  flag,andyou shouldseeareduction.Checkto ensurethattheretry_econnrefused
andretry_nolink flagsareset,andtheerrorcodein thelog andstatudfiles. If thefailurescontinue,
thentheproblemis causedy theremoteendhaving timeoutlimitationsandthereis little you cando
exceptto setaverylongconnect_retry  interval, sayconnect_retry=120 (2 minutes).

19.2. Protocol Requests and Replies

Optionsused:

« remote_support= Remotepemationssupported

After aconnectiorhasbeenestablishedarequestanbesentto thelpd sener. Therequestonsistof a
singleoctetindicatingthe requestype, followedby the printer (or print queue)hame followedby a set
of optionsfor therequestfollowedby a LF (line feed)character

Table 19-1. RFC1179Commands

NNN RFC1179 Operation program
yes start print Ipc
yes transfer a printer job  |lpr
yes print short form of Ipr

gueuestatus

4 yes print long form of queudpr

status
yes remove jobs Iprm
LPRng do control operation Ipc
LPRng transfer a block format |Ipr
print job

8 LPRng secure command Ipc

transfer

9 LPRng \verbosestatus Ipr

information

After therequesthasheensent,thenareplywill bereturned.n generathereply hasthefollowing form:
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\000\n Success
\NNN\n Failure  (NNN is error code)
text\n Text or status information

As canbeseenthis protocolis extremelysimple,but therearea setof problemsdueto theloosely
written languageof RFC1179.

1. Firstly, while RFC117Ssetslimits on thelengthsof commandsit doesnot strictly setlimits onthe
charactersetusedin the commandsThis canresultin problemswhentrying to print status
information,header®n bannersandotherdetails.

2. Theoriginal RFC117%rotocoldid not provide ary way to do remotecontrolof queuer Ipd
seners. Thishasbeenaddedo the protocol. As a sideeffect, if youtry to uselpc to controla
non-LPRng printer, it will notwork.

3. You canspecifythata network printeris non1L.PRng by usingtheremote_support=RQVMC option
andspecifythe operationsupporteddy the printer. ThelettersR, Q, M, andC standfor Ipr, Ipq,
Iprm, andlpc operationgespectiely, andindicatethatthesearesupported!f remote_support
doesnotallow a particularoperationthenthe LPRng softwarewill notsenda corresponding
requesto the printer. For example,remote_support=R  would restrictoperationgo spoolingjobs
only, andthe LPRng softwarewould not querythe printerfor status.

19.3. Job Transfer

Optionsused:

« longnumber FLAG Longjob number(6 digits)

- send_data_first FLAG Senddatafilesfirst

« use_shorthost Useshorthostname

A job transferoperationstartswith ajob transferequestfollowedby severalfile transferoperations At
theendof thefile transfersthe connectiorshouldbe closed.

A file transferrequesthastheform:

Command Purpose
001\n abort
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002nnnncfname controlfile transfer

003nnnndfname datafile transfer

Theabortoperationis usedto terminatejob transferandindicatethatthe job shouldnot be processedor
printing. The connectiorwill be closedandthe partly transferredob will be discarded.

The controlfile anddatafile transfercommandsave alength(in bytes)of thefile andthe nameof the
file to betransferredWhenthe commands receved,thesenerwill reply with a statudine:

Status Purpose
000 IAccepted proceed
nnn Rejectedwith errorcode

Thereplyis only asingleoctet. Somedefective implementation®f RFC117%enda LF aftertheoctet,
which makeslife very difficult. LPRng makesaneffort to detectthesenon-conformingRFC1179
systemandwill accepjobsfrom them.However, it will notsendjobsto them.

If LPRNng sendsarejectcode,asanextensionto RFC1179t alsosendsanerrormessageNotethatthe
valuesfor errorcodesarenotdefinednor aretheir causesLPRng useshefollowing valuesfor error
codeswhich appearo be compatiblewith mary, but notall, of theBSD Ipd basedsystems:

Code Error

000 IAccepted proceed

001 Queuenotacceptingobs

002 Queuetemporarilyfull, retry later
003 Badjob format,donotretry

Whenthesendemetsthereply indicatingsuccessit sendghennnn bytesof the control or datafile,
followedby a\000 octet. Thereceverwill thenreply asabove;asingle\000 octetindicatingsuccess.

Theabove proceduras carriedout until all datafiles andthe controlfile of ajob aretransferred.

RFC1179s silentonthefollowing issues:

1. Whensendinga job, do you sendthe controlfile first, followedby the datafile(s), or the datafiles
first?

2. Whensendingmultiple jobs,canyou sendthemon a singleconnectionpr do you have to establisha
new connectiorfor eachjob?
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LPRng will acceptjobswhetherthey aresentcontrolor datafilesfirst. By default, it sendshecontrol
file first, followedby the datafile. If the destinatiorsystenrequireshatthe datafiles be sentfirst, the
send_data_first printcapoptioncanbe usedto force datafiles to be sentfirst.

RFC1179tateghat:

Thenameof the controlfile ... shouldstartwith ASCII "cfA", followed by athreedigit job numbeyfollowed
by the hostnamewhich hasconstructedhe controlfile.

Theshouldin thiswordingindicatesthatthis is simply a guideline,andthatotherformatsarepossible.
Someof themajor problemswith this formatareasfollows:

1. Therestrictionto 3 digits meanghatat most1000jobscanbein a queue.Strangelysomesystems
generatdar morethan1000jobsaday, andneedto archive themon aregularbasis.The
longnumber optionwill allow LPRng to usea 6 digit job numberfor filesin the print queue.

2. Thehostnameformatis not specified. Someimplementationgonsiderthatthis is the shorthost
name while othersthink it is thefully qualifieddomainname(FQDN).LPRng, by default, will use
the FQDN hostname.However, theuse_shorthost ~ optionwill forceit to useshorthostnamesn
controlanddatafiles.

3. ThecfA controlfile namewasmodifiedto allow thejob priority to be usedasthe A letterof the
controlfile. By default, thisis A (lowest,i.e. cfA ) andbut canrangeto Z (highestj.e. cfz ). All
known spoolersexceptLPRng seemto ignoretheactualvalueof theletter,

19.4. Data File Transfer

As mentionedbeforea datafile is transferredusingthe commandoelow.

Command Purpose
003nnnndfname datafile transfer
FromRFC1179:

Thedatafile maycontainary 8 bit valuesatall. Thetotal numberof bytesin the streammaybe sentasthefirst
operandptherwisethefield shouldbe clearedto 0. Thenameof thedatafile shouldstartwith ASCII "dfA".
This shouldbe followedby athreedigit job number Thejob numbershouldbe followedby the hostname
which hasconstructedhedatafile. Interpretatiorof the contentsof the datafile is determineddy the contents
of thecorrespondingontrolfile.

Therearesereralsurprisesn RFC1179.
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1. Apparentlya job shouldonly consistof a singledatafile. Thisis a severelimitation, andin factthe
BSD Ipr andotherprint spoolergprocesgobswith multiple datafiles. By corvention,thesedata
files have namewf theform dfA , dfB, ... dfZ , dfa , dfz .

2. TheRFCdoesnot specifythatthe controlfile anddatafile job numberamustbeidentical. Most
implementationgollow this corvention,which simplifieslife tremendously

3. TheRFCdoesnot specifythatthe controlfile anddatafile job hosthnamesnustbeidentical. Most
implementationgollow this corvention,which simplifieslife tremendously

4. A zerolengthdatafile doesnot causea datatransferto take place.LPRng modifiesthis actionto be
slightly different. Whena zerolengthdatafile transferis indicated all of theinputuntil the
connections closedis usedasthe contentof the datafile.

Whenpiping into thelpr program this canbevery usefulasit eliminateshe needto create
temporaryfiles onthelocal host. Notethatsomeprint spoolersdo not usethis interpretationand
this optionshouldbe usedcarefully.

19.5. Contr ol File Contents

The controlfile consistsof a setof lineswhich eitherprovide printing informationor specifydatafiles to
be printed. Theinformationlines startwith uppercaseettersor digits, while the datafiles lines startwith
lower caseletters.Hereis a samplecontrolfile:

Hh4.private

J(stdin)

CA

Lpapowell
Apapowell@h4+955
Ppapowell
fdfA955h4.private
N(stdin)
UdfA955h4.private

Thefollowing arethelettersandtheir meaningsn the controlfile.

Table 19-2. Control File Lines and Purpose

Letter Defined Purpose
A LPRng Identifier for job
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C RFC1179 Classfor banner page

H RFC1179 Host name

I RFC1179 Indent Printing

J RFC1179 Job namefor banner page

L RFC1179 Print banner page

M RFC1179 Mail When Printed

N RFC1179 Name of sourcefile

P RFC1179 User identification

Q LPRNg Queuename

R LPRng IAccounting info

S RFC1179 Symboliclink data

T RFC1179 Title for pr

U RFC1179 Unlink data file

W RFC1179 \Width of output

z LPRng Filter options

1 RFC1179 tr off R font

2 RFC1179 tr off | font

3 RFC1179 tr off B font

4 RFC1179 tr off Sfont

C RFC1179 Plot CIF file

d RFC1179 Print DVI file

f RFC1179 Print formatted file

g RFC1179 Plot file

k RFC1179 Resewedfor useby Kerberized
LPRnNg clientsand sewers.

RFC1179 Print file leaving control

characters

n RFC1179 Print ditr off output file

(o] RFC1179 Print Postscript output file

p RFC1179 Print file with 'pr’ format

t RFC1179 Print tr off output file

% RFC1179 Print raster file
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z RFC1179 Resewed for futur e usewith the
Palladium print system.

TheA (Identifier) line wasintroducedo recorda uniquesystemwide job identifierfor LPRng submitted
jobs. Thisis basicallyformedfrom theusername job numberandhostat thetime of submissionFor
example:papowell@h4+955 is job number995submittedby papavell from hosth4.

TheC (Class)line is setby thelpr -C class option,andthevaluecanbeusedto controlprinting. For
example thelpc class zone commandwvouldrestrictjob printingto only jobswith classzone .

TheH (hostname)P (username)andJ (jobname)fieldsareusedto identify the hostanduserwhich sent
thejob, andto provide informationto be displayedby Ipg whenreportingjob status.

ThelL (print bannempage)field is onethathascausednary problemsfor users RFC1179ndicatesthat
its presence&auseshe bannempageto beprinted,andits absencesuppressesanneipagesThelpr -h
optionsuppresseputtingthisline into the controlfile. UsuallythelL field is aduplicateof the P field.

TheM(mail information)field suppliesa mail addresgor LPRng to sendmail to whenajob is
completed SeeJobCompletionNotification Requestedor moredetails.

TheN (file name)field is usuallyprovidedto identify thefile namecorrespondingo thedatafile. This
canbeusedto print nameson pageseparatorstc. LPRng largely ignoresthisline.

Thel (indent)andw(width) fieldsaresupposedo specifya pageindentandwidth for printing. These
fieldsarepassedo filtersif they arepresent.

TheQ(queuename)field is anLPRng extensionandcontainshe nameof the print queuethejob was
originally sentto. Seeqq printcapoptionfor details.

TheR (accountingnfo) field wasaddedby LPRng to allow a specifiedaccounto bebilled for job
printing. Thelpr -Rname optioncanbe usedto specifytheaccountingname.

Thes (symboliclink) andu (unlink after printing) lineswereusedby the original BSD Ipd print system
to controlhow it passedilesto the print sener. LPRng ignorestheselines. In fact,it will remove Slines
andforcetheU linesto referonly to job datafiles. This closesa hastysecurityloopholeon non1.PRng
print spoolers.

TheT (prjobtitle) is usedwith thelpr -p operationto supplyabannertto thepr program.

TheZ (filter options)valueis specifiedwith Ipr  -Zoption  andis passedo the datafile filters during
the printing operation.SeeFiltersfor detailson how the thisis usedduringthe printing process.

All of thelower caselettersareresenedfor formatspecificationgor datafiles. In the controlfile, these
arefollowedby the nameof the datafile to which they correspondWhile in principle differentdatafiles
in the controlfile canhave differentformats,this hasnot beenimplementedn any known spooling
system.SeeFiltersfor detailson how the datafile formatsareusedduringthe printing process.
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19.6. Ipg Requests

The RFC117%rotocolspecifieghatlpq print statusrequestsanbesentto thelpd sener. Thelpqg

requesthave theformat:
\OO3printer [id]* \n short
\OO4printer [id]* \n long
\009printer [id]* \n LPRng extension- verbose

Thelpd print senerwill thenreturnqueuestatusandclosethe dataconnection.

RFC1179doesnot statein any mannemwhattheformatof the queuestatusshouldbe. Thus,
implementorshave beenfreeto augmenbr changehe statusasthey like. EventheBSD Ipg status
formathasbeenchangedrom differentversions.

Seelpq - StatusMonitoring Programfor informationon the formatsreturned.

Theid valuesareusedto selectthejobsto bedisplayed.LPRng displaysary job whoselD, hostname,
or usernameinformationfrom the controlfile A, H, or P fieldsmatchary of theid values.

Notethatsincethereis no identificationof theinformationrequestarthenrestrictionof informationis
almostimpossible.

19.7. lprm Requests

The RFC117%rotocolspecifieghatlprm job removal requestEanbe sentto thelpd sener. Thelpq
requesthave theformat:

\OO5printer user [id]* \n

Thelpd print senerwill searclhthe specifiedprint queueandremove ary job whoselD, hostnameor
usernameinformationfrom the controlfile A, H, or P fieldsmatchary of theid valuesandfor which the
userhaspermissiorto performaremoval operation.SeePermissionsind Authenticatiorfor details.

Most RFC1179compatiblespoolerauisethe userinformationin the requestaisthe nameof the user
which spooledthejob. However, in anetwork ervironmentthis is extremelyeasyto fabricate andis at
bestaweaktype of authentication.
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LPRng hasextendedthe RFC117%rotocolto allow queueandprintercontrolcommanddo be sentto

thelpd sener. Theformatof thesecommandsre:

\OO6printer user key [options]
Thefollowing commandsresupported.

Table 19-3.LPC Commands

Command

Operation

Command

Operation

active [printer[ @ost]]

checkto seeif server acceptingconnections

abort (printer[ @ost] | all)

terminate sewver procesgrinting job

di sable (printer[@uost] | all)

disable queueing

debug (printer[ @ost] | all)
debugpar s

setdebug level for printer

enable (printer[ @ost] | all)

enablequeueing

hold (printer[@uost] | all)
(nane[ @ost] | job | all)*

hold job

hol dall (printer[@ost] | all)

hold all jobs on

kill (printer[@uost] | all)

stop and restart sewver

Ipd [printer[ @ost]]

getlpd PID for serer

(nane[ @wost] | host|job| all)*

Ipg (printer[@ost] | all) invoke Ipq
(nane[ @ost] | job | all)*
Iprm (printer[ @ost] | all) invoke Iprm

nove printer (user|jobid)* target

move jobs to new queue

nohol dall (printer[@uost] | all)

hold all jobs off

printcap (printer[ @ost] | all)

report printcap values

qui t

exit LPC

redirect (printer[@ost] | all)
(printer@ost | off )*

redirectjobs

rel ease (printer[@uost] | all)
(nane[ @ost] | job | all)*

releasgob
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reread [printer[ @ost]]

Ipd rereaddatabaseinformation

start (printer[@uost] | all) start printing
status (printer[@ost] | all) status of printers
stop (printer[ @ost] | all) stop printing
topq (printer[@ost] | all) reorder job
(nane[ @wost] | job | all)*
defaul tq default queuefor Ipd sewver

local (printer | all) client printcap and configuration information

server (printer | all) server printcap and configuration information

Many of thesecommandsupportextremelyspecializedperationdor print gueuemanagement,
However, the following arethe mostcommonlyusedandaresupportedy the BSD Ipd print spooling
systemaswell:

. start, stop, enable, disable  Startandstopwill startandstopprintingfor aspecified
queue Enableanddisableenableanddisablesendingand/oracceptingobsfor the queue.

« abort, kil Abort will causehe processioingtheactualjob printing to beterminatedKill does
anabort,andthenrestartshe printing processThesecommandsareusedto restarta queueprinting
aftersomedisaster

- topg Placesselectedobsatthetop of theprint queue.

. status  Shawvsastatusdisplayof the print spoolsonthe sener.

Thefollowing commandsreextensiongo the basicsetprovidedby the BSD Ipd system.

« Ipg, Iprm Invokesthelpq or Iprm programfrom Ipc. Usefulwhenin theinteractve mode.

« hold, holdall, release  Thehold commandwill causethe selectedobsto beheld until
releasedTheholdall jobssetsall jobs submittedto the queueto be helduntil releasedTherelease
commandeleasegobsfor printing. If ajob hashadanerrorandis in theerrorstate therelease
commandwill causet to bereprinted.

+ move, redirect Themove commandwill move selectedobsto the specifiedspoolqueue.The
redirectcommandsendsall jobs submittedo the queueto be sentto the specifiedqueue.

« active, Ipd, reread Theactvecommandwill connecto thesenerfor theprinter Thisis
usedto checkto seeif non1L.PRng print senersareactive. Thelpd commandwill connecto the
senerandgettheprocessd (PID) of thelpd sener. Therereadcommandcauses SIGHUPsignalto
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be sentto thelpd processgcausingt to rereadthelpd.conf |, printcap , andlpd.perms files. This
is donewhenconfigurationinformationhasbeenmodifiedandthe administratomwantsto have the
sener usethenew information.

« debug Thisisadesperatiotiacility for developerghatallows dynamicenablingof dehug
informationgenerationNot normallyusedin generabperation.

« local, server Thesecommandwill print outthe configurationinformationin thelocal
Ipd.conf file, aswell asthe printcapinformationfor the specifiedprinters;client  printswhatthe
LPRng clients(lpr, Ipg, ... ) wouldusewhile server printswhatthe LPRng sener (Ipd)
would useif runningon this host. Thisis anextremelyusefuldiagnosticool for administratorsNot
normallyusedin generabperation.

19.9. Bloc k Job Transfer

Optionsused:

. send_block_format FLAG Transferjob asa block

In normaljob transferoperationsthe sendeandrecever have a handsha&interactionin orderto
transferaprint job. Eachfile is sentindividually. Thesend_block_format  optionforcesaBlock Job
Transferoperation.This causeshe sendetto transfera singlefile containingall thejob printing
information,includingcontrolfile anddatafiles.

Thetransfercommandine hastheform:

\OO7printer size\n

Thereceverwill returnany acknavledgementf asingle0 octet,andthenthe sizebytesof thejob will
betransferredby the senderAt theendof thetransfera singleO octetis added andtherecever will
indicatesuccesdy returninga singleO octet. Any othervaluereturnedby thereceverindicatesanerror
condition.

Thefile transferredy the sendeiis simply the commandinesthatit would have normally sentfor job
transfer followedby the control or datafile values.

19.10. Authenticated Transfer
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RFC1179doesnot provide ary authenticatioror encryptionmechanisnfor the transferof jobsor
commandgo thelpd print sener. The Authenticatedlransferoperatiorwasaddedo allow anencrypted
or authenticatedransferof print jobsor commands.

Sincetherearevariousrestrictionson theincorporationof authenticatiorfacilitiesinto programs,
LPRng supportsaauthenticatiorby providing a simpleinterfaceto encryptionprograms.

Theideais thatwhenauthenticatiornis requiredwhensendinga job, LPRng will generate block
transferfjob asdescribedor the Block JobTransferoperationandtheninvoke a setof programso
encrytandtransferthefile, andencryptandtransferthereturnedstatus.

Similarly, whensendinga commandthe commandnformationwill beplacedin afile andtheencrypted
file will betransferred.

Thistechniguemeanghatthe programsandsupportto do encryptionareexternalto LPRng, andcanuse
ary typeof methodthatthey chooseo implementthe secureand/orauthenticatedransfer

SeeAuthenticatiomrandEncryptionfor detailson the authenticatiorinterface.
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Chapter 20. The Most Frequentl y Asked
Questions

In this section the Most FrequentlyAsked Questionshave beenplaced togethemwith theiranswersYou
may noticethatsomequestiondave the sameanswey but the symptomsappeadifferently.

Someof theseanswerswill referencenthermaterialin this FAQ, or the LPRng manpages.

20.1. Why do | get malformed from address errors?

Thisis thenumberonequestionasled by mostLPRng userswho try to useLPRng with network
printersor othersystemssupportingRFC1179rinting. For detailsaboutLPRng andRFC1179see
RFC117%ndLPRng.

The malformed from address erroris usuallyreportedwhentrying to senda printjob from
LPRng to otherBSD Ipr or RFC1179pr implementationsor with network connectegrintersthathave
abuilt in Ipd sener. Thisis dueto thefollowing RFC117%ule:

Senersoriginatea connectiorfrom portsin therange721-731.

WHY? Thesearea subsedf the 'resened’ portsin UNIX, andnormaluserscannotopenconnections
from them. This providesa smallamountof securityfrom UNIX usersonthehost’spoofing’asener.

IMPLICATION: in orderto do useareseredport, the programmusthave root privileges. This means
theLPR,lpd, Ipqg, etc.,programamustbeinstalledSUID root. This canopenup a canof wormswith
regardto security but LPRng hasbeendesignedo take asmuchparanoidcareaspossibleto avoid
problems.

WHAT TO DO: WheninstallingLPRng youwill needto install the executablesSUID root. In the
src/Makefile  , youcanremovethecommentfrom theline

PERMS=SUID_ROOT_PERMS

andthendo make install . Thiswill installthe executablesSUID, andownedby root.

20.2. It was working normall y, then | get connection
refused errors
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This messageisuallyappearsvhenyou have beensendinga large numberof jobsto a network printeror
aremotesystem.Thereasorfor thisis a combinationthe above port 721-731restrictionandthe TCP/IP
timeouts.For details,seeRFC117%ndLPRng, but hereis a quick explanation.

A TCP/IPconnectioris usuallyspecifiedasbetweersrchost:srcport, desthost:destport ,
althoughin practicethe orderof source(src) anddestination/dest)is notimportant.

Whena connectioris establishedeachendof the connectiorexchangeshe necessarflow controland
errorcontrolinformation. Whena connectioris terminatedeachendof the connectiorwill notaccept
anotherconnectiorfrom thesamehost:port  thatwaspreviously active for a specifiedtimeoutperiod,
usually10 minutes.

SomeTCP/IPimplementationgjo further: they will notallow ANY connectiorto be originated(via the
bind() systemcall or API) from a portthatwasactive, or acceptean a portthatwasactive for this
timeoutperiod.

Now let usseewhathappensvhenwe have a client program which mustoriginatea connectioron port
721-731connecto thesener, whichwaitsfor a connectioron port515. We first try to make a
connectiorfrom host:portt.1.1.1:721  t01.1.1.2:515 . Thefirst time thatwe make the connection
(or thefirst connection)ve succeedWe cantransferafile, etc.,andthenclosethe connection Whenwe
try toreconnecfrom1.1.1.1:721  t01.1.1.2:515  wegetanerrorsuchas"addressalreadyin use"
or "connectiorrefused".

Luckily, we canuseport 722to originatea connectionandwe canconnecfrom 1.1.1.1:722  to
1.1.1.2:515 . We continueon, until we cometo port 731,andthenwe needto wait for ourtimeouts.

SOLUTION:

It appearshatmostRFC1179mplementationsio not checkfor theexactportrange721-731but only
thatthe connectiororiginatesfrom aresenedport,i.e. - in therangel-1023.You canextendtherange
of portsusedby LPRng by changinghe

originate_port=721 731
valuein the defaults(LPRng/src/common/defaults.c ) file orin thelpd.conf  file. | recommendhe
following:

originate_port=512 1022

Thisis, in fact,now thedefaultin LPRng software.If yougettheinfamousmalformed from
address errormessagérom your spoolerthenyou will haveto setoriginate_port=72731,andlive
with adelayedthroughput.
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20.3. Job is not in print queue, but it gets printed!

In theoriginal BSD Ipd implementationthelpr programcopieduserdfilesto aspecialspoolqueue
directory andthencausedhelpd senerto peekin thedirectoryandprint thefiles.

Thistypeof operationrequiredspooldirectoryspacespecialSETUID programsanda slew of
headachem systemsecurityandmanagement.

TheLPR, Ipq, andotheruserprogramsn the LPRng suiteuseTCP/IPconnectionandtransferjobs
directlyto alpd senerrunningon aremotehost,or eventhelocal hostif appropriate Note thatthis type
of operationdoesnotrequirealpd senerto runoneachlocal machine.In fact,you canhave asingle
hostsystemperformingall of your printing. This type of operationis very similar to a centralmail sener
versusindividual systemsgeachhaving their own mail senerandqueues.

However, someusersrequireor wanttheir jobsto be spooledon thelocal hostsystemandthen
transferredo theremoteprinter. Thisis usuallythe casewhensometype of processindfiltering) is
neededn orderto print thejob correctly Thereareseveralmethodghatcanbeusedto forcethis.

Method1: Explicit PrinterAddress

Youcanforceajobto besentdirectlytothe pr servicedbythelpd seneronhost by usingtheform:
Ipor -Ppr@host file
You canalsosetthe PRINTERervironmentvariableto a similar form, andgetthe sameeffect:

PRINTER=pr@host; export PRINTER;
Ipr file

Method2: UserandSener PrintcapEntries

If youwantto have the benefitsof a printcapfile, i.e. - you canusealiasesor abbreviationsfor thenames
of printers,thenhereis a coupleof hints. First,theLPRng softwarescangheprintcap file for printcap
entries,combininginformationfor the sameprinterinto a singleentry. Informationfoundlaterin the
printcapfile will overrideearlierinformation.In addition,you cantagentriesaseitherbeingusedfor all
utilities or justfor thelpd sener. Herearea coupleof examples:

# for all utilities
pr:lp=pr@host
# just for Ipd
pr:server
:lp=/dev/lp
# more information
pr:check_for_nonprintable @
# -- final result for LPR

309



Chapter20. TheMostFrequentlyAsked Questions

pr:lp=pr@host:check_for_nonprintable@
# -- final result  for Ipd
pr:lp=/dev/Ip:check_for_nonprintable@

Asyoucanseetheserver keywordindicatesthatthe printcapentryis only for thesener. Thelpr
utility will sendthejob to thehost,while thelpd senerwill printit on/dev/Ip

Notethatthelp=...  informationoverridesthe:rp: (remoteprinter)and:rm: (remotemachine)ields
if they arepresent.

Method3: Forcesendingto seneron localhost

Theforce_localhost printcapor configurationflag forcesnon4pd applicationgo sendall requests
andprint jobsto the sener runningonthelocal host.

This methodis similarto the previousone,but hasthe benefitthatit canbe configuredasa global(i.e. -
appliesto all printers)ratherthanprinter specific.You canputthisin thelpd.conf  file for general
application,or have a printcapentry of thefollowing form:

# for all utilities
pr:lp=pr@host:force_localhost

Thelpd senerwill ignoretheforce_localhost flag, andsendjobsto thepr queueonthehost
machine However, the LPR, Ipq, etc., utilities will sendtheir requestdo thesenerrunningonthelocal
host.

20.4. Job disappear s and is never printed, but lpr works

Thisis aratherdisconcertingoroblem,andusuallyoccurswhensendingobsto eithera network printer
or anonconformingRFC1179rint spooler For detailsaboutL PRng andRFC1179seeRFC117%nd
LPRnNg, but hereis a quick explanation.

An Ipd job consistof a controlfile, which containgnformationaboutthe job, andoneor moredata
files. RFC1179is silentonthe orderthatjobsaresent;however someimplementation®REQUIRE that
thedatafiles be sentfirst, followedby the controlfile.

SOLUTION:

Setthesend_data_first flagin the printcapfor the particularprinter, or in thelpd.conf
configuratiorfile. Thisis:

:send_data_first: (printcap)
send_data_first (Ipd.conf)
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Notethatsomeprinters/serersINSIST onthecontrolfile first; You cancleartheflag using
send_job_first@ if you needto.

20.5. | get messages about bad contr ol file format

RFC1179describes setof fieldsthatMAY appeain thecontrolfile. It is silentif otheronescanappear
aswell. Unfortunately someimplementationsvill rejectjobsunlessthey containONLY fieldsfrom a
very smallset.In addition,RFC1179s silentaboutthe ORDERthefieldscanappear

LPRng quite happilywill accepfobsfrom pooror nonconformingRFC1179%poolemprogramsandfix
themup to beconformant.

If you aresendingobsto oneof anon-conformingspooleryou canforce LPRng to sendjobswith only
thefieldsdescribedn RFC117%y settingthethe :bk: (BacKwardscompatible)lagin the printcap
for your printer.

20.6. What is RFC 1179, the Line Printer Daemon
Protocol?

RFC1179definesa standardnethodby which print jobs canbe transferredisingthe TCP/IPprotocol
betweerhosts.The standardvasdevelopedoby simply detailingthe way thata versionof theBSD Ipd
softwaredid its job.

Fromthe RFCIntroduction:

RFC1179describes print sener protocolwidely usedon the Internetfor communicatingpetweerine printer
daemongbothclientsandseners). RFC1179s for informationalpurpose®nly, anddoesnot specifyan
Internetstandard.

Having saidthis, the RFCthengoeson to describethe protocolusedby a particularimplementatiorof
Ipd. The problemwasthatthe RFCdid not provide arny way to put extensiongo the operationsnto the
systemandfailedto specifysuchinterestingdetailsasthe orderin which print jobsandtheir
componentgouldbetransferred.

Commentby Patrick Powvell <papowell@astart.com > :

Since1988,therehave beenalarge numberof print spoolingsystemsevelopedwhich claim RFC1179
conformancebut which aremutuallyincompatible.

Ratherthanlive with thelimited capabilitiesof the RFC1179%tandardlPRng hasextendedthemby adding
capabilitiesto performremotecontrol of print spoolersencryptedandauthenticatedatatransfersandother
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operationsnissingfrom the RFC1179pecification However, greateffort wasmadeto be backwards
compatiblewith olderandotherlpd basedsystems.

LPRng wasdevelopedin orderto beableto bothaccepandprovide interactionswith thesesystemslt doesso
by allowing variousoptionsto be usedto tunehow print jobswould beexchangedCurrently LPRng canbe
configuredto sendandreceve print jobs betweenra vastnumberof the existing spoolingsystemsilt is flexible
enoughto actasa gatavay betweemon-compatiblesystemsandhasprovisionsto transformjobsfrom one
formatto anotherin adynamicmanner

For a detailedexplanationaboutL PRng andRFC1179seeRFC117%ndLPRnNg.

20.7. | want to replace Ip, Ipstat, etc, but my programs
need them

LPRng wasdesignedasareplacementhe BSD printing system.As such,it inheritedits command
namesandoptionsfrom thelatter As you mightknow, SystemVusesatotally differentsetof
commandsincompatiblewith theBSD ones.

Thegoodnewsis thatthe LPRng binariesincludeanemulationfor the SystemVcommands(Seelp
Simulationfor details.Briefly, you createlinks to the appropriatgprogramsandinvoke themby thelink
names Actually, thesdlinks are installedby defaultin recentversions.

In -s lpr Ip
In -s Ipg Ipstat
In -s lprm cancel

If youmakethesdinks, callinglp , Ipstat andcancel will giveyoua (partial) SVR4emulation.They
have their own manpageswhich you shouldreadif you needtheemulation.

Sinceit is apartial emulation,you shouldnt expecteverythingto work. In particular | would guesghat
ary scriptwhich relieson the outputformatof oneof your systembinarieswill break.Again, seelp
Simulationfor moredetailsor additionalsuggestions.
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Severalsiteshave wanteda way to provide centrallogging of job statusand/orinformation.In orderto
dothis, thefollowing functionalityis implementedn LPRng.

21.1. Logger Network Comm unication

Optionsused:

- logger_destination= logger informationdestination

« logger_pathname= pathnameoftempfile for log information

« logger_max_size= maxsizein K of tempfile for log information

« logger_timeout=  timebetweerconnectiorattempts

The printcap/configurationariablelogger_destination specifiesa destinatiorin the standard

host%port notationusedby LPRng. Hostis thedestinatiorhost,andcanbeanameor IP addressPort
is the portonthedestinatiorhost. A TCP/IPconnectioris madeto theindicatedport.

Log informationis save in atemporaryfile specifiedby logger_path , andupto logger_max_size K
bytesof datawill be sased.

If aconnectiorcannotbe madeto thelogger_destination , theneverylogger_timeout secondsa
new connectiorattemptwill bemade.If logger_timeout is 0, thena connectiorattemptwill bemade
everytime new dataarrivesto belogged.

21.2. Logger Messages

Log messagesonsistof asingleline terminatedwith anewline (\n ) character

Eachlog messageeportsa systemeventor statuschangeof the LPD sener. Whenthe connectioris first
establisheda completedumpof the statusof the LPD seneris sent.After this, only statusupdate
messagearesent. Theremotemonitor canforce a statusdumpby simply closingandreopeninghe
connection.
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21.3. Message Format

Eachmessagés encodedasa URI escapedtring. Thatis, non-alphanumericharactersreencodeds
the 3 charactesequenceéoxx, wherexx is the hexadecimalalueof thecharacterThe messagdasthe
formatkey=value ,wherekey indicatesthe messagéype. For example:

dump=host=h4.private%0aprinter=t1%0ap rocess =1613%0aupda te_tim =199 9-03-2
3-
20:32:17.148%0avalue=queue=holdall 0%25250aprinting_aborted=0x0%25250aprinti ng
_disabled=0x0%25250aspooling_disabled=0x0 %25250a%250a%0a

Thefollowing keys areused:

1. dumpA statusdumpof the currentcontentsof a print queue.

Eachmessagéasa setof headersanda value.For example thedecodeddumpmessagéom the
previoussectionwould be:

host=h4.private

printer=t1

process=1613

update_time=1999-03-23-20:32:17.148

value=queue=holdall 0%250aprinting_aborted=0x0%250aprinting_d isabl ed=0x0 %250aspo
oling_disabled=0x0%250a%0a

Eachline consistoof akey andavalue.Thehost key indicateshehostname printer s theprint
gueueprocess is theprocesswhich generatedhereportor action,update_time  is thetime atwhich
thereportwasgeneratedandvalue is thevalueof thereport.

Thedecodedalue of theabovereportis:

queue='holdall 0%0aprint-
ing_aborted=0x0%0aprinting_disabled=0x0%0 aspool ing_di s
abled=0x0%0a

Thequeue key providesthecurrentvalueof the queuecontrolfile.

21.4. Dump Messages

Dumpmessagearegenerateét the startof operationsandconsistof alist of queuestatusmessages.
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21.5. LPD Messages

Theseareusedto indicateLPD startupor changen operation.

Decode: Ipd=host=h4.private%0aprocess=1672%0aupda te_tim e=1999-03-2 3-20:5
1:10.507%0avalue=Starting%0a

host=h4.private

process=1672

update_time=1999-03-23-20:51:10.507

value=Starting

Ipd:  ’Starting’

21.6. Job Status Messages - UPDATE

Updatemessageareusedto reportchangesn the queuecontentssuchasjob arrival.

Decode: update=host=h4.private%0aidentifier=papow ell@h4 +676%0anumber=

host=h4.private

identifier=papowell@h4+676

number=676

printer=t1

process=1677

update_time=1999-03-23-20:51:17.197

value=bnrname=papowell%0acf_esc_image =Apapowell@h 4+676%250aCA%250aD1999-

This updatemessageeportsthearrival of anew job atthequeue.Thevalue field reportsthe controlfile
contents:

cf_esc_image=Apapowell@h4+676%0aCA%0a D1999- 03-23- 20:51: 17.151 %O0aHH.as
tart.com%0aJ/tmp/hi%0aL papowell%0aPpapow ell%o0a Qt1%0aN/tmp/ hi%0a fdfA67 6h4.as
tart.com%0aUdfA676h4.private%0a

class=A

date=1999-03-23-20:51:17.151

file_hostname=h4.private

fromhost=h4.private

held=0x0

hf_name=/vartmp/LPD/t1/hfA676
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hold_class=0x0

hold_time=0x0
identifier=papowell@h4+676
job_time=0x36f86f45
jobname=/tmp/hi
logname=papowell
number=676

priority=A

gueuename=t1

size=3
transfername=cfA676h4.private
update_time=1999-03-23-20:51:17.187

Theupdate_time field in thesectionaboreis thetime thatthejob informationwaslastupdated.The
cf_esc_image valueisthe URL escapedontrolfile information.

21.7. Printer Status Messages - PRSTATUS

Thesemessagereportprinting or otheractiity relatedto ajob.

Decode: prstatus=host=h4.private%0aidentifier=pap owell@ h4+676 %0anumber=

676%0aprinter=t1%0aprocess=1692%0aupd ate_ti me=1999-03-2 3-
21:02:04.855%0avalue=

finished ‘papowell@h4+676'%252c status 'JSUCC'%0a

host=h4.private

identifier=papowell@h4+676

number=676

printer=t1

process=1692

update_time=1999-03-23-21:02:04.855

value=finished ‘papowell@h4+676'%2c status  'JSUCC’
PRSTATUS: 'finished ‘papowell@h4+676’, status 'JSUCC”
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Appendix A. Index To All The Configuration and

Printcap Options

Table A-1. LPRng Options

Option Purposeor Value

ab alwaysprint banner, ignorelpr -h option
achk guery accountingserver when connected
ae accountingat end (seealsoaf, la, ar, as)
af name of accountingfile (seealsola, ar)
ah automatically hold all jobs

allow_geterv Allow useof LPD_CONF

allow_user_logging

allow usersto requestlogging info usinglpr
-mhost%port

allow_user_setting

allow privilegeduserto impersonateother users

ar enableremotetransfer accounting (if af is set)
as accountingat start (seealsoaf, la, ar)
use_auth authentication type to use

auth_forward

authentication type for forwarding

be

Banner at End Generation Program

bk

Berkeleylpd job file format

bk_filter_options

Berkeleylpd filter options

bk_of filter_options

Berkeleylpd OF filter options

bkf backwards-compatiblefilters: usesimple
parameters

bl short banner line sentto banner printer

bp Banner Generation Program (seebs, be)

bg_format Format of bouncequeueoutput

br Serial port bit rate (seety)

bs Banner at Start Generation Program

check_pr_nonprintable

Ipr checksfor nonprintable file
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class_in_status

Show job classhamein Ipq statusinformation

client Mark printcap entry for client programsonly
cm commentidentifying printer (Ipq)
config_file configuration file

connect_grace

connectioncontrol for remoteprinters

connect_intewval

connectioncontrol for remoteprinters

connect_timeout

connectioncontrol for remoteprinters

connect_try

connectioncontrol for remoteprinters

create_files

createspoolqueuefiles

control_filter

control file filter

db

debug options for queue

default_format

default job format

default_permission

default permissionfor files

default_printer

default printer

default_priority

default job priority

default_remote_host

default remotehost

default_tmp_dir

default dir ectory for temp files

destinations

printers that aroutefilter may return and we
should query

exit_linger_timeout

connectioncloselinger timeout

ff

string to sendfor aform feed

filter_Id_path

filter LD_LIBRAR Y_PATH value

filter_options

filter options

filter_path

filter PATH environmentvariable

fo

sendform feedwhen deviceis opened

force_fqdn_hostname

forceFQDN hostnamevaluein control file

force_localhost

forceclientsto sendall requestgo localhost

force_queuename

forceuseof this queuenameif none provided

fq

sendform feedwhendeviceis closed

full_time

useextendedtime format

generate_banner

generatebanner pagefor forwarded jobs
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group Effective Group ID (EGID) for SUID ROOT
programs
hi Header (banner) last, at end of job

ignore_requested_user_priority

Ignore requesteduser priority

incoming_control_filter

incoming job control filter

i

default (f, I) filter program

ipv6

using IPV6 conventions

kerberos_leytab

kerberoskeytab file location

kerberos_life

kerberoskey lifetime

kerberos_renew

kerberoskeyrenewaltime

kerberos_forward_principal

kerberosremoteprinciple namefor forwarding

kerberos_sever_principal

kerberosremoteserver principle name

kerberos_sevice

kerberosdefault sewice

la enablelocal printer accounting(if af is set)
Id leader string senton printer open

If error log file for spoolqueue

Ik lock the IO device

lockfile Ipd lock file

logger_destination

destination for logging information

logger_timeout

inter vals betweenconnectionattempts

logger_pathname

temp file for log information

logger_max_size

max sizein Kbytes of temp file for log
information

longnumber uselong job number whena job is submitted
Ip printer device nameor specification
Ipd_bounce forcelpd to filter job beforeforwarding
Ipd_force_poll forcelpd to poll idle printers

Ipd_poll_time interval betweenlpd printer polls

Ipd_port Ipd listening port

Ipd_printcap_path

Ipd printcap path

Ipr_bounce

Ipr doesfiltering asin bouncequeue

Ipr_bsd

Ipr doesfiltering asin bouncequeue
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mail_from

mail user from user name

mail_operator_on_error

mail to this operator on error

max_connect_interal

maximum time betweenconnectionattempts

max_log_file_size

maximum size(in K) of spoolqueuelog file

max_sewers_active

maximum number of Ipd queueserversthat can
be active

max_status_line

maximum length of statusline

max_status_size

maximum size(in K) of statusfile

mc

maximum copiesallowed

min_log_file_size

minimum size(in K) of spoolqueuelog file

min_status_size

minimum sizeto reducestatusfile to

minfr ee

minimum amount of fr eespaceneeded

ml

minimum number of printable charactersfor
printable check

ms_time_resolution

millisecond time resolution

mx

maximum job size(1Kb blocks, 0 = unlimited)

nb

usenonblocking device open

network_connect_grace

pausebetweentransferring jobs to remote
printer

nline_after file

N line after file name

of

banner output filter

of filter_options

OF filter options

oh

Printcap entry valid only on thesehosts

originate_port

originate connectionsfr om theseports

pass_en clients passtheseenvir onmentvariablesto filters
perms_path Ipd.perms files

pl pagelength (in lines)

pr pr program for p format

printcap_path printcap file

ps printer statusfile name

pw pagewidth (in characters)

pX pagewidth in pixels (horizontal)
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py pagelengthin pixels (vertical)

queue_lock file gueuelock file name

gueue_contol_file gueuecontrol file name

gueue_status_file gueuestatusfile name

a9 put queuenamein control file

remote_support operationsallowedto remotehost

report_sewer_as sewver namefor statusreports

retry_econnrefused Retry on connectECONNREFUSED errors

retry_nolink Retry device openor connectfailur es

return_short_status return short Ipg statuswhenrequestarri ves
fr om specifiedhost

reuse_addr setSO_REUSEADDROoOnN outgoing ports

reverse_Ipg_brmat reverselpq format whenrequestarri vesfrom
specifiedhost

rg clients allow only usersin this group accesgo
printer

rm remotemachine (hostname)(with rp)

router routing filter, returnsdestinations

rp remoteprinter name (with rm)

rw openprinter for readingand writing

safe_chars additional safecharactersin control file lines

save_on_error save job whenan error

save_when_done save job whendone

sb short banner (oneline only)

sd spooldir ectory pathname

send_block _brmat sendblock of data, rather than individual files

send_data_first senddata filesfirst in job transfer

send_failure_action failur e action to take after send_try attempts
failed

send_job_rw_timeout print job read/write timeout

send_query_rw_timeout statusquery operation read/write timeout

send_try maximum number of timesto try sendingjob
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sendmail

sendmailprogram

sewer

Mark printcap entry for lpd sewer program only|

server_tmp_dir

server temporary file dir ectory

sf

suppressform feedsseparatingdata filesin job

sh

suppressheader (banner) pages

short_status_date

short (hh:mm) timestamp format for status

short_status_length

short Ipg statuslengthin lines

socket_linger

setthe SO_LINGER socket option

spool_dir_perms

spooldir ectory permissions

spool_file_perms

spoolfile permissions

SS

name of queuethat server serves(with sv)

stalled_time

time after which to report active job stalled

stop_on_abort

stop processingyueueon filter abort

stty stty commandsto setoutput line characteristics
sv namesof sewvers for queue(with ss)
syslog_deice name of syslogdevice

tc Include indicated printcap entriesin current

entry

tr

trailer string to sendbefore closingprinter

translate_format

translate data format in control file

use_date

forcedate in control file

use_identifier

forceidentifier in control file

use_inb_cache

readand cacheinformation

use_shorthost

Useshort hostnamefor Ipr control and data file
names

user Effective UserID (EUID) for SUID ROOT
programs
wait_for_eof \Wait for EOF on connection
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*LPRng and IFHP LICENSE*
GNU GPL and Artistic License

(Version 4, Jan 24, 2000)

Copyright  Patrick  Powell, Astart Technologies
<papowell@astart.com>

All  rights  reserved.
You may use "LPRng" or "IFHP" under either the terms of the GNU
GPL License or the Artistic License. These licenses are included

below.

These Licenses apply to the computer software packages known as

"LPRng", "IFHP", and associated files. The "Package" or "Program”
below refers to the programs, files, and associated software  which
are distributed as the package.

The "LPRng" Software Package is a copyrighted work whose copyright
is held by Patrick Powell.

The "IFHP" Software Package is a copyrighted work whose copyright
is held by Patrick Powell.

BY MODIFYING OR DISTRIBUTING THE PROGRAMOR ANY WORKBASED ON THE
PROGRAM), YOU INDICATE YOURACCEPTANCEOF THIS LICENSE TO DO SO, AND ALL
ITS TERMSAND CONDITIONS FOR COPYING, DISTRIBUTING OR MODIFYING THE
PROGRAMDR WORKSBASED ON IT. NOTHING OTHERTHAN THIS LICENSE GRANTS
YOU PERMISSION TO MODIFY OR DISTRIBUTE THE PROGRAMR ITS DERIVATIVE
WORKS. THESE ACTIONS ARE PROHIBITED BY LAW. IF YOU DO NOT ACCEPTTHESE
TERMSAND CONDITIONS, DO NOT MODIFY OR DISTRIBUTE THE PROGRAM.

Artistic License
The "Artistic License"
Preamble
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The intent of this document is to state the conditions under which
a Package may be copied, such that the Copyright Holder maintains

some semblance of artistic control over the development of the
package, while giving the users of the package the right to use
and distribute the Package in a more-or-less customary fashion,

plus the right to make reasonable  modifications.

Definitions:
"Package" refers to the collection of files distributed by
the Copyright Holder, and derivatives of that collection

of files created through textual modification.

"Standard  Version" refers to such a Package if it has not
been modified, or has been modified in accordance with the
wishes of the Copyright Holder.

"Copyright Holder" is whoever is named in the copyright or
copyrights for the package.

"You" is you, if you're thinking about copying or distributing
this  Package.

"Reasonable copying fee" is whatever you can justify on
the basis of media cost, duplication charges, time of people
involved, and so on. (You will not be required to justify

it to the Copyright Holder, but only to the computing
community at large as a market that must bear the fee.)

"Freely  Available" means that no fee is charged for the
item itself, though there may be fees involved in handling
the item. It also means that recipients of the item may
redistribute it under the same conditions they received

it.

1. You may make and give away verbatim copies of the source form

of the Standard Version of this Package without restriction, provided
that you duplicate all of the original copyright notices  and
associated  disclaimers.

2. You may apply bug fixes, portability fixes and other maodifications
derived from the Public Domain or from the Copyright Holder. A
Package modified in such a way shall still be considered the Standard
Version.
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3. You may otherwise  modify your copy of this Package in any way,
provided that you insert a prominent notice in each changed file
stating how and when you changed that file, and provided that you
do at least ONEof the following:

a) place your modifications in the Public Domain or otherwise
make them Freely Available, such as by posting said
modifications to Usenet or an equivalent medium, or placing
the maodifications on a major archive site such as ftp.uu.net,
or by allowing the Copyright Holder to include your
modifications in the Standard Version of the Package.

b) use the modified Package only within  your corporation
or organization.

c) rename any non-standard executables so the names do not
conflict with standard executables, which must also be
provided, and provide a separate manual page for each
non-standard executable  that clearly documents how it
differs from the Standard Version.

d) make other distribution arrangements  with the Copyright
Holder.
4. You may distribute the programs of this Package in object code

or executable form, provided that you do at least ONEof the
following:

a) distribute a Standard Version of the executables and
library files, together  with instructions (in  the manual

page or equivalent) on where to get the Standard Version.

b) accompany the distribution with the machine-readable
source of the Package with your modifications.

Cc) accompany any non-standard executables with  their

corresponding Standard Version executables, giving the
non-standard executables non-standard names, and clearly
documenting the differences in manual pages (or equivalent),
together  with instructions on where to get the Standard
Version.

d) make other distribution arrangements  with the Copyright
Holder.
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5. You may charge a reasonable copying fee for any distribution of
this Package. You may charge any fee you choose for support of this
Package. You may not charge a fee for this Package itself. However,

you may distribute this Package in aggregate with other (possibly
commercial)  programs as part of a larger (possibly commercial)
software  distribution provided that you do not advertise this
Package as a product of your own.

6. The scripts and library files supplied as input to or produced
as output from the programs of this Package do not automatically

fall  under the copyright of this Package, but belong to whomever
generated them, and may be sold commercially, and may be aggregated
with  this  Package.

7. C or perl subroutines supplied by you and linked into this
Package shall not be considered part of this Package.

8. The name of the Copyright Holder may not be used to endorse or
promote products derived from this software  without specific prior
written permission.

9. THIS PACKAGEIS PROVIDED"AS 1S" AND WITHOUTANY EXPRESSOR
IMPLIED WARRANTIES, INCLUDING, WITHOUTLIMITATION, THE IMPLIED
WARRANTIESOF MERCHANTIBILITY AND FITNESS FOR A PARTICULAR PURPOSE.

This license is based on the Open Source License available from
http://www.opensource.org/artistic-licens e.html

GNU GENERALPUBLIC LICENSE
Version 2, June 1991

Copyright  (C) 1989, 1991 Free Software Foundation, Inc.

675 Mass Ave, Cambridge, MA 02139, USA
Everyone is permitted to copy and distribute verbatim  copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your

freedom to share and change it By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change free
software-to make sure the software is free for all its users. This
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General Public License applies to most of the Free Software

Foundation’s software  and to any other program whose authors commit to
using it (Some other Free Software Foundation software is covered by
the GNULibrary  General Public License instead.) You can apply it to
your programs, too.

When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for

this service if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces of it
in new free programs; and that you know you can do these things.

To protect  your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions translate to certain responsibilities for you if you
distribute copies of the software, or if you modify it

For example, if you distribute copies of such a program, whether
gratis or for a fee, you must give the recipients all the rights that

you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know their
rights.

We protect  your rights  with two steps: (1) copyright the software, and
(2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain
that everyone understands that there is no warranty for this free
software. If the software is modified by someone else and passed on, we
want its recipients to know that what they have is not the original, o]
that any problems introduced by others will not reflect on the original
authors’ reputations.

Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that redistributors of a free
program will  individually obtain  patent licenses, in effect making the
program proprietary. To prevent this, we have made it clear that any
patent must be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and
modification follow.

GNU GENERALPUBLIC LICENSE
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TERMSAND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains
a notice placed by the copyright holder saying it may be distributed
under the terms of this General Public License. The "Program", below,
refers to any such program or work, and a "work based on the Program"
means either the Program or any derivative work under copyright law:
that is to say, a work containing the Program or a portion of it
either  verbatim or with modifications and/or translated into another
language. (Hereinafter, translation is included  without limitation in
the term "modification".) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of
running the Program is not restricted, and the output from the Program
is covered only if its contents constitute a work based on the

Program (independent of having been made by running the Program).
Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim  copies of the Program’s
source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish  on each copy an appropriate

copyright notice and disclaimer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Program a copy of this License
along with the Program.

You may charge a fee for the physical act of transferring a copy, and
you may at your option offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion
of it, thus forming a work based on the Program, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices
stating that you changed the files and the date of any change.

b) You must cause any work that you distribute or publish, that in
whole or in part contains or is derived from the Program or any
part thereof, to be licensed as a whole at no charge to all third

parties under the terms of this License.

c) If the modified program normally reads commands interactively
when run, you must cause it, when started running for such
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interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide

a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this
License. (Exception: if the Program itself is interactive but

does not normally print such an announcement, your work based on
the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If

identifiable sections of that work are not derived from the Program,
and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those

sections  when you distribute them as separate  works. But when you
distribute the same sections as part of a whole which is a work based
on the Program, the distribution of the whole must be on the terms of

this License, whose permissions for other licensees extend to the
entire  whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or
collective works based on the Program.

In addition, mere aggregation of another work not based on the Program
with the Program (or with a work based on the Program) on a volume of
a storage or distribution medium does not bring the other work under

the scope of this License.

3. You may copy and distribute the Program (or a work based on it
under Section 2) in object code or executable form under the terms of
Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable

source code, which must be distributed under the terms of Sections

1 and 2 above on a medium customarily used for software inter-
change; or,

b) Accompany it with a written offer, valid for at least three
years, to give any third party, for a charge no more than your

cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be
distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,
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c) Accompany it with the information you received as to the offer

to distribute corresponding source code. (This  alternative is
allowed only for noncommercial distribution and only if you
received the program in object code or executable form with such
an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for

making modifications to it For an executable  work, complete source
code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to

control compilation and installation of the executable. However, as a
special  exception, the source code distributed need not include

anything that is normally distributed (in either source or binary

form) with the major components (compiler, kernel, and so on) of the

operating system on which the executable runs, wunless that component
itself accompanies the executable.

If  distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program
except as expressly provided under this License. Any attempt
otherwise  to copy, modify, sublicense or distribute the Program is
void, and will automatically terminate  your rights under this License.
However, parties who have received copies, or rights, from you under
this License will not have their licenses terminated so long as such
parties  remain in full  compliance.

5. You are not required to accept this License, since you have not

signed it However, nothing else grants you permission to modify or
distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying  or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying

the Program or works based on it

6. Each time you redistribute the Program (or any work based on the
Program), the recipient automatically receives a license from the
original licensor to copy, distribute or modify the Program subject to
these terms and conditions. You may not impose any further
restrictions on the recipients’ exercise  of the rights granted herein.
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You are not responsible for enforcing compliance by third parties to
this  License.

7. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or

otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot

distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you
may not distribute the Program at all. For example, if a patent

license  would not permit royalty-free redistribution of the Program by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under
any particular circumstance, the balance of the section is intended to
apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any

patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system, which is
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed

through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing
to distribute software  through any other system and a licensee cannot

impose that choice.

This section is intended to make thoroughly clear what is believed to
be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding
those countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates
the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions
of the General Public License from time to time. Such new versions  will
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be similar in  spirit to the present version, but may differ in detalil to
address new problems or concerns.

Each version is given a distinguishing version  number. If the Program
specifies a version number of this License which applies to it and "any
later  version", you have the option of following the terms and conditions
either of that wversion or of any later version published by the Free
Software  Foundation. If the Program does not specify a version number of
this License, you may choose any version ever pub-

lished by the Free Software
Foundation.

10. If you wish to incorporate parts of the Program into other free
programs whose distribution conditions are different, write  to the author
to ask for permission. For software which is copyrighted by the Free
Software  Foundation, write to the Free Software Foundation; we sometimes
make exceptions  for this. Our decision  will be guided by the two goals
of preserving the free status of all derivatives of our free software and
of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSETHE PROGRAMS LI-

CENSEDFREE OF CHARGE, THEREIS NO WARRANTY
FOR THE PROGRAM,TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPTWHEN
OTHERWISESTATED IN WRITING THE COPYRIGHTHOLDERSAND/OR OTHERPARTIES
PROVIDE THE PROGRAMAS IS" WITHOUTWARRANTYOF ANY KIND, EI-

THER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIESOF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS
TO THE QUALITY AND PERFORMANCBF THE PROGRAMS WITH YOU. SHOULDTHE
PROGRAMPROVEDEFECTIVE, YOU ASSUMETHE COST OF ALL NECESSARYSERVICING,
REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIREDBY APPLICA-

BLE LAW OR AGREEDTO IN WRITING
WILL ANY COPYRIGHTHOLDER, OR ANY OTHERPARTY WHOMAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM\S PERMITTED ABOVE, BE LI-

ABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIALDAM-

AGES ARISING
OUT OF THE USE OR INABILITY TO USE THE PROGRAMINCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDEREDNACCURATEOR LOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAMO OPER-

ATE WITH ANY OTHER
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PROGRAMS),EVEN IF  SUCHHOLDEROR OTHERPARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCHDAMAGES.

END OF TERMSAND CONDITIONS
Appendix: How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest
possible  use to the public, the best way to achieve this is to make it
free software  which everyone can redistribute and change un-
these terms.

To do so, attach the following notices to the program. It is safest
to attach them to the start of each source file to most effectively
convey the exclusion of warranty; and each file  should have at least
the "copyright" line and a pointer to where the full notice is found.

<one line to give the pro-

gram’'s name and a brief idea of what it does.>

tails

Copyright (C) 19yy <name of author>

This program is free software; you can redistribute it and/or modify
it under the terms of the GNUGeneral Public License as published by
the Free Software Foundation; either  version 2 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUTANY WARRANTY;without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNUGeneral Public License
along with this program; if not, write to the Free Software
Foundation, Inc., 675 Mass Ave, Cambridge, MA 02139, USA.

Also add information on how to contact you by electronic and paper mail.
If the program is interactive, make it output a short notice like this
when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) 19yy name of author
Gnomovision comes with ABSOLUTELYNO WARRANTY:;for de-

type ‘show w'
This is free software, and you are welcome to redistribute it
under certain conditions; type ‘show ¢’ for details.
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The hypothetical com-
mands ‘show w' and ‘show ¢’ should show the appropriate
parts of the General Public License. Of course, the commands you use may

be called something other than ‘show w' and ‘show c¢’; they could even be
mouse-clicks or menu items-whatever suits  your program.

You should also get your employer (if you work as a programmer) or your

school, if any, to sign a "copyright disclaimer" for the program, if
necessary. Here is a sample; alter the names:
Yoyodyne, Inc., hereby disclaims all  copyright interest in the program
‘Gnomovision’ (which  makes passes at compilers) writ-

ten by James Hacker.

<signhature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your pro-
gram into
proprietary programs. If your program is a subroutine library, you may
consider it more useful to permit linking proprietary applica-
tions with the
library. If this is what you want to do, use the GNULibrary  General

Public License instead of this License.
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The LPRng codehasthe ability to run asnon-setuidsoftware,andto usethe non-defult TCP/IPports
for communicationThis facility allows a TestVersionto berunin parallelwith thenormalLPRng
software.

To simplify testingandportability issuesa simpletestversionof the spoolqueuesandjobshasbeen
suppliedwith the LPRng distribution. Thesequeuesanbe placedin a suitablelocation(/tmp is
common)andthe LPRng softwaretested.

Thetestversionof the softwarewill usethe LPD_CONFernvironmentvariableto specifythelocationof
theconfiguratiorfile. It will readthis configuratiorfile on startupandusethevaluesto overridethe
normaldefaults. Sincea usercould maliciouslysetup their own configurationfiles with valuesthat
couldcompromisesystemsecurity it is stronglyrecommendethatthetestversionis notmadeSETUID
root. In fact,the LPRng codewill chattermessagewhenthe LPD_CONFability is enabledandit is run
asroot.

C.1. Compiling the Test Version

Edit src/Makefile  , anduncommentheindicatedline. Thenrun make to regeneratehe distribution.

i e TESTING AND SECURITY LOOPHOLE
# Define GETENVto allow the LPD_CONFIG environment

# variable to be used as the name of a configuration file. In non-
testing
# systems, this is a security loophole.

#CF := $(CF) -DGETENV

C.2. Setting Up The Test Version Spool Queues

The LPRng TESTSUPPOR directorycontainsa setof shellscriptsandfiles thatneedto beinstalledin
theappropriatedirectory Thefollowing stepsareused.

1. First, you needto setup your HOST ervironmentvariableto the fully qualifieddomainnameof
your hostandyour USERernvironmentvariableto your username.This is donein orderto get
valuesto putinto the TestVersionconfiguratiorfiles.
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2. In the TESTSUPPOR directory, editthe Makefile , andspecifythelocationof the Test
Version spoolqueuesThedefaultlocationis /tmp ; sinceon mostsystemghesefiles aredeleted
or areavailableto everybody a moresecurdocationshouldmostlikely beused.DO NOT USETHE
RAN TESTFILEDIRECTORY. Thesdfiles needto be copiedandplacedin anotherdirectory

3. TheLPD_CONFervironmentvariableshouldbe setto thelocationof theinstalledlpd.conf ~ file.

4. In the TESTSUPPOR directory run make. Thiswill copy andinstallthe necessarfiles.

Example:

CSH:
setenv  HOST {fully qualified domain name};
setenv  USER ‘whoami*
setenv LPD_CONF/tmp/LPD/Ipd.conf
set path=( /tmp/LPD $path )
unsetenv  PRINTER
Example:
setenv  HOST h4.private
setenv  USER papowell
setenv LPD_CONF/tmp/LPD/Ipd.conf
set path=( /tmp/LPD $path )
unsetenv  PRINTER
Bourne Shell:
HOST={fully  qualified domain name}; export HOST;
USER='whoami’; export USER
LPD_CONF=/tmp/LPD/lpd.conf.$HOST; export LPD_CONF
PATH=/tmp/LPD:$PATH; export PATH
PRINTER=; export PRINTER
Example:
HOST=h4.private; export HOST
USER=papowell; export USER
LPD_CONF=/tmp/LPD/lpd.conf.$HOST; export LPD_CONF
PATH=/tmp/LPD:$PATH; export PATH
PRINTER=; export PRINTER
cd TESTSUPPORT
make

C.3. Running the Test Version Software

336



AppendixC. Testingand DiagnosticFacilities

Setyour currentdirectoryto thelocationof thecompiledTest Version executablesExecutethe
variousexecutablesising./cmd , or set. asthefirstentryin thePATH. If it is notthefirst entry, then
the standardsystemexecutablesvill beused.

1. Run./checkpc . thiswill print outthevariousvaluesfor the spoolqueuesn theTest Version
setup.If thetl , t2 ... spoolqueuesrenot displayedmake surethatthe LPD_CONFernvironment
variableis setcorrectlyandthatyou areusingthe Test Version executable.

2. Run./checkpc  -f . Thiswill fix upthe(deliberatelyintroduced)roblemsin the spoolqueues.

3.Next, run./lpd -F in onewindow, andthenrun./lpg -a in anothemwindow. Thiswill check
thatthe seneris working.

4. You cannow amuseyourselfby sendingobs, settingup permissionghecking,andotherchores.

5. Wheneverythingappeardo beworking correctly you canthenremovetheTest  Version flag
fromthesrc/Makefile  , recompile andinstallthe LPRng software.
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