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Preface

The product

The SAP NetWeaver ldentity Management Connector Development Kit enables independent
software vendors (ISVs) or SAP partners to create an Identity Management connector for their
application, and to integrate the application into the Identity Management landscape.

The Connector Development Kit contains information necessary for development of an Identity
Management connector — criteria, guidelines, templates, test tool, certification guide, etc.

The reader

This manual is written for people who have implemented or plan to implement an Identity
Management connector for their application, as well as people who are to perform the
certification process.

Prerequisites

To get the most benefit from this manual, you should have the following knowledge:
e Thorough knowledge of the Identity Center.

e Thorough knowledge of the Virtual Directory Server.

e Basic knowledge of LDAP.

The following software is required:

o SAP NetWeaver Identity Management Identity Center version 7.1 SP2 or newer, or version
7.2 or newer installed and licensed. At least one dispatcher has been configured and is
running.

e (Optional) SAP NetWeaver Identity Management Virtual Directory Server version 7.1 SP2
or newer, or version 7.2 or newer installed and licensed.

o (Optional) Vendor specific module correctly installed and configured, in cases where SAP
NetWeaver Identity Management Virtual Directory Server is not used.

o SAP NetWeaver Identity Management User Interface must be installed and configured for
this Identity Center and identity store (according to the document SAP NetWeaver Identity
Management Identity Center: Installing and configuring the Identity Management User
Interface available with the Identity Center installation set or on SAP Service Marketplace).

e A Java development environment. This can be downloaded from http://java.sun.com
(version 1.4/1.5).

e Access to the target application.

e The Identity Management connector for target application, repository definition, job and
tasks for the certification process, and the corresponding documentation created and
delivered by the independent software vendors (ISVs) or SAP partners.

© Copyright 2012 SAP AG. All rights reserved.
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The manual

The purpose of this document is to outline the requirements and the process of the Identity
Management connector certification.

Related documents

You can find useful information in the following documents:
e SAP NetWeaver Identity Management Connector Development Kit Overview.

e SAP NetWeaver Identity Management Connector Development Kit Implementing the Virtual
Directory Server Connector.

e SAP NetWeaver Identity Management Connector Development Kit Virtual Directory Server
Connector Testing Tool.
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Introduction
SAP NetWeaver Identity Management Connector Development Kit Certification

Introduction
SAP offers integration and certification support for their partners and independent software
vendors (ISVs) that wish to certify their products.

SAP partners and ISVs are assisted by SAP during their product integration projects. They are
offered consulting, certification testing and test system access services independently. The
actual development is executed by the ISVs. It is recommended that I1SVs build up some
knowledge about the relevant SAP solutions and on integration topics in-house, attend SAP
training classes or work with SAP Service Partners.

SAP tests the Identity Management connector built by ISVs or SAP partners for correct
implementation of technologies in an SAP environment, i.e. only the architectural and
functional aspects are considered in the certification process. The quality measures (security,
performance, scalability, etc.) of the solution are neither measured nor considered in this
certification.

SAP does not guarantee that a third-party solution is error-free after the certification is
completed, since it is only testing the limited scope within a pre-defined integration scenario
and not the solution as a whole. Also, SAP neither sells nor supports any of these solutions as
part of the certification process.

The certification validates (according to the documentation) the installation of the connector and
that the following functions of the lIdentity Management connector work:

e Read and search for entries

e Create a new entry

e Modify an entry

e Delete an entry

These tests cover the basic functionality to verify that the connector works properly.
Validation results are structured in the form on page 34 and presented in the test report.

Once all tests have been completed successfully and all the certification criteria (described in
the following subsection) are met by the partner, SAP will grant the certificate.

Certification criteria

This section contains the certification criteria (the requirements) that need to be taken into
consideration and fulfilled by the partners before the testing process for certification can be
executed. The requirements for Identity Management connector are categorized as:

e Packaging and documentation requirements (deliverables)
o Development requirements

Be aware that the criteria are relevant to the development of the connector and they must be
kept in mind before the final version of the connector package is created.

© Copyright 2012 SAP AG. All rights reserved.
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Deliverables

Part of the certification process is the submission (by ISVs or SAP partners) of the following
documents and information:

Necessary target application Java libraries.

An initial data set needs to be provided by the partner (the number of entries has to be at
least 300). It is a partner's responsibility also to provide the necessary documentation for the
correct installation of the initial data set.

Identity Center, including the Identity Management User Interface, deliverables:

o Job and the connector tasks in the Identity Center necessary for the certification process
(a repository definition, a job which reads entries from the target application and a
search job, a job for creating of account privilege, tasks for adding, modifying and
deleting a user, and a User Interface task for editing of a user), with installation and
configuration documentation.

o (Optional) Identity store schema extension: if the connector requires any identity store
schema extensions, these need to be provided for import (an exported .mcc file). Store
the exported schema file the folder IC files in the connector certification package.

Virtual Directory Server deliverables (Optional, not to be delivered if vendor specific
(connector) module is used instead of Virtual Directory Server):

o Virtual Directory Server (VDS) configuration (as template): as explained in SAP
NetWeaver Identity Management Connector Development Kit Implementing the Virtual
Directory Server Connector.

e (Optional) Data Source configuration (as template): as explained in SAP NetWeaver
Identity Management Connector Development Kit Implementing the Virtual Directory
Server Connector.

e Connector class (compiled for JDK 1.4 or 1.5) or as source file (stored in the Virtual
Directory Server configuration file). The class is stored in <VVDS_dir>\configurations in
a folder with the same name as your configuration file.

Note:

Whether the class should be compiled for JDK 1.4 or 1.5 will depend on which AS Java
version the connector class is to be deployed on. Compiling the class for JDK 1.4, the
Virtual Directory Server configuration that utilizes this class will be deployable on AS Java
versions 7.0, EHP 1 for SAP NW CE 7.1, SAP NW CE 7.2 and SAP NW 7.3. Compiling for
JDK 1.5 will result in connector not being deployable on AS Java 7.0 versions.

Vendor specific (connector) module (Optional, only delivered if used instead of Virtual
Directory Server).

Documentation deliverables:

o Functionality description sheet which documents the purpose of the connector, which
features are supported, as well as entry types and attributes. The documentation must be
submitted in English only (PDF).

o Installation and configuration documentation for the connector tasks and jobs, and the
repository definitions in the Identity Center. The documentation must be submitted in
English only (PDF).

© Copyright 2012 SAP AG. All rights reserved.
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e Installation and configuration documentation for the Virtual Directory Server connector
(configuration with the code and the API) need to be included in the documentation.
The documentation must be submitted in English only (PDF). Optionally, if a vendor
specific connector is used instead of Virtual Directory Server connector, then a detailed
installation and configuration documentation for the vendor connector is necessary
instead.

Development requirements

In addition to the information given by this document, the information given by document SAP
NetWeaver Identity Management Connector Development Kit Implementing the Virtual
Directory Server Connector (available on the SAP Developer Network (SDN)) affects the
development of the Identity Management connector content. This is only relevant if the Virtual
Directory Server is used when developing the Identity Management connector.

Validation environment

b | Target
Center : specific applicatio

The figure above shows the validation testing environment setup of the recommended solution.
All tests are performed using the SAP NetWeaver Identity Management Identity Center
(including the Identity Management User Interface).

In the recommended solution, the Identity Center communicates with the Virtual Directory
Server using the LDAP protocol, using jobs and tasks (as described in this document in section
Logical setup in the Identity Center on page 4). The Virtual Directory Server in turn
communicates with the target application, using the target specific protocol.

Alternatively, the communication can go to either the backend or to a vendor specific connector
module using one of SAP NetWeaver Identity Management standard protocols like SPML or
LDAP. In this case the Virtual Directory Server and its deliverables as previously described are
optional (can be omitted), and it is necessary to specify vendor specific module deliverables.

LDAPISFML

Inspecting the results of some of the tests involves inspecting data in the target application.

Throughout the document, the recommended version of Identity Management connector with
the Virtual Directory Server connector is used as the example.

© Copyright 2012 SAP AG. All rights reserved.



Introduction
SAP NetWeaver Identity Management Connector Development Kit Certification

Note:

The processes described in the documentation are valid for both SAP NetWeaver Identity
Management 7.1 and 7.2. Most of the screen shots are taken from the 7.2 version. There are
separate descriptions in cases where the two versions differ from each other.

Logical setup in the Identity Center

Identity Center configuration

<RN*>_Add user
(task)

. - <RN¥*>_Edit user LDAP requests

(task) (Add, Mod, Del)

<BN*>_Delete user
(task)

LDAP Read

.

MX_PRIVILEGE

Repository definition: <name=

MX_PERSON
John Doe

Administrator

Identity store

* Repository definition name

The figure shows the configuration of the Identity Center:

The repository definition defines the target application. Parameters of this repository
definition are to be defined by the partner.

There are three tasks (<RN>_Add user, <RN>_Edit user and <RN>_Delete user, where
<RN> is a repository definition name) which are used to add, modify and delete the user in
the target application respectively. These tasks are referenced from the repository definition
and are triggered when privileges referencing this repository definition are added or
removed from the user or the user with the privilege that is referencing this repository
definition is modified.

The job Search Job is used to read the entries from the target application and test the search
functionality. The read data is stored in a file (.txt or .csv), which can be inspected and
compared to the file <Repository definition name> initial entries.txt (or .csv) delivered by
the partner.
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o Inthe identity store, the following is needed:

e Privilege object "PRIV:<Repository definition name>_Account": this privilege will
reference the repository definition.

e Person object "John Doe": this is the person which will be created and maintained in
the repository definition.

e Person object "Administrator': this user is used to execute the User Interface tasks
(e.g. a User Interface task for user editing, like modifying attributes of a user, adding
and removing the privileges etc.).

Relation between privilege and repository definition

A privilege references a repository definition by name, using the MX_REPOSITORYNAME
attribute.

When the privilege is assigned to a user, a pending value object (MX_PENDING_VALUE) is
created and the <Repository definition name>_Add user task is executed on this object, which
will create the user in the target application. When operation completes successfully, the
privilege is given to the user.

When a user which has the privilege is modified (e.g. telephone number attribute is altered), the
<Repository definition name>_Edit user task is executed on the user. The task updates the user
information in the target application.

When the privilege is removed from the user, a pending value object is created and the
<Repository definition name>_Delete user task is executed on this object. The task removes the
entry from the target application. When the task execution completes successfully, the privilege
IS removed.

The package

The package that the partner provides for the certification process must follow the
recommended package structure and naming.

[=l |2} File Browwser Conneckor Cerfication Package
) Documentation
) IC Files
[=1 ) Initial Data
) Daka
[=1 ) VD5 files
) Libs

The package name must be <Connector name> Certification Package (e.g. File Browser
Connector Certification Package where File Browser Connector is the name of the connector).
The package must have the following structure with these four folders described in the
subsections below:

e Documentation
e IC files

e Initial Data

e VDS files

© Copyright 2012 SAP AG. All rights reserved.
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Note:
The VDS files folder should be replaced by the folder for vendor module files in cases where the
vendor specific module is used instead of Virtual Directory Server.

Documentation

The documentation must be submitted in English only and in the PDF format. The folder should
contain documents covering the following topics:

o Functionality description sheet (Functionality description sheet.pdf): This document
describes the purpose of the connector, the features that the connector supports and a
description of the entry types and attributes that the connector manages.

o Identity Center specifications (lIdentity Center specifications.pdf): Installation description
for the connector tasks in the Identity Center and the repository definitions. A complete
explanation of the repository constants is needed, and how to link the modifiable attributes
with the modification task. This process can be done in several ways and it is up to the
partner to decide which way is the most adequate for every attribute.

o (Optional) VDS configuration specifications (VDS configuration specifications.pdf):
Installation and configuration description for the VDS connector with the most relevant
facts related to the setup of the Virtual Directory Server configuration (parameters to be set,
configuration steps etc). If Virtual Directory Server is not used, there is no need to deliver
the VDS configuration specification.

o (Optional) Connection configuration specifications for vendor specific (connector) module
(Connection configuration specifications.pdf): If the vendor module is used instead of
Virtual Directory Server, then the documentation describing the setup of the module as well
as a detailed documentation on how to configure the connection in SAP NetWeaver Identity
Management is necessary.

IC files

This folder contains the file <Repository definition name> tasks and repository.mcc. The file

contains three tasks for adding, modifying and deleting a user in the backend system — three of
four operations (the fourth being the search operation) that are required to get the certification

for the connector, in addition to the related repository definition.

The folder also contains the file <Repository definition name> jobs.mcc, which may contain a
job for the search operation in the backend system, as well as the job for creating of an account
privilege. The file <Repository definition name> jobs.mcc may also contain any extra jobs that
the partner considers necessary to accomplish some of the certification goals. All information
about the jobs must be written in the Identity Center specifications file

(Identity Center specifications.pdf). The section describing the extra jobs should be called
"Extra jobs" and be the last section of the document. For each job the purpose of the job, the
expected results and other important considerations related to the job (if any) will be described.

This folder may also contain a file <ldentity store name>_identity store schema.mcc containing
an export of the identity store schema, in cases where identity store schema extensions are
necessary for the connector.

Both <Repository definition name> tasks and repository.mcc,
<Repository definition name> jobs.mcc and <ldentity store name>_identity store schema.mcc
will be imported to the Identity Center as shown later in this document.

© Copyright 2012 SAP AG. All rights reserved.
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Initial Data

This folder contains an initial backend system data set, a file with a set of entries and the
respective attributes. A sub-folder "Data" contains the actual initial data (entries) that the partner
provides. The initial entries are also listed in the file

<Repository definition name> initial entries.txt.

The number of entries that the file must contain has to be at least 300 and it must coincide with
the result of the search job execution in the Identity Center. The result of the search job will be
stored in a file (e.g. <Repository definition name> search job result.txt) which must be
compared with the file Initial entries.txt in order to make sure that the search job works
correctly, i.e. the search results need to be compared with the expected search result data (the
files should be identical).

Note:
The file containing the initial entries and the file containing the results of the search job do not
have to be .txt files. A CSV file can be used.

Note:

Comparing 300 entries (at least) manually can be a quite tedious job, but any tool for
comparing the content of two files may be used for this purpose (e.g. the command line tool "fc"
for those using Microsoft Windows as their operating system).

It is a partner's responsibility to provide the necessary documentation for the correct installation
of the initial data set. The documentation file will have the name
<Repository definition name> initial data installation.pdf.

VDS files

This folder contains the mandatory Virtual Directory Server configuration file which will follow
the naming <Connector name=>.xml. Besides the Virtual Directory Server configuration file, the
folder may (optionally) contain a data source configuration file. This file should be called
<Data Source name=>.xml.

Also the connector class and the necessary target libraries are the content of this folder. The
class can be either in source code (.java file) or a compiled class (.class file). It must compile for
JDK 1.4 or 1.5. The libraries, stored in the sub-folder Libs, must be added to the Virtual
Directory Server classpath in case it is necessary to compile the connector class before running
the server.

This folder and the files can be omitted if the Virtual Directory Server is not used in the
solution. It should be replaced by the necessary vendor module files if the vendor specific
module is used instead.

© Copyright 2012 SAP AG. All rights reserved.
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Contents of the sample connector package

The sample connector (File Browser Connector), using the Virtual Directory Server, has the
purpose of managing the file system through creation and deletion of files and directories,
modification of the file content, and search operation which shows all the files and directories
under a given directory.

The content of the package File Browser Connector Certification Package is:

Documentation: Contains the functionality description sheet, the Identity Center and the
Virtual Directory Server specifications.

IC files: The folder contains two files: FS tasks and repository.mcc which contains the
Identity Center tasks and the repository definition, and the file FS jobs.mcc that contains the
search operation job. These two files must be imported to the Identity Center.

Initial Data: Contains a set of data which the partner provides as the initial state in the
system (stored in the sub-folder Data). It also contains a file describing the set of sample
entries called Initial entries.txt. The entries must be copied as explained in the file

FS initial data installation.pdf provided in this folder.

VDS files: Contains the file FileBrowserConnector.java which holds the connector source
code, the file fileBrowser.jar as the target application library (stored in the sub-folder Libs)
and the Virtual Directory Server configuration file File Browser Connector.xml.

© Copyright 2012 SAP AG. All rights reserved.
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Section 1: Creating a certification package

In this section it is described how to create a certification package. The Virtual Directory Server
based sample connector kit File Browser Connector is used as an example throughout the
sections. The Virtual Directory Server parts of the certification package creation process should
be replaced by the vendor module details, if it is used instead of the Virtual Directory Server.

Saving the connector class

In our example we will save the connector class in the Virtual Directory Server:

1. Navigate to (Extension classes\Connectors) and select the connector class, here
"FileBrowserConnector”, in the Virtual Directory Server console tree.

2. Open the connector class (by double-clicking it).

3. Once the class dialog box is open, choose "Export..." from "File" in the main menu:

I virtual Directory Server - C:\Documents and Settings' Administrator',Desktop',Connector Development Kit',Certification Package'Example Connector Cerfication ... [H[=] E3

File View Server Configure Tools Versioning Transport Help

= Open Save ‘ Expand | -] Operation " 7] Audit " ] statistics ||| ) Start | Stop ‘ Update Clear cache
l’Conﬁg |LDAP browser | Pane 1 |
Wirtual Directory Server -
? j i j Java class - FileBrowserConnectol
@J Keystare references
o . &* Deployments File | Tools Help
'JC‘Z Constants 5 =] -
ave Export Compile | E Format Javadoc
o 553 Data sources A EXD w4 LOMpleE | = D
@ Eventtriggers Export ...
o~ 488 Rules o BrowserConnector
o agn g User groups o
o 5Ea, Vitual trees | |i|
¢ =l Edension classes =
¢ EL Connectars l/ ST |/0utput
2? FileBrowserCannector
mport com.sap.idm.wds®; -
import java.util. HashMap; =
import jawva.util lteratar; ]
import com.zap.idm.wds.connectorsamplefile.impl.®;
import java.util.®;
-
* Thiz conmector ol3es Fots 35 3 file hmwser
* Severg! gotions Fre lowed to be taker:
* - Segmh -= Pemits o hmwse thmough the fle syshes.
* Thiz ore can fe in sewea! levels
* - Modify -= Pemits to modify the comtent of 2 file.
* A pouple of options 3 guailable forthiz
* - Add -= Ued to add fles and directodes in the file system
* - Delete -= Lised fo delete files and dirctodes
B
* For @ more comalete desedotion of ezck aotion look 2t the method deserdption elated with esoh ore of thew, please
B |
* [Beuthor 054742 i
Il i [

l’ConsoIe rSystem info |

Service name:  Application Port: 7777 Status: Stopped &

4. Select the folder where you wish to save the source code .java file.
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Another way of providing the connector class is to compile it with JDK 1.4 or 1.5 and provide
the .class file. To do so, do the following:

1. Choose Tools/Options... from the main menu and select the "General" tab:

Java compiler

Enable compilation | | Compile Java classes at server start-up

Target Wi: 1.45

' Use embedded compiler

i@ Use specified compiler: |D:LIDK'I Jihimjavac.exe |

Make sure that "Enable compilation™ option is enabled in the "Java compiler” section.
Select "1.4" or "1.5" in the "Target VM" field.
Specify which compiler to use.

2. Choose "OK" to save the options and close the "Options™ dialog box.

»i Compile

3. Choose

Now the .class file is ready. Include the .java or the .class file in the certification package (VDS
files folder).

to compile the Java class.

Saving the libraries

All non-standard java libraries needed by the connector class have to be included in the
certification package (VDS files/Libs folder). For the sample connector the fileBrowser.jar
library which contains all the logic for the file management is saved.

Saving the Virtual Directory Server configuration file

The server configuration is stored in an XML file. This file is usually stored in the
configurations folder in the Virtual Directory Server installation directory (normally
C:\usr\SAP\IdM\Virtual Directory Server\configurations) as described in document SAP
NetWeaver Identity Management Connector Development Kit Implementing the Virtual
Directory Server Connector. Include this file in the certification package (VDS files folder).

Creating the Identity Center tasks and the repository
definition

The next step is to create the Identity Center tasks and the repository definition that will contain
all supporting data for the tasks and jobs.

The set of tasks will follow a standard structure and naming. The structure can be defined in the
following way:

00 RN Tasks

-0 Uity tasks
EI RM_fAdd user
m FM_Edit user
- RM_Delete user

© Copyright 2012 SAP AG. All rights reserved.
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where <RN> is the name of the repository definition. There are three tasks:

o RN_Add user: This task will provision a new entry to the target system - it will
communicate to the Virtual Directory Server to create a new entry in the target system with
certain information.

o RN_Edit user: This task is used to modify any attribute in any entry in the target system.
The task will send the changes to the Virtual Directory Server.

o RN_Delete user: The task will de-provision entries from the target system.

For our sample connector the repository definition is called FS (from File System). The set of
tasks for the sample connector will look like:

07 F5 Tasks
-0 Utility tasks
- F5_add user
- F5_Edit user
-3 F3_Delete user

The task FS_Add user passes the information to the Virtual Directory Server (VDS) when
creating a user is desired. The task FS_Edit user sends the information to VDS when it is
desired to modify the content of a file, while the task FS_Delete user is used when deleting an
entry.

A fourth, not mandatory, task exists in the folder Utility tasks. This folder will contain any extra
tasks created to support the three mandatory tasks mentioned above. For the sample connector,
the fourth task is Start Privilege Task which distinguishes between the provisioning and the de-
provisioning operations and calls the correct task with the correct data. Provisioning and de-
provisioning will occur when adding or removing the account privilege for our target system
to/from any MX_PERSON entry in the Identity Center respectively. This results in the
following workflow when adding an entry in our target system:

e The account privilege (previously created) is added to an MX_PERSON entry.

e When adding the account privilege a pending object is created. This pending object
executes the task given by the attribute MX_ADD_MEMBER_TASK, which is a part of the
account privilege attribute set.

e The task collects information to distinguish between provisioning (adding the privilege to
an entry) and de-provisioning (removing the privilege from an entry), and hence it will be
the same for the privilege attribute MX_DEL_MEMBER_TASK. The pending value waits
for the result of the operation of the task.

o If the operation is successfully executed then the privilege will be assigned, otherwise it will
not.

In summary, when adding the account privilege to an MX_PERSON entry in the Identity Center
a pending value is created which will trigger the provisioning task (create an entry in the target
system). If the operation completes successfully the attribute is assigned to the entry. The same
process occurs when removing the account privilege from an MX_PERSON entry, but in this
case the executed task is a de-provisioning task (deletes an entry in the target system).
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A graphic presentation of this process could be:

o e e R o

:tl'al'get
plication

Account privilege adding request from the User Interface
Add operation request to VDS

Add operation request to target application

Success or error in target application

Success or error in requested operation.
If success the privilege is added. Otherwise it is not.

The three mandatory tasks for adding, modifying and deleting a user send a certain data to the
Virtual Directory Server. The LDAP parameters that they share for the LDAP connection are
stored in the repository definition and are:

LDAP_STARTING_POINT: Starting point where the operations are started from.
LDAP_FILTER: Filter used for the searches.

LDAP_HOST: Host of the Virtual Directory Server.

LDAP_PORT: Port the Virtual Directory Server listens on.

LDAP_LOGIN: Login for the Virtual Directory Server.

LDAP_PASSWORD: Password corresponding to the login.

The referenced LDAP parameters may be observed in the "Destination” tab of for example the
task FS_Add user:

— Directory data output

Directory computer narme: |Z$rep.LD.&F‘_HDST‘Z Directary login narne: |Z$rep.LDAF‘_LDGINZ

Directory LDAP port: |Z$rep.LDAF‘_F‘DF|TZ Directarny login password: IZ$rep.LDAF‘_F‘.&SSWDHD2

tax LDAR emrors to tolerate: I Frotocol:  LDAF 2 &7 Character set; ILITF-B VI
[&ETS 5 o oo Simole adthenti
ecurity g mn:l imple authen |ce"l
[~ &dd quotes o s F

AR

Insert template | Output tppe: ILD.-’-'«F' operation j

| Attribute | Yalue
dn file=3%MSKEYVALUER X 3rep LDAP_STARTING_POIMT %
CHANGETYPE ADD
| content ZCONTENTZE
file EMSKEYVALUEZ:
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In addition, when a new file is added to the target system the file name will be the
MSKEYVALUE of the corresponding entry in the Identity Center and the content will be given
by the attribute CONTENT of the corresponding entry in the Identity Center. The distinguished
name will be the concatenation of the RDN (file=MSKEYVALUE of the corresponding entry in
the Identity Center) with the starting point given in the repository definition. The LDAP
operation type is indicated by CHANGETYPE, which is ADD.

For the task FS_Edit user (select the "Destination" tab):

— Directony data output

Directony cormputer narme: IZ$rep.LDAF‘_HDSTZ Directony lagin narme: |Z$rep.LD.ﬁ.F‘_LDGINZ

Directory LOAP port: |Z$rep.LD.-i‘-.F'_F'EIF|TZ Directony login pazsword: |z$,ep_|_[mp_p,{-.'5 SwWORDE

Max LDAP errors to tolerate: I Frotocol:  LOAF 2 7 Character set; IUTF-B "I
(NDFHERC I o 5 - Simple authent
ecurity o |0n:| imple authentic: "I
[~ Add quates e S P

[aE
Inzert template | Output bppe: ILD.ﬂ‘-.F' operation j
| sttibute | Yalue
dn file=2MSKEYWALUE % Zfrep LDARP_STARTING_POIMNT %
CHAMGETYFE HMODIFY
cantent 1R} zcontent?;

The main differences are the attributes CHANGETYPE (a MODIFY operation) and CONTENT
(where the value of the attribute content will be replaced by the new value).

In the "Destination” tab of the task FS_Delete user the CHANGET YPE attribute has the value
DELETE. The only information that the Virtual Directory Server needs is the distinguished
name and that the requested operation is DELETE.

— Directory data output

Directory computer name: IX$rep.LDAF’_HDSTK Directary lagin narme: IZ$rep.LD.-’-‘«F'_LEIGIN°/o

Directory LOAP port: I?g$rep_LD'ﬁ'P_PDHT3; Directory login password: |3§$rep.LDAF’_Pﬁ.SSWDHD?{.’

Mar LDAP ermors to tolerate: I Protocal:  LOAF 2 €7 Character set IUTF-E "l
[OAsEs S peuite ootion: | Simple authentios =
ecurity o ||:un:| imple authentics I

[~ Add quaotes o vl P

DAE..
Inzert template | Output type: ILD.E‘-.F' operation j
| Attribute 'alue
dn file=2%MSKEYYALUE S Z$rep LDAP_STARTIMG_POIMNT 3

CHAWNGETYFE DELETE

The repository definition for the sample connector (FS) contains the following constants:

10= AP _FILTER {objectclass="*)

10=[DAP _HOST localhost

D= AP LGl admin

1D= LDF,'P_PASSWORD kkbkkk ek ekl

D= AP _PORT FTIFF

0= DAP_STARTIMNG_POIMT dir=certificationFEC, dir=testing, root=c
D=3 _ADD MEMBER._TASK 14/Start Privilege Task

D= % _DEL_MEMEBER_TASK 14/Start Privilege Task

1D= [ MODIFYTASE 10/F5_Edit user

D= p:_PEMNDIMG_DEPROVISIONTASK SfFS_Delete user
10= 14y _PERDIMNG_PROVISIONTASE 12/F5_aAdd user
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Three constants not commented yet are:

e MX_ MODIFYTASK: The value of this constant is the identifier of the task FS_Edit user.

e MX PENDING_DEPROVISIONTASK: The value of this constant is the identifier of the
task FS_Delete user.

e MX PENDING_PROVISIONTASK: The value of this constant is the identifier of the task
FS_Add user.

In the figure below the expanded set of tasks can be viewed:

{07 F5 Tasks

=100 Utility tasks

= [t Start Privilege Task
B- T{, Start Privilege Task

#0§ Job variables
#63 Job constants
LM Start Privilege Task
=M F5_aAdd user
= [t FS_Add user

B- T{, Fs_Add user
.. EHg Syskem log
Ely 1ob log
(3 Scripks
#0§ Job variables
#63 Job constants
T F5_add user
=B FS_Edit user
= [t F5_Edit user

B- T{, Fs_Edit user

#0§ Job variables
-i0d Job constants
T F5_Edit user
=Ml F5_Delete user

=- = FS _Delete user

= T.'i- F3_Delete user

B System log
By Ioh log
(3 Scripks
#0§ Job variables
#63 Job constants
T F5_Delete user

When creating the tasks, the type of tasks which the partner should use is ordered task group.
Every task to be visible from the User Interface must be a public task.
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Exporting the Identity Center tasks and the repository
definition

Once the tasks are created the task set must be exported to the certification package. Do the
following:

1. Select the folder "<RN> Tasks" in the Identity Center console tree, where <RN> is the
name of the repository definition.

2. Choose "Export..." from the context menu.

3. Select the location where to save the file and name it
"<Repository definition name> tasks and repository".

4, Choose "Save".

The "SAP NetWeaver Identity Center Syncutility" dialog box appears. Choose "Export",
and then "Finish".

Creating the Identity Center jobs

Similar to the set of tasks, the set of jobs must follow a standard in both structure and naming.
The set will be composed of two jobs:

e Create Account Privilege: This job will create the account privilege.

e Search Job: This job completes a search with one level option under the starting point given
by a constant in the repository definition.

The job ""Create Account Privilege™

The MSKEYVALUE for the account privilege follows the naming standard
PRIV:<RN>_Account, where <RN> is the repository definition's name. In job's "Destination™
tab you can observe the following set of attributes:

— Destination |dentity ztare

Identity store: IEnterprise People

Entry type: IMK_F'HI"-@'I LEGE

=~
[

b ultivealue delimiter: ||

User infe: |anld=?é$ddm.mcinbfé

[nzert template

| Attribute | Walue
| MSEETWALLE PRI:FS_Account
| M _REPOSITORYMAME Ffrep FHAME R
[S_ACCOUNT 1

Mi_ADD_MEMBER_TASE Ehrep Me_ADD_MEMBER_TASKX
M_DEL_MEMBER_TASK ZprepMx_DEL_MEMBER_TASKX

The values of the attributes MX_ADD_MEMBER_TASK and MX_DEL_MEMBER_TASK
are retrieved from the repository definition's constants with the same name. The value of the
attribute MX_REPOSITORYNAME is retrieved from the repository definition's constant
NAME. The MSKEYVALUE has the value PRIV:<Repository definition name>_Account. The
value of the attribute IS ACCOUNT is "1".
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The attribute IS_ ACCOUNT informs that a particular privilege is of an account type i.e. is
creating an account for a user, as opposed to non-account privileges that may give users a
certain rights in the backend system (but are dependent on the existence of an account).

The job **Search Job™

The job consists of two passes:

o Read Entries: This part of the job will read all the entries directly under the given starting
point and will create an intermediate table where all entries will be stored.

o \Write Result: The second step will read the entries from the intermediate table and write
them to a file.

The Read Entries pass is a From LDAP directory pass that reads all entries by performing an
LDAP search operation towards the Virtual Directory Server. A repository definition needs to
be selected in the "Repository" tab of this pass. The tabs "Source"” and "Destination™ must be
configured as well. The "Source" tab for the sample connector will look like this:

~ LOAP source
LDAF URL: |LDAP:MZ&ep_LDAP_HDsT:z:ff;$rep_LDAP_PDHTmerep_LDAP_s TARTING_POINT .. |
Directary login name: I,‘};$[Ep_LD'&.'P_|_DG|NZ Directary size limnit: |1 0
Directary login password: |z$,ep_|_[),.f_-.'p_p,-;-,'5 SwWORD Y Directary time: limit: 400

Frotocal LD&R 2 Directary page size: |5|j
LOARE &
DAP | ~ Advanced... |

Character zet: IUTF-E j v Follow referals
Security ophior: ISimpIe authentication j
Alias resalving: I Mewver j

The three most important fields are LDAP URL, Directory login name and Directory login
password which take their values from the LDAP repository definition's constants.

In the "Destination" tab it is described where the read data will be written. For the sample
connector the "Destination” tab looks like this:

From LDAF directory

Hepnsitnryl Source | | Deltal Dncumentatinnl

— D atabase destination

Databaze: |Z$ddm.identit_l,lcenter°/e |
[~ Enciypt connection sting
T able narne: IsapZ$rep.$N.ﬁ.ME‘Zuser Table update: | Delete table before loading ﬂ
Inzert template | Databaze compacting intereal: I
| Target | Type [ Size/| Sorpt | Source
| dn WaRCHAR 285 dn
| objectclazz WARCHAR 285 objectclazz
| filename WaRCHAR 255 file
| content WaRCHAR 255 content
| permits WARCHAR 285 permits
| hidden WaRCHAR 255 hidden
| path WaRCHAR 255 path

Here we define a set of attributes — what they will be named in the intermediate table, as well as
their type and size.

© Copyright 2012 SAP AG. All rights reserved.




17
Section 1: Creating a certification package
SAP NetWeaver Identity Management Connector Development Kit Certification

The "Database” field needs to be filled — the context menu may be used to insert the system
parameter %$ddm.identitycenter%. Also the field "Table name" needs to be filled (use for
example sap%$rep.SNAME%user as the value).

Once the entries are read and their data written in the intermediate table, then it is time to write
this data to a file. This is done in the Write Result pass.

The Write Result pass is a To ASCII file pass. Repository definition is selected in the
"Repository" tab of this pass. In the "Source™ tab the table created when reading entries is
defined as the data source:

Repozitany | Destinatiu:unl Deltal Dncumentatinnl
Database source [ Use identity stare
D atabase: |X$ddm.identitycenter2

[T Encrypt connection string

SAL statement: ISELEET *FROM zapifrep $NAME Zuzer
In the "Destination" tab, a file to write the data to is defined and the option "Reset output file"
selected:
Hepnsitnryl Sourcs | | Deltal Dncumentationl To ASCII file
—ASCI output data
File M arme: IC: WDocuments and SettingshDesktophFS_search_result bt |
Fieset output file [ [~ Generate CSY file
¥ Include C5V header  C5Y defimiter I

Split lire string: I
[~ &dd quates D efault salue: I

Binary output [~

Inzert template |

|Va|ue

dnZ

filenamne: Zfilenamea

path: ZpathZ

content; Zoontent®
permits: permitei

hidden: %hidden?
objectclazs Hobjectclazs®

The following figure shows the complete set of jobs for the sample connector:

|_::_|---E:_ Zreate Account Privilege
By System log

Bl Ioblog

----- (3 Scripts

403 Job variables

403 Job constants

----- a Create Account Privilege
== Search Job

By System log

By Job log

----- (3 Scripts

403 Job variables

403 Job constants

----- %h Read Entries

gg Write Result
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Exporting the Identity Center jobs

Once the set of jobs is completed, it is time to export it to the certification package. Do the

following:

1. Select the folder "<RN> Jobs™ in the Identity Center console tree, where <RN> is the
repository definition's name.

2. Choose "Export..." from the context menu.

3. Choose "<Repository definition name> jobs" as the name of the file and select the location
where to save it.

4. Choose "Save".

5. The "SAP NetWeaver Identity Center Syncutility" dialog box appears. Choose "Export",

and then "Finish".

Exporting the identity store schema (optional)

If additional entry types or attributes are required for the connector, make sure to export the
identity store schema to a file and include it in the certification package (IC files folder). To
export the schema, do the following:

1.

Select "Identity store schema™ of your identity store in the console tree and choose Export
schema... from the context menu.

Define the name for the file (<Identity store name>_identity store schema.mcc) and where
to store the file, then choose "Save".

Choose "Export", and then define which entry types and attributes to export.

Choose "Export" and then "Finish".
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Creating the initial data for the sample connector

For the sample connector, the initial data set is composed of 1000 files. The files are called
initialfile_X where X=[1...1000]. An initial data set provided by the partner has to have at least
300 entries. All files are stored in a subfolder Data of the folder called Initial Data. The files
must be copied to the proper location as described in the corresponding documentation.

The file Initial entries.txt contains the entry descriptions for all the initial entries. It has the
following format:

Entry 1 Dn
Attr 1 1 Name: Attr_ 1 1 Val
Attr 1 2 Name: Attr_1 2 Val

Attr 1 M_Name: Attr 1 M_Val

Entry N_Dn
Attr N _1 Name: Attr N_1 Val
Attr N _2 Name: Attr N_2 Val

Attr N_P_Name: Attr N_P_Val
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Section 2: Certification process steps

The certification process steps are:

e The package and documentation validation: validate that all mandatory (necessary)
documentation and files are delivered by the partner and that the recommended structure
and naming is followed.

o Installing and configuring the Identity Management Connector: install the Virtual Directory
Server configuration (optionally vendor specific module) and configure the Identity Center.

o Functionality validation of the Identity Management Connector: test the search for, add,
modify and delete user operations.

The package and documentation validation

Part of the certification process is the submission (by ISVs or SAP partners) of the files,
documents and information as described in section Deliverables on page 2 and the certification
package as shown in section The package on page 5.

Validate that these files and documents are delivered and that the recommended structure and
naming of the files and folders in the package is followed, then enter the package and the
documentation status (OK/Failed (to fulfill the requirements)) into the form (Item 1) to be a part
of the test report.

Installing and configuring the Identity Management
Connector

Before installing the Identity Management connector, make sure that the Identity Center is
installed and running and the Virtual Directory Server installed (optionally the vendor module).
The Virtual Directory Server steps of the certification process should be replaced by the vendor
module details, if it is used instead of the Virtual Directory Server.

Install and configure the connector according to the installation and configuration
documentation delivered by the partner.

Verify that the connector could be correctly installed (and configured) according to the
documentation and enter the result (OK/Failed) into the form (Item 2) to be a part of the test
report.
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Installing the Virtual Directory Server configuration

The first step is to open the Virtual Directory Server configuration:
1. Open the Virtual Directory Server.
2. Select "Open file..." from "File" in the main menu.

W, virtual Directory Server = =] 3
File View Server Configure Tools Versioning Transport Help

Save ‘ Expand Operation Audit Statistics ‘ Start Stop ‘ Update Clear cache
l’Conﬁg rLDnP browser | l/@ Pane 1 |

‘4 Mo configuration apened

Look In: ||j\fDSﬁIes |V| E
[ File Browser Connector
T Libs

D File Browser Connector.xml
D File Browser Connector_BAK.xml

File Hame: |Fi|e Erowser Connectorxml |

Files of Type: |xML Files (*.xmi) | = |

| Open || Cancel |

l’ConsoIe rSystem info |

Service name: Port: Status: Unknown

Select the file <Connector name>.xml (for the sample connector
File Browser Connector.xml in the folder VDS files in the Connector Development Kit).

3. Choose "Open™.
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4. The next step consists of including the necessary target application libraries. Select "Tools"
and then "Options...", and in the tab "Classpath™ include all the libraries provided in the
package (as e.g. fileBrowser.jar for the sample connector):

W, virtual Directory Server - C:\Documents and Settings' Administrator',Desktop',Connector Development Kit',Certification Package'Example Connector Cerfication ... [l[=] B3

File View Server Configure Too ‘4 Options

= P ;
B "ZWGeneral | Externaltools | Classpath (G2l G

[ Config | LDAP browser | Classpatt Adafie.. || Addfolder..
? j\finual Directary Server
v keystare reference
o & Deployments
T Constants
o 553 Data sources
&5 Eventtriggers
o §%% Rules
o g e User groups
o 5Ba, Virtual trees

> & o iasses
Look In: ||j Libs |V| E

D fileBrowser.jar

Claszpath

Additional java options:

|: Files of Type: |JARfiles ("zip, jar) |~

File Name: |ﬂIeElr0wser.jar |

| Open || Cancel |

l;.(.:onsole rSystem info |

Verifying user conficuration
Verifying cache confimuration
Verifying ewent trigoers

Verifying recquest cqueue conficuration
Verifying proxy confiquration

1.

Service name:  Application Port: 7777 Status: Stopped &
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5. It might be necessary to compile java class(es) before the server can be run. For the sample
connector, before running the server it is necessary to compile the java class
FileBrowserConnector. To do so, extend the node "Extension classes™ in the Virtual
Directory Server console tree and then extend the node "Connectors”. Double-click
"FileBrowserConnector" and choose "Compile™:

I virtual Directory Server - C:\Documents and Settings' Administrator',Desktop',Connector Development Kit',Certification Package'Example Connector Cerfication ... [H[=] E3

File View Server Configure Tools Versioning Transport Help

(= Open ‘ ] Operation | ] Audit | E] Statistics ‘ P start ‘ £} Update
l’Conﬁg |LDAP browser | Pane 1 |
? 4 Vintual Directory Server j Java class - FileBrowserConnectol
@ Keystare references
o &* Deployments File Tools Help
T Constants

o B9 Data sources & save|| 8 Export | .4 Compile | = Format | §y Javadoc

&5 Eventtriggers
- 288 Rules Name: FileBrowserConnectar
o sz f» User groups Description:

o 5Ba, Virtual trees |
¢ =l Edension classes

¢ [E Connectars Source | Output

é? FileBrowserCannector

[T

mpaort com.sap.idm.wds.’;

import java.util. Hashiap;

import jawva.util lteratar;

import com.zap.idm.wds.connectorsamplefile.impl.®;
import java.util.®;

[nT»

e
* Thiz comrector olass 2otz 25 2 fle Aowser.

* Severzl Fotions ame sllowed to he takenr:

* - Segmh -= Pemits o hmwse thmough the fle syshes.

* Thiz ome car be in sevea! levels

* - Mo iy -= Pemits bo wodify the corbent of 3 fle.

* A pouple of options 3 guailable forthiz

* - Add -= Lised to add fles ard directordes in the fle system
*
1

[4]

- Delete -= Lted fo delete fles and diectodes
[ i [¥]

| 0K I Cancel | Help w

l’ConsoIe rSystem info |

Verifying user conficuration
Verifying cache confimuration
Verifying ewent trigoers

Verifying recquest cqueue conficuration
Verifying proxy confiquration

1.

Service name:  Application Port: 7777 Status: Stopped &

Note:

If some problems with the compilation occur, the reason might be that the java compiler is
not properly configured. Select "Tools™ and then "Options...", and then the tab "General”
and check the compiler options.

6. Choose "Start" and the Virtual Directory Server will be running.

For some connectors, there might be some parameters that need to be set before running the
server. In that case, all these must be gathered in the document covering the Virtual Directory
Server configuration specifications, which should be stored in the folder Documentation.

Once the Virtual Directory Server is running properly the Identity Center should be configured
in order to execute the use cases and finish the certification process. The Identity Center
configuration consists of the following steps:

e Importing the identity store schema (optional)

e Importing the repository definition and the tasks

e Importing the jobs

o Defining modify task and modify task trigger attributes
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o Creating an account privilege (in order to execute the provisioning and de-provisioning
tasks)

e  Other minor configurations that might be needed (in which case the Identity Center
specifications must document these)

Importing the identity store schema (optional)

If additional entry types or attributes are required for the connector, make sure to import the
identity store schema into the identity store. The file <ldentity store name>_identity store
schema.mcc, found in the IC Files folder of the certification package, must be imported. To
import the file, do the following:

1. Select "ldentity store schema” of your identity store in the console tree and choose Import
schema... from the context menu.

2. Navigate to the file (<ldentity store name>_identity store schema.mcc), then choose
"Open".

3. Choose "Import", and make sure that the options "Merge™ or "Overwrite", and "Use this for
all matching entry types/attributes™ are selected.

4, Choose "Next>" and then "Finish".

Importing the repository definition and the tasks into the Identity
Center

The file <Repository definition name> tasks and repository.mcc (which for the sample
connector is the file FS tasks and repository.mcc) needs to be imported. Both the tasks and the
repository definition are imported in the same operation.

Note:

Before importing make sure that the option "Enable imported jobs™ is selected. Select the
Identity Center node in the console tree and select the "Options™ tab to select "Enable imported
jobs". Then choose "Apply".

For the sample connector, an Identity Center called "IC certification™ is created (with the
dispatcher "certif_dispatch™). Then the file FS tasks and repository.mcc is imported. To do so,
do the following:

1. Select the "Enterprise People™ identity store in the console tree and select "Import..." from
the context menu.

2. Navigate to and select the file <Repository definition name> tasks and repository.mcc (here
FS tasks and repository.mcc). The "SAP NetWeaver Identity Center Syncutility” dialog box
will open.

3. Inthe "General" tab, select the options "Link tasks into display- and event properties on
entry types and attributes" and "Update repository constant(s)".

4. Inthe "Advanced" tab, select the previously created dispatcher.

5. Complete the import.
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After importing the file FS tasks and repository.mcc, the Identity Center console tree could look
like this:

EIE IC certification

EQ Management

@ Skakus

By System lag

B3 Jab log

-3 Global scripks

; I5cript

WBScript

409 Global variables

403 Global constants

=i Repositories
E-@ FS

Scheduling

=% Dispatchers

E Dispatcher status
L certif_dispatch
[]--{@. External event handlers
=& Identity stores

LAY Attribute bypes
=@ Enterprise People
- E Identity store schema

- & Identity store metadata

-{Z3 Lost and Found
=00 FS Tas
(BN Y Litilty basks
ml F5_add user
[ F5_Edit user
- FS_Delete user

-] Job folder

tas

The imported tasks follow a certain structure. A folder <Repository definition name> Tasks
(FS Tasks) contains the tasks:

o for adding a user in the backend system, named <Repository definition name>_Add user
(FS_Add user).

o for modifying a user, <Repository definition name>_Edit user (FS_Edit user).
o for deleting a user, <Repository definition name>_Delete user (FS_Delete user).
Other extra tasks must be placed into a folder called Utility tasks.

The repository definition FS holds the data needed by tasks and jobs.

Importing the jobs into the Identity Center

The next step is to import the job folder that contains the two jobs necessary for the account
privilege creation and the search operation. The first one will basically create an account
privilege. Any object in the Identity Center that has the account privilege (for the target system)
will have an entry in the target system. This is the privilege for provisioning/de-provisioning in
the target system. The job for the search operation will search with one level option under the
starting point given by the repository constant LDAP_STARTING_POINT. This job will write
the results of the search in a file where the file location must be set by the user.

To import the job folder, do the following:
1. Select the Identity Center node in the console tree.

2. Select "Import..." from the context menu, and then navigate to and select the file
<Repository definition name> jobs.mcc (here FS jobs.mcc).

3. Select the dispatcher for the jobs in the "Advanced" tab of the "SAP NetWeaver Identity
Center Syncutility" dialog box.

4. Complete the import.
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After import, the Identity Center console tree may look like this:

Eﬁ IC certification

-3 Management

-l Identity stores

E1-23 FS jobs

A status

E---ﬁ:_ Create Account Privilege
1 System log

: B3 Job log

403 Job variables
403 Job constants
[ a Create Account Privilege
E---ﬁ:_ Search Job

By System lag

- Job log

----- Scripks

403 Job variables
403 Job constants
----- Toy Read Entries
- Wrike Result

Defining modify task and modify task trigger attributes in the Identity
Center

When modifying an attribute in the Identity Center, this modification will be reflected in the
target system. The defined modifiable attributes must be defined as the modify task trigger
attributes (with the corresponding modify task defined) in the Identity Center in order for the
change to be reflected in the target system. This can be done in two ways:

o Link attribute by attribute to the modifying task: Select a modifiable attribute in the attribute
list under the node "Identity store schema" in the Identity Center Management Console.
View the properties of the attribute and in the "Event tasks" tab define the task
"<Repository definition name>_Edit user" as the modify task. Then choose "OK". This has
to be done for each modifiable attribute in the list. If the attribute is not in the list then you
must create it. In order to create an attribute, select "Attributes” node and then
New\ldentity store attribute... from the context menu.

[#- A Management
-l Iderkity stores
- D3 Attribute bypes

=@ Entetprise People
EE. Identity store schema

.40 Entry bypes

BT ] Atbribukes

© Copyright 2012 SAP AG. All rights reserved.



27
Section 2: Certification process steps
SAP NetWeaver Identity Management Connector Development Kit Certification

o Define the modify task and the trigger attributes on the privilege: The privilege for this
purpose is a system privilege and has a standard naming
PRIV:SYSTEM:<Repository definition name>. An example of how this privilege could be
created is shown in the figure below:

Hepu:usitu:ur_l,ll Source Destinatiu:unl Deltal Du:u:umentatiu:unl

— Destination |dentity stare

|dentity gtore: IEnterprise People j
Entry type: [Mox_FRIVILEGE |
Multivalue delimiter: II

I zer itfor IJ obld=%%ddm. mcjobi

Inzert template |

| Attribute | Yalue
MSEEWALLE PRIW:SYSTEMFS
DISPLAYMAME PRIWV_SYSTEM_FS

Once the privilege is created, view the privileges under the node "Privileges" under
"ldentity store metadata™ in the Identity Center console tree.

Another way of creating the privilege would be from the console tree in the Management
Console:

2 Identity store metadata
L

ol Roles
----- ? Cvnamic groups
o audit Flags

Select the privilege "PRIV:SYSTEM:<Repository definition name>" and view its properties.
In the tab "Tasks", define the task "<Repository definition name>_Edit user" as the modify
task. Then define the modifiable attributes as the modify task trigger attributes in the list
below (select "Trig event” for the desired attributes). Choose "OK" to save the data and to
close the dialog box.

Creating an account privilege

Run the job "Create Account Privilege". With the execution of this job an account privilege will
be created for the provisioning and de-provisioning tasks. Every entry in the Identity Center that
has this privilege will be created in the target system, and when the privilege is removed from
an entry in the Identity Center then the corresponding entry in the target system will be removed
too.
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Functionality validation of the Identity Management
Connector

Before the validation testing is performed make sure that the validation job and tasks are
correctly installed and configured according to documentation delivered by the partner, i.e. after
the successful installation and configuration of the connector (and once the step for the account
privilege creation has been completed) the validation tests validate that the following functions
of the Identity Management connector work:

o Read and search for entries: reading the initial entries (provided by the partner) and testing
the search functionality.

o Create a new entry (add user): testing the user provisioning to the target system/application.

o Modify an entry: testing the modifying of some attributes (which must be specified by the
partner to be certified) for an entry

o Delete an entry: testing the user de-provisioning from the target system/application.
These four test cases cover the basic functionality to verify that the connector works properly.

The tasks can be executed from the SAP NetWeaver Identity Management User Interface,
connected to the Identity Center, as well as from the Identity Center Management Console. For
the sample connector, the test case for the search functionality will be executed from the
Identity Center Management Console and others from the User Interface.

Search operation

The search job will be executed from the Identity Center Management Console. The result
returned by the search job is a real data in the target system, which we can compare to the
expected data.

To test this job the target system is populated with some initial data provided by the partner (can
be found in the sub-folder Data of the folder Initial Data in the package). See document
<Repository definition name> initial data installation.pdf for details about the installation of the
initial data.

A file describing the entries of the initial data is available in the package. The file provided by
the partner is called Initial entries.txt (or .csv) and can be found in the folder Initial Data. The
number of entries must be at least 300 and the file must have the following configuration:

Entry 1 Dn
Attr 1 1 Name: Attr_1 1 Val
Attr 1 2 Name: Attr_1 2 Val

Attr_1_M_Name: Attr_1_M_Val

Entry_N_Dn
Attr N _1 Name: Attr N_1 Val
Attr_ N _2 Name: Attr N_2 Val

Attr N_P_Name: Attr_ N_P_Val
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where Entry_<X>_Dn is the distinguished name for the entry number X and
Attr_<X>_<Y>_Val is the value for the attribute Y of the entry X. The entry and the attribute
representations must be exactly the same as in the file created as the result of the search
operation.

The Read Entries pass of the search job reads the target application initial entries stored in
LDAP. Make sure that the initial entries provided are correctly installed before running the job.
When read, the entries are then written to a file for verification by the pass Write Result. In the
search job it is necessary to define the desired file which the entries will be written to.

Do the following:

1. Select the pass "Write Result” of the job "Search Job™ in the console tree.

2. Select the "Destination™ tab.

3. Choose "..." to the right of the "File Name" field, and specify the file to be used.
4. Choose "Apply".
5

Run the job (choose "Run now™ in the details pane (the "Options™ tab)). The job may run for
some time. When the job is completed, it is possible to see the log entry and the number of
entries read.

Note:
You may need to refresh the log to see the result when the job is completed, either by
selecting the auto refresh function or by choosing "Refresh* manually.

6. Validate that the number of entries read matches the specification from the partner and enter
the result (OK/Failed) into the form (Item 3) to be a part of the test report.

7. View the obtained result file and compare with the content of the file Initial entries.txt (or
.csv). Verify that the first n rows match the specification from partner and enter the result
(OK/Failed) into the form (Item 4) to be a part of the test report.

This job will be used to verify add, modify and delete operations in the target system.

Adding the user

In this case an entry will be provisioned to the target system. The test case will be executed
adding the account privilege to an Identity Center entry (entry type MX_PERSON). After the
account privilege has been added the entry will be added to the target system. This test case
must be executed for every entry type described by the partner in the documentation.

The task <Repository definition name>_Add user creates the user in the target application when
the privilege PRIV:<Repository definition name>_Account is assigned the user, i.e. to run the
task assign the privilege to the user by using the User Interface task

<Repository definition name>_Edit user. Do the following:

1. Start the Identity Management User Interface. Log in with the administrator user and select
the "Manage" tab.

2. Find and select the "John Doe" user and choose "Choose Task".

3. Expand the "User Interface tasks" folder and select the task
"<Repository definition name>_Edit user".

Note:
Choosing "Add to Favorites™ you can add a task button for easier access to the task.

4. Choose "Choose Task™ and the "<Repository definition name>_Edit user" task will open in
a new window.
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5. Choose "Search™ in the left pane (Available) to list all the available privileges that can be
assigned to the entry.

6. Select the privilege "PRIV:<Repository definition name>_Account" and choose "Add". The
privilege is now added.

7. Choose "Save" to save the changes and close the task.

8. Verify, according to specification from partner, that the user "John Doe" is created in the
target application. Use the search job to verify that the entry has been added, i.e. inspect the
generated search result file checking for the existence of the entry. Also check that no
unexpected extra entries, missing entries or attribute errors/modifications have emerged.
Enter the result (OK/Failed) into the form (Item 5) to be a part of the test report.

An example using the sample connector, where a User Interface task is used to add the account
privilege to entry "userl”, is:

1. Select the entry "userl" in the User Interface (the "Manage" tab).
2. Choose "Choose Task"
3. Navigate to and select the task "FS_Edit user".

IDENTITY MANAGEMENT W
Welcome Administrator Log Off
Self Services i To DomI “igwr Reports i History
Showe |Person |~ and Find | || o Advanced
Tasks Available for this Entry

Unicjue (O
Administrator
uzert

initizl file 1

I Details about user1 [~

Mo details task defined for entry type Person

Unigue 1C:

Display Mame:  uzer!

Last Mame:
First Mame:

javascriptivoidia);

¥ FS Tasks

= Last Name < First Name =

|| Choose Task || Addto Favarites || Remove From Favories

USErT

initizl file 1
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4. Choose "Choose Task". This will open the task in own window.

FS_Edit user

Unique ID user! Display Hame userl

COMNTENT: |
Display Mame: * usert |

Unigue [0: * |user1 ]
Assigned Privileges

Available Assigned

and Find | || search [Add] Advanced  Find |
Uniicue 1D % Display Mame % Ertry Owner i Display hame = alid from % walidto % Resson
MX_PRIVIADITAS_TODO MX_PRIVAADTAB_TODO PRIY FS_Accourt
¥ _PRIVIADITAB_MANAGE Mx_PRIVIADITAR_MANAGE
¥ _PRIVIWDITAB_HISTORY Mx _PRIVIADITAB_HISTORY
MX_PRIVIADTAS_REPORT MX_PRIVIADTAB_REPORT
PRIY.FS_sccount PRIY.FS_accournt
I Details about PRIVFS_Account (7] I Details ]

Add the privilege "PRIV:FS_Account™ to the user.
5. Choose "Save", then close the task window.

S Stalus =

The entry "user1" should now be provisioned. The next step is to check that the file was added,

using the search job in the Identity Center Management Console, i.e. run the search j

ob and

manually inspect the generated search result file checking for the existence of the entry. Also
check that no unexpected extra entries, missing entries or attribute errors/modifications have

emerged.

Modifying the user

In this case some modifications will be made for every attribute described by the par
documentation. The partner must describe the properties of every attribute as an attri
instance be mandatory, single-value, multi-value, etc. Use the User Interface task

tner in the
bute can for

<Repository definition name>_Edit user to modify one or several attribute(s) of user John Doe

(a telephone number (attribute MX_PHONE_PRIMARY), e-mail address (attribute
MX_MAIL_PRIMARY) etc). Do the following:

1. Select the user "John Doe" in the "Manage" tab of the User Interface, then select

"<Repository definition name>_Edit user". This will open the task in a new window.

2. Add or alter value of an attribute in the correct field.
Choose "Save" to save the changes and close the task.

4. Verify, according to specification from partner, that these attributes are updated in the target
application. Use the search job to verify that the entry/attribute has been modified (inspect
the generated search result file checking the modification). Also check that no unexpected
extra entries, missing entries or attribute errors/modifications have emerged. Enter the result

(OK/Failed) into the form (Item 6) to be a part of the test report.
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In the sample connector there is only one attribute to modify — the attribute CONTENT. Make
sure that the attribute exists in your identity store, and add the attribute to the attribute list of the
User Interface task FS_Edit user.

To modify this attribute, do the following:

1. Select the entry "userl"” in the User Interface (the "Manage" tab) and open the task
"FS_Edit user" for this entry.

FS_Edit user

Unique 1D user! Display Hamne userl

CONTENT: [new cartert for userT
Display Mame: *

Unigue IDx *
Assigned Privileges
Available Assigned

andfind|  [Search | 2 Fltanes d Fnd|  [Search| |Decle

MSKey = Display hame < walid from = walidto = Reason S Status =
PRIV:FS_Accourt Ok

I Details [ I Details |

Javascriptivoid(n);

To modify the attribute "CONTENT", enter the data in the "CONTENT" field.
2. Choose "Save" and close the task window.

3. Compare the expected data with the result obtained by the search job.

Deleting the user

This will test the de-provisioning of entries in the target system. Remove the account privilege
from an entry that has it and the entry should be removed from the target system. The task
<Repository definition name>_Delete user deletes the user from the target application when the
privilege PRIV:<Repository definition name>_Account is removed from the user, i.e. to run the
task remove the privilege from the user by using the User Interface task

<Repository definition name>_Edit user. Do the following:

1. Select the user "John Doe" in the "Manage" tab of the User Interface, then select
"<Repository definition name>_Edit user". This will open the task in a new window.

2. Select the privilege "PRIV:<Repository definition name>_Account™ in the right pane
(Assigned) and choose "Delete™. This will remove the privilege.

Choose "Save" to save the changes and close the task.

4. Verify, according to specification from partner, that the user "John Doe" is no longer
present in the target application. Use the search job to verify that the entry has been
removed (inspect the generated search result file checking that the entry is removed). Enter
the result (OK/Failed) into the form (Item 7) to be a part of the test report.
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For the sample connector, the process of de-provisioning will be the opposite of the one
described for adding the user. In this case the account privilege PRIV:FS_Account must be
removed from the entry userl, using the User Interface task FS_Edit user. Compare the
expected data with the result obtained by the search job.
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Section 3: Test report (form)

This table/form is used to log the results of the tests and will be a part of the final test report:

1 Documentation/the package

Check that the
documentation exists/is
provided. Also check that
the recommended
structure and naming of
the files and folders in the
package is followed

2 Technical implementation and
configuration

Check the installation
process and the
customizing/configuring
as documented, and verify
that it works.

Functional correctness:

Use cases:

Number of
entries
read

Check the functional
correctness of selected
use cases.

Check that the search
operation result file
contains the correct
number of entries read
from the repository
definition, i.e. contains all
entries available in the
target application.

Entries
match

Check that entries in the
search operation result
file match those in the
target application (as
described in the partner
documentation).

Add
(create)
the user

Check that the user is
created (exists) in the
target application.

Modify the
user

Check that the modified
attributes are correctly
updated in the target
application.

Delete the
user

Check that the user is
removed from the target
application.
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